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[bookmark: _Toc61784928]Glossary of Terms
	SoS
	System of Systems 

	YHCR
	Yorkshire & Humber Care Record 

	CSO
	Clinical Safety Officer 

	DCB
	Data Coordination Board

	ICS
	Integrated Care Services

	LHCRE
	Local Health & Care Record Exemplar programme 

	CAB
	Change Advisory Board

	CCIO
	Chief Clinical Information Officer

	ALARP
	As Low As Reasonably Practicable

	FHIR
	Fast Healthcare Interoperability Resource

	UAT
	User Acceptance Testing








[bookmark: _Toc61784929]Executive Report.
[bookmark: _Toc61784930]This report is written in support of the Yorkshire & Humber Care Record (YHCR) programme and it seeks to meet the requirements of DCB 0129 and the clinical safety standards. This provides guidance and protocol for on-boarding organisations connecting into the System of Systems (SoS) as well as users of the product. This is a working document and true at the time of constructing however this will change over time and be regularly updated. 
[bookmark: _Toc61784931]Introduction
The Yorkshire & Humber Care Record is the brand identity for a set of products and capabilities which are managed by the Yorkshire & Humber Care Record team. The development of these was instituted by the Local Health & Care Record Exemplar programme (LHCRE) under which NHS England/X awarded the Yorkshire and Humber region funding to improve interoperability between health care systems operating in the region. The number and scope of the products and capabilities is evolving but they are broadly aligned to:
· Improving access to care records in the provision of direct care
· Improving access to clinical and social care data for the purpose of population health management
· Engaging the citizen in their care, health and well-being.
At the core of the Yorkshire & Humber Care Record is the System of Systems (SoS)– a set of software components which facilitate secure access by data consumers to data held by data providers. In essence, the SoS is integration middleware. This Clinical Safety Report is only in relation to the SoS direct care work stream.
As the programme has developed the regional Integrated Care Services (ICS) are now funding the YHCR and work collaboratively with the programme team to ensure deliverance of core components within the region. These include: Humber, Coast & Vale ICS, West Yorkshire & Harrogate ICS and South Yorkshire & Bassetlaw ICS. 
[bookmark: _Toc490478254][bookmark: _Toc61784932]System Definition / Overview
The System of Systems will be deployed in three distinct phases:
Phase 1 – Rapid Star:	A minimum viable product, co-hosted with the Rotherham Trust Integration Engine, targeted at well defined, low volume, use cases involving a small number of participants.
Phase 2 – Transitionar:	Functionally evolving product, hosted partially on a dedicated integration engine with migration to cloud based micro services, supporting the requirements of a growing number of participants.
Phase 3 – Operation at Scale:	A functionally mature product, architected and hosted in the cloud, operating at high volume with participation from all major health & care organisations.
Currently in Phase 2 of the deployment transitioning into Phase 3 at the time of writing this    report.
The SoS is being developed by the Yorkshire & Humber Care Record team using several third-party system integrators. The minimum viable product was developed by Synanetics Ltd under assurance from the Yorkshire and Humber Care Record Team.
In the future, different organisations may be awarded contracts to develop and maintain different components of the SoS and the product will have multiple manufacturers however Synanetics Ltd are the middleware integrators. 
The Yorkshire & Humber Care Record team have worked with Synanetics to ensure that they comply with the clinical safety requirements DCB 0129 and this clinical assurance will be maintained by the various trusts onboarded into the SoS and there is a clear demarcation of responsibility between them for maintaining their hazard log and implementing the documented risk control and mitigation techniques in the future.







[bookmark: _Toc61784933]Messaging Types 
[image: ]Synchronous Query:	A data consumer requests data from the SoS, which services it in real-time from data providers, and issues the results over same connection on which the request was made. The method is explained further in the design paper for the FHIR Aggregator.











Synchronous queries will typically be used by clinical software to access regional data in the context of a patient for the purpose of direct care. The data will inform a clinician of health and care providers’ contact with the patient outside of the care setting in which they operate. Data content will include:
· medications prescribed, stopped and administered;
· vital sign measurements;
· test orders and results including but not limited to: pathology, radiology endoscopy, audiology, and ophthalmology;
· problems and diagnoses;
· care plans;
· allergy Intolerances;
· clinical notes;
· historic encounters;
· appointments;
· demographics.

Asynchronous Query: A data consumer requests data from the SoS which acknowledges the request and drops the connection. The request is deferred to data providers which the SoS periodically polls and collects results as they are ready. The data consumer polls the SoS and ultimately collects an aggregated result set. The method is explained further in the design paper for the FHIR Aggregator.
[image: ]
Asynchronous queries allow a data consumer to issue complex or high-volume queries to a data provider which cannot be serviced in real time. The asynchronous nature of the service means that it is not well suited to on-demand use and the service will be used primarily for acquiring data in bulk for subsequent processing. At the time of writing the only immediately foreseeable user of this service is the Population Health Management (PHM) platform. However, future uses for the purpose of direct care can be anticipated.
Use cases for population health management include:
· risk stratification;
· identification of correlations in condition development and treatment regime, socio-economic, lifestyle, and other factors;
· service planning.
Data content in query results could include:
· medications prescribed, stopped and administered;
· vital sign measurements;
· test orders and results including but not limited to pathology, radiology endoscopy, audiology and ophthalmology;
· problems and diagnoses;
· care plans;
· allergy Intolerances;
· clinical notes;
· historic encounters;
· appointments;
· demographics.

Subscriptions:	A data consumer issues to the SoS  a request for data which matches a search criterion. The request is deferred to data providers which send data, as they arise, to the SoS over a synchronous connection. The SoS passes on data that it receives to data consumers over a similar synchronous connection. Subscriptions continue to operate until they are cancelled. The method is explained further in the design paper for the Subscriptions Infrastructure.
[image: ]
Subscriptions will typically be used by clinical software to notify care settings of an interest in categories of clinical events and for them to receive notification of occurrences of these events. Subscription will often, but not exclusively be in relation to a cohort of patients. Examples of these use cases could be:
· Alerting systems where clinicians are informed of subscription events for patients they treat;
· Dashboards displaying real-time statistics of how healthcare services are currently being used;
· Safeguarding;
· Algorithms monitoring trends in data points e.g. blood pressure / platelet count in order to promote intervention in care;
· Analytical tooling used for population health management and research purposes acquiring data required for study purposes.
Data content contained in the subscription notification could include:
· medications prescribed, stopped and administered;
· vital sign measurements;
· test orders and results including but not limited to pathology, radiology endoscopy, audiology and ophthalmology;
· problems and diagnoses;
· care plans;
· allergy andintolerances;
· clinical notes;
· historic encounters;
· appointments;
· demographics.
Transactional Messaging: A data provider uses the SoS s to deliver a transaction to a data consumer. Messaging is reliable in that the data consumer is required to issue an acknowledgement and the data provider will resend messages for which no acknowledgement is received. The method is explained further in the design paper for the Reliable Messaging Infrastructure.
[image: ]
Transactional messages will typically be used by care settings to exchange transactions representing clinical evens. Examples include:
· referrals of patients receiving cancer care between oncology centres;
· transfer of care from an ambulance to an emergency department;
· transfer of correspondence and / or between organisations.
The mechanism ensures guaranteed, secure delivery of valid messages between organisations.
Message content will include:
· patient demographics;
· appointment and encounter details;
· details of care provided;
· clinical observations and test results.


The Asynchronous Query message type is currently used only for the population health management cohort of the YHCR and not directly used for the SoS direct care piece. 


[bookmark: _Toc61784934]Infrastructure 
[image: ]

Currently the functionally evolving product, hosted partially on a dedicated integration engine with migration to cloud based micro services, supporting the requirements of a growing number of participants.




The above document details the data flows between data providers and consumers between the regional infrastructures. 
GP Connect 
GP Connect has worked with GP clinical system suppliers to develop Application Programming Interfaces (APIs).
These APIs make data from clinical systems available in a standard form so that it can be used across different systems and be made available to clinicians who need access to the data for direct patient care. 
Currently the information been shared is:
· Access Record: HTML which allows clinicians to view a read-only version of the patient’s detailed GP practice record
· Appointment Management which allows organisations to share and manage their appointments to support joined up patient care

Initially the YHCR programme is focussed on connecting GP connect into SoS using an adapter, the team has worked closely with NHS Digital to assure the safe and effective use and transfer of data using the API specification’s. Vigorous testing has been completed and the clinical hazards reviewed by the clinical safety officer (CSO). The integration of GP Connect into SoS allows the on boarding sites to receive and view the HTML text. It is important to note that each site which wishes to consume GP Connect will still be required to be assured by NHS Digital. 
The partner organisations will be expected to consume data via the SoS endpoint and present this in HTML view in their own user interface. Therefore they will be required to perform some in house testing and complete the SCAL (Supplier Conformance Assessment List) process in accordance with the NHS Digitals standards. 

[image: ]

This is an example of how the HTML text will be presented to the consumer. (please note- not all data fields are visible )

[bookmark: _Toc61784935]YHCR Concept 
[image: ]

The above diagram shows the concept behind the YHCR Programme, the Patient been in the centre with the potential of various health care sectors plugging into the SoS product. Providers of data from various environment’s with a wide range of user’s - clinical, non-clinical and social care. As the programme evolves more and more data providers contribute their data into the SoS and eventually this is and/or will be consumed by a number of other users. This report relates to the providers and consumers of data through the SoS where by their own development teams work together with the YHCR to establish their own unique User interface within their primary source system to display the consumed information. Currently in development is the YHCR Portal which has its own Clinical Safety Report. The portal is a standalone web based User Interface which will be able to be accessed by users and view all data provided for their patients from all live data providers participating in the YHCR.

As outlined the number of data providers is growing and therefore clinical assurance is vital, the programme team work collaboratively with the test manager and Clinical Safety officer to ensure robust on-boarding, engagement, developments and testing are completed satisfactory. 

[bookmark: _Toc61784936]Governance 
The YHCR programme has a governance framework in place, this consists of a wide range of responsible people which form a series of groups and forums. These include but are not exhaustive:
· Monthly YHCR team meeting which brings all the programme together with a set agenda to discuss progress etc.
· Change Advisory Board (CAB) bi-weekly meeting to discuss any development’s and releases and approvals
· Clinical & Technical Design Authority Group with occurs every two months and consists of a number of clinical, non-clinical and technical bodies from across the region. Discussions are held within this group about current work and future proposal’s, this is led by the Clinical Lead. 
· Daily stand up calls with the test manager and select members of the programme team as well as Synanetics the current YHCR middleware developers. 
· Various weekly meetings are held between programme team members to ensure alignment of work packages and assurance
· Integrated Care Systems (ICS) leads meet on an ad-hoc basis to discuss regional progress, plans etc. 
[bookmark: _Toc61784937]Roles and Responsibility 
Detailed below are the named personal responsibly for the YHCR programme, assurance and ensuring that the clinical safety activities are completed :
	Role
	Nomination

	Programme Director 
	Lee Rickles 

	Product Manager 
	Ian Clucas

	Role
	Name 

	Programme Director 
	Lee Rickles 

	Clinical Lead 
	Dr Jason Broch 

	Product Manager 
	Ian Clucas

	Project Manager 
	Hollie Harrison

	Project Manager
	Adam Brown

	Data standards manager  
	Sophie Lowsley  

	Data Service Manager  
	Chintan Chokshi

	Clinical Safety Officer
	Paul Warwick

	Lead Technical Architect (Synanetics)
	Robert Hickinbotham 

	Head of Applications (Synanetics)
	Emma Smith 

	Applications Developer (Synanetics)
	Greg Kekesi

	Senior Applications Developer (Synanetics)
	Richard Brown 



The Clinical Safety Officer will retain overall responsibility for the following activities: 
· ensure that clinical risk management activities are completed in accordance with the Clinical Risk Management System  
· review and approval of all safety documentation including Clinical Safety Case Reports and Hazard Logs
· review of any evidence in the Clinical Risk Management File to ensure it is complete and supports the Clinical Safety Case Report
· provide recommendation to Top Management regarding whether the Health IT System in this case SoS is safe to release and review future release’s
· raise any unacceptable safety risks to Top Management

[bookmark: _Toc490478262][bookmark: _Toc61784938]Quality Assurance and Document Approval
The YHCR programme has a firm governance structure in place.  Regular team meetings to review scope and raise risks and issues, work stream leads provide a fortnightly update.  This group reports to the Delivery Board who assure the programme progress and action any risks and issues impacting on the programme delivery; this board has representatives from across the region from all ICS.  The Delivery Board reports up to the Yorkshire and Humber Digital Care Board made up of senior executives from NHS and local government across the region.

[bookmark: _Toc490478263][bookmark: _Toc61784939]Configuration Control / Management
Synanetics is responsible for the change and configuration controls and management as the middleware integrators. Any system changes or additional functions would still be passed through the YHCR programme team for agreement and approval. This is done so at the bi-weekly Change Advisory Board meetings. As shown in the clinical assurance process (Ref 3) the clinical safety officer would also review and assure and changes/developments or new functions before release.  

[bookmark: _Toc490478255][bookmark: _Toc61784940]Clinical Risk Management System
The YHCR programme has a Clinical Risk Management System, a dedicated Clinical Safety Officer a Clinical Assurance Process. The YHCR has a clinical lead as well as other clinicians involved in the programme, the various CCIOs and clinical leads from onboarding sites across the region have formed a Clinical & Technical Design Authority group. The Clinical Risk Management System which applies to this YHCR programme is currently held by NHS Humber Teaching Foundation Trust . All on boarded sites that are onboarded or wish to onboard into the SoS would be required to submit their Hazard Log to the Clinical Safety Officer (CSO)so the master hazard log could be updated. This is to ensure visibility to all other sites which may be consuming their data. As hazards may be transferable it must be visible to enable other sites to consider the Hazards and mitigate accordingly. However the onboarding site are responsible for their own Clinical Safety Report which should include their own clinical risk management system and comply with the clinical safety standard DCB0160.
[image: ]

Above is the Clinical Management Framework YHCR uses in regards to their clinical risk management activities. 

[bookmark: _Toc490478256][bookmark: _Toc61784941]Clinical Risk Analysis
The Hazard log included in this document (ref 4) outlines the hazards identified regarding the SoS product, these have been scored and risks mitigated accordingly. Please see the Hazard log section for any high risk identified hazards. This also includes some onboarded sites Hazard Logs and forms a master log. 
The data will inform clinical decisions therefore a thorough clinical safety assessment and review must be carried out at each site onboarding. They are responsible for their own clinical testing, scenario building, training and guidance to end users, service management and incident reporting. 
Any site wishing to on-board to the SoS have and must pass various assurance gateways, some of these include:

1. Information Governance
2. Cyber Security
3. Technical Architecture 
4. Testing in Sandpit & Staging 
5. Clinical Assurance Process 

[bookmark: _Toc61784942]The Clinical Assurance Process ( ref 3 ) 
The YHCR programme has a 2 stage Clinical Assurance Process. Any onboarding site wishing to provide data will be clinically assured, the data flowing into the SoS is analysed and evaluated. Once complete a report is generated and any issues found are reported to the providing site. This is stage 1 of the process.  The  2nd stage is for the data flowing through the SoS to be checked at the consuming site. The CSO working for YHCR completes this assurance. However it is also the responsibility of the consumer to test and assure the data and ensure it is displayed in the user interface accurately. The CSO’s work together with the test teams and clinician’s to ensure the data is flowing correctly and most importantly the context and terminology are accurate. Any issues identified are actioned and discussed prior to any Go Live decisions. 

                              
The diagram above shows the Clinical Assurance Process.

[bookmark: _Toc490478258][bookmark: _Toc61784943]Clinical Risk Control
The YHCR programme has thorough clinical risk control and ensures that each onboarded site have followed the Clinical Assurance Process (ref 3). Incident management and service management must be in place for all sites. Staff trained to ensure uniformity with system usage. the acknowledgment and reporting of any risks, issues, incidents. 
A programme Hazard log is held and any existing and new hazards to be recorded and mitigated and where applicable disseminated to other sites. 
Workshops, meetings and forums will be held where necessary to identify, review and evaluate any existing or new risks. 
YHCR have clear guidelines to ensure that all sites on-boarding are compliant and self-declare there are responsible for their clinical safety. 

[bookmark: _Toc490478259][bookmark: _Toc61784944]Hazard Log
This includes the following components:  
· Hazard identification
· Description of patient safety consequences
· Explanation of hazard causes and contributory conditions
· Identification of existing mitigating controls
· Estimation of clinical risk
· Identification of participating personnel
YHCR and Synanetics performed a hazard workshop which identified hazards, these have been scored using the NHS Digital Risk Matrix. The hazards were scored initially for all three messaging groups, asynchronous messages have been excluded from this assessment as this will not be going live for Integrated care. 
The hazards were scored and then the residual risk scored, for the majority of which the score did not alter. However these hazards are transferable between sites which are onboarded therefore once reviewed by the CSO and site the hazard should be reflected in their own hazard log and controls applied. Once the controls and mitigations are applied their individual residual risk should be lower than the initial risk score. 
Please note: The Asynchronous Query tab is currently hidden in the hazard log as this is not applicable at present. The hazards identified and scored at 3 MUST be considered by the onboarded sites and any site wishing to onboard and additional controls/mitigations added to their own Hazard log




YHCR use the a method called the ALARP principle in the evaluation of risk management. See diagram below. The principle stands for “as low as reasonably practicable” and its core is to look at the individual risk and look how that may be controlled to reduce the likelihood of it occurring through applying mitigations. 
[image: Screen Clipping]












The SoS product was reviewed by the YHCR CSO and the NHS Digital Clinical Safety team.  It has 3 main hazards  – however  these individual hazards have not been scored by the YHCR CSO as these are specific to each environment. The severity of the hazard cannot be scored as the severity will alter between sites/users. It is therefore the responsibility of the provider/consumer to evaluate the hazards based on their environment and uses of the system.
Generic hazards for the providers and consumers have been identified for use in their hazard log and are recorded in the master hazard log for consideration. 
However each messaging type has been evaluated and scored accordingly. 
[image: ]
For Synchronous Query they are 6 hazards scored at low, 7 at medium and 2 at high. The 2 hazards which have a score of 3 still remain at that score as no further mitigations can be applied by the YHCR programme therefore the end user must review these hazards and apply internal mitigations to lower the score. 

[image: ]
Subscriptions messages have 4 hazards scored at low, 11 medium and 3 at high. The 3 high scoring hazards have been reviewed and further mitigations considered however the YHCR programme has implemented all mitigations possible therefore the end user must review these hazards and apply further mitigations. 
[image: ]
Transactional Messaging have 2 hazards scored at low 9 at medium 2 at high. Finally the 2 hazards identified have again been evaluated and the YHCR programme cannot apply any further mitigations, the end user must review the hazards and apply further mitigations to reduce the risk score. 
GP Connect hazards were considered and scored 2 and below, these are detailed in the full hazard log, the NHS Digital Hazard log is also available for consuming organisations (ref 5) however for the latest up to date hazard log and guidance this should be requested directly from NHS Digital. 
Please see the whole Hazard log for full details (ref 4)
[bookmark: _Toc61784945]Technical / Cyber
Technical Assessments have been/will be performed prior to testing from data provider’s, data consumer’s and SoS perspective. 
Each site which is or will be onboard has/will align their configuration with specific FHIR categories that are aligned to the Professional Records Standards Body. Each of these components will be subject to assurance of the technical solutions, that is each end point and organisation will need to have their Software Solution Assured.

Various FHIR tests are performed to ensure the systems are compatible. Various testing from the sites involved have been performed by the technical architects throughout the project and any issues reported and recorded on JIRA. 
The primary objectives of the assurance are: 
1. to ensure YHCR receives from its suppliers solutions that are fit for purpose
2. that the overall solution is fit for purpose, e.g. scalable, resilient, performant etc.

A FHIR resource database has been developed by the YHCR which details the mandated and nice to have fields for each resource type. The below document is still evolving however provides an idea of the FHIR database expected to be included in the YHCR SoS product. 


 
The Cyber Security Framework 
This provides a structure and reference to how Cyber Security will be applied and measured against appropriate security standards, e.g.
· UK Gov - Cyber Essentials scheme
· UK Gov - NIS Regulation (the technical side of GDPR)
· NHS Digital - Data Security and Protection Toolkit (DSPToolkit)

These standards ensure that appropriate and auditable security is applied and reportable. 
 
[bookmark: _Toc61784946]Service Management & Incident Reporting 

Service management will be performed by the Rotherham Service Desk in the first instance and then once hosted by Google Cloud this will transition to local 1st line support. Synanetics will provide "early life " support,  until the  strategic service is enabled sometime in 2021. The slides provided show the current process and the transition planned for 2021. (This is subject to change).


 

Any incidents that arise from live service are triaged to local service desks and then on to the YHCR team, these incidents are actioned and other users informed via communication channels if affected. Incidents are logged at ICR Live Support - YHCR Service Desk (atlassian.net) and any potential clinical safety incidents sent to the YHCR CSO. Depending on the incident a number of actions may be taken, these include but are not exhaustive:
· A fix to be made to the system 
· Investigation into the issue locally 
· Investigation performed regionally 
· Communication sent to all users whom may be affected 
· Review of incident at team meeting 
· YHCR CSO review with other CSO in region 
· Programme team manage with developers 
· Hazard log reviewed to ascertain if initially identified

A clinical safety incident process has been created and is currently been implemented into the YHCR process. Please see detail in the document below. 


[bookmark: _Toc490478260][bookmark: _Toc61784947]
Test Strategy 
The YHCR programme has a robust testing strategy and assigned test manager. In essence the test manager engages with the end users and performs a series of testing. These tests vary between providers and consumers depending on the data resource types been provided/consumed. 
Once User Acceptance Testing (UAT) has been completed a test report is produced which highlights any issues. These are reviewed and any issues agreed to be fixed and a timeline assigned. Daily/weekly calls are initiated between all parties to ensure durability and efficiently. 
Several further testing sessions may take place before the UAT is signed off. The UAT is performed in the sandpit environment. They may be occurrences when the issue log is reviewed by the CSO at this point to determine if an issue needs be fixed before moving on to the next stage. 
The test manager and YHCR CSO work closely together to identify, monitor and evaluate any issues and the testing. 
Once complete the CSO engages with the end user CSO and performs a series of clinical witness testing in the sandpit environment. Once happy and clinically signed off, testing is moved to the staging environment. 
Once in staging further tests are performed similar to that in the sandpit environment. No further issues should be detected at this stage however it can happen and therefore the test managers and CSO’s work together to ensure these are fixed and safe before proceeding. 
The test reports are reviewed by the CSO and then a ‘Go-Live’ meeting is scheduled with the parties involved. 
Once Go-Live is approved and a date set the provider/consumer is connected to the SoS.
On the day further testing is performed by the CSO and Clinician at the end site to ensure information is flowing correctly and safely in the production environment. After the initial one day assessment the service continues and is monitored in early life. 
With regards to GP Connect robust testing has been driven by NHS Digital in the form of conformance testing. The test team have tested GP Connect as directed by the document set and provided evidence to the level directed by NHS Digital.
 
On boarding partner organisations that wish to connect and gain access to ‘view’ data, will engage directly with NHS Digital and will undergo the same conformance testing.  The test team will support the on-boarding organisations in aiding them to complete this testing
The diagram below outlines the various testing and live environments
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[bookmark: _Toc61784948]Summary Safety Statement
This clinical safety report gives detail of the SoS product and the use of this middleware component for the YHCR programme.  It also details the use and concept of SoS for the integrated shared care records for patients. It proves how the data flows through one system into the SoS and to the end user using various messaging types. The infrastructure is shown and hazards identified and mitigated to reduce any risks to the patient. It provides and evidences the level of assurance performed by the YHCR programme team and input from across the region. This includes: 
· Information governance arrangements for the sharing of personal data in regards to direct care. 
· The cyber security assurance process and technical assessments
· The FHIR resource tests created by Synanetics
· Synanetics having their own assurance processes as a third party middleware integrator.
· The test strategy and governance arrangements.
· The service management which is in place for incident reporting and escalation. 
· All the assurance gateways feed into clinical safety and it is believed the release of SoS does not introduce any new known defects to the applications to end users or greater risk to patients in the application of clinical practice through live functionality.
Any users of the YHCR SoS sites should engage with in house clinicians and the YHCR programme team as well as their own project team to ensure clinical safety activities are performed. They are responsible for their own Hazard log and Clinical Safety Report DCB 0160.



[bookmark: _Toc61784949]Appendices
[bookmark: _Toc61784950]Appendix 1

Hazard Consequence definitions
	Consequence Classification
	Interpretation
	Number of Patients Affected

	Catastrophic
	Death 
	Multiple

	
	Permanent life-changing incapacity and any condition for which the prognosis is death or permanent life-changing incapacity; severe injury or severe incapacity from which recovery is not expected in the short term
	Multiple 

	Major
	Death
	Single 

	
	Permanent life-changing incapacity and any condition for which the prognosis is death or permanent life-changing incapacity; severe injury or severe incapacity from which recovery is not expected in the short term
	Single 

	
	Severe injury or severe incapacity from which recovery is expected in the short term
	Multiple 

	
	Severe psychological trauma
	Multiple 

	
Considerable
	Severe injury or severe incapacity from which recovery is expected in the short term
	Single 

	
	Severe psychological trauma
	Single 

	
	Minor injury or injuries from which recovery is not expected in the short term.
	Multiple 

	
	Significant psychological trauma.
	Multiple 

	
Significant
	Minor injury or injuries from which recovery is not expected in the short term.
	Single 

	
	Significant psychological trauma
	Single 

	
	Minor injury from which recovery is expected in the short term
	Multiple 

	
	Minor psychological upset; inconvenience
	Multiple 

	Minor
	Minor injury from which recovery is expected in the short term; minor psychological upset; inconvenience; any negligible severity
	Single 





[bookmark: _Toc61784951]Appendix 2
	Likelihood Category
	Interpretation

	Very high
	Certain or almost certain; highly likely to occur

	High
	Not certain but very possible; reasonably expected to occur in the majority of cases

	Medium
	Possible

	Low
	Could occur but in the great majority of occasions will not

	Very low
	Negligible or nearly negligible possibility of occurring
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	Likelihood
	[bookmark: RANGE!C2:C6]Very High
	3
	4
	4
	5
	5

	
	High
	2
	3
	3
	4
	5

	
	Medium
	2
	2
	3
	3
	4

	
	Low
	1
	2
	2
	3
	4

	
	Very Low
	1
	1
	2
	2
	3

	
	
	[bookmark: RANGE!D7:H7]Minor
	Significant
	Considerable
	Major
	Catastrophic

	
	
	Severity
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	5
	Unacceptable level of risk

	4
	Mandatory elimination of hazard or addition of control measure to reduce risk to an acceptable level

	3
	Undesirable level of risk. Attempts should be made to eliminate the hazard or implement control measures to reduce risk to an acceptable level. Shall only be acceptable when further risk reduction is impractical

	2
	Acceptable where cost of further reduction outweighs benefits gained or where further risk reduction is impractical

	1
	Acceptable, no further action required
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Data Coordination Board

This information standard (DCB0129) has been approved for publication by the
Department of Health and Social Care under section 250 of the Health and Social
Care Act 2012.

Assurance that this information standard meets the requirements of the Act and is
appropriate for the use specified in the specification document has been provided by
the Data Coordination Board (DCB), a sub-group of the Digital Delivery Board.

This information standard comprises the following documents:

¢ Requirements Specification
e Implementation Guidance
e Change Specification.

An Information Standards Notice (DCB0129 Amd 24/2018) has been issued as a
notification of use and implementation timescales. Please read this alongside the
documents for the standard.

The controlled versions of these documents can be found on the NHS Digital website.
Any copies held outside of that area, in whatever format (e.g. paper, email
attachment), are considered to have passed out of control and should be checked for
currency and validity.

Date of publication: 7 June 2018
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Related Documents:

These documents provide additional information and are specifically referenced within

this document.

Ref Doc Reference Number Title Version

1. DCB0160 Amd 25/2018 Clinical Risk Management: its Application in the 4.2
Deployment and Use of Health IT Systems:
www.digital.nhs.uk/isce/publication/DCB0160

2. DCBI0129 Amd 24/2018 Clinical Risk Management: its Application in the 3.2
Manufacture of Health IT Systems:
www.digital.nhs.uk/isce/publication/DCB0129

3. 2017/745/EC The EU Regulation on Medical Devices
2017/745

4. ISO 14971:2012 Medical Devices: Application of Risk 2012
Management to Medical Devices

5. ALARP (HSE Website)

6. 0555 Healthcare risk assessment made easy, NPSA 2007
7. Managing competence for safety-related 2007
systems, HSE

8. RFC-2119 Key words for use in RFCs to Indicate
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Glossary of Terms:

Term

Definition

Clinical Safety Officer
(previously referred to as
Responsible Person)

Person in a Manufacturer’s organisation responsible for ensuring the
safety of a Health IT System in that organisation through the
application of clinical risk management.

Clinical risk

Combination of the severity of harm to a patient and the likelihood of
occurrence of that harm.

Clinical risk analysis

Systematic use of available information to identify and estimate a risk.

Clinical risk control

Process in which decisions are made and measures implemented by
which clinical risks are reduced to, or maintained within, specified
levels.

Clinical risk estimation

Process used to assign values to the severity of harm to a patient and
the likelihood of occurrence of that harm.

Clinical risk evaluation

Process of comparing a clinical risk against given risk criteria to
determine the acceptability of the clinical risk.

Clinical risk management

Systematic application of management policies, procedures and
practices to the tasks of analysing, evaluating and controlling clinical
risk.

Clinical Risk Management
File

Repository of all records and other documents that are produced by
the clinical risk management process.

Clinical Risk Management
Plan

A plan which documents how the Manufacturer will conduct clinical risk
management of a Health IT System.

Clinical Risk Management
Process

A set of interrelated or interacting activities, defined by the
Manufacturer, to meet the requirements of this standard with the
objective of ensuring clinical safety in respect to the development and
modification of a Health IT System.

Clinical safety

Freedom from unacceptable clinical risk to patients.

Clinical Safety Case

Accumulation and organisation of product and business process
documentation and supporting evidence, through the lifecycle of a
Health IT System.

Clinical Safety Case
Report

A report that presents the arguments and supporting evidence that
provides a compelling, comprehensible and valid case that a system is
safe for a given application in a given environment at a defined point in
a Health IT System’s lifecycle.

Harm Death, physical injury, psychological trauma and/or damage to the
health or well-being of a patient.

Hazard Potential source of harm to a patient.

Hazard Log A mechanism for recording and communicating the on-going

identification and resolution of hazards associated with a Health IT
System.

Health Organisation

Organisation within which a Health IT System is deployed or used for a
healthcare purpose.
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Health IT System

Product used to provide electronic information for health or social care
purposes. The product may be hardware, software or a combination.

Initial clinical risk

The clinical risk derived during clinical risk estimation taking into
consideration any retained risk control measures.

Intended use

Use of a product, process or service in accordance with the
specifications, instructions and information provided by the
manufacturer to customers.

Issue The process associated with the authoring of a document. This
process will include: reviewing, approval and configuration control.

Likelihood Measure of the occurrence of harm.

Lifecycle All phases in the life of a Health IT System, from the initial conception
to final decommissioning and disposal.

Manufacturer Person or organisation with responsibility for the design, manufacture,
packaging or labelling of a Health IT System, assembling a system, or
adapting a Health IT System before it is placed on the market and/or
put into service, regardless of whether these operations are carried out
by that person or on that person's behalf by a third party.

Patient A person who is the recipient of healthcare.

Patient safety

Freedom from harm to the patient.

Post-deployment

That part of the lifecycle of a Health IT System after it has been
manufactured, released, deployed and is ready for use by the Health
Organisation.

Procedure Specified way to carry out an activity or a process.

Process Set of interrelated or interacting activities which transform inputs into
outputs.

Release A specific configuration of a Health IT System delivered to a Health

Organisation by the Manufacturer as a result of the introduction of new
or modified functionality.

Residual clinical risk

Clinical risk remaining after the application of risk control measures.

Safety incident

Any unintended or unexpected incident which could have, or did, lead
to harm for one or more patients receiving healthcare.

Safety Incident
Management Log

Tool to record the reporting, management and resolution of safety
incidents associated with a Health IT System.

Severity

Measure of the possible consequences of a hazard.

Third party product

A product that is produced by another organisation and not by the
Health IT System manufacturer. Examples include operating systems,
library code, database and application servers and network
components.

Top Management

Person or group of people who direct(s) and control(s) an organisation
and has overall accountability for a Health IT System.

Copyright © 2018 NHS Digital
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1 Overview

1.1 Summary

It is widely accepted that the provision and deployment of Health IT Systems within the
National Health Service (NHS) can deliver substantial benefits to NHS patients through the
timely provision of complete and correct information to those healthcare professionals that
are responsible for administering care.

The use of such Health IT Systems is becoming increasingly widespread and the functionality
is becoming more sophisticated. However, it must be recognised that failure or incorrect use
of such systems have the potential to cause harm to those patients that the system is
intended to benefit.

The purpose of this standard is to promote and ensure that effective clinical risk management
is carried out by organisations that are responsible for developing and modifying Health IT
Systems. This purpose is achieved through the presentation of a set of requirements.

Within this standard the term ‘clinical risk’ is used to emphasise that the scope is limited to
the management of risks related to patient safety as distinct from other types of risk such as
financial.

Clinical risk management may be conducted within the context of an overall risk management
system operated by the Manufacturer and any wider health information governance
processes. Wherever practical, existing risk management processes would be adapted and
used to address the requirements of this standard.

The extent of clinical risk management needs only to be commensurate with the scale,
complexity and level of clinical risk associated with the deployment. The Manufacturer's
clinical risk management processes should be flexible to facilitate this.

This standard is supported by implementation guidance [Ref.2] which contains an
explanatory narrative which will aid in the interpretation and application of this standard.

This standard complements DCB0160 [Ref. 1].

This standard is addressed to Manufacturer personnel who are responsible for ensuring
clinical safety in the development and modification of Health IT Systems through the
application of clinical risk management.

This standard applies to all Health IT Systems including those that are also controlled by
medical device regulations [Ref. 3], though the requirements defined in this standard are
broadly consistent with the requirements of ISO 14971 [Ref. 4].
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Release

Release Number

Amd 24/2018

Release Title

Version 4.2

Description

This change focusses on aligning NHS Digital Clinical Safety standards
with the new medical devices regulations for stand alone software. The
change provides clarity and removes uncertainty among users and
developers with regard to the registration of software as a medical device
and compliance with this standard. The evidence of this statement comes
from academic and industry advisors, and recent experiences with devices
in use that are decision making or supporting and integrated into
unregulated software.

The new Medical Devices Regulation was published by the European
Commission in May 2017.

A summary would include:

o Software is specifically identified as a type of medical device. This
will broaden the number of software solutions that are a medical
device.

e Classification now includes risk as a component, in line with the
NHS Digital Clinical Safety standards. This is important to note.

e The regulation includes additional essential requirements in the
fields of:

o IT environment
Interoperability
Cybersecurity

Mobile platforms

IT network and IT security.

o O O O

This change in scope of the clinical risk management of health IT within the
NHS Digital Clinical Safety standards provides a means of asserting
compliance with this standard for the design, build, deployment and
maintenance of software in conformance to a “harmonised” manner and in
line with the medical devices regulations. A harmonised standard is a
European standard developed by a recognised European Standards
Organisation following a request from the European Commission.

Implementation
Completion Date

1 July 2018

Copyright © 2018 NHS Digital
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2 General Requirements and Conformance
Criteria for Clinical Risk Management

The following requirements use either MUST or SHOULD as defined by RFC-2119 [Ref. 8],
where:

¢ MUST: “means that the definition is an absolute requirement of the specification”

e SHOULD: “means that there may exist valid reasons in particular circumstances to ignore
a particular item, but the full implications must be understood and carefully weighed
before choosing a different course”.

In order to claim conformance with this Specification, a Manufacturer MUST implement the
clinical risk analysis activities defined in sections 2 to 7, within the bounds of the definitions
above.

Copyright © 2018 NHS Digital Page 11 of 20
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2.1 Clinical Risk Management Process

2.1.1 | The Manufacturer MUST define and document a clinical risk management
process which recognises the risk management activities shown in Figure 1.

Note: the numbers shown in parentheses in this figure refer to sections later in
this document.

-.Sbﬁps-neﬂnl;ﬂﬁﬁ,{el-zl
¥
Clinical Hazard Identification (4.3)

%-,'.

| Clinical Risk Benefit Analysis (62) |

Completeness i!t!nn!ﬁ-il

 oewentn |
Post-deployment Monitoring (7.2)

Modification (7.3)

Figure 1 Clinical Risk Management Process
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2.2 Top Management responsibilities

2.2.1 | In implementing the clinical risk management process for a given deployment,
Top Management MUST:

e make available sufficient resources

e assign competent personnel (see section 2.4) from each of the specialist areas
that are involved in developing and assuring the Health IT System

e nominate a Clinical Safety Officer.

2 2 2 | Top Management MUST ensure that appropriate levels of authorisation for the
Health IT System and its safety documentation are defined in the Clinical Risk
Management Plan.

2.3 Clinical Safety Officer

2.3.1 | AClinical Safety Officer MUST be a suitably qualified and experienced clinician.

2.3.2 | A Clinical Safety Officer MUST hold a current registration with an appropriate
professional body relevant to their training and experience.

2.3.3 | A Clinical Safety Officer MUST be knowledgeable in risk management and its
application to clinical domains.

2.3.4 | A Clinical Safety Officer MUST make sure that the processes defined by the
clinical risk management process are followed.

2.4 Competencies of personnel

2 4 1 | Personnel MUST have the knowledge, experience and competencies
appropriate to undertaking the clinical risk management tasks assigned to them.

2 4 2 | Competency and experience records for the personnel involved in performing
the clinical risk tasks MUST be maintained.

2.5 Third party products

2.5.1 | The Manufacturer MUST assess any third party product that is included within a
release as part of the clinical risk management process.

2.5.2 | The nature of this assessment MUST be included in Clinical Safety Case
Reports.

2.6 Regular clinical risk management process review

2.6.1 | The Manufacturer MUST formally review its clinical risk management process at
planned, regular intervals.

Copyright © 2018 NHS Digital Page 13 of 20
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3  Project Safety Documentation and Repositories

This section defines the safety documents that are to be produced in support of the
development and modification of a Health IT System and mechanisms for their retention.

3.1 Clinical Risk Management File

3.1.1 | The Manufacturer MUST establish at the start of a project a Clinical Risk
Management File for the Health IT System.

3.1.2 | The Clinical Risk Management File MUST be maintained for the life of the
Health IT System.

3.1.3 | All formal documents and evidence of compliance with the requirements of this
standard MUST be recorded in the Clinical Risk Management File.

3.1.4 | Any decisions made that influence the clinical risk management activities
undertaken MUST be recorded in the Clinical Risk Management File.

3.2 Clinical Risk Management Plan

3.2.1 | The Manufacturer MUST produce at the start of a project a Clinical Risk
Management Plan, which will include risk acceptability criteria, for the Health IT
System.

3.2.2 | A Clinical Safety Officer MUST approve the Clinical Risk Management Plan.

3.2.3 | If the nature of the project changes, or key people change, during the
development or modification of a Health IT System, then the Clinical Risk
Management Plan MUST be updated.

3.2.4 | The Clinical Risk Management Plan MUST be maintained throughout the life of
the Health IT System.

3.3 Hazard Log

3.3.1 | The Manufacturer MUST establish and maintain a Hazard Log.

3.3.2 | A Clinical Safety Officer MUST approve each version of the Hazard Log.

3.3.3 | Anissued Hazard Log MUST accompany each Clinical Safety Case Report.

3.4 Clinical Safety Case

3.4.1 | The Manufacturer MUST develop and maintain a Clinical Safety Case for the
Health IT System.

Copyright © 2018 NHS Digital Page 14 of 20
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3.5 Clinical Safety Case Reports

3.5.1 | The Manufacturer MUST produce a Clinical Safety Case Report at each
lifecycle phase defined in the Clinical Risk Management Plan.

3.5.2 | A Clinical Safety Officer MUST approve each Clinical Safety Case Report.

3.5.3 | The Manufacturer MUST make available each Clinical Safety Case Report to a

receiving organisation, which may be a Health Organisation or another
Manufacturer.

3.6 Safety Incident Management Log

3.6.1 | The Manufacturer MUST maintain a Safety Incident Management Log.
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4

Clinical risk analysis

4.1 Clinical risk analysis process
4 1.1 | The Manufacturer MUST implement the clinical risk analysis activities defined in
the Clinical Risk Management Plan.
4 1.2 | Clinical risk analysis SHOULD be carried out by a multi-disciplinary group
including a Clinical Safety Officer.
4.1.3 | The extent of clinical risk analysis MUST be commensurate with the scale,
complexity and level of clinical risk associated with the Release.
4.2 Health IT System scope definition
4 2.1 | The Manufacturer MUST define the clinical scope of the Health IT System which
is to be delivered.
4 2.2 | The Manufacturer MUST define the intended use of the Health IT System which

is to be delivered.

4.3

Identification of hazards to patients

4.3.1 | The Manufacturer MUST identify and document known and foreseeable hazards
to patients with respect to the intended use of the Health IT System in both
normal and fault conditions.

4.4 Estimation of the clinical risks
4 4 1 | For each identified hazard the Manufacturer MUST estimate, using the criteria

specified in the Clinical Risk Management Plan:
e the severity of the hazard

¢ the likelihood of the hazard

¢ the resulting clinical risk.
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5 Clinical risk evaluation

5.1 Initial clinical risk evaluation

5.1.1 | For each identified hazard, the Manufacturer MUST evaluate whether the initial
clinical risk is acceptable. This evaluation MUST use the risk acceptability
criteria defined in the Clinical Risk Management Plan.

5.1.2 | If the initial clinical risk is acceptable, then the risk control requirements defined
in sections 6.1 to 6.3 do not apply to this hazard.
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6 Clinical risk control

6.1 Clinical risk control option analysis

6.1.1 | The Manufacturer MUST identify appropriate clinical risk control measures to
remove any unacceptable clinical risk.

6.1.2 | Proposed clinical risk control measures MUST be assessed by the Manufacturer
to determine whether:

e new hazards will be introduced as a result of the measures

¢ the clinical risks for previously identified hazards will be affected.

6.1.3 | The Manufacturer MUST manage any new hazards or increased clinical risks in
accordance with sections 4.4 to 6.4.

6.1.4 | The Manufacturer MUST evaluate the residual clinical risk. This evaluation
MUST use the risk acceptability criteria defined in the Clinical Risk Management
Plan.

6.1.5 | Where a residual clinical risk is judged unacceptable, the Manufacturer MUST
identify additional clinical risk control measures in order to reduce the clinical
risk.

6.1.6 | If the Manufacturer determines that no suitable risk control measures are
possible then the Manufacturer MUST conduct a clinical risk benefit analysis of
the clinical risk (section 6.2).

6.2 Clinical risk benefit analysis

6.2.1 | Where a residual clinical risk is deemed unacceptable and further clinical risk
control is not practicable, the Manufacturer MUST determine if the clinical
benefits of the intended use outweigh the residual clinical risk.

6.2.2 | If the clinical benefits do not outweigh the residual clinical risk, then the clinical
risk remains unacceptable and the project SHOULD be re-appraised.
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6.3 Implementation of clinical risk control measures

6.3.1 | The Manufacturer MUST implement the clinical risk control measures identified
in section 6.1.1, except where these are to be implemented by another
organisation.

6.3.2 | The Manufacturer MUST verify each clinical risk control measure implemented
under 6.3.1.

6.3.3 | The Manufacturer MUST verify the effectiveness of each clinical risk control
measure implemented under 6.3.1.

6.4 Completeness of clinical risk control

6.4.1 | The Manufacturer MUST ensure that the clinical risks from all identified hazards
have been considered and accepted.
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7  Delivery, Monitoring and Modification

7.1 Delivery

7.1.1 | The Manufacturer MUST undertake a formal review of the Health IT System,
prior to its delivery, to ensure that all of the requirements of this standard have
been addressed.

7.1.2 | The results of this review MUST be recorded in the Clinical Safety Case Report.

7.1.3 | The Health IT System configuration for the release MUST be recorded in the
Clinical Safety Case Report.

7.2 Post-deployment monitoring

7.2.1 | The Manufacturer MUST establish, document and maintain a process to collect
and review reported safety concerns and safety incidents for the Health IT
System following its deployment.

7.2.2 | The Manufacturer MUST assess the impact of any such information on the on-
going validity of the Clinical Safety Case.

7.2.3 | Where any such evidence is assessed to undermine the safety case the
Manufacturer MUST take appropriate corrective action in accordance with the
Clinical Risk Management Plan and document it in the Clinical Safety Case
Report.

7.2.4 | The Manufacturer MUST ensure safety related incidents are reported and
resolved in a timely manner.

7.2.5 | A record of safety incidents, including their resolution, MUST be maintained by
the Manufacturer in a Safety Incident Management Log.

7.3 Modification

7.3.1 | The Manufacturer MUST apply their clinical risk management process to any
modifications or updates of the deployed Health IT System.

7.3.2 | The application of this process MUST be commensurate with the scale and
extent of the change and the introduction of any new clinical risks.

7.3.3 | The Manufacturer MUST issue a Clinical Safety Case Report to support any
modification to the Health IT System that changes its clinical risk.

7.3.4 | The Manufacturer MUST maintain an audit trail of all versions and patches
released for deployment.
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Data Coordination Board

This information standard (DCB0160) has been approved for publication by the
Department of Health and Social Care under section 250 of the Health and Social
Care Act 2012.

Assurance that this information standard meets the requirements of the Act and is
appropriate for the use specified in the specification document has been provided by
the Data Coordination Board (DCB), a sub-group of the Digital Delivery Board.

This information standard comprises the following documents:

e Requirements Specification
¢ Implementation Guidance
e Change Specification.

An Information Standards Notice (DCB0160 Amd 25/2018) has been issued as a
notification of use and implementation timescales. Please read this alongside the
documents for the standard.

The controlled versions of these documents can be found on the NHS Digital
website. Any copies held outside of that area, in whatever format (e.g. paper, email
attachment), are considered to have passed out of control and should be checked for
currency and validity.

Date of publication: 7 June 2018
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Related Documents:

These documents provide additional information and are specifically referenced
within this document.

Ref Doc Reference Number Title Version

1. DCB0160 Amd 25/2018 Clinical Risk Management: its Application in the 4 o
Deployment and Use of Health IT Systems:
www.digital.nhs.uk/isce/publication/DCB0160

2. DCB0129 Amd 24/2018 Clinical Risk Management: its Application in the 3.2
Manufacture of Health IT Systems:
www.digital.nhs.uk/isce/publication/DCB0129

3. 2017/745/EC The EU Regulation on Medical Devices
2017/745

4, ISO 14971:2012 Medical Devices: Application of Risk 2012
Management to Medical Devices

5. ALARP (HSE Website)

6. 0555 Healthcare risk assessment made easy, NPSA 2007
7. Managing competence for safety-related 2007
systems, HSE

8. RFC-2119 Key words for use in RFCs to Indicate

Requirement Levels, 1997
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Glossary of Terms:

Term

Definition

Clinical Safety Officer
(previously referred to as
Responsible Person)

Person in a Health Organisation responsible for ensuring the safety of
a Health IT System in that organisation through the application of
clinical risk management.

Clinical risk

Combination of the severity of harm to a patient and the likelihood of
occurrence of that harm.

Clinical risk analysis

Systematic use of available information to identify and estimate a risk.

Clinical risk control

Process in which decisions are made and measures implemented by
which clinical risks are reduced to, or maintained within, specified
levels.

Clinical risk estimation

Process used to assign values to the severity of harm to a patient and
the likelihood of occurrence of that harm.

Clinical risk evaluation

Process of comparing a clinical risk against given risk criteria to
determine the acceptability of the clinical risk.

Clinical risk management

Systematic application of management policies, procedures and
practices to the tasks of analysing, evaluating and controlling clinical
risk.

Clinical Risk Management
File

Repository of all records and other documents that are produced by
the clinical risk management process.

Clinical Risk Management
Plan

A plan which documents how the Health Organisation will conduct
clinical risk management of a Health IT System.

Clinical risk management
process

A set of interrelated or interacting activities, defined by the Health
Organisation, to meet the requirements of this standard with the
objective of ensuring clinical safety in respect to the deployment of a
Health IT Systems.

Clinical safety

Freedom from unacceptable clinical risk to patients.

Clinical Safety Case

Accumulation and organisation of product and business process
documentation and supporting evidence, through the lifecycle of a
Health IT System.

Clinical Safety Case
Report

Report that presents the arguments and supporting evidence that
provides a compelling, comprehensible and valid case that a system is
safe for a given application in a given environment at a defined point in
a Health IT System’s lifecycle.

Harm Death, physical injury, psychological trauma and/or damage to the
health or well-being of a patient.

Hazard Potential source of harm to a patient.

Hazard Log A mechanism for recording and communicating the on-going

identification and resolution of hazards associated with a Health IT
System.

Health Organisation

Organisation within which a Health IT System is deployed or used for a
healthcare purpose.

Health IT System

Product used to provide electronic information for health or social care
purposes. The product may be hardware, software or a combination.
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Initial clinical risk The clinical risk derived during clinical risk estimation taking into
consideration any retained risk control measures.

Intended use Use of a product, process or service in accordance with the
specifications, instructions and information provided by the
manufacturer to customers.

Issue The process associated with the authoring of a document. This
process will include: reviewing, approval and configuration control.

Likelihood Measure of the occurrence of harm.

Lifecycle All phases in the life of a Health IT System, from the initial conception

to final decommissioning and disposal.

Manufacturer Person or organisation with responsibility for the design, manufacture,
packaging or labelling of a Health IT System, assembling a system, or
adapting a Health IT System before it is placed on the market and/or
put into service, regardless of whether these operations are carried out
by that person or on that person's behalf by a third party.

Patient A person who is the recipient of healthcare.
Patient safety Freedom from harm to the patient.
Post-deployment That part of the lifecycle of a Health IT System after it has been

manufactured, released, deployed and is ready for use by the Health
Organisation.

Procedure Specified way to carry out an activity or a process.

Process Set of interrelated or interacting activities which transform inputs into
outputs.

Release A specific configuration of a Health IT System delivered to a Health

Organisation by the Manufacturer as a result of the introduction of new
or modified functionality.

Residual clinical risk Clinical risk remaining after the application of risk control measures.

Safety incident Any unintended or unexpected incident which could have, or did, lead
to harm for one or more patients receiving healthcare.

Safety Incident Tool to record the reporting, management and resolution of safety

Management Log incidents associated with a Health IT System.

Severity Measure of the possible consequences of a hazard.

Third party product A product that is produced by another organisation and not by the

Health IT System manufacturer. Examples include operating systems,
library code, database and application servers and network
components.

Top Management Person or group of people who direct(s) and control(s) the Health
Organisation and has overall accountability for a Health IT System.
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1 Overview

1.1 Summary

It is widely accepted that the provision and deployment of Health IT Systems within the
National Health Service (NHS) can deliver substantial benefits to NHS patients through the
timely provision of complete and correct information to those healthcare professionals that
are responsible for administering care.

The use of such Health IT Systems is becoming increasingly widespread and the functionality
is becoming more sophisticated. However, it must be recognised that failure, design flaws or
incorrect use of such systems have the potential to cause harm to those patients that the
system is intended to benefit.

The purpose of this standard is to promote and ensure that effective clinical risk management
is carried out by those Health Organisations that are responsible for deploying, using,
maintaining or decommissioning Health IT Systems within the NHS. This purpose is achieved
through the presentation of a set of requirements.

Within this standard the term ‘clinical risk’ is used to emphasise that the scope is limited to
the management of risks related to patient safety as distinct from other types of risk such as
financial.

Clinical risk management may be conducted within the context of an overall risk management
system operating within the Health Organisation and any wider health information
governance processes. Wherever practical, existing risk management processes would be
adapted and used to address the requirements of this standard.

The extent of clinical risk management needs only to be commensurate with the scale,
complexity and level of clinical risk associated with the deployment. The Health
Organisation’s clinical risk management processes should be flexible to facilitate this.

This standard is supported by implementation guidance [Ref. 1] which contains an
explanatory narrative which will aid in the interpretation and application of this standard. This
standard complements DCB0129 [Ref. 2].

This standard is addressed to those persons in Health Organisations who are responsible for
ensuring clinical safety in the deployment of Health IT Systems through the application of
clinical risk management.

For the purposes of this standard the terms ‘Clinician’ and ‘clinical’ includes all Health
Organisations and personnel within the NHS who are deploying and using Health IT
Systems. This standard applies to all Health IT Systems including those that are also
controlled by medical device regulations [Ref. 3], though the requirements defined in this
standard are broadly consistent with the requirements of ISO 14971 [Ref. 4].
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Release

Release Number

Amd 25/2018

Release Title

Version 3.2

Description

This change focusses on aligning NHS Digital Clinical Safety standards
with the new medical devices regulations for stand alone software. The
change provides clarity and removes uncertainty among users and
developers with regard to the registration of software as a medical device
and compliance with this standard. The evidence of this statement comes
from academic and industry advisors, and recent experiences with devices
in use that are decision making or supporting and integrated into
unregulated software.

The new Medical Devices Regulation was published by the European
Commission in May 2017.

A summary would include:

o Software is specifically identified as a type of medical device. This
will broaden the number of software solutions that are a medical
device.

e Classification now includes risk as a component, in line with the
NHS Digital Clinical Safety standards. This is important to note.

e The regulation includes additional essential requirements in the
fields of:

o IT environment
Interoperability
Cybersecurity
Mobile platforms

o O O O

IT network and IT security.

This change in scope of the clinical risk management of health IT within the
NHS Digital Clinical Safety standards provides a means of asserting
compliance with this standard for the design, build, deployment and
maintenance of software in conformance to a “harmonised” manner and in
line with the medical devices regulations. A harmonised standard is a
European standard developed by a recognised European Standards
Organisation following a request from the European Commission.

Implementation
Completion Date

01.07.2018
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2 General Requirements and Conformance
Criteria for Clinical Risk Management

The following requirements use either MUST or SHOULD as defined in RFC-2119 [Ref. 8],
where:

e MUST: “means that the definition is an absolute requirement of the specification”

¢ SHOULD: “means that there may exist valid reasons in particular circumstances to ignore
a particular item, but the full implications must be understood and carefully weighed
before choosing a different course”.

In order to claim conformance with this Specification, a Health Organisation MUST implement
the clinical risk analysis activities defined in sections 2 to 7, within the bounds of the
definitions above.
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2.1 Clinical Risk Management Process

2.1.1 | The Health Organisaton MUST define and document a clinical risk
management process which recognises the risk management activities shown in
Figure 1.

Note: the numbers shown in parentheses in this figure refer to sections later in
this document.

Scope Definition (4.2)
v

Clinical Hazard Identification (4.3)

T

e
Control Option Analysis (6.1)

Clinical Risk Benefit Analysis (6.2)

(Completeness Evaluation (6.4)

Deployment (7.1)

Post-deplqgmant Monitoring (7.2)

Figure 1 Clinical Risk Management Process
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2.2 Top Management responsibilities

2.2.1 | In implementing the clinical risk management process for a given deployment,
Top Management MUST:

e make available sufficient resources

e assign competent personnel (see section 2.4) from each of the specialist areas
that are involved in deploying and subsequently using the Health IT System

e nominate a Clinical Safety Officer.

2.2.2 | Top Management MUST authorise the deployment of the Health IT System
accepting any residual clinical risk on behalf of the Health Organisation.

2.3 Clinical Safety Officer

2.3.1 | AClinical Safety Officer MUST be a suitably qualified and experienced clinician.

2.3.2 | A Clinical Safety Officer MUST hold a current registration with an appropriate
professional body relevant to their training and experience.

2.3.3 | A Clinical Safety Officer MUST be knowledgeable in risk management and its
application to clinical domains.

2.3.4 | A Clinical Safety Officer MUST make sure that the processes defined by the
clinical risk management process are followed.

24 Competencies of personnel

2.4.1 | Personnel MUST have the knowledge, experience and competencies
appropriate to undertaking the clinical risk management tasks assigned to them.

2.4.2 | Competency and experience records for the personnel involved in performing
the clinical risk tasks MUST be maintained.

2.5 Intelligent procurement

2.5.1 | Inthe procurement of a Health IT System the Health Organisation MUST ensure
that the Manufacturer and the Health IT System complies with DCB0129.

Note: Under this requirement the Manufacturer will be required to make
available applicable Clinical Safety Case Reports to aid the Health
Organisation’s own risk analysis.
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2.6 Third party products

2.6.1 | The Health Organisation MUST assess any third party product used in a Health
IT System as part of the clinical risk management process.

Note: Manufacturers who comply with DCB0129 are required to analyse any
third party product which they incorporate into their Health IT System. The
Manufacturer is also obliged to reveal what they have done in this context in
Clinical Safety Case Reports.

2.7 Regular clinical risk management process review

2.7.1 | The Health Organisation MUST formally review its clinical risk management
process at planned, regular intervals.
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3  Project Safety Documentation and Repositories

This section defines the safety documents that are to be produced in support of the
deployment of a Health IT System and mechanisms for their retention.

3.1 Clinical Risk Management File

3.1.1 | The Health Organisation MUST establish at the start of a project a Clinical Risk
Management File for the Health IT System.

3.1.2 | The Clinical Risk Management File MUST be maintained for the life of the
Health IT System.

3.1.3 | All formal documents and evidence of compliance with the requirements of this
standard MUST be recorded in the Clinical Risk Management File.

3.1.4 | Any decisions made that influence the clinical risk management activities
undertaken MUST be recorded in the Clinical Risk Management File.

3.2 Clinical Risk Management Plan

3.2.1 | The Health Organisation MUST produce at the start of a project a Clinical Risk
Management Plan, which will include risk acceptability criteria, covering the
deployment of a new Health IT System.

3.2.2 | AClinical Safety Officer MUST approve the Clinical Risk Management Plan.

3.2.3 | If the nature of the project changes, or key people change, during the
deployment, use, maintenance or decommissioning of a Health IT System, then
the Clinical Risk Management Plan MUST be updated.

3.2.4 | The Clinical Risk Management Plan MUST be maintained throughout the life of
the Health IT System.

3.3 Hazard Log

3.3.1 | The Health Organisation MUST establish and maintain a Hazard Log.

3.3.2 | A Clinical Safety Officer MUST approve each version of the Hazard Log.

3.3.3 | Anissued Hazard Log MUST accompany each Clinical Safety Case Report.

3.4 Clinical Safety Case

3.4.1 | The Health Organisation MUST develop and maintain a Clinical Safety Case for
the Health IT System.
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3.5 Clinical Safety Case Reports

3.5.1 | The Health Organisation MUST produce a Clinical Safety Case Report to
support each lifecycle phase (i.e. deployment, use, maintenance and
decommissioning) of the Health IT System.

3.5.2 | AClinical Safety Officer MUST approve each Clinical Safety Case Report.

3.6 Safety Incident Management Log

3.6.1

The Health Organisation MUST maintain a Safety Incident Management Log.
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4

Clinical risk analysis

4.1 Clinical risk analysis process
4 1.1 | The Health Organisation MUST implement the clinical risk analysis activities
defined in the Clinical Risk Management Plan.
4 1.2 | Clinical risk analysis SHOULD be carried out by a multi-disciplinary group
including a Clinical Safety Officer.
4.1.3 | The extent of clinical risk analysis MUST be commensurate with the scale,
complexity and level of clinical risk associated with the deployment.
4.2 Health IT System scope definition
4 2.1 | The Health Organisation MUST define the clinical scope of the Health IT System
which is to be deployed.
4 2.2 | The Health Organisation MUST define the intended use of the Health IT System
which is to be deployed.
4.2.3 | The Health Organisation MUST define the operational environment and users of
the Health IT System which is to be deployed.
4.3 Identification of hazards to patients
4.3.1 | The Health Organisation MUST identify and document known and foreseeable
hazards to patients in both normal and fault conditions through the introduction
and use of the Health IT System.
4.4 Estimation of the clinical risks
4 4 1 | For each identified hazard the Health Organisation MUST estimate, using the

criteria specified in the Clinical Risk Management Plan:
e the severity of the hazard

¢ the likelihood of the hazard

o the resulting clinical risk.
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5 Clinical risk evaluation

5.1 Initial clinical risk evaluation

5.1.1 | For each identified hazard, the Health Organisation MUST evaluate whether the
initial clinical risk is acceptable. This evaluation MUST use the risk acceptability
criteria defined in the Clinical Risk Management Plan.

5.1.2 | If the initial clinical risk is acceptable, then the risk control requirements defined
in sections 6.1 to 6.3 do not apply to this hazard.
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6

6.1

Clinical risk control

Clinical risk control option analysis

6.1.1 | The Health Organisation MUST identify appropriate clinical risk control
measures to remove an unacceptable clinical risk.

6.1.2 | Proposed clinical risk control measures MUST be assessed by the Health
Organisation to determine whether:

e new hazards will be introduced as a result of the measures
¢ the clinical risks for previously identified hazards will be affected.

6.1.3 | The Health Organisation MUST manage any new hazards or increased clinical
risks in accordance with sections 4.4 to 6.4.

6.1.4 | The Health Organisation MUST evaluate the residual clinical risk. This
evaluation MUST use the risk acceptability criteria defined in the Clinical Risk
Management Plan.

6.1.5 | Where a residual clinical risk is judged unacceptable, the Health Organisation
MUST identify additional clinical risk control measures in order to reduce the
clinical risk.

6.1.6 | If the Health Organisation determines that no suitable risk control measures are

possible then the Health Organisation MUST conduct a clinical risk benefit
analysis of the clinical risk (section 6.2).

6.2 Clinical risk benefit analysis

6.2.1 | Where a residual clinical risk is deemed unacceptable and further clinical risk
control is not practicable, the Health Organisation MUST determine if the clinical
benefits of the intended use outweigh the residual clinical risk.

6.2.2 | If the clinical benefits do not outweigh the residual clinical risk, then the clinical

risk remains unacceptable and the deployment SHOULD be re-appraised.
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6.3 Implementation of clinical risk control measures

6.3.1 | The Health Organisation MUST implement the clinical risk control measures
identified in section 6.1.1.

6.3.2 | The Health Organisation MUST verify each clinical risk control measure
implemented under 6.3.1.

6.3.3 | The Health Organisation MUST verify the effectiveness of each clinical risk
control measure implemented under 6.3.1.

6.4 Completeness of clinical risk control

6.4.1 | The Health Organisation MUST ensure that the clinical risks from all identified
hazards have been considered and accepted.
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7 Deployment, Maintenance and Decommission

7.1 Deployment

7.1.1 | The Health Organisation MUST assess any local customisations prior to
deployment.

7.1.2 | The Health Organisation MUST undertake a formal review of the Health IT
System prior to its deployment to ensure that all of the requirements of this
standard have been addressed.

7.1.3 | The results of this review MUST be recorded in the Clinical Safety Case Report.

7.2 Post-deployment monitoring

7.2.1 | The Health Organisation MUST establish, document and maintain a process to
collect and review reported safety concerns and safety incidents for the Health
IT System following its deployment.

7.2.2 | The Health Organisation MUST assess the impact of any such information on
the on-going validity of the Clinical Safety Case.

7.2.3 | Where any such evidence is assessed to undermine the Clinical Safety Case,
the Health Organisation MUST take appropriate corrective action in accordance
with the Clinical Risk Management Plan and document it in the Clinical Safety
Case Report.

7.2.4 | The Health Organisation MUST ensure safety related incidents are reported and
resolved in a timely manner.

7.2.5 | A record of safety incidents, including their resolution, MUST be maintained by
the Health Organisation in a Safety Incident Management Log.

7.3 Maintenance

7.3.1 | The Health Organisation MUST apply their clinical risk management process to
any modifications or updates of the deployed Health IT System.

7.3.2 | The application of this process MUST be commensurate with the scale and
extent of the change and the introduction of any new clinical risks.

7.3.3 | The Health Organisation MUST issue a Clinical Safety Case Report to support
any modifications to the Health IT System that changes its clinical risk.
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7.4 Decommission

7.4.1 | The Health Organisation MUST apply their clinical risk management process to
a Health IT System that is being decommissioned.

7.4.2 | The application of this process MUST take into account the deployment of any
succeeding Health IT System.

7.4.3 | The application of this process MUST take into account the migration of data
between the decommissioned Health IT System and the succeeding Health IT
System.

7.4.4 | The Health Organisation MUST issue a Clinical Safety Case Report to support

decommissioning of the Health IT System.
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The Yorkshire & Humber Care Record (YHCR) Programme has a Clinical Risk Management System, a Clinical Safety Officer and a Clinical Assurance Process. The definitions and context of these are detailed in this document.



Clinical Risk Management System.

The Clinical Risk Management System (CRMS) outlines the processes to be followed to ensure that all new development’s, and/or changes to the SoS are developed and implemented while complying with the NHS Clinical Safety Standards.  The CRMS provides a framework that promotes effective risk management for potential health IT related hazards and operational incidents. The CRMS addresses the requirements of DCB 0129 and DCB 0160 and follows best practice as promoted by NHS Digital. YHCR are responsible for the DCB 0129 standard- Clinical Risk Management: it’s Application in the Manufacture of Health IT Systems including Software

Clinical Safety Officer.  

YHCR have an accredited Clinical Safety Officer (CSO) who holds a current professional registration, and is suitably trained and qualified in clinical risk management. The CSO for the YHCR also works with the middleware company while assisting in the assurance of the product System of Systems (SoS). The CSO works with on-boarding healthcare organisations to ensure they are aware and comfortable with the clinical safety work required enabling them to use SoS safely. 

Clinical Assurance Process. 

The YHCR programme has a 2 stage Clinical Assurance Process. Any on-boarding site wishing to provide data will be clinically assured, the data flowing into the SoS is analysed and evaluated. Once complete a report is generated and any issues found are reported to the providing site. This is stage 1 of the process.  The  2nd stage is for the data flowing through the SoS to be checked at the consuming site. The CSO working for YHCR completes this assurance. However it is also the responsibility of the consumer to test and assure the data and ensure it is displayed in the user interface accurately. The CSO’s work together with the test teams and clinician’s to ensure the data is flowing correctly and most importantly the context and terminology are accurate. Any issues identified are actioned and discussed prior to any Go-Live decisions. 

                              

The diagram above shows the Clinical Assurance Process.







Hazard Log 

YHCR manage a central Hazard Log- this contains the SoS hazards and gives examples to both providers and consumers to consider. When a new site on-boards into the YHCR SoS they are asked to provide the YHCR CSO with their own Hazard log. This is then incorporated into the central Hazard Log. This enables all Hazards to be visible to any consumer or site wishing to on-board. The transparency of these hazards are available for evaluation and mitigation, if the hazard is relevant and transferable. Regular updates are applied to the hazard log to reflect any additions or changes where necessary. It is the organisations responsibility to ensure they provide the YHCR with the latest version if changes occur.  



Clinical Safety Closure Report

YHCR have developed two Clinical Safety Closure Reports, the first Clinical Safety Case was released in relation to the Wave 1 sites only. Since the development of SoS and the expanding sites on-boarding the report has recently been amended to reflect this.  The safety case is the backbone of the system and provides evidence to the mechanism used to assure SoS clinically. 



Engagement with Clinicians and CSO’s.

YHCR have engaged with clinical safety from the start of the programme, we ask for full engagement from the clinical teams and CSO’s at the sites on-boarding. YHCR’s CSO works with the clinical teams to ensure they are aware of the responsibility of the clinical safety activities which must be completed to comply with the standard DCB0160.



Governance.

The YHCR programme have 2 weekly team meetings where clinical safety is discussed, regular mini project meetings are held weekly for regular updates. The Clinical Technical Design Authority Group meet bi-monthly to discuss any clinical topics, clinical safety is also discussed here. The Go-Live checklist for any site or function for SoS includes Clinical safety, this is to ensure the assurance work has been completed to a satisfactory and safe threshold.



Provider - Stage 1 Assurance 





SoS - Clinically Assure Data 





Consumer  Stage 2 Assurance 
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SoS Hazard Log

				Hazard Assessment								Initial Risk																				Residual  Risk																				Owner		Status

		No.		Hazard Description								Existing Controls												
Initial Risk Assessment								Additional Controls												
Residual Risk Assessment

												HIT Design				User Training				Business Process 												HIT Design				User Training				Business Process Change

				Effect		Hazard 		Harm		Possible Causes		Description		Evidence		Description		Evidence		Description		Evidence		Severity		Likelihood		Risk		Justification		Description		Evidence		Description		Evidence		Description		Evidence		Severity		Likelihood		Risk		Justification

		1		SoS does not receive data from providing system. 		Clinician at consuming side is unable to view any additional patient information. 		The patient will not receive the appropriate level of care due to the information not been available at the time to the clinician 		1. Providing systems are not aware if the message(s) has been sent successfully 		Please Refer to the SoS Hazard Log tabbed below for the individual message type design descriptions.: 1- Synchronous Query 3-Subscriptions 4-Transacational Messaging.  				On-boarding sites must follow a set specification from both Synanetics and the YHCR Programme Team to ensure they are capable of providing/consumer or in some cases both the data of patients. Within this included is support from the technical and design architects, the project and business analysts. Communication support and also business change is mentioned and advised. This is however the organisations responsivity. 		Various Tasks must be completed prior to joing- technical, IG, Cyber, Communication, UAT, Tests in Test and Clinical Assurance 		Various Business Process meetings are held between the organisations, the YHCR Programme and Synananetics		Minutes of the meetings held are recorded. Meetings take place regularly. Various groups are embedded- Clinical and Technical Design Authority group. Change Advisory Board etc. 		The severity of the hazard cannot be scored as the severity will alter between sites/users. It is therefore the responsibility of the provider/consumer to evaluate the hazards based on their environment and uses of the system. 								Additional Controls should be added by the provider/consumer, these should be relevant to your own organisation. 												The severity of the hazard cannot be scored as the severity will alter between sites/users. It is therefore the responsibility of the provider/consumer to evaluate the hazards based on their environment and uses of the system. 								Rebecca Wilson		Transferred

										2. System/connection failure at provider site																																										Rebecca Wilson		Transferred

										3. System/connection failure of SoS																																										Rebecca Wilson		Transferred

		2		Data within the message sent by the provider and received by SoS incorrect		Clinician at consuming side bases the treatment decision on incorrect information 		Incorrect information could lead to patient harm or death if the information is received incorrectly as the clinician could base their clinical decision and treatment on the information provided.		1. Corruption in message between provider and SoS																																										Rebecca Wilson		Transferred

										2. Incorrect configuration / mapping																																										Rebecca Wilson		Transferred

		3		There is a delay to SoS receiving the message from the provider		There is a delay to the clinician at the consuming side receiving any information		Delay in the information been received could lead to a delay in the patients care		1. System/connection failure at provider site																																										Rebecca Wilson		Transferred

										2. System/connection failure of SoS																																										Rebecca Wilson		Transferred

																																																				Rebecca Wilson		Transferred

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																





















































































































































































































































































































































































































































































































































































































































































































































































1Synchronous Query

		Hazard 												Initial Risk Rating 						Additional Controls								Residual Hazard Risk Rating

		Num		Hazard Name		Hazard Description		Potential Clinical Impact		Possible Causes		Existing Controls		Consequence		Likelihood		Risk		Design		Test		Training		BPC		Consequence		Likelihood		Risk		Summary of Actions		Owner		Status

		1.1		Service is Unavailable, or Access is Denied		A data consumer is either unable to connect to the System of Systems or their connection is rejected. Care professionals are unable to access data about their patient or client which is held by care settings other than their own		Use of the System-of-Systems is limited to 5 participants with point to point data access requirements. The information available is new to clinicians and established care practises have operated until recently without access to regional data. Clinicians will revert easily to previous ways of working. 
Client software will be aware of a dropped connection and will be able to inform clinicians that a fault has occurred. Clinicians will be able to distinguish no data being available from a fault preventing access.
		a hardware or software fault results in system unavailability		Software components are hosted in a virtualised environment on hardware with inbuilt redundancy. The hypervisor provides for high availability and will automatically re-instantiate non-functional components.
Components are monitored and a service desk automatically informed of a range of conditions. Service availability could be monitored using an external arbiter if a use case were to justify it.
Faults are logged and it is possible to establish the root cause of a failure.
		Minor		Medium		2				Service availability could be monitored using an external arbiter if a use case were to justify it.						Minor		Low		1				All		Open

		1.2		Service is Unavailable, or Access is Denied		A data consumer is either unable to connect to the System of Systems or their connection is rejected. Care professionals are unable to access data about their patient or client which is held by care settings other than their own		Use of the System-of-Systems is limited to 5 participants with point to point data access requirements. The information available is new to clinicians and established care practises have operated until recently without access to regional data. Clinicians will revert easily to previous ways of working. 
Client software will be aware of a dropped connection and will be able to inform clinicians that a fault has occurred. Clinicians will be able to distinguish no data being available from a fault preventing access.
		data is corrupted through faulty disks or a software error to an extent that is causes a loss of service		Components are designed to be stateless where possible with few dependencies on data. Exceptions are configuration data, the master patient index, consent policies, master records for patient, practitioners and organisations. A copy of configurations is held in a source control repository and other data is backed up daily. A backup can be restored within two hours. 
Master data can be recreated by replaying messages from participants and other sources.
.		Minor		Medium		2				Service availability could be monitored using an external arbiter if a use case were to justify it.						Minor		Low		1				All		Open

		1.3		Service is Unavailable, or Access is Denied		A data consumer is either unable to connect to the System of Systems or their connection is rejected. Care professionals are unable to access data about their patient or client which is held by care settings other than their own		Use of the System-of-Systems is limited to 5 participants with point to point data access requirements. The information available is new to clinicians and established care practises have operated until recently without access to regional data. Clinicians will revert easily to previous ways of working. 
Client software will be aware of a dropped connection and will be able to inform clinicians that a fault has occurred. Clinicians will be able to distinguish no data being available from a fault preventing access.
		a DNS, firewall configuration change or a certificate revocation denies access to an individual participant.		Firewall and certificate changes are controlled by a Change Advisory Board.
Certificate signing and revocation is software controlled and audited. Only privileged system administrators are able to revoke a certificate.
Mutual TLS authentication is not operational. A participant will not be denied access because of a DNS entry.
		Minor		Very Low		1				Service availability could be monitored using an external arbiter if a use case were to justify it.						Minor		Very Low		1				All		Open

		1.4		Service is Unavailable, or Access is Denied		A data consumer is either unable to connect to the System of Systems or their connection is rejected. Care professionals are unable to access data about their patient or client which is held by care settings other than their own		Use of the System-of-Systems is limited to 5 participants with point to point data access requirements. The information available is new to clinicians and established care practises have operated until recently without access to regional data. Clinicians will revert easily to previous ways of working. 
Client software will be aware of a dropped connection and will be able to inform clinicians that a fault has occurred. Clinicians will be able to distinguish no data being available from a fault preventing access.
		a software update introduces a fault.		Software changes are controlled by a Change Advisory Board. All changes must be accompanied by a remediation plan.
Software is subjected to continuous integration testing which highlights regressive behaviour.
Software source code is maintained in a public source code repository. Problematic changes can be easily backed out.
		Minor		High		2		Maintenance is controlled by a Change Advisory Board		Service availability could be monitored using an external arbiter if a use case were to justify it.						Minor		Medium		2				All		Open

		1.5		Service is Unavailable, or Access is Denied		A data consumer is either unable to connect to the System of Systems or their connection is rejected. Care professionals are unable to access data about their patient or client which is held by care settings other than their own		Use of the System-of-Systems is limited to 5 participants with point to point data access requirements. The information available is new to clinicians and established care practises have operated until recently without access to regional data. Clinicians will revert easily to previous ways of working. 
Client software will be aware of a dropped connection and will be able to inform clinicians that a fault has occurred. Clinicians will be able to distinguish no data being available from a fault preventing access.
		planned maintenance results in downtime.		Maintenance is controlled by a Change Advisory Board 
Any maintenance requiring downtime will be scheduled outside of peak operational hours
		Minor		Very High		3		The organisational responsible for the DCB 0160 MUST apply some additional controls as detailed in the clinical safety report.								Minor		Very High		3				All		Open

		1.6		Service is Unavailable, or Access is Denied		A data consumer is either unable to connect to the System of Systems or their connection is rejected. Care professionals are unable to access data about their patient or client which is held by care settings other than their own		Use of the System-of-Systems is limited to 5 participants with point to point data access requirements. The information available is new to clinicians and established care practises have operated until recently without access to regional data. Clinicians will revert easily to previous ways of working. 
Client software will be aware of a dropped connection and will be able to inform clinicians that a fault has occurred. Clinicians will be able to distinguish no data being available from a fault preventing access.
		an erroneous consent policy denies access to all data to an individual participant		During this phase consent policies are likely to be simple and binary: to allow all data or no data in a given context. The potential for mistake is low,
Policies will be applied by a system administrator who has been trained in the potential for impacting service availability.
		Minor		Very Low		1		Software changes are controlled by a Change Advisory Board. All changes must be accompanied by a remediation plan; Software changes move through a staging environment prior to application to live. The staging environment has data which is representative of live and endpoint simulators which replicate the behaviour of data providers		Software is subjected to continuous integration testing which highlights regressive behaviour.						Minor		Very Low		1				All		Open

		2.1		Query Results are Corrupted		Data returned from the System of Systems to a data consumer are not reflective of data supplied by data providers.		Clinicians are making decisions based on data returned by the System of Systems. Data corruption may be subtle and undetectable by the clinician. The wrong decision could adversely impact the care of a patient. Use of the System-of-Systems is limited to 5 participants and the impact will be localised.		Possible cause: a software fault corrupts FHIR resources in transit.		Corruption to the structure of FHIR resources will result in them being unreadable by client software. Guidance provided to data consumers recommends that the end-user is informed of detectable data errors so reducing the possibility of misinformed decision.
FHIR resources can optionally be validated against schemas and coding systems prior to release by the System of Systems. Validation is enabled after any software upgrade or after onboarding a participant.
Software is coded to a design which minimises manipulation for resource content to a few essential operations.
		Major		Low		3		The organisational responsible for the DCB 0160 MUST apply some additional controls as detailed in the clinical safety report.								Major		Low		3				All		Open

		2.2		Query Results are Corrupted		Data returned from the System of Systems to a data consumer are not reflective of data supplied by data providers.		Clinicians are making decisions based on data returned by the System of Systems. Data corruption may be subtle and undetectable by the clinician. The wrong decision could adversely impact the care of a patient. Use of the System-of-Systems is limited to 5 participants and the impact will be localised.		: deduplication rules cause references to local resource to be replaced with a reference to a regional resource representing a different concept		Only patients, practitioner and organisation references are deduplicated. Deduplication is made on a deterministic basis (i.e. a simple identifier is used to determine resource equivalence). This is simple to test, and behaviour is predictable.
Automated tests validate regional resource references for 100+ sample queries aligned with wave 1 use cases.
		Significant		Low		2		Software is coded to a design which minimises manipulation for resource content to a few essential operations		FHIR resources can optionally be validated against schemas and coding systems prior to release by the System of Systems. Validation is enabled after any software upgrade or after onboarding a participant.						Significant		Low		2				All		Open

		3.1		Query Results are Incomplete		A result set returned to a data consumer is missing data items which are known to one or more data providers.		Clinicians are making decisions based on information returned by the System of Systems. An absence of data may cause an incorrect decision to be made with consequences for the patient. However, participation in the YHCR is limited to 5 organisations, data available is inherently incomplete, and this will be known to users. No reliance will be made on data completeness. 		a data provider is inaccessible due to a network failure or other technical problem and no data can be obtained from this source for a period of time.		The System-of-Systems inserts information into the result set returned to the data consumer detailing that the data provider is unavailable. Client software can inform users that data is missing from potential sources.
Guidance provided to data consumers recommends that the end-user is informed of reported data quality issues so reducing the possibility of misinformed decision.
Connectivity is monitored and a service desk automatically informed if a connection is unavailable for an extended period. 
		Significant		Medium		2										Significant		Medium		2				All		Open

		3.2		Query Results are Incomplete		A result set returned to a data consumer is missing data items which are known to one or more data providers.		Clinicians are making decisions based on information returned by the System of Systems. An absence of data may cause an incorrect decision to be made with consequences for the patient. However, participation in the YHCR is limited to 5 organisations, data available is inherently incomplete, and this will be known to users. No reliance will be made on data completeness. 		a data provider supplies only subset of data known to the care provider. For example, data may be available for only a subset of services performed.		Wave 1 participants are going live with point to point use cases for which data availability has been established as a prerequisite.		Significant		Low		2										Significant		Low		2				All		Open

		3.3		Query Results are Incomplete		A result set returned to a data consumer is missing data items which are known to one or more data providers.		Clinicians are making decisions based on information returned by the System of Systems. An absence of data may cause an incorrect decision to be made with consequences for the patient. However, participation in the YHCR is limited to 5 organisations, data available is inherently incomplete, and this will be known to users. No reliance will be made on data completeness. 		a software fault leads to data being lost in transit.		Automated tests validate regional resource references for 100+ sample queries aligned with wave 1 use cases		Significant		Low		2										Significant		Low		2				All		Open

		3.4		Query Results are Incomplete		A result set returned to a data consumer is missing data items which are known to one or more data providers.		Clinicians are making decisions based on information returned by the System of Systems. An absence of data may cause an incorrect decision to be made with consequences for the patient. However, participation in the YHCR is limited to 5 organisations, data available is inherently incomplete, and this will be known to users. No reliance will be made on data completeness. 		an erroneous consent policy results in data being wrongly withheld		During this phase consent policies are likely to be simple and binary: to allow all data or no data in a given context. The potential for mistake is low,
Policies will be applied by a system administrator who has been trained in the potential for impacting service availability.
		Significant		Very Low		1										Significant		Very Low		1				All		Open

		4.1		Service is Non-Performant		In this mode of use, performance is critical to the user experience. Queries are executed synchronously, and the latency of the System of Systems directly impacts the usability of client software.		Use of the System-of-Systems is limited to 5 participants with point to point data access requirements. The information available is new to clinicians and established care practises have operated until recently without access to regional data. Clinicians who are intolerant of poorly performant software will revert to previous methods.		 poorly designed client software results in a concentration of service demand which impacts performance for other data consumers.		Application level monitoring tracks transaction round-trip time. A service desk is alerted if sustained round-trip times rises above a configurable level. 
Individual data consumers access rights can be suspended.
Data consumers are only accepted as participants following an onboarding process which involves assuring the interactions between client software and the System of Systems.
		Minor		High		2										Minor		High		2				All		Open

		4.2		Service is Non-Performant		In this mode of use, performance is critical to the user experience. Queries are executed synchronously, and the latency of the System of Systems directly impacts the usability of client software.		Use of the System-of-Systems is limited to 5 participants with point to point data access requirements. The information available is new to clinicians and established care practises have operated until recently without access to regional data. Clinicians who are intolerant of poorly performant software will revert to previous methods.		a poorly performant data providers impacts overall System of Systems performance.		Connections form the System-of-Systems to data providers time out after a configurable period. The System-of-Systems inserts information into the result set returned to the data consumer detailing that data from particular data providers is not available. Client software can inform users that data is missing from potential sources.
The regional FHIR Proxy has been performance tested on data volumes which are representative of those encountered at a major care setting. Response times for typical queries are in the order of 200ms on moderately sized server (4 core).
		Minor		High		2										Minor		High		2				All		Open

		4.3		Service is Non-Performant		In this mode of use, performance is critical to the user experience. Queries are executed synchronously, and the latency of the System of Systems directly impacts the usability of client software.		Use of the System-of-Systems is limited to 5 participants with point to point data access requirements. The information available is new to clinicians and established care practises have operated until recently without access to regional data. Clinicians who are intolerant of poorly performant software will revert to previous methods.		cumulative demand from all data consumers exceeds capacity of System of Systems		The System-of-Systems has been sized to support the known use cases of the 5 pilot participants. The System-of-Systems has been stress tested to prove support for a sustained demand of 10 queries per second.
The System-of-Systems is hosted on a virtualised environment and the solution has been architected to efficiently utilise available CPU cores. Subject to software license considerations, the platform can be scaled fluidly. 
		Minor		Low		1										Minor		Low		1				All		Open
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3 Subscriptions 

		Hazard 												Initial Risk Rating 						Additional Controls								Residual Hazard Risk Rating

		Num		Hazard Name		Hazard Description		Potential Clinical Impact		Possible Causes		Existing Controls		Consequence		Likelihood		Risk		Design		Test		Training		BPC		Consequence		Likelihood		Risk		Summary of Actions		Owner		Status

		9.1		Service is Unavailable, or Access is Denied		New subscriptions cannot be registered by data consumers. Data providers are unable to send notification of an event matching a subscription		There are only a few use cases among the pilot organisations which rely on subscriptions. Of these only one is time critical: notification to a metal health care team that a ‘frequent-flyer’ has contacted 111 or 999. The impact of a subscription notification not reaching the care team has low clinical impact: a patient is unnecessarily attended to by an ambulance. Non-time critical subscription usage is not impacted so long as data is not lost due an outage and the outage is resolved within a few hours.		a hardware or software fault results in system unavailability		Software components are hosted in a virtualised environment on hardware with inbuilt redundancy. The hypervisor provides for high availability and will automatically re-instantiate non-functional components.
Components are monitored and a service desk automatically informed of a range of conditions. Service availability could be monitored using an external arbiter if a use case were to justify it.
Faults are logged and it is possible to establish the root cause of a failure.
		Significant		Medium		2										Significant		Medium		2				All		Open

		9.2		Service is Unavailable, or Access is Denied		New subscriptions cannot be registered by data consumers. Data providers are unable to send notification of an event matching a subscription		There are only a few use cases among the pilot organisations which rely on subscriptions. Of these only one is time critical: notification to a metal health care team that a ‘frequent-flyer’ has contacted 111 or 999. The impact of a subscription notification not reaching the care team has low clinical impact: a patient is unnecessarily attended to by an ambulance. Non-time critical subscription usage is not impacted so long as data is not lost due an outage and the outage is resolved within a few hours.		: data is corrupted through faulty disks or a software error to an extent that is causes a loss of service.		Components are designed to be stateless where possible with few dependencies on data. Exceptions are configuration data, the master patient index, consent policies, master records for patient, practitioners and organisations. A copy of configurations is held in a source control repository and other data is backed up daily. A backup can be restored within two hours. 
Master data can be recreated by replaying messages from participants and other sources. In particular, subscription data can be recreated by querying the subscription resources from the providers.
		Significant		Medium		2										Significant		Medium		2				All		Open

		9.3		Service is Unavailable, or Access is Denied		New subscriptions cannot be registered by data consumers. Data providers are unable to send notification of an event matching a subscription		There are only a few use cases among the pilot organisations which rely on subscriptions. Of these only one is time critical: notification to a metal health care team that a ‘frequent-flyer’ has contacted 111 or 999. The impact of a subscription notification not reaching the care team has low clinical impact: a patient is unnecessarily attended to by an ambulance. Non-time critical subscription usage is not impacted so long as data is not lost due an outage and the outage is resolved within a few hours.		a DNS, firewall configuration change or a certificate revocation denies access to an individual participant		Firewall and certificate changes are controlled by a Change Advisory Board.
Certificate signing and revocation is software controlled and audited. Only privileged system administrators can revoke a certificate.
Mutual TLS authentication is not operational. A participant will not be denied access because of a DNS entry.
		Minor		Medium		2										Minor		Medium		2				All		Open

		9.4		Service is Unavailable, or Access is Denied		New subscriptions cannot be registered by data consumers. Data providers are unable to send notification of an event matching a subscription		There are only a few use cases among the pilot organisations which rely on subscriptions. Of these only one is time critical: notification to a metal health care team that a ‘frequent-flyer’ has contacted 111 or 999. The impact of a subscription notification not reaching the care team has low clinical impact: a patient is unnecessarily attended to by an ambulance. Non-time critical subscription usage is not impacted so long as data is not lost due an outage and the outage is resolved within a few hours.		: a software update introduces a fault		Software changes are controlled by a Change Advisory Board. All changes must be accompanied by a remediation plan.
Software is subjected to continuous integration testing which highlights regressive behaviour.
Software source code is maintained in a public source code repository. Problematic changes can be easily backed out.
		Significant		High		3		The organisational responsible for the DCB 0160 MUST apply some additional controls as detailed in the clinical safety report.								Significant		High		3				All		Open

		9.5		Service is Unavailable, or Access is Denied		New subscriptions cannot be registered by data consumers. Data providers are unable to send notification of an event matching a subscription		There are only a few use cases among the pilot organisations which rely on subscriptions. Of these only one is time critical: notification to a metal health care team that a ‘frequent-flyer’ has contacted 111 or 999. The impact of a subscription notification not reaching the care team has low clinical impact: a patient is unnecessarily attended to by an ambulance. Non-time critical subscription usage is not impacted so long as data is not lost due an outage and the outage is resolved within a few hours.		planned maintenance results in downtime		Maintenance is controlled by a Change Advisory Board 
Any maintenance requiring downtime will be scheduled outside of peak operational hours
		Minor		Very High		3		The organisational responsible for the DCB 0160 MUST apply some additional controls as detailed in the clinical safety report.								Minor		Very High		3				All		Open

		10.1		Subscription and related data is corrupted		Data provided via the System-of-Systems through the subscription mechanism to a data consumer is not reflective of data supplied by data providers. 		Use cases are targeted to process improvement rather than informing clinical decisions. Data corruption might lead to inefficiencies in clinical processes but will have low impact on patient safety. 		a software fault corrupts FHIR resources delivered through a subscription notification.		Model consumer software, as developed by the YHCR, validates the structure of FHIR resources and rejects an attempt to deliver a subscription notification with an invalid payload.
The System-of-Systems logs and monitors consumer responses and operators are promptly informed of failed delivery attempts.
Subscription notifications use the same processing pathway as the much higher volume synchronous query pattern. The same validation is possible, and any software faults are likely to manifest themselves initially through user interfaces used for direct care. 
Software is coded to a design which minimises manipulation for resource content to a few essential operations.
		Significant		Very Low		1										Significant		Very Low		1				All		Open

		10.2		Subscription and related data is corrupted		Data provided via the System-of-Systems through the subscription mechanism to a data consumer is not reflective of data supplied by data providers. 		Use cases are targeted to process improvement rather than informing clinical decisions. Data corruption might lead to inefficiencies in clinical processes but will have low impact on patient safety. 		a software fault corrupts FHIR subscriptions distributed to data providers		General corruption to the structure of the FHIR resource will be detected by the receiving data provider. The model FHIR proxy validates resource structure and rejects an attempt to create an invalid subscription.  
The System-of-Systems logs, and monitors consumer responses and operators are promptly informed of failed delivery attempts.
Corruption of the FHIR search path is possible and may lead to inoperable subscriptions or incorrect event notifications. Software units that manipulate search paths are tested using test plans based on pilot use cases. Corruption can be automatically rectified by revoking the original subscription and replaying the subscription made with the System of Systems
		Significant		Very Low		1										Significant		Very Low		1				All		Open

		11.1		Subscriptions or notifications are lost in transit		Subscriptions are either not dispatched by the System-of-Systems to relevant data providers or subscription results are not returned to subscribing data consumers. The effect being that the notifications which are expected by a data consumer do not arrive.
Patient-centric subscriptions should be dispatched to all data providers who have registered contact with the patient with the System of Systems. Other subscriptions should be dispatched to all data providers. Any deviation from this rule is incorrect behaviour and will result in lost data.
Subscription results received by the System-of-Systems should be dispatched to all data consumers making the subscription.
		Use cases are targeted at process improvement rather than informing clinical decisions. Incorrect subscription dispatch will result in events not being communicated to data consumers. This might lead to inefficiencies in clinical processes but will have low impact on patient safety.		an incorrect misconfiguration of the participant registry associates a logical provider identity with a different provider’s endpoint address. As a consequence, subscriptions are registered with the wrong provider		Configuration changes are controlled by a Change Advisory Board. All changes must be accompanied by a remediation plan.
Automated implementation testing using messages containing synthetic data can ensure routing of messages is correct.
The same endpoint address will be used for subscriptions as for synchronous query. Mis-registration will be apparent during the onboarding process.
		Significant		Medium		2										Significant		Medium		2				All		Open

		11.2		Subscriptions or notifications are lost in transit		Subscriptions are either not dispatched by the System-of-Systems to relevant data providers or subscription results are not returned to subscribing data consumers. The effect being that the notifications which are expected by a data consumer do not arrive.
Patient-centric subscriptions should be dispatched to all data providers who have registered contact with the patient with the System of Systems. Other subscriptions should be dispatched to all data providers. Any deviation from this rule is incorrect behaviour and will result in lost data.
Subscription results received by the System-of-Systems should be dispatched to all data consumers making the subscription.
		Use cases are targeted at process improvement rather than informing clinical decisions. Incorrect subscription dispatch will result in events not being communicated to data consumers. This might lead to inefficiencies in clinical processes but will have low impact on patient safety.		a misconfiguration of the provider registry records an invalid endpoint address. As a consequence, subscriptions are not registered		Outgoing subscriptions are processed from a persistent message queue. An invalid endpoint address would cause the dispatching process to error and for the message to be suspended. Monitoring software alerts operators of the error, the endpoint address will be corrected, and service resumed without data loss. 		Significant		Low		2										Significant		Low		2				All		Open

		11.3		Subscriptions or notifications are lost in transit		Subscriptions are either not dispatched by the System-of-Systems to relevant data providers or subscription results are not returned to subscribing data consumers. The effect being that the notifications which are expected by a data consumer do not arrive.
Patient-centric subscriptions should be dispatched to all data providers who have registered contact with the patient with the System of Systems. Other subscriptions should be dispatched to all data providers. Any deviation from this rule is incorrect behaviour and will result in lost data.
Subscription results received by the System-of-Systems should be dispatched to all data consumers making the subscription.
		Use cases are targeted at process improvement rather than informing clinical decisions. Incorrect subscription dispatch will result in events not being communicated to data consumers. This might lead to inefficiencies in clinical processes but will have low impact on patient safety.		: a misconfiguration at a data provider causes the data provider to register their patient contact with a different provider. As a consequence patient centric subscriptions are registered with the wrong provider		An onboarding process validates that that PIX registrations are being made correctly at the point of go-live. 		Significant		High		3		The organisational responsible for the DCB 0160 MUST apply some additional controls as detailed in the clinical safety report.								Significant		High		3				All		Open

		11.4		Subscriptions or notifications are lost in transit		Subscriptions are either not dispatched by the System-of-Systems to relevant data providers or subscription results are not returned to subscribing data consumers. The effect being that the notifications which are expected by a data consumer do not arrive.
Patient-centric subscriptions should be dispatched to all data providers who have registered contact with the patient with the System of Systems. Other subscriptions should be dispatched to all data providers. Any deviation from this rule is incorrect behaviour and will result in lost data.
Subscription results received by the System-of-Systems should be dispatched to all data consumers making the subscription.
		Use cases are targeted at process improvement rather than informing clinical decisions. Incorrect subscription dispatch will result in events not being communicated to data consumers. This might lead to inefficiencies in clinical processes but will have low impact on patient safety.		an operator erroneously or maliciously corrupts PIX data. As a consequence, patient centric subscriptions are not registered with providers		Database access is restricted to small number of administrators with individual login credentials.
Database operations are audited, and audit records are periodically reviewed by an independent supervisor who does not have database administration privileges
		Significant		Medium		2										Significant		Medium		2				All		Open

		11.5		Subscriptions or notifications are lost in transit		Subscriptions are either not dispatched by the System-of-Systems to relevant data providers or subscription results are not returned to subscribing data consumers. The effect being that the notifications which are expected by a data consumer do not arrive.
Patient-centric subscriptions should be dispatched to all data providers who have registered contact with the patient with the System of Systems. Other subscriptions should be dispatched to all data providers. Any deviation from this rule is incorrect behaviour and will result in lost data.
Subscription results received by the System-of-Systems should be dispatched to all data consumers making the subscription.
		Use cases are targeted at process improvement rather than informing clinical decisions. Incorrect subscription dispatch will result in events not being communicated to data consumers. This might lead to inefficiencies in clinical processes but will have low impact on patient safety.		: a data provider registers a new patient contact with the System of Systems. A software error prevents patient-centric subscriptions for the patient being dispatched to the provider.		Software development is test led. Automated tests validate PIX processing and specifically the issuance of subscriptions based on new patient contact. 		Significant		Medium		2										Significant		Medium		2				All		Open

		11.6		Subscriptions or notifications are lost in transit		Subscriptions are either not dispatched by the System-of-Systems to relevant data providers or subscription results are not returned to subscribing data consumers. The effect being that the notifications which are expected by a data consumer do not arrive.
Patient-centric subscriptions should be dispatched to all data providers who have registered contact with the patient with the System of Systems. Other subscriptions should be dispatched to all data providers. Any deviation from this rule is incorrect behaviour and will result in lost data.
Subscription results received by the System-of-Systems should be dispatched to all data consumers making the subscription.
		Use cases are targeted at process improvement rather than informing clinical decisions. Incorrect subscription dispatch will result in events not being communicated to data consumers. This might lead to inefficiencies in clinical processes but will have low impact on patient safety.		a software fault leads to subscription results being lost in transit		Software development is test led. Automated tests prove operation of message pathways responsible for delivering subscription results.
Audit records are written of all subscription results received and dispatched. A fault can be detected and diagnosed.
Software logs record all processing data processing errors. An operator is autromatically alerted of all logged errors. Should an error be identified then Service Management ITIL processes are followed to formalise incident reporting and resolution through to software delivery and fix.
		Significant		Medium		2										Significant		Medium		2				All		Open

		11.7		Subscriptions or notifications are lost in transit		Subscriptions are either not dispatched by the System-of-Systems to relevant data providers or subscription results are not returned to subscribing data consumers. The effect being that the notifications which are expected by a data consumer do not arrive.
Patient-centric subscriptions should be dispatched to all data providers who have registered contact with the patient with the System of Systems. Other subscriptions should be dispatched to all data providers. Any deviation from this rule is incorrect behaviour and will result in lost data.
Subscription results received by the System-of-Systems should be dispatched to all data consumers making the subscription.
		Use cases are targeted at process improvement rather than informing clinical decisions. Incorrect subscription dispatch will result in events not being communicated to data consumers. This might lead to inefficiencies in clinical processes but will have low impact on patient safety.		data consumer endpoint is unavailable		Automated monitoring software provides notification of endpoint unavailability and queue levels to technical staff for action.
Support staff work with appropriate data consumer technical representatives to resolve.
Message queues are persisted. No data loss results from a failure to dispatch a notification.
		Minor		High		2										Minor		High		2				All		Open

		12.1		Service is Non-Performant		Subscriptions are inherently asynchronous in nature and so some delay between an event occurring and subscriber being notified is to be expected. The delay that is acceptable depends on the use case to which the technology is applied.
Terms of service for the System-of-Systems will be published and these will include a maximum latency for subscription delivery (within the boundary of responsibility and subject to performance of data consuming endpoints). This will be a key consideration for participants when designing services and it is reasonable to expect non-compliance to have significant consequences.
Of particular concern is poor performance which causes subscription throughput to fall below the rate at which subscription or notifications are delivered to the System-of-Systems for processing for an extended period of time. Such a situation could overload the service, disrupting service availability for an extended period of time and potentially impacting other modes of use
		There are only a few use cases among the pilot organisations which rely on subscriptions. Of these only one is time critical: notification to a metal health care team that a ‘frequent-flyer’ has contacted 111 or 999. The impact of a subscription notification not reaching the care team has low clinical impact: a patient is unnecessarily attended to by an ambulance. Non-time critical subscription usage is not impacted so long as data is not lost due an outage and the outage is resolved within a few hours.		poorly designed message pathway configuration results in a bottleneck at a particular processing step		The software is performance tested. 
The pilot use cases are well understood, and the software can be tested with use cases which accurately reflect actual usage. It is unlikely that novel processing requirements will be encountered in live operation.
The message pathway is configured as a series of independent components. A poorly performing component results is a message queue building up. The queue is persistent, and no message loss will occur.
Monitoring software tracks message queue sizes. A service desk is alerted if sustained queueing rises above a configurable level. 
Message deliveries to endpoints are not guaranteed to be in order (e.g. sequential streams). Message queues can be processed by components operating in parallel to improve throughput.
Message delivery configuration settings (e.g. Connection timeouts, retry settings) can be altered to achieve optimal throughput.
The computing resources allocated to each component can be altered to remove bottlenecks.
		Minor		Medium		2										Minor		Medium		2				All		Open

		12.2		Service is Non-Performant		Subscriptions are inherently asynchronous in nature and so some delay between an event occurring and subscriber being notified is to be expected. The delay that is acceptable depends on the use case to which the technology is applied.
Terms of service for the System-of-Systems will be published and these will include a maximum latency for subscription delivery (within the boundary of responsibility and subject to performance of data consuming endpoints). This will be a key consideration for participants when designing services and it is reasonable to expect non-compliance to have significant consequences.
Of particular concern is poor performance which causes subscription throughput to fall below the rate at which subscription or notifications are delivered to the System-of-Systems for processing for an extended period of time. Such a situation could overload the service, disrupting service availability for an extended period of time and potentially impacting other modes of use
		There are only a few use cases among the pilot organisations which rely on subscriptions. Of these only one is time critical: notification to a metal health care team that a ‘frequent-flyer’ has contacted 111 or 999. The impact of a subscription notification not reaching the care team has low clinical impact: a patient is unnecessarily attended to by an ambulance. Non-time critical subscription usage is not impacted so long as data is not lost due an outage and the outage is resolved within a few hours.		: an individual subscription source floods the service with, possibly, incorrect subscriptions or notifications		Pilot use cases are well understood with predictable transaction volume. Unusually high transaction volumes are likely to indicate a fault at a data provider or consumer.
If queuing thresholds are exceeded, then system operators are informed via monitoring software and can limit access to the inbound organisation that is causing the flood of inbound messages until the fault has been corrected
		Minor		Medium		2										Minor		Medium		2				All		Open

		12.3		Service is Non-Performant		Subscriptions are inherently asynchronous in nature and so some delay between an event occurring and subscriber being notified is to be expected. The delay that is acceptable depends on the use case to which the technology is applied.
Terms of service for the System-of-Systems will be published and these will include a maximum latency for subscription delivery (within the boundary of responsibility and subject to performance of data consuming endpoints). This will be a key consideration for participants when designing services and it is reasonable to expect non-compliance to have significant consequences.
Of particular concern is poor performance which causes subscription throughput to fall below the rate at which subscription or notifications are delivered to the System-of-Systems for processing for an extended period of time. Such a situation could overload the service, disrupting service availability for an extended period of time and potentially impacting other modes of use
		There are only a few use cases among the pilot organisations which rely on subscriptions. Of these only one is time critical: notification to a metal health care team that a ‘frequent-flyer’ has contacted 111 or 999. The impact of a subscription notification not reaching the care team has low clinical impact: a patient is unnecessarily attended to by an ambulance. Non-time critical subscription usage is not impacted so long as data is not lost due an outage and the outage is resolved within a few hours.		cumulative demand by all subscription sources exceeds capacity of System of Systems.		The System-of-Systems has been sized to support the known use cases of the 5 pilot participants. 
The System-of-Systems is hosted on a virtualised environment and the solution has been architected to efficiently utilise available CPU cores. Subject to software license considerations, the platform can be scaled fluidly
		Minor		Low		1										Minor		Low		1				All		Open

		12.4		Service is Non-Performant		Subscriptions are inherently asynchronous in nature and so some delay between an event occurring and subscriber being notified is to be expected. The delay that is acceptable depends on the use case to which the technology is applied.
Terms of service for the System-of-Systems will be published and these will include a maximum latency for subscription delivery (within the boundary of responsibility and subject to performance of data consuming endpoints). This will be a key consideration for participants when designing services and it is reasonable to expect non-compliance to have significant consequences.
Of particular concern is poor performance which causes subscription throughput to fall below the rate at which subscription or notifications are delivered to the System-of-Systems for processing for an extended period of time. Such a situation could overload the service, disrupting service availability for an extended period of time and potentially impacting other modes of use
		There are only a few use cases among the pilot organisations which rely on subscriptions. Of these only one is time critical: notification to a metal health care team that a ‘frequent-flyer’ has contacted 111 or 999. The impact of a subscription notification not reaching the care team has low clinical impact: a patient is unnecessarily attended to by an ambulance. Non-time critical subscription usage is not impacted so long as data is not lost due an outage and the outage is resolved within a few hours.		: a denial of service attack reduces capacity available for legitimate users		Access to the service is restricted to HSCN.
The service is hosted at a major NHS Acute Hospital with infrastructure designed to meet its obligation under the EUs Network and Information Security Directive and specifically includes firewalls designed to withstand denial of service attacks.
Identity and access management security has been designed to allow legitimate transactions to be easily distinguished from illegitimate ones with substantial processing.
		Minor		Very Low		1										Minor		Very Low		1				All		Open

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																





GPC

																Initial Risk Rating 								Additional Controls						Residual Hazard Risk Rating



		Hazard number (as per GPC HL)		Hazard type		Hazard name		Hazard description		Potential clinical impact		Possible causes		Existing Controls		Consequence		Likelihood		Risk		Design		Test		Training		BPC		Consequence		Likelihood		Risk		Summary of Actions		Owner		Status

		3		HTML		The HTML view headings are not directly aligned to the Professional Record Standards Body (PRSB), CRE or other professional standard headings		
The specification may not match existing standards or record structures - for example, PRSB standards, Summary Care Record, or other systems where section headings have an agreed and/or widely used format.

Some users will be using GP Connect alongside or in addition to the Summary Care Record. There are a number of differences to the way each application displays the data. This could result in user confusion.
		Clinical information may be presented in an unfamiliar order or under an unexpected heading. This may lead to important clinical information being missed, leading to a delay to the assessment/treatment of the patient, and potentially inappropriate care.

A clinician may misunderstand the layout of the section headings as they are not aligned with the PRSB headings. This could make the data more difficult to interpret, which may cause an incorrect diagnosis with subsequent delay or incorrect treatment.		There is no universal standard to align to and it is difficult to choose one of the standards that are available.

There are no common data models in primary care systems.		HTML views are only one component of the medical record which is available from the System of Systems which offers a blend of data from different systems at different levels of maturity. Data consumers are expected (and are assured as doing so by the YHCR) to present data in a manner informs clinicians in variances in compliance with PRSB and other standards.		Significant		Medium		2		The GP Connect Adapter maps HTML views to DocumentReferenc FHIR resources which are coded to regionally standardized SNOMED-CT codes. Data consumers are able to use the coding standards to present the views in a context which is clear to clinicians and avoids.								Significant		Low		2				RW		Transferred

		11		General risk		Consuming system misunderstands detail for data sent from providing systems		The data held in GP systems can be complex and detailed. There is a risk that consuming systems could misunderstand data that they receive.		If the consuming system is not designed in a way that fully considers the detail of the data, then it may not display it to the clinician in a way that is clear and appropriate.		Examples:
1. The structure of the investigations data returned by GP Connect is complex. It can contain comments against  different levels of the report.
2. GP Connect 'allows' a consumer of data to request the medications without all the issues.		Assurance process for data consumers examine presentation of data with a particular focus on the blending of data from different sources results in a consonsistent oresentation of clinical facts.		Significant		Medium		2		Structured data from GP Connect will be converted by the GP Connect adapter to a regionally agreed FHIR profile for the concept being sourced. DADA will determine the concepts which are safe to releasethrough consideration of their alignment to profiles in use for data available from other data providers 		Assurance of consumers will explicitely validate acquisition of data from GP Connect and will ensure that where GP Connect data is blended with data from other sources that it is correctly represented.				Data pairings between data providers and consumers in the System of Systems will by default exclude acesss to the GO Connect data source. Pairings will only be openned up on completion of an assurance process.		Significant		Low		2				RW		Transferred

		16		Structured - General		Modular design of GP Connect profiles
		Profiles can be requested separately in Access Record Structured. This gives flexibility for consuming systems and enables bespoke development to provide an efficient and effective product for the end-user. However, there is a risk that the consuming system may not pull in all the information necessary for safe and effective patient care - for example, it may call the medicines profile but not the allergies one.		Missing information may lead to possible incorrect diagnosis and treatment.		Requesting the wrong levels of detail for medications.

Requesting the inappropriate 'clinical area' (logical sections of GP systems) - for example, requesting medications without allergies.				Considerable		Medium		3				Assurance of consumers will verify that all dependent informtion (from any data provider) is presented at the same time to a clinician						Considerable		Low		2

		18		Structured - General		Data without context can be misinterpreted		Uncategorised data seen in isolation from associated categorised data could be incorrectly interpreted.		The clinician may interpret incorrect information to come to a possible incorrect conclusion.		Requesting uncategorised data where linked data is not displayed. Consumers don’t know how to display this data to their users or users don’t understand the types of information displayed in this category.
 
Examples:
1. Free text is used to indicate whether the patient is lying down, sitting or standing during a blood pressure reading.
Code: Blood pressure 140/80 Text: lying down
Code: Blood pressure 160/90 Text: sitting

2. Free text is used to indicate the three separate readings of a patient's peak flow test (asthma).
Code: Peak Flow Text:
Reading 1 540
Reading 2 560
Reading 3 550				Considerable		Medium		3		The provenance of all FHIR resources is tagged in the meta data of the resource and consumers will have the necessary information to present the data in context		Assurance of consumers will verify that data from any data providers is presented in context.						Considerable		Low		2

		19		Structured - General		Risk of duplication due to sharing 		If a consumer is trying to import structured data from GP Connect there is a risk that some of the data may already be in that system and this might cause duplication.		The clinician may interpret  incorrect information to come to a possible incorrect conclusion		Consuming system makes a similar call to GP Connect as it has previously - for example, meds reconciliation after more than one hospital admission.		Data from GP Connect is aggregated with data from all other data providers from the YHCR and the presence of duplicated data is a well anticipated matter. Consumers will be designed with consideration of de-duplication.		Significant		Medium		2		Data which is reliably identifiable as a duplication of data available elsewhere from the YHCR will be withheld by the GP Connect Adapter (ie: pathology test results).,		Assurance of consumers will verify that duplicated data is appropriately removed.						Significant		Low		2				RW		Transferred

		21		Structured - General		Data content inconsistency		

.

Multiple data sources all provide the same or similar data elements in varying formats, which means the specification may not match the content of source system. Examples:
1. Some data sources may not be compliant with mandatory value set descriptors. 
2. There may be inconsistencies with headings and descriptions in documents and referrals. 
3. The interpretation of the specification by third parties may vary, leading to differences between specification intention and implementation. 

		Multiple variations in data content or an inconsistent use of terms may lead to difficulties in the interpretation of the record. Use of non-standard terms, local abbreviations or codes that are unfamiliar to systems using these data items, and users interacting with those systems may result in delayed or inappropriate care.		Lack of standardisation of the HTML structure and content of data across systems' suppliers.
		Data from GP Connect is aggregated with data from all other data providers from the YHCR and data inconsistency is a well anticipated matter. Data consumers will be designed to help clinicians resolve inconsistencies		Considerable		Medium		3				Assurance of consumers will verify that they are designed to help clinicians interpret potentially conflicting data. A YHCR capability which is under design will allow clinicians to annotate data from any source with qualifications in its reliability						Considerable		Low		2				RW		Transferred

		31		Structured - General		Local warnings not currently shared in GP Connect		Local warnings that may have been added at the patient's registered practice may not be shared via GP Connect -  for example, patient has previously been abusive with reception staff.		The clinician may not have access to essential information that may affect the care and communication with the patient.		Not been covered as part of phase1 of GP Connect.				Minor		Medium		2								Users of all YHCR data consumers will be trained in the interpretation of data available from the YHCR and incompleteness is an inherrent factor which must be understood when using an aggregated medical record		Minor		Medium		2

		32		Structured - General		Data marked as private is not shared		Data marked as private is not shared via GP Connect.		The clinician may not have access to important information that may affect the care of the patient.		Privacy for patients				Significant		Low		2								Users of all YHCR data consumers will be trained in the interpretation of data available from the YHCR and incompleteness is an inherrent factor which must be understood when using an aggregated medical record		Significant		Very Low		1				RW		Transferred

		33		Structured - General		Misunderstanding that consultations do not represent the whole patient record (have not defined how to request the whole record)		If a subset of the record is requested the clinician may not be aware that the rest of the record is available.		The clinician may not have a full picture of the previous care of the patient.		Poor consumer system design				Significant		Medium		2				Assurance of consumers will verify the completeness of data.						Significant		Low		2				RW		Transferred

		36		General risk		Technical issues delaying sharing of information		Patient diagnosis or treatment is delayed because some of the patient data is not available as a result of technical issues.		The clinician may not realise that the whole record is not being displayed. If this is the case any decisions the clinician has to make could be potentially unsafe - for example, if they prescribed medication that interacts with another drug that was recently prescribed, but was not part of the record returned.

The clinician may not realise that the whole record is not being displayed. If this is the case any decisions the clinician has to make could be potentially unsafe. For example, medication is prescribed that interacts with another drug which was recently prescribed but was not part of the record returned.
		The providing system fails to provide all of the relevant data for the API call.

There may be some loss of data in the transit from the provider to the consumer.

The consuming solution may not correctly display all the information contained in the message.

The consuming system interprets data in an inconsistent or incomplete way across all providing systems.		Data impairments inserted into search results from the YHCR will inform the data consumer of techical difficulties in acquiring data.		Considerable		Medium		3				Assurance of consumers will verify that data impairements are correclty interpretted and clearly made available to clinicians.						Considerable		Low		2				RW		Transferred

		38		General risk		Patient data is missing from the patient record in the GP system due to non-technical issues		Although GP patient records have the best consolidated view of the patient's medical history, there will always be gaps.		The clinician may not realise that the complete patient history is not being displayed. If this is the case any decisions the clinician has to make could be potentially unsafe. Some examples include:

1. System misleads a user into prescribing/administering an incorrect medication due to incomplete allergy/adverse reaction record on the GP system.
2. Patient is prescribed/administered incorrect medication whilst could cause deleterious effects, trigger an allergy or worsen a clinical condition.		This is a  general scenario in which the GP isn't aware of the patient's full medical history.		The YHCR will assemble a medical record from all available sources. Information not available in the GP system may be available from an alternative source.		Significant		Medium		2								Users of all YHCR data consumers will be trained in the interpretation of data available from the YHCR and incompleteness is an inherrent factor which must be understood when using an aggregated medical record		Significant		Low		2				RW		Transferred

		42		General Risk		Patient chooses to not share some or all data outside the practice		GP Connect will not provide data where a patient has said they do not want to share their data outside of their GP practice or back to the registered practice in a federated clinic appointment scenario. GP Connect has no ability for a clinician to override this decision.

Examples of clinical scenarios:
1. In A&E where the patient is asked to share data and changes their mind or where the patient is unconscious and there is a medical imperative the clinician does not have any power of override or patient seeking drugs of abuse does not want the contact and the prescription reported to the practice. This would currently not be visible to the practice in any way.
2. A sibling posing as the patient (knowing name, address, date of birth) and seeking medication. If part or all of the record isn't shared incorrect decisions can be made.
		Patient diagnosis or treatment delayed. GP Connect is using the same model as SCR in that data will not be sent if the patient has recorded a dissent to share. This may lead to clinical safety issues which could have been avoided, for example, medication is prescribed to which the patient is allergic, has contraindications or a drug interaction.		This is a known outcome of the patient dissenting to share their data for the purposes of shared care in a direct care setting.				Significant		Low		2								Users of all YHCR data consumers will be trained in the interpretation of data available from the YHCR and incompleteness is an inherrent factor which must be understood when using an aggregated medical record		Significant		Very Low		1				RW		Transferred

		43		General risk		All of a patient's data is unavailable as a result of technical issues		There are a number of failure modes of the end to end transaction that could result in the consumer not receiving all of the GP record. For example, there is likely to be some downtime for GP Connect when a GP practice changes system provider. A new GP Connect endpoint cannot be set up at a provider until the old one is removed as the Spine will not know which is live when receiving a consumer request. 
		Patient diagnosis or treatment delayed due to
clinician having to make decisions without the patient record being available. This may lead to clinical safety issues which could have been avoided, for example, medication is prescribed to which the patient is allergic, has contraindications or a drug interaction.		Any technical fault that prevents the end to end process succeeding.
Examples:
1. If a number of messages fail and need to be resent then there is no technical mechanism to resend all messages.
2. When a practice switches supplier there is a period of time when the practice will lose GP Connect connectivity. This is due to the change in ASID that takes place when a practice switches supplier. As the SSP validates the ASID to allow transactions, when a practice gets a new ASID due to a supplier switch they are then rejected by the SSP.		Data impairments inserted into search results from the YHCR will inform the data consumer of techical difficulties in acquiring data.		Significant		Medium		2				Assurance of consumers will verify that data impairements are correclty interpretted and clearly made available to clinicians.														RW		Transferred

		44		HTML		Absence of data 		The absence of data due to being outside the scope of the HTML specification may cause an incorrect diagnosis with subsequent delay or incorrect treatment. Partial or full elements of the intended patient record are not adequately supported by the  specification. 		A healthcare professional may not be fully aware of required patient conditions, history or other key data elements. This may lead to delayed or inappropriate care.

This may also result in an incorrect assessment being made if incomplete data elements are not detected.		The HTML scope does not cover the entire GP record.

The specification does not include all patient record elements considered necessary to support effective health care.				Significant		Medium		2						Users of all YHCR data consumers will be trained in the interpretation of data available from the YHCR and incompleteness is an inherrent factor which must be understood when using an aggregated medical record				Significant		Low		2				RW		Transferred

		46		Structured - General		Date/time stamp of retrieval of medication/record from GP system is not presented to the end-user of the data		Where a consuming solution may import the structured data direct into a local solution and then persist or cache that data received from a GP system it is not clear what date and time the information was retrieved from the patient's record. The clinician does not know that this is not 'real time' data and therefore does not check that the medication information is still current and correct.		Clinician makes incorrect assumptions about what the patient is currently taking. If the patient is being seen as an outpatient they may have had a subsequent medication changed or prescribed which is not noted in the record that is persisted in the patient record.		The GP system does not send this information. This is known by the consuming solution from date and time information captured for audit and should be used to generate an entry and display in its solution. If this does not happen and the requirement to retrieve new data is not automated when a patient record is accessed in the consuming system the up to date information may not be displayed to the clinician.		Data is not cached by the YHCR. 		Significant		Medium		2		Data served from the YHCR is timestamped at the point the the GP Connect interface is invoked. Systems which persist the data will have this timestamp available to present to the end user. 								Significant		Low		2

		47		HTML		Narrow search parameters		The amount of data that is returned to the clinician is controlled by the consuming solution. Information presented to clinician may be insufficient because of narrow search parameters supplied by the consuming solution. 		The clinician may not realise that the whole record is not being displayed. If this is the case any decisions the clinician has to make could be potentially unsafe.
For example, medication may be prescribed that interacts with another drug, which was recently prescribed but was not part of the record returned.		1. Consumers hard coding or defaulting to narrow search criteria.
2. end-users applying incorrect/narrow search criteria.

For example, only requesting the last week of a patient's medication history.				Significant		Medium		2				Assurance of consumers will verify the completeness of data.						Significant		Low		2				RW		Transferred

		52		Structured - General		Difference in rendering/presentation due to FHIR® standards framework mapping		Clinical context/meaning may be lost when the consumer creates their own render which is different from sender’s render - for example, the order of the document headings or the presentation of clinical content within each heading may vary between sender and consumer, and not be standardised across care settings.		This may lead to important clinical information being displayed incorrectly, which may cause delay to the assessment/treatment of the patient, and potentially inappropriate care.		Sending systems are not able to share their style sheet with consuming systems. No formally agreed default clinical presentation/user interface for displaying headings/content.		The YHCR DADA controld FHIR profiules in use in the region and ensures that the data content is completed and accurately reflects the context of data and it's interpretation on the carte setting that collected it.		Significant		Medium		2		Data is only releaserd from the GP Connect Adapter 								Significant		Low		2				RW		Transferred

		59		General risk		Inconsistency between different supplier systems		Data content inconsistency between different supplier systems could make the data more difficult to interpret in the consuming system, which may cause an incorrect diagnosis with subsequent delay or incorrect treatment.
		Difficulties in the interpretation of the record.

Use of non-standard terms, local abbreviations or codes that are unfamiliar to systems using these data items, and users interacting with those systems may result in delayed or inappropriate care.		Provider systems structure their data content in different ways as there is no standardisation of content in the GP record.

Despite the best intentions of all involved, suppliers may interpret the specification differently.

No guidance on the definition, use or localisation of data items provided to those systems making use of the HTML view.		Data from GP Connect is aggregated with data from all other data providers from the YHCR and data inconsistency is a well anticipated matter. Data consumers will be designed to help clinicians resolve inconsistencies		Significant		Medium		2				Assurance of consumers will verify that they are designed to help clinicians interpret potentially conflicting data. A YHCR capability which is under design will allow clinicians to annotate data from any source with qualifications in its reliability						Significant		Low		2				RW		Transferred

		61
		Structured - General		Proportional data gathering and data retention to support the clinician to navigate the patient record		The GP Connect Access Record Structured solution may, under some circumstances, return more patient data in response to a user’s query than is strictly necessary for the required purpose. The NHS currently has no clear policy on data return proportionality, making it difficult to make a 100% accurate judgement. 		
It may be difficult for a user to determine at the point of call all the data that may be required to appropriately treat a patient. Not having access to all of the patient record could lead to inappropriate or unsafe care being given.		Allowing a clinician to walk through the clinical record for the information they require to treat a patient may mean a large amount of patient data is taken via the API.		The FHIR based APIs supported by the YHCR allow consumers to traget data content precisely.		Significant		Medium		2		The GP Connect Adapter only returns the data items requested by the data consumer and filters out extraoneous data returned from the GP System. 								Significant		Low		2				RW		Transferred

																																		

																																		

																																		

																																		

																																		

																																		

																																		

																																		

																																		

																																		

																																		

																																		

																																		

																																		

																																		

																																		

																																		

																																		

																																		

																																		

																																		

																																		

																																		

																																		

																																		

																																		

																																		

																																		

																																		

																																		

																																		

																																		

																																		

																																		

																																		

																																		

																																		

																																		

																																		

																																		

																																		

																																		

																																		





4 Transactional Messaging 

		Hazard 												Initial Risk Rating 						Additional Controls								Residual Hazard Risk Rating

		Num		Hazard Name		Hazard Description		Potential Clinical Impact		Possible Causes		Existing Controls		Consequence		Likelihood		Risk		Design		Test		Training		BPC		Consequence		Likelihood		Risk		Summary of Actions		Owner		Status

		13.1		Service is Unavailable, or Access is Denied		A data provider is either unable to connect to the System-of-Systems or their connection is rejected. The System-of-Systems cannot be used to dispatch a message or send an acknowledgement. The designation of the Systems of Systems transactional messaging pattern as unreliable places responsibility on participants to operate persistent message queues.  If a message or acknowledgement cannot be dispatched via the System-of-Systems, then the message will be held by the dispatcher in a persistent queue and dispatch will be reattempted sometime later. Transient loss of service will cause a delay in message delivery but not message loss		The first wave pilots have 2 use cases for transactional messaging:
• the delivery of a transfer of care from an ambulance to an emergency department;
• the referral of a cancer patient from a secondary to a tertiary care provider.
The first of these use cases is time sensitive in that the transfer of care should arrive in ED before the patient. Delay in dispatching the acknowledgement has no clinical impact.
If the transfer of care does not arrive then the handover will follow existing procedures involving extracting a PDF from the ambulance system and uploading it to the ED system. This might result in a delay in care being provided to a patient in a critical condition.
There will be no impact of a transient outage lasted less than a few hours for the second use case.
		a hardware or software fault results in system unavailability		Software components are hosted in a virtualised environment on hardware with inbuilt redundancy. The hypervisor provides for high availability and will automatically re-instantiate non-functional components.
Components are monitored and a service desk automatically informed of a range of conditions. Service availability could be monitored using an external arbiter if a use case were to justify it.
Faults are logged and it is possible to establish the root cause of a failure.
		Minor		Medium		2										Minor		Medium		2				All		Open

		13.2		Service is Unavailable, or Access is Denied		A data provider is either unable to connect to the System-of-Systems or their connection is rejected. The System-of-Systems cannot be used to dispatch a message or send an acknowledgement. The designation of the Systems of Systems transactional messaging pattern as unreliable places responsibility on participants to operate persistent message queues.  If a message or acknowledgement cannot be dispatched via the System-of-Systems, then the message will be held by the dispatcher in a persistent queue and dispatch will be reattempted sometime later. Transient loss of service will cause a delay in message delivery but not message loss		The first wave pilots have 2 use cases for transactional messaging:
• the delivery of a transfer of care from an ambulance to an emergency department;
• the referral of a cancer patient from a secondary to a tertiary care provider.
The first of these use cases is time sensitive in that the transfer of care should arrive in ED before the patient. Delay in dispatching the acknowledgement has no clinical impact.
If the transfer of care does not arrive then the handover will follow existing procedures involving extracting a PDF from the ambulance system and uploading it to the ED system. This might result in a delay in care being provided to a patient in a critical condition.
There will be no impact of a transient outage lasted less than a few hours for the second use case.
		data is corrupted through faulty disks or a software error to an extent that is causes a loss of service.		Components are designed to be stateless where possible with few dependencies on data. Message data is transient, however historic data is backed up daily until retention rules mean data is purged. A backup can be restored within two hours. 
Message data can be recreated and replayed by replaying messages from provider sources
		Minor		Medium		2										Minor		Medium		2				All		Open

		13.3		Service is Unavailable, or Access is Denied		A data provider is either unable to connect to the System-of-Systems or their connection is rejected. The System-of-Systems cannot be used to dispatch a message or send an acknowledgement. The designation of the Systems of Systems transactional messaging pattern as unreliable places responsibility on participants to operate persistent message queues.  If a message or acknowledgement cannot be dispatched via the System-of-Systems, then the message will be held by the dispatcher in a persistent queue and dispatch will be reattempted sometime later. Transient loss of service will cause a delay in message delivery but not message loss		The first wave pilots have 2 use cases for transactional messaging:
• the delivery of a transfer of care from an ambulance to an emergency department;
• the referral of a cancer patient from a secondary to a tertiary care provider.
The first of these use cases is time sensitive in that the transfer of care should arrive in ED before the patient. Delay in dispatching the acknowledgement has no clinical impact.
If the transfer of care does not arrive then the handover will follow existing procedures involving extracting a PDF from the ambulance system and uploading it to the ED system. This might result in a delay in care being provided to a patient in a critical condition.
There will be no impact of a transient outage lasted less than a few hours for the second use case.
		a DNS, firewall configuration change or a certificate revocation denies access to an individual participant		Firewall and certificate changes are controlled by a Change Advisory Board.
Certificate signing and revocation is software controlled and audited. Only privileged system administrators can revoke a certificate.
Mutual TLS authentication is not operational. A participant will not be denied access because of a DNS entry
		Minor		Medium		2										Minor		Medium		2				All		Open

		13.4		Service is Unavailable, or Access is Denied		A data provider is either unable to connect to the System-of-Systems or their connection is rejected. The System-of-Systems cannot be used to dispatch a message or send an acknowledgement. The designation of the Systems of Systems transactional messaging pattern as unreliable places responsibility on participants to operate persistent message queues.  If a message or acknowledgement cannot be dispatched via the System-of-Systems, then the message will be held by the dispatcher in a persistent queue and dispatch will be reattempted sometime later. Transient loss of service will cause a delay in message delivery but not message loss		The first wave pilots have 2 use cases for transactional messaging:
• the delivery of a transfer of care from an ambulance to an emergency department;
• the referral of a cancer patient from a secondary to a tertiary care provider.
The first of these use cases is time sensitive in that the transfer of care should arrive in ED before the patient. Delay in dispatching the acknowledgement has no clinical impact.
If the transfer of care does not arrive then the handover will follow existing procedures involving extracting a PDF from the ambulance system and uploading it to the ED system. This might result in a delay in care being provided to a patient in a critical condition.
There will be no impact of a transient outage lasted less than a few hours for the second use case.
		a software update introduces a fault		Software changes are controlled by a Change Advisory Board. All changes must be accompanied by a remediation plan.
Software is subjected to continuous integration testing which highlights regressive behaviour.
Software source code is maintained in a public source code repository. Problematic changes can be easily backed out.
		Minor		Medium		2										Minor		Medium		2				All		Open

		13.5		Service is Unavailable, or Access is Denied		A data provider is either unable to connect to the System-of-Systems or their connection is rejected. The System-of-Systems cannot be used to dispatch a message or send an acknowledgement. The designation of the Systems of Systems transactional messaging pattern as unreliable places responsibility on participants to operate persistent message queues.  If a message or acknowledgement cannot be dispatched via the System-of-Systems, then the message will be held by the dispatcher in a persistent queue and dispatch will be reattempted sometime later. Transient loss of service will cause a delay in message delivery but not message loss		The first wave pilots have 2 use cases for transactional messaging:
• the delivery of a transfer of care from an ambulance to an emergency department;
• the referral of a cancer patient from a secondary to a tertiary care provider.
The first of these use cases is time sensitive in that the transfer of care should arrive in ED before the patient. Delay in dispatching the acknowledgement has no clinical impact.
If the transfer of care does not arrive then the handover will follow existing procedures involving extracting a PDF from the ambulance system and uploading it to the ED system. This might result in a delay in care being provided to a patient in a critical condition.
There will be no impact of a transient outage lasted less than a few hours for the second use case.
		Planned maintenance results in downtime		Maintenance is controlled by a Change Advisory Board 
Any maintenance requiring downtime will be scheduled outside of peak operational hours
		Minor		Very High		3		The organisational responsible for the DCB 0160 MUST apply some additional controls as detailed in the clinical safety report.								Minor		Very High		3				All		Open

		14.1		Messages are Corrupted		Transactional data provided via the System-of-Systems to a data consumer is not reflective of data supplied by data providers. Transactions are typically used notify clinicians at one care setting of care provided at another. Corruption to the structure of data will likely render the transaction un-processable. Receiving systems will report an error and corrective action undertaken. More subtle corruption of data may be undetectable and lead to incorrect interpretation of the transaction		The 2 use cases of the first wave care are orientated to the provision of direct care and so any subtle corruption of data could result in inappropriate care being provided with serious clinical consequences. Structural corruption which leaves a transaction un-processable will impact the time critical use case severely and result in clinicians reverting to contingency processes.
For non-time critical use cases there would be an opportunity to respond to the problem and correct the data but would add additional load on to clinicians
		a software fault corrupts message content in transit		The message pathway for transactional messaging does not manipulate message content. The body of message is treated as an atomic unit and is delivered to a recipient in the form that it was received by the System of Systems. Corruption is unlikely.
Sysstem testing has been targeted to testing known use cases.
A service desk operates and will respond to issues encountered by message recipients. 24x7 support arrangements are in place. 
		Considerable		Medium		3		The organisational responsible for the DCB 0160 MUST apply some additional controls as detailed in the clinical safety report.								Considerable		Medium		3				All		Open

		15.1		Messages are lost in transit		Messages or acknowledgements are not dispatched to their intended recipients by the System of Systems. The failure my be transient, in which case the message or acknowledgement will be resent by its sender in accordance with the reliable messaging paradigm, or the failure may be systematic, in which case retry attempts are also lost. Transient failures appear to participants as though the System-of-Systems is non-performant and the hazard is considered in detail under D4. The clinical impact, controls and mitigations detailed here are for systematic failures		Pilot use cases are improvements to existing processes and fall back way of working exist.
Sending systems are aware that a transaction has been lost: the reliable messaging paradigm requires messages to be acknowledged. Message loss is visible.
		a misconfiguration of the defined message pathway in System of Systems. Most likely due to a software upgrade or problem with configuration management processes		Configuration changes are controlled by a Change Advisory Board. All changes must be accompanied by a remediation plan.
Automated implementation testing using messages containing synthetic data can ensure routing of messages is correct.
Guidance provided to data providers recommends that an operator informed of reported data delivery issues so allowing problems to be rectified in a timely manner.
The System-of-Systems records and audit record for all messages received and dispatched. Lost messages can be traced.
Automated tests ensure messages traverse System-of-Systems correctly and are delivered to their respective organisation endpoint.
The message pathway in the System-of-Systems is componentised. Components draw messages from persistent message queues. A failure of a component results in que build up. Automated monitoring software alerts operators if a queue exceeds a configurable threshold.
		Minor		Medium		2										Minor		Medium		2				All		Open

		15.2		Messages are lost in transit		Messages or acknowledgements are not dispatched to their intended recipients by the System of Systems. The failure my be transient, in which case the message or acknowledgement will be resent by its sender in accordance with the reliable messaging paradigm, or the failure may be systematic, in which case retry attempts are also lost. Transient failures appear to participants as though the System-of-Systems is non-performant and the hazard is considered in detail under D4. The clinical impact, controls and mitigations detailed here are for systematic failures		Pilot use cases are improvements to existing processes and fall back way of working exist.
Sending systems are aware that a transaction has been lost: the reliable messaging paradigm requires messages to be acknowledged. Message loss is visible.
		an incorrect misconfiguration of the participant registry associates a logical participant identity with a different participant’s messaging endpoint address. Consequently, messages are sent to the wrong provider		Configuration changes are controlled by a Change Advisory Board. All changes must be accompanied by a remediation plan.
Automated implementation testing using messages containing synthetic data can ensure routing of messages is correct.
The message header includes a recipient identifier. A correctly configured recipient message endpoint will reject the attempt to dispatch the message. The Systems of Systems would alert an operator.
		Minor		Medium		2										Minor		Medium		2				All		Open

		15.3		Messages are lost in transit		Messages or acknowledgements are not dispatched to their intended recipients by the System of Systems. The failure my be transient, in which case the message or acknowledgement will be resent by its sender in accordance with the reliable messaging paradigm, or the failure may be systematic, in which case retry attempts are also lost. Transient failures appear to participants as though the System-of-Systems is non-performant and the hazard is considered in detail under D4. The clinical impact, controls and mitigations detailed here are for systematic failures		Pilot use cases are improvements to existing processes and fall back way of working exist.
Sending systems are aware that a transaction has been lost: the reliable messaging paradigm requires messages to be acknowledged. Message loss is visible.
		a misconfiguration of the participant registry records an invalid endpoint address. Consequently, subscriptions are not registered		Outgoing messages are drawn from a persistent message queue. An invalid endpoint address would cause the dispatching process to error and for the message to be suspended. Monitoring software alerts operators of the error, the endpoint address will be corrected, and service resumed without data loss. 		Minor		Medium		2										Minor		Medium		2				All		Open

		15.4				Messages or acknowledgements are not dispatched to their intended recipients by the System of Systems. The failure my be transient, in which case the message or acknowledgement will be resent by its sender in accordance with the reliable messaging paradigm, or the failure may be systematic, in which case retry attempts are also lost. Transient failures appear to participants as though the System-of-Systems is non-performant and the hazard is considered in detail under D4. The clinical impact, controls and mitigations detailed here are for systematic failures		Pilot use cases are improvements to existing processes and fall back way of working exist.
Sending systems are aware that a transaction has been lost: the reliable messaging paradigm requires messages to be acknowledged. Message loss is visible.
		participant endpoint is unavailable		Automated monitoring software provides notification of endpoint unavailability and queue levels to technical staff for action.
Support staff work with appropriate participant technical representatives to resolve.
Message queues are persisted. No data loss results from a failure to dispatch a message
		Minor		High		2										Minor		High		2				All		Open

		16.1		Service is Non-Performant		The service is inherently asynchronous in nature and so some delay between an event occurring at a data provider and a data consumer being notified is to be expected. The delay that is acceptable depends on the use case to which the technology is applied.
Terms of service for the System-of-Systems will be published and these will include a maximum latency for message delivery (within the boundary of responsibility and subject to performance of data consuming endpoints). This will be a key consideration for participants when designing services and it is reasonable to expect non-compliance to have significant consequences
		The first wave pilots have 2 use cases for transactional messaging:
• the delivery of a transfer of care from an ambulance to an emergency department;
• the referral of a cancer patient from a secondary to a tertiary care provider.
The first of these use cases is time sensitive in that the transfer of care should arrive in ED before the patient. Delay in dispatching the acknowledgement has no clinical impact.
If the transfer of care does not arrive then the handover will follow existing procedures involving extracting a PDF from the ambulance system and uploading it to the ED system. This might result in a delay in care being provided to a patient in a critical condition.
There will be no impact of a transient outage lasted less than a few hours for the second use case.
		poorly designed message delivery configuration results in a concentration of service demand such as message queueing which impacts performance for other data consumers		The software is performance tested. 
The pilot use cases are well understood, and the software can be tested with use cases which accurately reflect actual usage. It is unlikely that novel processing requirements will be encountered in live operation.
The message pathway is configured as a series of independent components. A poorly performing component results is a message queue building up. The queue is persistent, and no message loss will occur.
Monitoring software tracks message queue sizes. A service desk is alerted if sustained queueing rises above a configurable level. 
Message deliveries to endpoints are not guaranteed to be in order (e.g. sequential streams). Message queues can be parallel processed to ensure optimal delivery times.
The computing resources allocated to each component can be altered to remove bottlenecks.
		Minor		Medium		2										Minor		Medium		2				All		Open

		16.2		Service is Non-Performant		The service is inherently asynchronous in nature and so some delay between an event occurring at a data provider and a data consumer being notified is to be expected. The delay that is acceptable depends on the use case to which the technology is applied.
Terms of service for the System-of-Systems will be published and these will include a maximum latency for message delivery (within the boundary of responsibility and subject to performance of data consuming endpoints). This will be a key consideration for participants when designing services and it is reasonable to expect non-compliance to have significant consequences
		The first wave pilots have 2 use cases for transactional messaging:
• the delivery of a transfer of care from an ambulance to an emergency department;
• the referral of a cancer patient from a secondary to a tertiary care provider.
The first of these use cases is time sensitive in that the transfer of care should arrive in ED before the patient. Delay in dispatching the acknowledgement has no clinical impact.
If the transfer of care does not arrive then the handover will follow existing procedures involving extracting a PDF from the ambulance system and uploading it to the ED system. This might result in a delay in care being provided to a patient in a critical condition.
There will be no impact of a transient outage lasted less than a few hours for the second use case.
		Data providers flood inbound endpoints affecting overall System-of-Systems performance.		Pilot use cases are well understood with predictable transaction volume. Unusually high transaction volumes are likely to indicate a fault at a data provider or consumer.
If queuing thresholds are exceeded, then system operators are informed via monitoring software and can limit access to the inbound organisation that is causing the flood of inbound messages.
		Minor		Low		1										Minor		Low		1				All		Open

		16.3		Service is Non-Performant		The service is inherently asynchronous in nature and so some delay between an event occurring at a data provider and a data consumer being notified is to be expected. The delay that is acceptable depends on the use case to which the technology is applied.
Terms of service for the System-of-Systems will be published and these will include a maximum latency for message delivery (within the boundary of responsibility and subject to performance of data consuming endpoints). This will be a key consideration for participants when designing services and it is reasonable to expect non-compliance to have significant consequences
		The first wave pilots have 2 use cases for transactional messaging:
• the delivery of a transfer of care from an ambulance to an emergency department;
• the referral of a cancer patient from a secondary to a tertiary care provider.
The first of these use cases is time sensitive in that the transfer of care should arrive in ED before the patient. Delay in dispatching the acknowledgement has no clinical impact.
If the transfer of care does not arrive then the handover will follow existing procedures involving extracting a PDF from the ambulance system and uploading it to the ED system. This might result in a delay in care being provided to a patient in a critical condition.
There will be no impact of a transient outage lasted less than a few hours for the second use case.
		cumulative data provision by all data providers exceeds capacity of System of Systems		The System-of-Systems has been sized to support the known use cases of the 5 pilot participants. 
The System-of-Systems is hosted on a virtualised environment and the solution has been architected to efficiently utilise available CPU cores. Subject to software license considerations, the platform can be scaled fluidly
		Minor		Very Low		1										Minor		Very Low		1				All		Open

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																

																																





Provider & Consumer Hazards 

				Hazard Assessment								Initial Risk																				Residual  Risk																				Owner		Status

		No.		Hazard Description								Existing Controls												
Initial Risk Assessment								Additional Controls												
Residual Risk Assessment

												HIT Design				User Training				Business Process 												HIT Design				User Training				Business Process Change

				Effect		Hazard 		Harm		Possible Causes		Description		Evidence		Description		Evidence		Description		Evidence		Severity		Likelihood		Risk		Justification		Description		Evidence		Description		Evidence		Description		Evidence		Severity		Likelihood		Risk		Justification

		4		Information exists in the provider system however it is not shared to the consumers as it is out of scope		Clinician at consuming site bases treatment on information provided but may be missing additional, vital information e.g. flags and alerts		Patient may be mis treated as all information is not visible at that time, the clinician may assume their clinical decision on the information only displayed		1. Only data fields defined within the individuals scope specification are shared, this can vary for each organisation 		This is personal to each provider and consumer, please decide if these Hazards are applicable and transfer to your own Hazard log, apply the design fetures and mitigate accordingly. 												The severity of the hazard cannot be scored as the severity will alter between sites/users. It is therefore the responsibility of the provider/consumer to evaluate the hazards based on their environment and uses of the system. 								Additional Controls should be added by the provider/consumer, these should be relevant to your own organisation. 												The severity of the hazard cannot be scored as the severity will alter between sites/users. It is therefore the responsibility of the provider/consumer to evaluate the hazards based on their environment and uses of the system. 								Rebecca Wilson		Transferred

		5		The consuming system pulls information from SoS relating to an incorrect patient		Clinician is viewing information for the incorrect patient 		Incorrect patient information would provide the clinician with the wrong information and could lead to patient harm and/or death if treated according to the wrong information 		1. Providing system sends incorrect patient record to SoS- this would be due to human error as the providers will have been clinically assured 																																										Rebecca Wilson		Transferred

		6		Information outside of the specification is sent to SoS by provider		Clinician is able to view more data than allowed		Psychological harm/trauma to the patient 		1- The providing site has shared more data fields than originally agreed and these will not have been clinically assured by YHCR																																										Rebecca Wilson		Transferred

		7		Consuming system does not receive requested data from SoS		Clinician is not able to view additional patient information		The clinician is unable to provide a full treatment plan for the patient and lower quality of care due to the information not been available 		1-This could be because the providing system has an error, SoS has downtime or the consuming sites connection is lost																																										Rebecca Wilson		Transferred

		9		Consuming system receives incorrect information from SoS		Clinician bases treatment on incorrect record		Incorrect information could lead to patient harm and/or death 		Corruption in message between SoS and Consumer- the data fields agreed should have been clinical assured by the YHCR so this is unlikely 																																										Rebecca Wilson		Transferred

		10		Consuming system displays information in a way that is confusing or unexpected		Clinician makes inappropriate treatment decision based on information provided		Terminology inconsistencies and the structure of the data could lead to confusion and misinterpretation and therefore cause harm to the patient 		1. consuming system display configuration is not aligned to same mapping structure as providing system																																										Rebecca Wilson		Transferred

		11		Consuming system is unable to access the information despite there being an indication that the information exists		Clinician at consuming bases treatment on incomplete record		As data fields vary between sites various data will be displayed meaning they could be critical information held at one site that is not been displayed in comparison to the other sites that may be displaying that data field, this could lead to the clinician missing crucial information and miss treating the patient resulting in harm 		1-error when mapping data fields at the consuming site																																										Rebecca Wilson		Transferred

		12		Information received by SoS from the provider is out of date		Clinician bases treatment on out of date information		Out of date information could lead to the clinician basing their judgment on the information and lead to the patient receiving the wrong treatment and/or level of care 		1. System Latency																																										Rebecca Wilson		Transferred

		13		SoS received duplicated or conflicting information from from the various providers to one record. 		Clinician bases treatment on incorrect information		Clinician treats patient incorrectly according to out of data information causing harm to the patient 		1. Various sites hold incorrect/out of date patient information in their local record																																										Rebecca Wilson		Transferred

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																

																																																





















































































































































































































































































































































































































































































































































































































































































































































































Risk Matrix



				Likelihood		Very High		3		4		4		5		5				Severity Classification		Interpretation		Number of Patients Affected

						High		2		3		3		4		5

						Medium		2		2		3		3		4				Catastrophic		Death		Multiple

						Low		1		2		2		3		4						Permanent life-changing incapacity and any condition for which the prognosis is death or permanent life-changing incapacity; severe injury or severe incapacity from which recovery is not expected in the short term		Multiple

						Very Low		1		1		2		2		3

								Minor		Significant		Considerable		Major		Catastrophic				Major 		Death		Single

								Severity														Permanent life-changing incapacity and any condition for which the prognosis is death or permanent life-changing incapacity; severe injury or severe incapacity from which recovery is not expected in the short term		Single



						Likelihood Category		Interpretation														Severe injury or severe incapacity from which recovery is expected in the short term		Multiple

						Very high		Certain or almost certain; highly likely to occur														Severe psychological trauma		Multiple

						High		Not certain but very possible; reasonably expected to occur in the majority of cases												Considerable 		Severe injury or severe incapacity from which recovery is expected in the short term		Single

						Medium		Possible														Severe psychological trauma		Single

						Low		Could occur but in the great majority of occasions will not														Minor injury or injuries from which recovery is not expected in the short term		Multiple

						Very low		Negligible or nearly negligible possibility of occurring														Significant psychological trauma		Multiple

																				Significant 		Minor injury or injuries from which recovery is not expected in the short term		Single

																						Significant psychological trauma		Single

						5		Unacceptable level of risk														Minor injury from which recovery is expected in the short term		Multiple

						4		Mandatory elimination of hazard or addition of control measure to reduce risk to an acceptable level														Minor psychological upset; inconvenience		Multiple

						3		Undesirable level of risk. Attempts should be made to eliminate the hazard or implement control measures to reduce risk to an acceptable level. Shall only be acceptable when further risk reduction is impractical												Minor 		Minor injury from which recovery is expected in the short term; minor psychological upset; inconvenience; any negligible consequence		Single

						2		Acceptable where cost of further reduction outweighs benefits gained or where further risk reduction is impractical

						1		Acceptable, no further action required





image1.png

. Yorkshire & Humber
Care Record








image5.emf
GP_Connect_Hazard _Log_Consumers_v1.0.xlsx


GP_Connect_Hazard_Log_Consumers_v1.0.xlsx
Cover Page

		Clinical Safety Hazard Log - GP Connect

		Programme		GP Connect Programme		Document Record ID Key

		Sub-Prog / Project		Clinical Safety 		GPC-HL-001

		Prog. Director		Richard Phillips		Status		Draft

		Owner		Cath Johnson		Version		1

		Author		Cath Johnson		Version Date		11/3/20



		Clinical Safety Hazard Log - GP Connect

		Document Purpose

		This hazard log identifies potential clinical hazards that could occur when using GP Connect functionality through a consumer system. Please consider whether any of the hazards could apply to the way you are going to use the system. If necessary, take mitigating action to ensure the solution you are using is safe. 



		Copyright © 2020, Health and Social Care Information Centre. NHS Digital is the trading name of the Health and Social Care Information Centre. All Rights Reserved.



Draft



Version History

		Amendment History

		Version		Date		Amendment History

		1.0		11/3/20		First published Hazard Log







		Reviewers

		This document must be reviewed by the following:

		Name				Title / Responsibility		Date		Version

						GP Connect Clinical Safety Team		11/3/20		1



		Approved

		This document must be approved by the following:

		Name				Title / Responsibility		Date		Version

		Pete Salisbury				Principal Practitioner		11/3/20		1





		Distribution

		GP Connect Clinical Safety Personnel



		Document Status:

		The controlled copy of this document is maintained in the NHS Digital corporate network. Any copies of this document held outside of that area, in whatever format (e.g. paper, email attachment), are considered to have passed out of control and should be checked for currency and validity.

		Amendment History

		Version		Date		Amendment History

		0.1		2/18/20		First draft Hazard Log

		0.2		3/11/20		Added new hazards: 13 and 14. Updated 16.

		0.3		4/6/20		Added new hazards: 23,24,28 and 33. Updated 50.

		0.4		4/16/20		Inclusion of Hazard 12 and addition of suggested actions

		0.5		6/10/20		Inclusion of 30 new hazards

		0.6		6/26/20		Corrections and clarifications

		0.7		7/3/20		Updates following review

		0.8		8/14/20		Updates following review with clinicians



		Reviewers

		This document must be reviewed by the following:

		Name				Title / Responsibility		Date		Version

						GP Connect Clinical Safety Team		8/14/20		1



		Approved

		This document must be approved by the following:

		Name				Title / Responsibility		Date		Version

		Pete Salisbury				Principal Practitioner		8/14/20		1





		Distribution

		GP Connect Clinical Safety Personnel



		Document Status:

		The controlled copy of this document is maintained in the NHS Digital corporate network. Any copies of this document held outside of that area, in whatever format (e.g. paper, email attachment), are considered to have passed out of control and should be checked for currency and validity.



Draft



Hazard Log

		Hazard number		Hazard type		Hazard name		Hazard description		Potential clinical impact		Possible causes		Suggested actions to mitigate hazard		Links to documentation

		2		Structured - Medicines and Allergies 		Inconsistencies on the coding of allergies		Allergy causative agents in GP systems are not standard and are unable to be processed by a machine - for example, coded and free text entries. Different suppliers use different coding systems some of which are proprietary to that particular system. It will be impossible for consuming systems to trigger decision support systems from the coding systems that GP suppliers currently use. This is because the allergy may be coded in a way that the consuming system doesn't understand. Consequently, clinicians have to manually enter the code as free text.		Patient is prescribed/administered incorrect medication which could cause harm, trigger an allergy or worsen a clinical condition. It will be impossible for consuming systems to trigger decision support systems from the coding systems that GP suppliers currently use.
		The GP systems have not implemented the agreed SNOMED causative agent list which is published in TRUD. This results in:

1. Inaccuracies in some of the data mapping. 
2. Local code in specific GP systems.
3. Human error in cross-mapping.
4. Coded/Uncoded Allergies.		The system should degrade (provide more detail about) the allergy and present the degrade code and text to the user to resolve.		Guidance on CodeableConcept														Admin only: Link to dropdown list

		3		HTML		The HTML view headings are not directly aligned to the Professional Record Standards Body (PRSB), CRE or other professional standard headings		
The specification may not match existing standards or record structures - for example, PRSB standards, Summary Care Record, or other systems where section headings have an agreed and/or widely used format.

Some users will be using GP Connect alongside or in addition to the Summary Care Record. There are a number of differences to the way each application displays the data. This could result in user confusion.
		Clinical information may be presented in an unfamiliar order or under an unexpected heading. This may lead to important clinical information being missed, leading to a delay to the assessment/treatment of the patient, and potentially inappropriate care.

A clinician may misunderstand the layout of the section headings as they are not aligned with the PRSB headings. This could make the data more difficult to interpret, which may cause an incorrect diagnosis with subsequent delay or incorrect treatment.		There is no universal standard to align to and it is difficult to choose one of the standards that are available.

There are no common data models in primary care systems.		Guidance notes are provided in the specification to make the meaning of section headings and content as understandable as possible.

Where there are appropriate PRSB headings GP Connect aligns to them. We encourage consumers towards further developing and converging on a new standard.		HTML headings

		7		Structured - Medicines and Allergies 		Shared data risk when exporting meds and allergies		When an allergy is shared into a GP practice from a community organisation, the shared allergy triggers decision support locally in the GP practice, but is not exported via GP Connect. Any decision support system in the consuming system is not triggered.		The clinician may not have the correct, up to date information to provide safe and effective care.		GP Connect only shares the GP element of the patient record.		Refer to implementation guidance (Access Record HTML and structured).

Consider using a warning message to highlight the issue to the end-user.		HTML guidance		Structured guidance

		11		General risk		Consuming system misunderstands detail for data sent from providing systems		The data held in GP systems can be complex and detailed. There is a risk that consuming systems could misunderstand data that they receive.		If the consuming system is not designed in a way that fully considers the detail of the data, then it may not display it to the clinician in a way that is clear and appropriate.		Examples:
1. The structure of the investigations data returned by GP Connect is complex. It can contain comments against  different levels of the report.
2. GP Connect 'allows' a consumer of data to request the medications without all the issues.		Consumers should have availability to rich data to clinically assure against. The test data will be designed to work in tandem with the specification. 		Clinical test data

		13		Structured - Immunisations		Multicomponent vaccines		Having different ways to represent components within a vaccine can cause a clinical hazard. The same information can be recorded in different ways - for example, a measles vaccination was recorded, but a full measles, mumps and rubella vaccination was actually given to the patient.		This information can be misinterpreted when scheduling the next vaccination, which may lead to under- or over-vaccination.		Vaccines may be entered in different ways by the clinician within the system.		Consuming system needs to be aware that some of the time a single vaccine recorded may have been part of multicomponent vaccine.

The end-user should review vaccine information recorded at the same date as the single vaccine entry.
		Structured immunisations

		14		Structured - Immunisations		Prescribed vaccines		Prescribing vaccines (as a drug) won't be shown in the immunisation section. For example, cholera is a travel vaccine but would not be recorded in the immunisation profile as it is prescribed in the medications section and the patient takes the medication at home. Influenza vaccine can also be prescribed and found in the medications section, but not in the vaccination section.		A clinician may be unaware of the correct immunisation status of the patient.
There is a potential for over-immunisation of the patient. Perception that a patient is at increased risk of a disease that they have been previously vaccinated against.
Clinician may erroneously think they have a full list of immunisations if any are seen in the medications profile.		Prescribing vaccines can be recorded in different sections of GP IT systems.		Medications profile should be called with the vaccine profile if appropriate.		Structured immunisations

		16		Structured - General		Modular design of GP Connect profiles
		Profiles can be requested separately in Access Record Structured. This gives flexibility for consuming systems and enables bespoke development to provide an efficient and effective product for the end-user. However, there is a risk that the consuming system may not pull in all the information necessary for safe and effective patient care - for example, it may call the medicines profile but not the allergies one.		Missing information may lead to possible incorrect diagnosis and treatment.		Requesting the wrong levels of detail for medications.

Requesting the inappropriate 'clinical area' (logical sections of GP systems) - for example, requesting medications without allergies.		
The specification describes how the GP record has been logically modelled within GP Connect. The way in which the different clinical areas interconnect is described in detail to ensure clinical safety.

The way searches work has been modelled to provide developers with the safest level of detail first. For example, medications will always be returned with all the issues unless a developer codes specifically for less data to be returned.		Structured specification

		17		Structured - Uncategorised Data		Clinically significant information not highlighted and missed 		Uncategorised data might not be displayed where the clinician is expecting it to be displayed. Information that should be recorded under a different profile is returned in the uncategorised data only. 
Clinically relevant information that should be recorded in uncategorised data is not easily accessible due to existing alongside large amounts of less relevant information.		Clinically significant information not highlighted and missed. This compounds source data consistency issues in GP records - for example, on child protection register, system flags through decision support, receiving system doesn't have decision support triggered by the same rules and information gets buried.		Items in GP records not being flagged as problems.
Variance between systems and practices in the way they record data - for example, referrals are added as a note (free text) or a code in the journal.		The GP Connect specification limits the ability to partition uncategorised data. This more closely resembles the way information is seen in the GP records. Standalone free text is not available in the uncategorised profile.

Ensure that information in the appropriate modules or parts of the GP clinical system end up in the intended profile and not in uncategorised data - and vice versa.

Business change documentation needs to strongly highlight this.		Uncategorised data

		18		Structured - General		Data without context can be misinterpreted		Uncategorised data seen in isolation from associated categorised data could be incorrectly interpreted.		The clinician may interpret incorrect information to come to a possible incorrect conclusion.		Requesting uncategorised data where linked data is not displayed. Consumers don’t know how to display this data to their users or users don’t understand the types of information displayed in this category.
 
Examples:
1. Free text is used to indicate whether the patient is lying down, sitting or standing during a blood pressure reading.
Code: Blood pressure 140/80 Text: lying down
Code: Blood pressure 160/90 Text: sitting

2. Free text is used to indicate the three separate readings of a patient's peak flow test (asthma).
Code: Peak Flow Text:
Reading 1 540
Reading 2 560
Reading 3 550		Consumer needs to make their users aware that tightly bound text will be returned with codes and any other text needs to be retained by requesting consultations.

Where uncategorised data links to problems and consultations, consuming systems should make users aware, where it is relevant.

Testing using templates to ensure to free text is linked to relevant codes.		Structured guidance

		19		Structured - General		Risk of duplication due to sharing 		If a consumer is trying to import structured data from GP Connect there is a risk that some of the data may already be in that system and this might cause duplication.		The clinician may interpret  incorrect information to come to a possible incorrect conclusion		Consuming system makes a similar call to GP Connect as it has previously - for example, meds reconciliation after more than one hospital admission.		We have specified an ID that will be persisted for each individual FHIR resource (e.g. medication request or observation) exported by provider systems. Consuming systems are advised to use this to prevent duplication.

It is still possible, currently, that items moving between systems via legacy systems or data migrations will not persist these IDs, so consuming systems are advised to code defensively in such a way as to highlight similar data items before import. Consumers are advised to test the use of these individual FHIR IDs.		Clinical test data

		20		Structured - Investigations		Partial/preliminary results including reflex (additional) tests		There may be circumstances where the result of a test (or a group of tests) indicates that further tests should be performed to provide a clearer interpretation of the result or to confirm a diagnosis. These additional tests are initiated by the performing laboratory and are known as reflex tests. The requesting healthcare professional will not be aware of the reflex test unless actively notified. 		Patient may receive inappropriate care based on an incorrect/partial result leading to clinician providing inappropriate treatment/care/intervention.

A consequence may be that the requesting healthcare professional makes a decision on the original test and the patient is incorrectly managed.  		When the reflex result is sent to the requesting healthcare professional it may not be expected. If the result does not get sent to the requesting professional the significance may not be correctly perceived. If the reflex test is not complete the requesting organisation (e.g. GP practice) will not have a fail-safe way of identifying the missing result.		Appropriate testing to ensure that the system can support partial results as well as updated/amended reports.

Use diagnosticReport.status to tell the end-user that their report status is preliminary.		Stuctured investigations

		21		Structured - General		Data content inconsistency		

.

Multiple data sources all provide the same or similar data elements in varying formats, which means the specification may not match the content of source system. Examples:
1. Some data sources may not be compliant with mandatory value set descriptors. 
2. There may be inconsistencies with headings and descriptions in documents and referrals. 
3. The interpretation of the specification by third parties may vary, leading to differences between specification intention and implementation. 

		Multiple variations in data content or an inconsistent use of terms may lead to difficulties in the interpretation of the record. Use of non-standard terms, local abbreviations or codes that are unfamiliar to systems using these data items, and users interacting with those systems may result in delayed or inappropriate care.		Lack of standardisation of the HTML structure and content of data across systems' suppliers.
		Specification and supplier engagement aims for standardisation as far as possible, but where this is not possible:
- guidance notes provided as part of the specification, making clear of any supplier differences
- requirement for relevant informative message to be supplied

Specification must be tested as part of clinical assurance and validation. Local organisation and end-user training to ensure understanding that the purpose of FHIR mapping is to supplement the information available to support patient direct care, not replace any other information sources.		HTML implementation standards

		23		Structured - Pathology		Structured pathology test results		Within the test result section of the pathology specification there is a risk that an interim test result is returned and the clinician believes it is the final report. For example, with fungal nail clippings the lab provides an interim report and then a final report 3 weeks later.		Clinician potentially diagnoses a patient incorrectly. Clinicians from other care settings may not be familiar with interim reports.		Doesn’t come with metadata with status. Status is part of the textual report.		Ensure all text is displayed to the user from Edifact messages. Test that all the text is displayed to the end-user in the message in the same format that it was sent in Edifact. Users need to be aware of Edifact and the way messages are sent.		Clinical test data

		24		Structured - Pathology		Structured - Naming conventions		Labs don’t have a unified test list and use different equipment and reagents. There are also different ways to undertake procedures. There is no central coordination.		Clinical mis-interpretation - lab tests are different compared to other systems which are more homogenous.		
There is no national laboratory standard.		National pathology project is defining and developing unified test list.
GP Connect is designed in such a way that the message will send any type of test, including where anything within the pathology bounded code list can be sent (agnostic of type of tests). It is designed to preserve text formatting as it was sent in the Edifact message.

Test that all the text comes through in the message in the same format that was sent in Edifact.
		Clinical test data

		28		Structured - Pathology		Loss of consultation structure		If the structure contained in the consultation is not maintained then some of the overall meaning of the consultation may be lost. All of the information in a consultations is recorded at a point in time and context may be lost if not all of the information is transported together.		Clinicians won't find the information they need in the places they expect.		Different consultation structures in different systems.		Consumers should test that all consultation headings are maintained and items and text remains in the same order.		Clinical test data

		31		Structured - General		Local warnings not currently shared in GP Connect		Local warnings that may have been added at the patient's registered practice may not be shared via GP Connect -  for example, patient has previously been abusive with reception staff.		The clinician may not have access to essential information that may affect the care and communication with the patient.		Not been covered as part of phase1 of GP Connect.		Consumers should be aware that the sharing of local warnings is not currently in scope.		Structured guidance

		32		Structured - General		Data marked as private is not shared		Data marked as private is not shared via GP Connect.		The clinician may not have access to important information that may affect the care of the patient.		Privacy for patients		The provider system should ensure a warning code is added if information is missing. The consuming system should display the warning.		Structured guidance

		33		Structured - General		Misunderstanding that consultations do not represent the whole patient record (have not defined how to request the whole record)		If a subset of the record is requested the clinician may not be aware that the rest of the record is available.		The clinician may not have a full picture of the previous care of the patient.		Poor consumer system design		The provider system should ensure all information is sent as a design principle. Restrictions on queries to minimise risk of incomplete information. Consumer should ensure understanding of the implementation guidance. Test the principles of ensuring all information received, design all queries so that they understand the information coming from it and are aware of any gaps for their users.
		Clinical test data

		36		General risk		Technical issues delaying sharing of information		Patient diagnosis or treatment is delayed because some of the patient data is not available as a result of technical issues.		The clinician may not realise that the whole record is not being displayed. If this is the case any decisions the clinician has to make could be potentially unsafe - for example, if they prescribed medication that interacts with another drug that was recently prescribed, but was not part of the record returned.

The clinician may not realise that the whole record is not being displayed. If this is the case any decisions the clinician has to make could be potentially unsafe. For example, medication is prescribed that interacts with another drug which was recently prescribed but was not part of the record returned.
		The providing system fails to provide all of the relevant data for the API call.

There may be some loss of data in the transit from the provider to the consumer.

The consuming solution may not correctly display all the information contained in the message.

The consuming system interprets data in an inconsistent or incomplete way across all providing systems.		The specification requires the provider system to ensure that the data is provided in sections so it is easier to tell if areas are missing.

Consumer systems should test and retain evidence against all providers whose data they are consuming.

Reference to this risk should be made in consumer training.


		37		Structured - Medicines and Allergies 		Medicines taken by the patient but not prescribed or provided by the GP practice		The record that is pulled through from the GP system does not contain the whole prescribing record as not all of the drugs the patient is taking are in the GP record.		Patient is prescribed/administered incorrect medication which could cause harm, trigger an allergy or worsen a clinical condition. System misleads a user into prescribing/administering an incorrect medication due to incomplete medication record on the GP system.
Incorrect diagnosis or treatment if the information was not validated against other sources of information.		The complete medication history is not held on the GP clinical system. Any of these scenarios could result in an incomplete drugs history, for example:
1. Drugs obtained through private care.
2. Drugs purchased privately by patient, for example, over the counter.                                         
3. Drugs prescribed in sexual health clinics, prisons and military settings, and so on.                               
4. Controlled Drugs (Schedule 2/3)
5. Incorrect date/dose/frequency, missing medications/variable doses.		GP Connect specification includes how and what types of medications, including prescribed elsewhere medications, are to be displayed on the API. Consumer systems should test and retain evidence against all providers whose data they are consuming.

Training should be provided to end users to highlight that the details of not all medications prescribed elsewhere will be present - for example, a GP may not have put a certain medication into the system or a patient may not have mentioned a medication to the doctor. The training should also stress that consuming systems need to decide how it is appropriate to flag medications received that were prescribed elsewhere. 

		Medications

		38		General risk		Patient data is missing from the patient record in the GP system due to non-technical issues		Although GP patient records have the best consolidated view of the patient's medical history, there will always be gaps.		The clinician may not realise that the complete patient history is not being displayed. If this is the case any decisions the clinician has to make could be potentially unsafe. Some examples include:

1. System misleads a user into prescribing/administering an incorrect medication due to incomplete allergy/adverse reaction record on the GP system.
2. Patient is prescribed/administered incorrect medication whilst could cause deleterious effects, trigger an allergy or worsen a clinical condition.		This is a  general scenario in which the GP isn't aware of the patient's full medical history.		Any consumer training for end users should include this guidance. This issue is highlighted in the Clinical Safety Officer guidance of the specification.		Clinical safety principles

		42		General Risk		Patient chooses to not share some or all data outside the practice		GP Connect will not provide data where a patient has said they do not want to share their data outside of their GP practice or back to the registered practice in a federated clinic appointment scenario. GP Connect has no ability for a clinician to override this decision.

Examples of clinical scenarios:
1. In A&E where the patient is asked to share data and changes their mind or where the patient is unconscious and there is a medical imperative the clinician does not have any power of override or patient seeking drugs of abuse does not want the contact and the prescription reported to the practice. This would currently not be visible to the practice in any way.
2. A sibling posing as the patient (knowing name, address, date of birth) and seeking medication. If part or all of the record isn't shared incorrect decisions can be made.
		Patient diagnosis or treatment delayed. GP Connect is using the same model as SCR in that data will not be sent if the patient has recorded a dissent to share. This may lead to clinical safety issues which could have been avoided, for example, medication is prescribed to which the patient is allergic, has contraindications or a drug interaction.		This is a known outcome of the patient dissenting to share their data for the purposes of shared care in a direct care setting.		The option for a patient to dissent to their data being shared is a requirement of the developing local and national data sharing models and as such has been specifically designed to provide this option. The result of the patient exercising this option is that they expose themselves to this risk which they have to accept.

Consumers should review this area in the development of their system.


		43		General risk		All of a patient's data is unavailable as a result of technical issues		There are a number of failure modes of the end to end transaction that could result in the consumer not receiving all of the GP record. For example, there is likely to be some downtime for GP Connect when a GP practice changes system provider. A new GP Connect endpoint cannot be set up at a provider until the old one is removed as the Spine will not know which is live when receiving a consumer request. 
		Patient diagnosis or treatment delayed due to
clinician having to make decisions without the patient record being available. This may lead to clinical safety issues which could have been avoided, for example, medication is prescribed to which the patient is allergic, has contraindications or a drug interaction.		Any technical fault that prevents the end to end process succeeding.
Examples:
1. If a number of messages fail and need to be resent then there is no technical mechanism to resend all messages.
2. When a practice switches supplier there is a period of time when the practice will lose GP Connect connectivity. This is due to the change in ASID that takes place when a practice switches supplier. As the SSP validates the ASID to allow transactions, when a practice gets a new ASID due to a supplier switch they are then rejected by the SSP.		Business continuity plans should be put in place and implemented to mitigate any technical faults.
For example, when changing providers the following actions must be taken:
�final day on old system, when they shut down old supplier removes GP Connect endpoint
�as soon as that is removed new supplier adds GP Connect endpoint and
overnight polls harvest the SDS data
�following morning the data sharing file is created and loaded into the Spine before the start of business

 Reference to this risk should be made in consumer training.

		44		HTML		Absence of data 		The absence of data due to being outside the scope of the HTML specification may cause an incorrect diagnosis with subsequent delay or incorrect treatment. Partial or full elements of the intended patient record are not adequately supported by the  specification. 		A healthcare professional may not be fully aware of required patient conditions, history or other key data elements. This may lead to delayed or inappropriate care.

This may also result in an incorrect assessment being made if incomplete data elements are not detected.		The HTML scope does not cover the entire GP record.

The specification does not include all patient record elements considered necessary to support effective health care.		Reference to this risk should be made in consumer training.		HTML

		45		Structured - Medicines and Allergies 		Medication not prescribed by a GP practice clinician but within the GP record is not retrieved or it is not known where they were prescribed		Medications that are not prescribed by a GP practice clinician are not presented to consuming clinicians - that is, medications recorded on GP systems do not get sent to GP Connect API.
1. Drugs that are prescribed elsewhere that are referred to in the GP record in a section that is not the medication statement. 
2. Drugs that are detailed in the Medication statement. Knowing these have been prescribed elsewhere is implied as there is no matching medication order.

These would mean there is not a complete medication record for the receiving clinician to know all medication and who prescribed it.
		Clinician makes incorrect assumptions about what the patient is currently taking.

Patient is prescribed/administered incorrect medication whilst could cause deleterious effects, trigger an allergy or worsen a clinical condition.		Examples:
1. The medication statement profile will not pick up medication detail from other areas of the GP record that are not referenced or coded so it is not possible to send this data or to mitigate.
2. The drug is in the medication statement but the origin of who prescribed the drug is not captured in the GP record, due to the data not being correctly entered or to system limitations, which means this data cannot be sent in the API.
3. The drug is in the medication statement and the origin of who prescribed the drug is not captured in the GP record in a format or code that can currently be utilised in the API.
		GP Connect specification includes how and what types of medications are to be displayed on the API.

Consumer clinical validation assurance necessary to ensure that the API behaves in the manner expected by the user.

If the extension[prescribingAgency] element is populated, an appropriate message should be displayed to the end-user.		MedicationStatement

		46		Structured - General		Date/time stamp of retrieval of medication/record from GP system is not presented to the end-user of the data		Where a consuming solution may import the structured data direct into a local solution and then persist or cache that data received from a GP system it is not clear what date and time the information was retrieved from the patient's record. The clinician does not know that this is not 'real time' data and therefore does not check that the medication information is still current and correct.		Clinician makes incorrect assumptions about what the patient is currently taking. If the patient is being seen as an outpatient they may have had a subsequent medication changed or prescribed which is not noted in the record that is persisted in the patient record.		The GP system does not send this information. This is known by the consuming solution from date and time information captured for audit and should be used to generate an entry and display in its solution. If this does not happen and the requirement to retrieve new data is not automated when a patient record is accessed in the consuming system the up to date information may not be displayed to the clinician.		Consuming solution must display the date/time when the data was captured from the GP system. It is the responsibility of the consuming system to clinically assure this risk.		Structured

		47		HTML		Narrow search parameters		The amount of data that is returned to the clinician is controlled by the consuming solution. Information presented to clinician may be insufficient because of narrow search parameters supplied by the consuming solution. 		The clinician may not realise that the whole record is not being displayed. If this is the case any decisions the clinician has to make could be potentially unsafe.
For example, medication may be prescribed that interacts with another drug, which was recently prescribed but was not part of the record returned.		1. Consumers hard coding or defaulting to narrow search criteria.
2. end-users applying incorrect/narrow search criteria.

For example, only requesting the last week of a patient's medication history.		The consumer is responsible for designing a clinically safe application which minimises the opportunity for users to make simple errors. It is the responsibility of the consuming system to clinically assure this risk.

Training should be provided to help end-users create sensible search criteria.		HTML

		48		Structured - Medicines and Allergies 		Potential for duplication of data		
Where integrating records, there is a risk of duplication where data with no unique identifiers has been retrieved previously.		Potential for the patient record to become cluttered making treatment and decision making more difficult and changes are less apparent.		Insufficient validation and filtering at the points that structured data is imported and merged in clinical systems.		The specification mandates unique identifiers for individual resources to assist in de-duplication. Clinical validation assurance to ensure that the API behaves in the manner expected by the user.		Medicines

		49		Appointments		Inability to follow up patients who do not attend an appointment		If a patient doesn't attend an appointment booked via GP Connect, neither the originator of the appointment nor their registered GP is notified. 		It is possible that a patient needing care who fails to attend for an appointment is not followed up; it may be impossible to assess the seriousness of this for a given patient.		System design - the provider system acts in a similar way. However, staff in a registered practice would know which of their patients are vulnerable (for example, suffer from dementia or have mental health conditions that may cause irregular behaviour). The practice would often contact their patients separately if they did not attend an appointment. This may not be possible through GP Connect because that relationship with the patient is not the same.		This hazard needs to be considered as part of a consumer safety review.		Appointments

		51		Structured - Medicines and Allergies 		Source of medication data is unclear		Where a consuming solution has imported structured data, it may not be clear in the local solution that the data was retrieved from a GP practice.		Clinician makes incorrect assumptions about the origin of the patient's medication.		The consuming solution has requested the information from GP Connect and has not advised the end-user of the source of the information. This is known by the consuming solution and should be used to generate an entry, and display in its solution that the data was retrieved from the patient's GP record.		GP Connect specification includes that the source of information is entered in the API - for example, author and practice details. It is the responsibility of the consuming system to make clear the source of the information.

If the extension[prescribingAgency] element is populated, an appropriate message should be displayed to the end-user.		MedicationStatement		HL7 FHIR

		52		Structured - General		Difference in rendering/presentation due to FHIR® standards framework mapping		Clinical context/meaning may be lost when the consumer creates their own render which is different from sender’s render - for example, the order of the document headings or the presentation of clinical content within each heading may vary between sender and consumer, and not be standardised across care settings.		This may lead to important clinical information being displayed incorrectly, which may cause delay to the assessment/treatment of the patient, and potentially inappropriate care.		Sending systems are not able to share their style sheet with consuming systems. No formally agreed default clinical presentation/user interface for displaying headings/content.		As per the Professional Record Standards Body (PRSB) implementation guidance: 
1. The order in which headings appear can be agreed locally.
2. At minimum the composition has PRSB headings for default view, although it doesn't define any style guide on how the content should be displayed.
3. When headings are displayed, the first letter of the first word should be capitalised. It is recommended that, as per the Accessible Information Standard Implementation Guidance document for printed communication, a minimum font size of 12 point, preferably 14 is used with a clear, uncluttered and sans serif font such as Arial. All headings should be displayed using the same font size and font face - for example, Arial.  


		53		Appointments		Slots are unavailable		When multiple users try to book the same appointment slot, the slot may not be available.		An alternative slot will need to be identified.		Multiple users from different organisations using the appointment functionality at the same time.		The process is: user searches for free slots, system informs patients of slots available, slot chosen by patient, user chooses slot and booking confirmed or slot no longer available, therefore repeat process.		Appointments

		55		Structured - Medicines and Allergies 		Unable to distinguish if a repeat medication is current or not		Clinicians cannot establish how long ago repeat medications have been prescribed on a patient's record.

Clinicians cannot establish whether a repeat medication is still being taken by a patient or not.		Clinician makes incorrect assumptions about what the patient is currently taking.

Clinician cannot be confident that they have the patient's full list of repeat medication that is currently being taken and when it was last issued.

Patient is prescribed/administered incorrect medication, which could cause deleterious effects, trigger an allergy or worsen a clinical condition.		GP system does not send the date of the prescription when it was last issued. If a prescription that is on a repeat has no issues remaining it is difficult to know if it is still being taken. Not all GP systems have the same process - for a particular system when all issues have been used the medication is no longer current and therefore is discontinued without clinician intervention.		Clinical validation assurance to ensure that the API behaves in the manner expected by the user.

Consumer responsibility to clinically assure this in the frontend where it is appropriate to the solution.
		Clinical test data

		59		General risk		Inconsistency between different supplier systems		Data content inconsistency between different supplier systems could make the data more difficult to interpret in the consuming system, which may cause an incorrect diagnosis with subsequent delay or incorrect treatment.
		Difficulties in the interpretation of the record.

Use of non-standard terms, local abbreviations or codes that are unfamiliar to systems using these data items, and users interacting with those systems may result in delayed or inappropriate care.		Provider systems structure their data content in different ways as there is no standardisation of content in the GP record.

Despite the best intentions of all involved, suppliers may interpret the specification differently.

No guidance on the definition, use or localisation of data items provided to those systems making use of the HTML view.		
Requirement for relevant informative message to be supplied from the provider and displayed in the HTML view.

Structured - the structured design has always tried as much as is practical to produce a well-defined common set of outputs that does not vary from supplier to supplier. However, in some cases there will be some variance.

Consuming organisations should test and retain evidence against all providers whose data they are consuming. To support this process, NHS Digital will provide a library of test data from all suppliers to assist in consumer testing.

Consumer organisation training and end-user training to ensure understanding that the purpose of the HTML view as with SCR is to supplement the information available to support patient direct care, not replace any other information sources.

		61
		Structured - General		Proportional data gathering and data retention to support the clinician to navigate the patient record		The GP Connect Access Record Structured solution may, under some circumstances, return more patient data in response to a user’s query than is strictly necessary for the required purpose. The NHS currently has no clear policy on data return proportionality, making it difficult to make a 100% accurate judgement. 		
It may be difficult for a user to determine at the point of call all the data that may be required to appropriately treat a patient. Not having access to all of the patient record could lead to inappropriate or unsafe care being given.		Allowing a clinician to walk through the clinical record for the information they require to treat a patient may mean a large amount of patient data is taken via the API.		GP Connect has following measures in place, which supports the solution:
• appropriate data sharing agreements are in place between organisations, and existence is validated upon each call before data is accessed
• access to the data is conducted by a suitably qualified clinician or someone directly involved in the treatment of the patient and all users are authenticated before being able to access data
• patient opt outs and confidentiality are always upheld
• the data that is queried for needs to be assessed against the clinical care setting by a suitably qualified clinical safety officer		Structured guidance

		62		Structured - Pathology		Comments and interpretations in reporting structure		Clinical comments and interpretations can be carried at different levels in the pathology reporting structure including: the overall diagnostic report, test groups, individual test results and the associated specimen(s). It also includes multiple dates and various components of a test value such as value, units of measure and, if applicable, a comparator. It is important that systems display all the relevant data and do not take individual test results out of context otherwise this could introduce a clinical risk. 		Clinical information may be presented in an unfamiliar order, or in an  unexpected format, which can lead to important clinical information or test results/reports being sent or received under wrong context. This can cause delay to the assessment/treatment of the patient and potentially inappropriate care.		The Edifact message carries textual information in many different fields at different levels. All the textual information needs to be displayed to the end-user in the correct context.
		Systems must be designed in such a way that all comments and results are displayed in the correct context and no relevant information is missed.

Consumers should ensure that all information in profiles is presented to the user without a loss of context which could change meaning.

Users should be trained about how and where the information is in the system.		Structured guidance

		66		Access Document		Document types		There is no standardisation of document types. This could mean difficulties in determining if a document is relevant.		The clinician may spend time trying to find documentation to help inform the patient consultation. This could result in a reduced consultation time and/or the clinician being unable to find the relevant information at all.		Poor metadata for documentation in general practice IT systems.		There is limited metadata around documentation types. End-users need to be made aware that there isn't a way to search by document type and the reasons for this.		Access Document

		67		Access Document		Versioning of documents 		It could be difficult to determine which is the latest version of a document. Part of the most recent version won't be sent. 		The clinician won't know whether they have the most up to date information and may spend time trying to find the latest version of the documentation.		Poor metadata for documentation in general practice IT systems.
GP systems don’t use the concept of versions for documents.
Can't interrogate the interface between GP provider systems and third party systems.		There is limited metadata around documentation versioning. End-users need to be made aware that there isn't reliable versioning of documentation. End-users need to be aware that they won't get the most recent version.		Access Document

		68		Access Document		Sharing of large files		Requesting a large file could cause a time-out, cause systems to crash or take a long time to pull down.		A clinician may wait for a period of time for a large file to download which could impact on their consultation time with the patient. The documentation may never reach the clinician due to being 'timed out' due to file size.		Network between provider and consumer may be slow (poor connection). There may be reduced bandwidth. GP Connect has not specified a size file limit for documents to be returned. 		Potentially consumers could mandate a flag to users that highlights large files and the fact that delays may be experienced. End-users need to be aware that downloading a large file may take time. End-users could be made aware of the file size or the large file could be flagged to alert the user. 		Access Document

		69		Access Document		Different dates used in documents		Differences between the date that a document was created may be different to the date it was authored/edited or a procedure took place. 
Example: for an outpatient letter, the date the patient was seen, the date the letter was written and the date it was filed at the GP practice may all be different dates.		The end-user may find it difficult to find the correct document.		Limited metadata in GP provider systems.		Consumers should understand the distinction between the dates and ensure both are pulled through wherever possible. End-users need to understand the different dates and that the creation date information may not always be populated.		Access Document

		70		Access Document		Sharing of confidential documents		Confidential (sensitive) documents: where confidentiality has not yet been set, a sensitive document may be shared. 		Could erode patient/clinician trust/relationships. Sensitive documents shouldn’t be shared until they have been reviewed.		System supplier or the interaction between document management system and supplier presents sensitive documents. 		Practices need to have workflow policies that guide to ensure that documents are always reviewed in a  timely manner.		Access Document

		71		Access Document		Document review		For GP IT systems who use third party systems for document management, it isn't necessarily clear to a consumer whether a document has been reviewed or not.		Annotations made by the clinician on review of the document may not be seen by an end-user in another organisation, therefore not having that extra information to inform care giving. It has been considered that there is the possibility that some of the unreviewed documents might be deemed and subsequently marked confidential at clinical review.		Limitations of the interface between the third party system and the GP provider system.		GP Connect APIs allow the search and retrieval of documents that have not been reviewed and filed. It would enable the health and care workers to have access to the required documents at the right time and take informed decisions with the patient for their health and care. 

Training end-users to understand there may be information in the provider system that doesn’t flow through.		Access Document

		73		Structured - Referrals		Use of priority to manage a referral			
The use of fields to convey priority in GP systems and e-Referral Service (eRS) is not consistent. 		The end-users may not understand the urgency of the referral or how it was or should be actioned.		Lack of a common data model in GP systems.		Consumers should ensure the correct level of information is available to the end-user. Consumers should ensure that the correct level of detail is be transferred. End-users should be advised about the uses of priority in the implementation.		Structured referrals

		76		Structured - Diary Entry		Status element variation		In some provider systems there is a section which describes the status of the diary entry or recall. These may be described as active or pending. Status element for procedure request is mandatory in FHIR and GP Connect have defaulted to 'active'.		Without further information the end-user clinician may not understand what these descriptions mean with relation to the entry. This could lead to a clinician presuming that an episode of care has or has not been undertaken.		In GP systems recalls or diary entries don’t often get marked as completed.		This field entry could be suppressed to not show anything. End-users need to be aware of the use of recalls and diary entries in general practice.		Diary entry guidance

		77		Structured - Diary Entry		Recall date versus recall deadline		Misinterpretation of recall dates could occur as different GP system suppliers use different date options between single and multiple dates.		Care may be impacted due to confusion over dates, either after the date due or before.		Different GP system suppliers use different date options between single and multiple dates (for example, SystmOne supports 'Recall on' and 'Deadline'; EMIS has 'Date') and the meaning of those dates may be down to local interpretation.		Consumers to recognise that recall date is not specific to earliest, planned, latest/deadline or combination of and so should not imply distinct meaning.
		Diary entry guidance

		78		Structured - Diary Entry		Tasks versus diary entry		There may be some duplication in the way these two functions are used by clinicians. There is a variety of ways that systems manage information.		Inconsistency in the way the information is used in practice, which could mean that someone outside the practice who is viewing the record may only see the information in the patient record.		Inconsistency in the way the supplier systems are used in practice.		See advice to consumers in the specification.		Diary entry guidance

		79		Structured - Diary Entry		Automated alerts generated by the system cannot be sent		Some systems may have auto updates that generate entries in the background - this is disjointed from the actual treatment.		The clinician may miss that a patient has regular recalls with their practice for a chronic condition.		Some systems may have auto updates that generate entries in the background.		See advice to consumers in the specification.		Diary entry guidance

		81		Structured - Diary Entry		Coded entries not constrained to recall hierarchy		The recall action can be entered as a code which, in normal context, reflects an event, diagnosis, observation or other entity that is current or has occurred.		The recall is misinterpreted as something current/historic and incorrect clinical decisions are made. 

Example: the recall is ‘Rabies vaccination (procedure)’, which seen out of context would be read as the patient being vaccinated against rabies rather than is being recalled to have the vaccination.		1. The code entry is not constrained in the GP system to appropriate ‘recall’ hierarchy.
2. Recalls may be used in a GP practice beyond their intended purposes.
3. The recall may not be updated and have a date in the past but is still outstanding.		Consumers are required to ensure data presented from a diary entry request has a context in the consumer system of a planned action regardless of the coding item or date. They are required to assert that the context is maintained in any use of the diary entry data. The meaning and data quality of recalls in GP systems is explained to users who are given access to the data.		Diary entry guidance

		85		Structured - Medicines and Allergies 		Last issue date		If the last issue date is not visible to the user they will not know whether the patient is still taking the medication or how far through the course of medication the patient is.		The clinician may give the patient more medication unnecessarily or they believe they are still taking medication that has run out some time ago. They are not able to make informed decisions on their prescribing.		The consumer doesn't realise the impact of not providing the last issue date.		Consumers need to ensure they use the last issue date appropriately.		Medicines and Allergies

		84		Structured - Medicines and Allergies 		Date filtering of medications and what is understood as being current medications		Medications that have run their course and reached the end of their duration and haven't been formally ended by the clinician may not be seen as current by consuming systems. However, in general practice these medications are seen as current for a period of time after the end of the last issue duration.		Patients on long term medication may not continue with the same drugs as prescribed by their GP when seen in another care setting - for example, hospital, out of hours service. This may affect the decision of any prescribing clinician reviewing the data.		The consumer won't realise that there are medications that are considered current in general practice and therefore not displayed in the user interface and not highlighted to the user. 		
Consumers need to understand the way medication works in general practice. GP Connect will provide specific test scenarios for consumers to test against. Guidance for end-users of the sorts of issues raised around current medications.		Medicines and Allergies

		86		Structured - Medicines and Allergies 		Medication prescribed elsewhere		Medications prescribed elsewhere (for example, by hospital but recorded by GP) must either be in a separate section of 'Medications prescribed elsewhere' or flagged as 'prescribed elsewhere' – and show where prescribed. All must be current – there is no concept of historic for medications prescribed elsewhere.		It is important to be clear who is responsible for the prescribing in the first place. There should be an audit trail so that the prescriber can be contacted if necessary. Not having this information could cause delay to treatment.		Consumers not using the prescribed elsewhere flag.
		If the extension[prescribingAgency] element is populated, an appropriate message should be displayed to the end-user.		MedicationStatement		HL7 FHIR

		87		Structured - Medicines and Allergies 		First issue date repeat prescribing (dispensing)		All issues are authorised on the same date. These prescriptions may not be dispensed until a later date.
An end-user may think the original issue date was the last time the patient had the medication.		The clinicians/end-user may think the patient is no longer taking the medication and this could affect their decision making.		There is no connection between the dispensing system and the GP system.		Consumers should ensure that repeat dispensed drugs are dealt with appropriately for their clinical use case.

Consumers should test that these dispensed drugs are being displayed correctly.

Any training should highlight how dispensed drugs are displayed and managed within the consuming system.

All repeat medication should be considered current medication.
		Clinical test data

		88		Structured - Medicines and Allergies 		Last issue date repeat prescribing is not current (dispensing)		If the last issue date is not recent an end-user may think the patient no longer needs to take the medication. For example, the patient may have taken the medication 20 times in the past but because the last issue date is a month ago the end-user assumes the patient no longer needs it, when, in fact, they have been given the medication by someone else.		Even if the medication was not recently prescribed the patient could still be taking it. The clinicians/end-user may think the patient is no longer taking the medication and this could affect their decision making.		There is no connection between the dispensing system and the GP system.		Consumers should ensure that repeat dispensed drugs are dealt with appropriately for their clinical use case.

Consumers should test that these dispensed drugs are being displayed correctly.

Any training should highlight how dispensed drugs are displayed and managed within the consuming system.

All repeat medication should be considered current medication.		Clinical test data
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FHIR Resource Data  Element v0.4.xlsx


FHIR Resource Data Element v0.4.xlsx
Summary

		Datasets		Comment

		Patient

		Encounter

		Observations

		DiagnosisReport		Investigation

		Diagnoses

		Allergies

		Appointments

		Medication

		Correspondence

		Care plans

		Assessments

		Problems		Same as Diagnoses

		Referral		Same as Episode of Care

		Alerts		Same as Flags

		Procedures

		EoL Plans 		Not sure which FHIR resource this will be using

		Flags

		Related person

		Episode of Care

		Practioner

		Practioner Role 

		Discharge Summaries

		Organisation





Patient

		Elements		Definition		FHIR Element Comment		Mandatory		Nice to have		Comment		Maturity		Back to summary

		 identifier		An identifier for this patient. Usually NHS Number		Patients are almost always assigned specific numerical identifiers		Yes

		    active		Whether this patient record is in active use.Whether this patient record is in active use. (True/False)		This element is labeled as a modifier because when the patient record is marked as not active it is not expected to be used/referenced without being changed back to active.		Yes

		    name		A name associated with the individual.		A patient may have multiple names with different uses or applicable periods. For animals, the name is a "HumanName" in the sense that is assigned and used by humans and has the same patterns.		Yes

		    telecom		A contact detail (e.g. a telephone number or an email address) by which the individual may be contacted.		A Patient may have multiple ways to be contacted with different uses or applicable periods. May need to have options for contacting the person urgently and also to help with identification. The address may not go directly to the individual, but may reach another party that is able to proxy for the patient (i.e. home phone, or pet owner's phone).

		    gender		 
Administrative Gender - the gender that the patient is considered to have for administration and record keeping purposes.		The gender may not match the biological sex as determined by genetics, or the individual's preferred identification. Note that for both humans and particularly animals, there are other legitimate possibilities than M and F, though the vast majority of systems and contexts only support M and F. Systems providing decision support or enforcing business rules should ideally do this on the basis of Observations dealing with the specific gender aspect of interest (anatomical, chromosonal, social, etc.) However, because these observations are infrequently recorded, defaulting to the administrative gender is common practice. Where such defaulting occurs, rule enforcement should allow for the variation between administrative and biological, chromosonal and other gender aspects. For example, an alert about a hysterectomy on a male should be handled as a warning or overrideable error, not a "hard" error.		Yes

		    birthDate		The date of birth for the individual.		 
At least an estimated year should be provided as a guess if the real DOB is unknown There is a standard extension "patient-birthTime" available that should be used where Time is required (such as in maternaty/infant care systems).		Yes

		    deceased[x]		Indicates if the individual is deceased or not.		 
If there's no value in the instance it means there is no statement on whether or not the individual is deceased. Most systems will interpret the absence of a value as a sign of the person being alive.

This element is labeled as a modifier because once a patient is marked as deceased, the actions that are appropriate to perform on the patient may be significantly different.

		    address		 
Addresses for the individual.		Patient may have multiple addresses with different uses or applicable periods.		Yes

		    maritalStatus		 
This field contains a patient's most recent marital (civil) status.		Most, if not all systems capture it.

		    multipleBirth[x]		 
Indicates whether the patient is part of a multiple (bool) or indicates the actual birth order (integer).		 
Where the valueInteger is provided, the number is the birth number in the sequence. E.g. The middle birth in tripplets would be valueInteger=2 and the third born would have valueInteger=3 If a bool value was provided for this tripplets examle, then all 3 patient records would have valueBool=true (the ordering is not indicated).

		    photo		Image of the patient

		    contact		 
A contact party (e.g. guardian, partner, friend) for the patient.		Contact covers all kinds of contact parties: family members, business contacts, guardians, caregivers. Not applicable to register pedigree and family ties beyond use of having contact

		        relationship		 
The nature of the relationship between the patient and the contact person.

		        name		A name associated with the contact person.

		        telecom		A contact detail for the person, e.g. a telephone number or an email address.		 
Contact may have multiple ways to be contacted with different uses or applicable periods. May need to have options for contacting the person urgently, and also to help with identification.

		        address		Address for the contact person.

		        gender		Administrative Gender - the gender that the contact person is considered to have for administration and record keeping purposes.

		        organization		Organization on behalf of which the contact is acting or for which the contact is working.

		        period		The period during which this contact person or organization is valid to be contacted relating to this patient.

		    animal		 
This patient is known to be an animal.		 
The animal element is labeled "Is Modifier" since patients may be non-human. Systems SHALL either handle patient details appropriately (e.g. inform users patient is not human) or reject declared animal records. The absense of the animal element does not imply that the patient is a human. If a system requires such a positive assertion that the patient is human, an extension will be required. (Do not use a species of homo-sapiens in animal species, as this would incorrectly infer that the patient is an animal).

		        species		 
Identifies the high level taxonomic categorization of the kind of animal.		 
If the patient is non-human, at least a species SHALL be specified. Species SHALL be a widely recognised taxonomic classification. It may or may not be Linnaean taxonomy and may or may not be at the level of species. If the level is finer than species--such as a breed code--the code system used SHALL allow inference of the species. (The common example is that the word "Hereford" does not allow inference of the species Bos taurus, because there is a Hereford pig breed, but the SNOMED CT code for "Hereford Cattle Breed" does.).

		        breed		Identifies the detailed categorization of the kind of animal.		 
Breed MAY be used to provide further taxonomic or non-taxonomic classification. It may involve local or proprietary designation--such as commercial strain--and/or additional information such as production type.

		        genderStatus		Indicates the current state of the animal's reproductive organs.

		    communication		Languages which may be used to communicate with the patient about his or her health.

		        language		 
The ISO-639-1 alpha 2 code in lower case for the language, optionally followed by a hyphen and the ISO-3166-1 alpha 2 code for the region in upper case; e.g. "en" for English, or "en-US" for American English versus "en-EN" for England English.		The structure aa-BB with this exact casing is one the most widely used notations for locale. However not all systems actually code this but instead have it as free text. Hence CodeableConcept instead of code as the data type.

		        preferred		 
Indicates whether or not the patient prefers this language (over other languages he masters up a certain level).		 
This language is specifically identified for communicating healthcare information.

		    generalPractitioner		Patient's nominated care provider.		 
This may be the primary care provider (in a GP context), or it may be a patient nominated care manager in a community/disablity setting, or even organization that will provide people to perform the care provider roles.

It is not to be used to record Care Teams, these should be in a CareTeam resource that may be linked to the CarePlan or EpisodeOfCare resources.

		    managingOrganization		Organization that is the custodian of the patient record.		here is only one managing organization for a specific patient record. Other organizations will have their own Patient record, and may use the Link property to join the records together (or a Person resource which can include confidence ratings for the association).

		    link		Link to another patient resource that concerns the same actual patient.		There is no assumption that linked patient records have mutual links.

This element is labelled as a modifier because it may not be the main Patient resource, and the referenced patient should be used instead of this Patient record. This is when the link.type value is 'replaced-by'.

		        other		 
The other patient resource that the link refers to.		Referencing a RelatedPerson here removes the need to use a Person record to associate a Patient and RelatedPerson as the same individual.

		        type		The type of link between this patient resource and another patient resource.				Yes





		KEY

				FHIR Mandatory

				Recommedation (YHCR)

				Clinically Recommended/Approved 









Encounter

		An interaction between a patient and healthcare provider(s) for the purpose of providing healthcare service(s) or assessing the health status of a patient.

		Encounter		Definition		FHIR Element Comment		Mandatory		Nice to Have		Comment		Maturity		Back to summary

		 identifier				Identifier(s) by which this encounter is known. This is a business identifer, not a resource identifier

		    status		
planned | arrived | triaged | in-progress | onleave | finished | cancelled +.		Note that internal business rules will detemine the appropraite transitions that may occur between statuses (and also classes).
This element is labeled as a modifier because the status contains codes that mark the encounter as not currently valid.
		Yes				RW AGREED

		    statusHistory		The status history permits the encounter resource to contain the status history without needing to read through the historical versions of the resource, or even have the server store them.		The current status is always found in the current version of the resource, not the status history

		        status		planned | arrived | triaged | in-progress | onleave | finished | cancelled +.				Yes				RW AGREED- however in some systems status are not displayed- CAMIS doesn’t show a status to the end user. 

		        period		The time that the episode was in the specified status.				Yes				RW AGREED

		    class		inpatient | outpatient | ambulatory | emergency +.				Yes

		    classHistory		The class history permits the tracking of the encounters transitions without needing to go through the resource history.
This would be used for a case where an admission starts of as an emergency encounter, then transisions into an inpatient scenario. Doing this and not restarting a new encounter ensures that any lab/diagnostic results can more easily follow the patient and not require re-processing and not get lost or cancelled during a kindof discharge from emergency to inpatient.

		        class		inpatient | outpatient | ambulatory | emergency +.		Coding

		        period		The time that the episode was in the specified class.		Period

		    type		Specific type of encounter (e.g. e-mail consultation, surgical day-care, skilled nursing, rehabilitation).		Since there are many ways to further classify encounters, this element is 0..*

		    priority		Indicates the urgency of the encounter.		CodeableConcept		Yes

		    subject		The patient ro group present at the encounter.		While the encounter is always about the patient, the patient may not actually be known in all contexts of use, and there may be a group of patients that could be anonymous (such as in a group therapy for Alcoholics Anonymous - where the recording of the encounter could be used for billing on the number of people/staff and not important to the context of the specific patients) or alternately in veterinary care a herd of sheep receiving treatment (where the animals are not individually tracked).

		    episodeOfCare		Where a specific encounter should be classified as a part of a specific episode(s) of care this field should be used. This association can facilitate grouping of related encounters together for a specific purpose, such as government reporting, issue tracking, association via a common problem. The association is recorded on the encounter as these are typically created after the episode of care, and grouped on entry rather than editing the episode of care to append another encounter to it (the episode of care could span years)				Yes				RW agreed

		    incomingReferral		The referral request this encounter satisfies (incoming referral).

		    participant		The list of people responsible for providing the service				Yes				Consultants/DR's etc 

		        type		Role of participant in encounter.		The participant type indicates how an individual partitipates in an encounter. It includes non-practitioner participants, and for practitioners this is to describe the action type in the context of this encounter (e.g. Admitting Dr, Attending Dr, Translator, Consulting Dr). This is different to the practitioner roles which are functional roles, derived from terms of employment, education, licensing, etc.

		        period		The period of time that the specified participant participated in the encounter. These can overlap or be sub-sets of the overall encounter's period.		Period

		        individual		Persons involved in the encounter other than the patient.

		    appointment		The appointment that scheduled this encounter.

		    period		The start and end time of the encounter.		If not (yet) known, the end of the Period may be omitted.		Yes				RW AGREED

		    length		Quantity of time the encounter lasted. This excludes the time during leaves of absence.		May differ from the time the Encounter.period lasted because of leave of absence

		    reason		Reason the encounter takes place, expressed as a code. For admissions, this can be used for a coded admission diagnosis		For systems that need to know which was the primary diagnosis, these will be marked with the standard extension primaryDiagnosis (which is a sequence value rather than a flag, 1 = primary diagnosis).		Yes				RW AGREED

		    diagnosis		The list of diagnosis relevant to this encounter				Yes				RW AGREED

		        condition		Reason the encounter takes place, as specified using information from another resource. For admissions, this is the admission diagnosis. The indication will typically be a Condition (with other resources referenced in the evidence.detail), or a Procedure.		For systems that need to know which was the primary diagnosis, these will be marked with the standard extension primaryDiagnosis (which is a sequence value rather than a flag, 1 = primary diagnosis).		Yes				RW AGREED

		        role		Role that this diagnosis has within the encounter (e.g. admission, billing, discharge …).

		        rank		Ranking of the diagnosis (for each role type).

		    account		The set of accounts that may be used for billing for this Encounter		The billing system may choose to allocate billable items associated with the Encounter to different referenced Accounts based on internal business rules.

		    hospitalization		Details about the admission to a healthcare service		An Encounter may cover more than just the inpatient stay. Contexts such as outpatients, community clinics, and aged care facilities are also included.
The duration recorded in the period of this encounter covers the entire scope of this hospitalization record.

		        preAdmissionIdentifier		Pre-admission identifier.

		        origin		The location from which the patient came before admission.

Sadare, Kunle: Reference(Location)

		        admitSource		From where patient was admitted (physician referral, transfer).		CodeableConcept

		        reAdmission		Whether this hospitalization is a readmission and why if known.		CodeableConcept

		        dietPreference		Diet preferences reported by the patient.		For example a patient may request both a dairy-free and nut-free diet preference (not mutually exclusive).

		        specialCourtesy		Special courtesies (VIP, board member).

		        specialArrangement		Any special requests that have been made for this hospitalization encounter, such as the provision of specific equipment or other things

		        destination		Location to which the patient is discharged.

Sadare, Kunle: Reference(Location)
		CodeableConcept

		        dischargeDisposition		Category or kind of location after discharge.		CodeableConcept

		    location		List of locations where the patient has been during this encounter.		Virtual encounters can be recorded in the Encounter by specifying a location reference to a location of type "kind" such as "client's home" and an encounter.class = "virtual".		Yes				RW AGREED

		        location		The location where the encounter takes place.

		        status		The status of the participants' presence at the specified location during the period specified. If the participant is is no longer at the location, then the period will have an end date/time		When the patient is no longer active at a location, then the period end date is entered, and the status may be changed to completed

		        period		Time period during which the patient was present at the location.

		    serviceProvider		An organization that is in charge of maintaining the information of this Encounter (e.g. who maintains the report or the master service catalog item, etc.). This MAY be the same as the organization on the Patient record, however it could be different. This MAY not be not the Service Delivery Location's Organization

		    partOf		Another Encounter of which this encounter is a part of (administratively or in time).		This is also used for associating a child's encounter back to the mother's encounter.
Refer to the Notes section in the Patient resource for further details.



		KEY

				FHIR Mandatory

				Recommedation (YHCR)

				Clinically Recommended/Approved 





Observations

		Measurements and simple assertions made about a patient, device or other subject.

		Observation				FHIR Element Comment		Mandatory		Nice to Have		Comment		Maturity		Back to summary

		  identifier		A unique identifier assigned to this observation.				Yes

		    basedOn		A plan, proposal or order that is fulfilled in whole or in part by this event.		Allows tracing of authorization for the event and tracking whether proposals/recommendations were acted upon.

		    status		The status of the result value.		This element is labeled as a modifier because the status contains codes that mark the resource as not currently valid.		Yes

		    category		A code that classifies the general type of observation being made.		In addition to the required category valueset, this element allows various categorization schemes based on the owner’s definition of the category and effectively multiple categories can be used at once. The level of granularity is defined by the category concepts in the value set.		Yes

		    code		Describes what was observed. Sometimes this is called the observation "name"		Knowing what kind of observation is being made is essential to understanding the observation.		Yes

		    subject		The patient, or group of patients, location, or device whose characteristics (direct or indirect) are described by the observation and into whose record the observation is placed. Comments: Indirect characteristics may be those of a specimen, fetus, donor, other observer (for example a relative or EMT), or any observation made about the subject.		One would expect this element to be a cardinality of 1..1. The only circumstance in which the subject can be missing is when the observation is made by a device that does not know the patient. In this case, the observation SHALL be matched to a patient through some context/channel matching technique, and at this point, the observation should be updated.
If the target of the observation is different than the subject, the general extension observation-focal-subject. may be used. However, the distinction between the patient's own value for an observation versus that of the fetus, or the donor or blood product unit, etc., are often specified in the observation code.		Yes

		    context		The healthcare event (e.g. a patient and healthcare provider interaction) during which this observation is made.		This will typically be the encounter the event occurred within, but some events may be initiated prior to or after the official completion of an encounter or episode but still be tied to the context of the encounter or episode (e.g. pre-admission lab tests).		Yes

		    effective[x]		The time or time-period the observed value is asserted as being true. For biological subjects - e.g. human patients - this is usually called the "physiologically relevant time". This is usually either the time of the procedure or of specimen collection, but very often the source of the date/time is not known, only the date/time itself.		At least a date should be present unless this observation is a historical report.

		    issued		The date and time this observation was made available to providers, typically after the results have been reviewed and verified.		Updated when the result is updated.

		    performer		Who was responsible for asserting the observed value as "true".		May give a degree of confidence in the observation and also indicates where follow-up questions should be directed.

		    value[x]		The information determined as a result of making the observation, if the information has a simple value.		Normally, an observation will have either a single value or a set of related observations. A few observations (e.g. Apgar score) may have both a value and related observations (for an Apgar score, the observations from which the measure is derived). If a value is present, the datatype for this element should be determined by Observation.code. This element has a variable name depending on the type as follows: valueQuantity, valueCodeableConcept, valueString, valueBoolean, valueRange, valueRatio, valueSampledData, valueAttachment, valueTime, valueDateTime, or valuePeriod. (The name format is "'value' + the type name" with a capital on the first letter of the type).
If the data element is usually coded or if the type associated with the Observation.value defines a coded value, use CodeableConcept instead of string datatype even if the value is uncoded text. A value set is bound to the ValueCodeableConcept element. For further discussion and examples see the notes section below.

		    dataAbsentReason		Provides a reason why the expected value in the element Observation.value[x] is missing.		Null or exceptional values can be represented two ways in FHIR Observations. One way is to simply include them in the value set and represent the exceptions in the value. For example, measurement values for a serology test could be "detected", "not detected", "inconclusive", or "specimen unsatisfactory". The alternate way is to use the value element for actual observations and use the explicit dataAbsentReason element to record exceptional values. For example, the dataAbsentReason code "error" could be used when the measurement was not completed. Note that an observation may only be reported if there are values to report. For example differential cell counts values may be reported only when > 0. Because of these options, use-case agreements are required to interpret general observations for null or exceptional values.

		    interpretation		The assessment made based on the result of the observation. Intended as a simple compact code often placed adjacent to the result value in reports and flow sheets to signal the meaning/normalcy status of the result. Otherwise known as abnormal flag.		For some results, particularly numeric results, an interpretation is necessary to fully understand the significance of a result.

		    comment		May include statements about significant, unexpected or unreliable values, or information about the source of the value where this may be relevant to the interpretation of the result.		Need to be able to provide free text additional information.

		    bodySite		Indicates the site on the subject's body where the observation was made (i.e. the target site).		Only used if not implicit in code found in Observation.code. In many systems, this may be represented as a related observation instead of an inline component. If the use case requires BodySite to be handled as a separate resource (e.g. to identify and track separately) then use the standard extension body-site-instance.

		    method		Indicates the mechanism used to perform the observation.		Only used if not implicit in code for Observation.code.

		    specimen		The specimen that was used when this observation was made.		Should only be used if not implicit in code found in Observation.code. Observations are not made on specimens themselves; they are made on a subject, but in many cases by the means of a specimen. Note that although specimens are often involved, they are not always tracked and reported explicitly. Also note that observation resources may be used in contexts that track the specimen explicitly (e.g. Diagnostic Report).

		    device		The device used to generate the observation data.		An extension should be used if further typing of the device is needed. Devices used to support obtaining an observation can be represented using either an extension or through the Observation.related element.

		    referenceRange		Guidance on how to interpret the value by comparison to a normal or recommended range.		Most observations only have one generic reference range. Systems MAY choose to restrict to only supplying the relevant reference range based on knowledge about the patient (e.g., specific to the patient's age, gender, weight and other factors), but this may not be possible or appropriate. Whenever more than one reference range is supplied, the differences between them SHOULD be provided in the reference range and/or age properties.

		        low		The value of the low bound of the reference range. The low bound of the reference range endpoint is inclusive of the value (e.g. reference range is >=5 - <=9). If the low bound is omitted, it is assumed to be meaningless (e.g. reference range is <=2.3).

		        high		The value of the high bound of the reference range. The high bound of the reference range endpoint is inclusive of the value (e.g. reference range is >=5 - <=9). If the high bound is omitted, it is assumed to be meaningless (e.g. reference range is >= 2.3).

		        type		Codes to indicate the what part of the targeted reference population it applies to. For example, the normal or therapeutic range.		This SHOULD be populated if there is more than one range. If this element is not present then the normal range is assumed.

		        appliesTo		Codes to indicate the target population this reference range applies to. For example, a reference range may be based on the normal population or a particular sex or race.		This SHOULD be populated if there is more than one range. If this element is not present then the normal population is assumed.

		        age		The age at which this reference range is applicable. This is a neonatal age (e.g. number of weeks at term) if the meaning says so.		Some analytes vary greatly over age.

		        text		Text based reference range in an observation which may be used when a quantitative range is not appropriate for an observation. An example would be a reference value of "Negative" or a list or table of 'normals'

		    related		A reference to another resource (usually another Observation) whose relationship is defined by the relationship type code.		For a discussion on the ways Observations can assembled in groups together see Notes below.

		        type		A code specifying the kind of relationship that exists with the target resource.		The "derived-from" type is the only logical choice when referencing the QuestionnaireAnswer resource.		Yes

		        target		A reference to the observation or QuestionnaireResponse resource that is related to this observation.

		    component		Some observations have multiple component observations. These component observations are expressed as separate code value pairs that share the same attributes. Examples include systolic and diastolic component observations for blood pressure measurement and multiple component observations for genetics observations.		For a discussion on the ways Observations can be assembled in groups together see Notes below.

		        code		Describes what was observed. Sometimes this is called the observation "code".		Knowing what kind of observation is being made is essential to understanding the observation.

		        value[x]		The information determined as a result of making the observation, if the information has a simple value.		Normally, an observation will have either a single value or a set of related observations. A few observations (e.g. Apgar score) may have both a value and related observations (for an Apgar score, the observations from which the measure is derived). If a value is present, the datatype for this element should be determined by Observation.code. A CodeableConcept with just a text would be used instead of a string if the field was usually coded, or if the type associated with the Observation.code defines a coded value. For boolean values use valueCodeableConcept and select codes from <http://hl7.org/fhir/ValueSet/v2-0136> (these "yes/no" concepts can be mapped to the display name "true/false" or other mutually exclusive terms that may be needed"). The element, Observation.value[x], has a variable name depending on the type as follows: valueQuantity, valueCodeableConcept, valueRatio, valueChoice, valuePeriod, valueSampleData, or valueString (the name format is "'value' + the type name" with a capital on the first letter of the type).

		        dataAbsentReason		Provides a reason why the expected value in the element Observation.value[x] is missing.		"Null" or exceptional values can be represented two ways in FHIR Observations. One way is to simply include them in the value set and represent the exceptions in the value. For example, measurement values for a serology test could be "detected", "not detected", "inconclusive", or "test not done". The alternate way is to use the value element for actual observations and use the explicit dataAbsentReason element to record exceptional values. For example, the dataAbsentReason code "error" could be used when the measurement was not completed. Because of these options, use-case agreements are required to interpret general observations for exceptional values.

		        interpretation		The assessment made based on the result of the observation. Intended as a simple compact code often placed adjacent to the result value in reports and flow sheets to signal the meaning/normalcy status of the result. Otherwise known as abnormal flag.		The component interpretation applies only to the individual component value. For an overall interpretation all components together use thes Observation.interpretation element.

		        referenceRange		Guidance on how to interpret the value by comparison to a normal or recommended range.		Most observations only have one generic reference range. Systems MAY choose to restrict to only supplying the relevant reference range based on knowledge about the patient (e.g., specific to the patient's age, gender, weight and other factors), but this may not be possible or appropriate. Whenever more than one reference range is supplied, the differences between them SHOULD be provided in the reference range and/or age properties.

		KEY

				FHIR Mandatory

				Recommedation (YHCR)

				Clinically Recommended/Approved 





DiagnosisReport

		A clinical condition, problem, diagnosis, or other event, situation, issue, or clinical concept that has risen to a level of concern.

		Condition		Definition		FHIR Element Comment		Mandatory		Nice to Have		Comment		Maturity		Back to summary

		    identifier		This records identifiers associated with this condition that are defined by business processes and/or used to refer to it when a direct URL reference to the resource itself is not appropriate (e.g. in CDA documents, or in written / printed documentation).

		    clinicalStatus		The clinical status of the condition.		This element is labeled as a modifier because the status contains codes that mark the condition as not currently valid or of concern		Yes

		    verificationStatus		The verification status to support the clinical status of the condition.		verificationStatus is not required. For example, when a patient has abdominal pain in the ED, there is not likely going to be a verification status.
This element is labeled as a modifier because the status contains the code refuted and entered-in-error that mark the Condition as not currently valid.		Yes

		    category		A category assigned to the condition.		The categorization is often highly contextual and may appear poorly differentiated or not very useful in other contexts.		Yes

		    severity		A subjective assessment of the severity of the condition as evaluated by the clinician.		Coding of the severity with a terminology is preferred, where possible.		Yes

		    code		Identification of the condition, problem or diagnosis.				Yes

		    bodySite		The anatomical location where this condition manifests itself.		Only used if not implicit in code found in Condition.code. If the use case requires attributes from the BodySite resource (e.g. to identify and track separately) then use the standard extension body-site-instance. May be a summary code, or a reference to a very precise definition of the location, or both.

		    subject		Indicates the patient or group who the condition record is associated with

		    context		Encounter during which the condition was first asserted.		This record indicates the encounter this particular record is associated with. In the case of a "new" diagnosis reflecting ongoing/revised information about the condition, this might be distinct from the first encounter in which the underlying condition was first "known".

		    onset[x]		Estimated or actual date or date-time the condition began, in the opinion of the clinician.		Age is generally used when the patient reports an age at which the Condition began to occur.

		    abatement[x]		The date or estimated date that the condition resolved or went into remission. This is called "abatement" because of the many overloaded connotations associated with "remission" or "resolution" - Conditions are never really resolved, but they can abate.		There is no explicit distinction between resolution and remission because in many cases the distinction is not clear. Age is generally used when the patient reports an age at which the Condition abated. If there is no abatement element, it is unknown whether the condition has resolved or entered remission; applications and users should generally assume that the condition is still valid. When abatementString exists, it implies the condition is abated.

		    assertedDate		The date on which the existance of the Condition was first asserted or acknowledged.		The assertedDate represents the date when this particular Condition record was created in the EHR, not the date of the most recent update in terms of when severity, abatement, etc. were specified.  The date of the last record modification can be retrieved from the resource metadata.

		    asserter		Individual who is making the condition statement.

		    stage		Clinical stage or grade of a condition. May include formal severity assessments.

		        summary		A simple summary of the stage such as "Stage 3". The determination of the stage is disease-specific.

		        assessment		Reference to a formal record of the evidence on which the staging assessment is based

		    evidence		Supporting Evidence / manifestations that are the basis on which this condition is suspected or confirmed.

		        code		A manifestation or symptom that led to the recording of this condition.

		        detail		Links to other relevant information, including pathology reports.

		    note		Additional information about the Condition. This is a general notes/comments entry for description of the Condition, its diagnosis and prognosis.

		KEY

				FHIR Mandatory

				Recommedation (YHCR)

				Clinically Recommended/Approved 





AllergyIntolerance

		Risk of harmful or undesirable, physiological response which is unique to an individual and associated with exposure to a substance.

		AllergyIntolerance		Definition		FHIR Element Comment		Mandatory		Nice to Have		Comment		Maturity		Back to summary

		identifier		This records identifiers associated with this allergy/intolerance concern that are defined by business processes and/or used to refer to it when a direct URL reference to the resource itself is not appropriate (e.g. in CDA documents, or in written / printed documentation).		This is a business identifer, not a resource identifier		Yes

		clinicalStatus		The clinical status of the allergy or intolerance.		This element is labeled as a modifier because the status contains the codes inactive and resolved that mark the AllergyIntolerance as not currently valid.		Yes

		verificationStatus		Assertion about certainty associated with the propensity, or potential risk, of a reaction to the identified substance (including pharmaceutical product).		This element is labeled as a modifier because the status contains the codes refuted and entered-in-error that mark the AllergyIntolerance as not currently valid.		Yes

		type		Identification of the underlying physiological mechanism for the reaction risk		Allergic (typically immune-mediated) reactions have been traditionally regarded as an indicator for potential escalation to significant future risk. Contemporary knowledge suggests that some reactions previously thought to be immune-mediated are, in fact, non-immune, but in some cases can still pose a life threatening risk. It is acknowledged that many clinicians may not be in a position to distinguish the mechanism of a particular reaction. Often the term "allergy" is used rather generically and may overlap with the use of "intolerance" - in practice the boundaries between these two concepts may not be well-defined or understood. This data element is included nevertheless, because many legacy systems have captured this attribute. Immunologic testing may provide supporting evidence for the basis of the reaction and the causative substance, but no tests are 100% sensitive or specific for sensitivity to a particular substance. If, as is commonly the case, it is unclear whether the reaction is due to an allergy or an intolerance, then the type element should be omitted from the resource.		Yes

		category		Category of the identified substance		This data element has been included because it is currently being captured in some clinical systems. This data can be derived from the substance where coding systems are used, and is effectively redundant in that situation. When searching on category, consider the implications of AllergyIntolerance resources without a category. For example, when searching on category = medication, medication allergies that don't have a category valued will not be returned. Refer to search for more information on how to search category with a :missing modifier to get allergies that don't have a category. Additionally, category should be used with caution because category can be subjective based on the sender.		Yes

		criticality		Estimate of the potential clinical harm, or seriousness, of the reaction to the identified substance		The default criticality value for any propensity to an adverse reaction should be 'Low Risk', indicating at the very least a relative contraindication to deliberate or voluntary exposure to the substance. 'High Risk' is flagged if the clinician has identified a propensity for a more serious or potentially life-threatening reaction, such as anaphylaxis, and implies an absolute contraindication to deliberate or voluntary exposure to the substance. If this element is missing, the criticality is unknown (though it may be known elsewhere).
Systems that capture a severity at the condition level are actually representing the concept of criticality whereas the severity documented at the reaction level is representing the true reaction severity. Existing systems that are capturing both condition criticality and reaction severity may use the term "severity" to represent both. Criticality is the worst it could be in the future (i.e. situation-agnostic) whereas severity is situation-dependent.		Yes

		code		Code for an allergy or intolerance statement (either a positive or a negated/excluded statement). This may be a code for a substance or pharmaceutical product that is considered to be responsible for the adverse reaction risk (e.g., "Latex"), an allergy or intolerance condition (e.g., "Latex allergy"), or a negated/excluded code for a specific substance or class (e.g., "No latex allergy") or a general or categorical negated statement (e.g., "No known allergy", "No known drug allergies").		It is strongly recommended that this element be populated using a terminology, where possible. For example, some terminologies used include RxNorm, SNOMED CT, DM+D, NDFRT, ICD-9, IDC-10, UNI, ATC and CPT. Plain text should only be used if there is no appropriate terminology available. Additional details can be specified in the text.
When a substance or product code is specified for the 'code' element, the "default" semantic context is that this is a positive statement of an allergy or intolerance (depending on the value of the 'type' element, if present) condition to the specified substance/product. In the corresponding SNOMED CT allergy model, the specified substance/product is the target (destination) of the "Causative agent" relationship.
The 'substanceExposureRisk' extension is available as a structured and more flexible alternative to the 'code' element for making positive or negative allergy or intolerance statements. This extension provides the capability to make "no known allergy" (or "no risk of adverse reaction") statements regarding any coded substance/product (including cases when a pre-coordinated "no allergy to x" concept for that substance/product does not exist). If the 'substanceExposureRisk' extension is present, the AllergyIntolerance.code element SHALL be omitted.		Yes

		patient		The patient who has the allergy or intolerance.

Sadare, Kunle: Reference(Patient)		Estimated or actual date, date-time, or age when allergy or intolerance was identified.		Yes

		onset[x]		Estimated or actual date, date-time, or age when allergy or intolerance was identified.

		assertedDate		The date on which the existance of the AllergyIntolerance was first asserted or acknowledged.				Yes

		recorder		Individual who recorded the record and takes responsibility for its content.

		asserter		The source of the information about the allergy that is recorded.		The recorder takes repsonsibility for the content, but can reference the source from where they got it.

		lastOccurrence		Represents the date and/or time of the last known occurrence of a reaction event

		note		Additional narrative about the propensity for the Adverse Reaction, not captured in other fields.		For example: including reason for flagging a seriousness of 'High Risk'; and instructions related to future exposure or administration of the substance, such as administration within an Intensive Care Unit or under corticosteroid cover. The notes should be related to an allergy or intolerance as a condition in general and not related to any particular episode of it. For episode notes and descriptions, use AllergyIntolerance.event.description and AllergyIntolerance.event.notes.

		reaction		Details about each adverse reaction event linked to exposure to the identified substance				Yes

		substance		Identification of the specific substance (or pharmaceutical product) considered to be responsible for the Adverse Reaction event. Note: the substance for a specific reaction may be different from the substance identified as the cause of the risk, but it must be consistent with it. For instance, it may be a more specific substance (e.g. a brand medication) or a composite product that includes the identified substance. It must be clinically safe to only process the 'code' and ignore the 'reaction.substance'.		Coding of the specific substance (or pharmaceutical product) with a terminology capable of triggering decision support should be used wherever possible. The 'code' element allows for the use of a specific substance or pharmaceutical product, or a group or class of substances. In the case of an allergy or intolerance to a class of substances, (for example, "penicillins"), the 'reaction.substance' element could be used to code the specific substance that was identifed as having caused the reaction (for example, "amoxycillin"). Duplication of the value in the 'code' and 'reaction.substance' elements is acceptable when a specific substance has been recorded in 'code'.		Yes

		manifestation		Clinical symptoms and/or signs that are observed or associated with the adverse reaction event		Manifestation can be expressed as a single word, phrase or brief description. For example: nausea, rash or no reaction. It is preferable that manifestation should be coded with a terminology, where possible. The values entered here may be used to display on an application screen as part of a list of adverse reactions, as recommended in the UK NHS CUI guidelines. Terminologies commonly used include, but are not limited to, SNOMED CT or ICD10.

		description		Text description about the reaction as a whole, including details of the manifestation if required		Use the description to provide any details of a particular event of the occurred reaction such as circumstances, reaction specifics, what happened before/after. Information, related to the event, but not describing a particular care should be captured in the comment field. For example: at the age of four, the patient was given penicillin for strep throat and subsequently developed severe hives.

		onset		Record of the date and/or time of the onset of the Reaction.

		severity		Clinical assessment of the severity of the reaction event as a whole, potentially considering multiple different manifestations.		It is acknowledged that this assessment is very subjective. There may be some some specific practice domains where objective scales have been applied. Objective scales can be included in this model as extensions.		Yes

		exposureRoute		Identification of the route by which the subject was exposed to the substance.		Coding of the route of exposure with a terminology should be used wherever possible.

		note		Additional text about the adverse reaction event not captured in other fields.		Use this field to record information indirectly related to a particular event and not captured in the description. For example: Clinical records are no longer available, recorded based on information provided to the patient by her mother and her mother is deceased.

		KEY

				FHIR Mandatory

				Recommedation (YHCR)

				Clinically Recommended/Approved 





Problems

		A clinical condition, problem, diagnosis, or other event, situation, issue, or clinical concept that has risen to a level of concern.

		Condition		Definition		FHIR Element Comment		Mandatory		Nice to Have		Comment		Maturity		Back to summary

		    identifier		This records identifiers associated with this condition that are defined by business processes and/or used to refer to it when a direct URL reference to the resource itself is not appropriate (e.g. in CDA documents, or in written / printed documentation).

		    clinicalStatus		The clinical status of the condition.		This element is labeled as a modifier because the status contains codes that mark the condition as not currently valid or of concern		Yes

		    verificationStatus		The verification status to support the clinical status of the condition.		verificationStatus is not required. For example, when a patient has abdominal pain in the ED, there is not likely going to be a verification status.
This element is labeled as a modifier because the status contains the code refuted and entered-in-error that mark the Condition as not currently valid.		Yes

		    category		A category assigned to the condition.		The categorization is often highly contextual and may appear poorly differentiated or not very useful in other contexts.		Yes

		    severity		A subjective assessment of the severity of the condition as evaluated by the clinician.		Coding of the severity with a terminology is preferred, where possible.		Yes

		    code		Identification of the condition, problem or diagnosis.				Yes

		    bodySite		The anatomical location where this condition manifests itself.		Only used if not implicit in code found in Condition.code. If the use case requires attributes from the BodySite resource (e.g. to identify and track separately) then use the standard extension body-site-instance. May be a summary code, or a reference to a very precise definition of the location, or both.

		    subject		Indicates the patient or group who the condition record is associated with

		    context		Encounter during which the condition was first asserted.		This record indicates the encounter this particular record is associated with. In the case of a "new" diagnosis reflecting ongoing/revised information about the condition, this might be distinct from the first encounter in which the underlying condition was first "known".

		    onset[x]		Estimated or actual date or date-time the condition began, in the opinion of the clinician.		Age is generally used when the patient reports an age at which the Condition began to occur.

		    abatement[x]		The date or estimated date that the condition resolved or went into remission. This is called "abatement" because of the many overloaded connotations associated with "remission" or "resolution" - Conditions are never really resolved, but they can abate.		There is no explicit distinction between resolution and remission because in many cases the distinction is not clear. Age is generally used when the patient reports an age at which the Condition abated. If there is no abatement element, it is unknown whether the condition has resolved or entered remission; applications and users should generally assume that the condition is still valid. When abatementString exists, it implies the condition is abated.

		    assertedDate		The date on which the existance of the Condition was first asserted or acknowledged.		The assertedDate represents the date when this particular Condition record was created in the EHR, not the date of the most recent update in terms of when severity, abatement, etc. were specified.  The date of the last record modification can be retrieved from the resource metadata.

		    asserter		Individual who is making the condition statement.

		    stage		Clinical stage or grade of a condition. May include formal severity assessments.

		        summary		A simple summary of the stage such as "Stage 3". The determination of the stage is disease-specific.

		        assessment		Reference to a formal record of the evidence on which the staging assessment is based

		    evidence		Supporting Evidence / manifestations that are the basis on which this condition is suspected or confirmed.

		        code		A manifestation or symptom that led to the recording of this condition.

		        detail		Links to other relevant information, including pathology reports.

		    note		Additional information about the Condition. This is a general notes/comments entry for description of the Condition, its diagnosis and prognosis.



		KEY

				FHIR Mandatory

				Recommedation (YHCR)

				Clinically Recommended/Approved 





Medication

		This resource is primarily used for the identification and definition of a medication. It covers the ingredients and the packaging for a medication.

		Medication		Definition		FHIR Element Comment		Mandatory		Nice to Have		Comment		Maturity		Back to summary

		code		A code (or set of codes) that specify this medication, or a textual description if no code is available. Usage note: This could be a standard medication code such as a code from RxNorm, SNOMED CT, IDMP etc. It could also be a national or local formulary code, optionally with translations to other code systems.		Depending on the context of use, the code that was actually selected by the user (prescriber, dispenser, etc.) will have the coding.userSelected set to true. As described in the coding datatype: "A coding may be marked as a "userSelected" if a user selected the particular coded value in a user interface (e.g. the user selects an item in a pick-list). If a user selected coding exists, it is the preferred choice for performing translations etc

		    status		A code to indicate if the medication is in active use		This status is not intended to specify if a medication is part of a formulary		Yes

		    isBrand		Set to true if the item is attributable to a specific manufacturer.		TRUE

		    isOverTheCounter		Set to true if the medication can be obtained without an order from a prescriber.		TRUE

		    manufacturer		Describes the details of the manufacturer of the medication product. This is not intended to represent the distributor of a medication product.

Sadare, Kunle: Reference(Organization)		TRUE

		    form		Describes the form of the item. Powder; tablets; capsule.		When Medication is referenced from MedicationRequest, this is the ordered form. When Medication is referenced within MedicationDispense, this is the dispensed form. When Medication is referenced within MedicationAdministration, this is administered form.		Yes

		    ingredient		Identifies a particular constituent of interest in the product		The ingredients need not be a complete list. If an ingredient is not specified, this does not indicate whether an ingredient is present or absent. If an ingredient is specified it does not mean that all ingredients are specified. It is possible to specify both inactive and active ingredients.

		        item[x]		The actual ingredient - either a substance (simple ingredient) or another medication.				Yes

		        isActive		Indication of whether this ingredient affects the therapeutic action of the drug.		True indicates that the ingredient affects the therapeutic action of the drug (i.e. active). False indicates that the ingredient does not affect the therapeutic action of the drug (i.e. inactive).

		        amount		Specifies how many (or how much) of the items there are in this Medication. For example, 250 mg per tablet. This is expressed as a ratio where the numerator is 250mg and the denominator is 1 tablet.		Ratio		Yes

		    package		Information that only applies to packages (not products).

		        container		The kind of container that this package comes as.

		        content		A set of components that go to make up the described item.

		            item[x]		Identifies one of the items in the package.

		            amount		The amount of the product that is in the package.

		        batch		Information about a group of medication produced or packaged from one production run.

		            lotNumber		The assigned lot number of a batch of the specified product.

		            expirationDate		When this specific batch of product will expire.

		    image		Photo(s) or graphic representation(s) of the medication.		Note that "image" is only applicable when the medication.code represents a physical item (e.g. Amoxil 250 mg capsule) and not an abstract item (e.g. amoxicillin 250 mg).

		KEY

				FHIR Mandatory

				Recommedation (YHCR)

				Clinically Recommended/Approved 





Appointments

		A booking of a healthcare event among patient(s), practitioner(s), related person(s) and/or device(s) for a specific date/time. This may result in one or more Encounter(s).

		Appointment		Definition		FHIR Element Comment		Mandatory		Nice to Have		Comment		Maturity		Back to summary

		    identifier		This records identifiers associated with this appointment concern that are defined by business processes and/or used to refer to it when a direct URL reference to the resource itself is not appropriate (e.g. in CDA documents, or in written / printed documentation).

		    status		The overall status of the Appointment. Each of the participants has their own participation status which indicates their involvement in the process, however this status indicates the shared status.		If the Appointment's status is "cancelled" then all participants are expected to have their calendars released for the appointment period, and as such any Slots that were marked as BUSY can be re-set to FREE.
This element is labeled as a modifier because the status contains the code entered-in-error that mark the Appointment as not currently valid.		Yes

		    serviceCategory		A broad categorisation of the service that is to be performed during this appointment.		TRUE

		    serviceType		The specific service that is to be performed during this appointment.		TRUE

		    specialty		The specialty of a practitioner that would be required to perform the service requested in this appointment.				Yes

		    appointmentType		The style of appointment or patient that has been booked in the slot (not service type).				Yes

		    reason		The reason that this appointment is being scheduled. This is more clinical than administrative.				Yes

		    indication		Reason the appointment has been scheduled to take place, as specified using information from another resource. When the patient arrives and the encounter begins it may be used as the admission diagnosis. The indication will typically be a Condition (with other resources referenced in the evidence.detail), or a Procedure.

		    priority		The priority of the appointment. Can be used to make informed decisions if needing to re-prioritize appointments. (The iCal Standard specifies 0 as undefined, 1 as highest, 9 as lowest priority).		Seeking implementer feedback on this property and how interoperable it is.
Using an extension to record a codeableconcept for named values may be tested at a future connectathon.

		    description		The brief description of the appointment as would be shown on a subject line in a meeting request, or appointment list. Detailed or expanded information should be put in the comment field.

		    supportingInformation		Additional information to support the appointment provided when making the appointment.

		    start		Date/Time that the appointment is to take place.				Yes

		    end		Date/Time that the appointment is to conclude.				Yes

		    minutesDuration		Number of minutes that the appointment is to take. This can be less than the duration between the start and end times (where actual time of appointment is only an estimate or is a planned appointment request)

		    slot		The slots from the participants' schedules that will be filled by the appointment.

		    created		The date that this appointment was initially created. This could be different to the meta.lastModified value on the initial entry, as this could have been before the resource was created on the FHIR server, and should remain unchanged over the lifespan of the appointment.		This property is required for many use cases where the age of an appointment is considered in processing workflows for scheduling and billing of appointments.

		    comment		Additional comments about the appointment.		Additional text to aid in facilitating the appointment. For instance, a comment might be, "patient should proceed immediately to infusion room upon arrival"
Where this is a planned appointment and the start/end dates are not set then this field can be used to provide additional guidance on the details of the appointment request, including any restrictions on when to book it.

		    incomingReferral		The referral request this appointment is allocated to assess (incoming referral)

		    participant		List of participants involved in the appointment.

		        type		Role of participant in the appointment.		The role of the participant can be used to declare what the actor will be doing in the scope of this appointment.
If the actor is not specified, then it is expected that the actor will be filled in at a later stage of planning.
This value SHALL be the same when creating an AppointmentResponse so that they can be matched, and subsequently update the Appointment

		        actor		A Person, Location/HealthcareService or Device that is participating in the appointment.

		        required		Is this participant required to be present at the meeting. This covers a use-case where 2 doctors need to meet to discuss the results for a specific patient, and the patient is not required to be present.				Yes

		        status		Participation status of the actor.				Yes

		    requestedPeriod		A set of date ranges (potentially including times) that the appointment is preferred to be scheduled within. When using these values, the minutes duration should be provided to indicate the length of the appointment to fill and populate the start/end times for the actual allocated time.		This does not introduce a capacity for recurring appointments.

		KEY

				FHIR Mandatory

				Recommedation (YHCR)

				Clinically Recommended/Approved 





Referral

		An association between a patient and an organization / healthcare provider(s) during which time encounters may occur. The managing organization assumes a level of responsibility for the patient during this time

		Episode of Care		Definition		FHIR Element Comment		Mandatory		Nice to Have		Comment		Maturity		Back to summary

		Identifier		The EpisodeOfCare may be known by different identifiers for different contexts of use, such as when an external agency is tracking the Episode for funding purposes.

		Status		planned | waitlist | active | onhold | finished | cancelled.		This element is labeled as a modifier because the status contains codes that mark the episode as not currently valid.		Yes

		StatusHistory		The history of statuses that the EpisodeOfCare has been through (without requiring processing the history of the resource).

		Status		planned | waitlist | active | onhold | finished | cancelled.				Yes

		Period		The period during this EpisodeOfCare that the specific status applied.				Yes

		Type		A classification of the type of episode of care; e.g. specialist referral, disease management, type of funded care.		The type can be very important in processing as this could be used in determining if the EpisodeOfCare is relevant to specific government reporting, or other types of classifications.		Yes

		Diagnosis		The list of diagnosis relevant to this episode of care				Yes

		Condition		A list of conditions/problems/diagnoses that this episode of care is intended to be providing care for.				Yes

		Role		Role that this diagnosis has within the episode of care (e.g. admission, billing, discharge …).

		Rank		Ranking of the diagnosis (for each role type).

		Patient		The patient who is the focus of this episode of care.

Sadare, Kunle: Reference(Patient)


		ManagingOrganisation		The organization that has assumed the specific responsibilities for the specified duration.

Sadare, Kunle: Reference(Organization)
				Yes

		Period		The interval during which the managing organization assumes the defined responsibility.

		ReferralRequest		Referral Request(s) that are fulfilled by this EpisodeOfCare, incoming referrals.

Sadare, Kunle: Reference(ReferralRequest)


		CareManager		The practitioner that is the care manager/care co-ordinator for this patient.

Sadare, Kunle: Reference(Practitioner)

		Team		The list of practitioners that may be facilitating this episode of care for specific purposes.

Sadare, Kunle: Reference(CareTeam)


		Account		The set of accounts that may be used for billing for this EpisodeOfCare.

Sadare, Kunle: Reference(Account)
		

Sadare, Kunle: Reference(Patient)
		

Sadare, Kunle: Reference(Organization)
		The billing system may choose to allocate billable items associated with the EpisodeOfCare to different referenced Accounts based on internal business rules.

		KEY

				FHIR Mandatory

				Recommedation (YHCR)

				Clinically Recommended/Approved 





Alerts

		Prospective warnings of potential issues when providing care to the patient.

		Flags		Definition		FHIR Element Comment		Mandatory		Nice to have		Comment		Maturity		Back to summary

		Identifier		Identifier assigned to the flag for external use (outside the FHIR environment).

		    status		Supports basic workflow		This element is labeled as a modifier because the status contains codes that mark the resource as not currently valid.		Yes

		    category		Allows an flag to be divided into different categories like clinical, administrative etc. Intended to be used as a means of filtering which flags are displayed to particular user or in a given context.				Yes

		    code		The coded value or textual component of the flag to display to the user.		If non coded, use CodeableConcept.text. This element should always be included in the narrative.

		    subject		The patient, location, group , organization , or practitioner, etc. this is about record this flag is associated with.				Yes

		    period		The period of time from the activation of the flag to inactivation of the flag. If the flag is active, the end of the period should be unspecified.				Yes

		    encounter		This alert is only relevant during the encounter.		If both Flag.encounter and Flag.period are valued, then Flag.period.start shall not be before Encounter.period.start and Flag.period.end shall not be after Encounter.period.end.

		    author		The person, organization or device that created the flag









		KEY

				FHIR Mandatory

				Recommedation (YHCR)

				Clinically Recommended/Approved 











Flags

		Prospective warnings of potential issues when providing care to the patient.

		Flags		Definition		FHIR Element Comment		Mandatory		Nice to have		Comment		Maturity		Back to summary

		Identifier		Identifier assigned to the flag for external use (outside the FHIR environment).

		    status		Supports basic workflow		This element is labeled as a modifier because the status contains codes that mark the resource as not currently valid.		Yes

		    category		Allows an flag to be divided into different categories like clinical, administrative etc. Intended to be used as a means of filtering which flags are displayed to particular user or in a given context.				Yes

		    code		The coded value or textual component of the flag to display to the user.		If non coded, use CodeableConcept.text. This element should always be included in the narrative.

		    subject		The patient, location, group , organization , or practitioner, etc. this is about record this flag is associated with.				Yes

		    period		The period of time from the activation of the flag to inactivation of the flag. If the flag is active, the end of the period should be unspecified.				Yes

		    encounter		This alert is only relevant during the encounter.		If both Flag.encounter and Flag.period are valued, then Flag.period.start shall not be before Encounter.period.start and Flag.period.end shall not be after Encounter.period.end.

		    author		The person, organization or device that created the flag









		KEY

				FHIR Mandatory

				Recommedation (YHCR)

				Clinically Recommended/Approved 











EpisodeOfCare

		An association between a patient and an organization / healthcare provider(s) during which time encounters may occur. The managing organization assumes a level of responsibility for the patient during this time

		Episode of Care		Definition		FHIR Element Comment		Mandatory		Nice to Have		Comment		Maturity		Back to summary

		Identifier		The EpisodeOfCare may be known by different identifiers for different contexts of use, such as when an external agency is tracking the Episode for funding purposes.

		Status		planned | waitlist | active | onhold | finished | cancelled.		This element is labeled as a modifier because the status contains codes that mark the episode as not currently valid.		Yes

		StatusHistory		The history of statuses that the EpisodeOfCare has been through (without requiring processing the history of the resource).

		Status		planned | waitlist | active | onhold | finished | cancelled.				Yes

		Period		The period during this EpisodeOfCare that the specific status applied.				Yes

		Type		A classification of the type of episode of care; e.g. specialist referral, disease management, type of funded care.		The type can be very important in processing as this could be used in determining if the EpisodeOfCare is relevant to specific government reporting, or other types of classifications.		Yes

		Diagnosis		The list of diagnosis relevant to this episode of care				Yes

		Condition		A list of conditions/problems/diagnoses that this episode of care is intended to be providing care for.				Yes

		Role		Role that this diagnosis has within the episode of care (e.g. admission, billing, discharge …).

		Rank		Ranking of the diagnosis (for each role type).

		Patient		The patient who is the focus of this episode of care.

Sadare, Kunle: Reference(Patient)


		ManagingOrganisation		The organization that has assumed the specific responsibilities for the specified duration.

Sadare, Kunle: Reference(Organization)
				Yes

		Period		The interval during which the managing organization assumes the defined responsibility.

		ReferralRequest		Referral Request(s) that are fulfilled by this EpisodeOfCare, incoming referrals.

Sadare, Kunle: Reference(ReferralRequest)


		CareManager		The practitioner that is the care manager/care co-ordinator for this patient.

Sadare, Kunle: Reference(Practitioner)

		Team		The list of practitioners that may be facilitating this episode of care for specific purposes.

Sadare, Kunle: Reference(CareTeam)


		Account		The set of accounts that may be used for billing for this EpisodeOfCare.

Sadare, Kunle: Reference(Account)
		

Sadare, Kunle: Reference(Patient)
		

Sadare, Kunle: Reference(Organization)
		The billing system may choose to allocate billable items associated with the EpisodeOfCare to different referenced Accounts based on internal business rules.

		KEY

				FHIR Mandatory

				Recommedation (YHCR)

				Clinically Recommended/Approved 





Care plans

		CarePlan		Mandatory		Nice to Have		Comments		Back to summary

		    identifier

		    definition		Yes

		    basedOn

		    replaces

		    partOf

		    status		Yes

		    intent		Yes

		    category		Yes

		    title		Yes

		    description		Yes

		    subject

		    context

		    period		Yes

		    author

		    careTeam

		    addresses

		    supportingInfo

		    goal

		    activity



		        outcomeCodeableConcept

		        outcomeReference

		        progress

		        reference

		        detail

		            category

		            definition

		            code

		            reasonCode

		            reasonReference

		            goal

		            status		Yes

		            statusReason

		            prohibited

		            scheduled[x]

		            location

		            performer

		            product[x]

		            dailyAmount

		            quantity

		            description

		    note

		KEY

				FHIR Mandatory

				Recommedation (YHCR)

				Clinically Recommended/Approved 







Procedures

		Procedure		Mandatory		Nice to Have		Comments		Back to summary

		    identifier

		    definition

		    basedOn

		    partOf

		    status		Yes

		    notDone

		    notDoneReason

		    category		Yes

		    code		Yes

		    subject		Yes

		    context		Yes

		    performed[x]

		    performer

		        role		Yes

		        actor		Yes

		        onBehalfOf		Yes

		    location

		    reasonCode

		    reasonReference

		    bodySite

		    outcome

		    report

		    complication

		    complicationDetail

		    followUp

		    note

		    focalDevice

		        action

		        manipulated

		    usedReference

		    usedCode

		KEY

				FHIR Mandatory

				Recommedation (YHCR)

				Clinically Recommended/Approved 





Assessments

		RiskAssessment		Mandatory		Nice to Have		Comments		Back to summary

		    identifier

		    basedOn

		    parent

		    status		Yes

		    method

		    code

		    subject

		    encounter

		    occurrence[x]

		    condition		Yes

		    performer

		    reasonCode

		    reasonReference

		    basis

		    prediction

		        outcome		Yes

		        probability[x]

		        qualitativeRisk

		        relativeRisk

		        when[x]

		        rationale

		    mitigation

		    note

		KEY

				FHIR Mandatory

				Recommedation (YHCR)

				Clinically Recommended/Approved 





Investigation

		DiagnosticReport		Mandatory		Nice to Have		Comment		Back to summary

		    identifier

		    basedOn

		    status		Yes

		    category		Yes

		    code		Yes

		    subject		Yes

		    context		Yes

		    effective[x]

		    issued

		    performer

		        role

		        actor

		    specimen

		    result		Yes

		    imagingStudy

		    image

		        comment

		        link

		    conclusion

		    codedDiagnosis

		    presentedForm

		KEY

				FHIR Mandatory

				Recommedation (YHCR)

				Clinically Recommended/Approved 





Correspondence

								Back to summary

		PDF

		HTML

		JPEG

		PNG





Related Person

		RelatedPerson		Mandatory		Nice to have		Comment		Back to summary

		    identifier

		    active		Yes

		    patient

		    relationship		Yes

		    name		Yes

		    telecom

		    gender		Yes

		    birthDate

		    address

		    photo

		    period		Yes

		KEY

				FHIR Mandatory

				Recommedation (YHCR)

				Clinically Recommended/Approved 





Practitioner

		Practitioner		Mandatory		Nice to Have		Comment		Back to summary

		 identifier

		    active		Yes

		    name		Yes

		    telecom				Yes

		    address		Yes

		    gender		Yes

		    birthDate

		    photo

		    qualification

		        identifier

		        code

		        period		Yes

		        issuer

		    communication

		KEY

				FHIR Mandatory

				Recommedation (YHCR)

				Clinically Recommended/Approved 





Practitioner Role

		PractitionerRole		Minimun Requirement		Nice to have		Comment		Back to summary

		    identifier

		    active		Yes

		    period		Yes

		    practitioner

		    organization

		    code

		    specialty				Yes

		    location

		    healthcareService

		    telecom

		    availableTime

		        daysOfWeek		Yes

		        allDay

		        availableStartTime

		        availableEndTime

		    notAvailable

		        description

		        during

		    availabilityExceptions

		    endpoint

		KEY

				FHIR Mandatory

				Recommedation (YHCR)

				Clinically Recommended/Approved 





Maturity

		Maturity

		1

		2

		3

		4

		5
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YHCR Service Management Roadmap v5.pptx
System of Systems
 Service Management Roadmap

March 2020







Introduction

System of Systems has been developed incrementally, using an agile methodology and pilot sites

It is now moving into live operations, and Service Management procedures need to be firmed up and formalised

COVID19 is accelerating this process - due to the opportunity to provide vital assistance to the NHS with messages such as the ambulance Transfer of Care

A roadmap for developing the full Service Management approach is therefore needed, consisting of:

An “Early Run” period where basic Service Management provisions are put in place – suitable for limited scope and scale of operations

A transition to the “Enduring Model” which completes the full Service Management provision

This pack further defines these phases, allowing the roadmap to be understood and risks / benefits signed off
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Service Management Roadmap Overview

On Prem

(Rotherham)

Google Cloud Platform

Onboarding

Cyber

Google Cloud Platform

&

Full Service Wrap

Spring 2020

Summer 2020

Autumn 2020







Early Run

Transition

Enduring Model

Winter 2020

2021

Transition Planning

Procurement

6 month breakpoint

Breakpoint



Transition Mgr







Quarterly Milestone Reviews
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Service Model – Early Run (Rotherham On Prem)



Rotherham







Service Desk

Service Model

Hosting

Synanetics



Service Desk



Integration Software Support

Local 1st line Support





Initial triaging by local 1st line support

Service desk, hosting, and full Service Model provided by Rotherham

SoS co-located on existing Rotherham Intersystems messaging infrastructure

Will be used for short-term initial hosting of specific message flows (eg Transfer of Care)

Actions:

Confirm coverage of Service Model, as-per Rotherham-Humber contract agreement

Ensure Service Model fully applied to SoS activities (eg change management, access management etc)

Synanetics provide 3rd line software support to Rotherham for integration issues, including SoS

Reach out to endpoints to resolve external issues

Call-back into Rotherham hosting team if issue turns out to be hardware-related

Actions:

Formalise Synanetics Service Desk – including software

Formalise Incident Management process - to reflect this diagram

Formalise SLAs / OLAs - albeit in non-penalty mode for Early Run

Endpoints

Once GCP Early Run hosting is proven, this on-prem model will be closed down and moved across
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Synanetics

Service Model – Early Run (GCP)



Clinical Portal Provider





Service Desk

Service Model

(Early Run)



Service Desk



Integration Software and Hosting Support

Local 1st line Support





Initial triaging by local 1st line support

Further triaging by clinical portal provider (eg Leeds Care Record etc) to determine whether SoS related

Synanetics provide 3rd line software support for SoS issues

Also support and management of the hosting on GCP (using standard GCP tooling)

Reach out to endpoints to resolve external issues, and Google for 

Also Service Model – prioritised Early Run version

Actions:

Formalise Synanetics Service Desk – including software

Formalise Incident Management process - to reflect this diagram

Formalise SLAs / OLAs - albeit in non-penalty mode for Early Run

Develop Early Run versions of other prioritised ITIL processes (see next page)

Confirm role of Deloitte in granting access and accessing Google support

Google (via Deloitte)



4th line support for issues with Google itself (ie if the standard Google Cloud Platform tools and products are not working properly)

Endpoints





(SoS-related issues)

Rotherham



Initial “thin” layer, passing through SoS (GCP hosted) related incidents to Synanetics

Governance and oversight of tickets and service levels - reporting up to YHCR Programme Board
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Transition Activities – development of Enduring Model

		ITIL Area		Early Run		Enduring Model

		Incident Management		Flowchart defined, based on previous pages		Refine (only if necessary), based on experience

		Request Fulfilment		Service Desk set up with Altassian Service Desk software		Development of supporting materials – eg knowledge base, FAQ etc

		Access Management		Continuation of existing Onboarding process for endpoints
Administration roles defined and formalised
Process for provisioning administration users formalised with Deloitte
Manual process for logging SysAdmin activity		Onboarding process integrated into wider service model
Review and refine based on experience

		Change and Release Management		Definition of roles, and segregation of responsibilities
Environments lockdown
CAB approval
Manual process for logging environment updates
Inventory of components and versions established		Automation of deployments
Full rollback process

		Service Level Management		Provisional SLAs / OLAs, in “trial mode”
Monthly reporting to YHCR Project team		SLAs / OLAs formalised with penalties
Formalisation of reports and metrics
Reporting to new YHCR Service Management organisation

		Operations Management		Basic approach defined – eg based on daily checks and responding to alerts		Approach refined, based on Early Run experience
Runbook of scenarios and responses developed
Development of DR / BC plans

		Security Management		Continuation of existing work with Cyber Security team
Basic remedial actions defined (eg investigate, shutdown endpoint, shutdown SoS)		Security Management incorporated into wider service model
Runbook of scenarios and responses developed

		Compliance Management		Continuation of existing Information Governance and architecture assurance processes		Incorporated into wider service model

		Other ITIL aspects		Not formalised for Early Run		Full review, to define and incorporate all relevant ITIL areas
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YHCR Support Organisation

SoS Supplier Support

Enduring Model?



In-house Clinical Portal Helpdesk







Service Desk

Integration Software and Hosting Support



Service Desk



Local 1st line Support





Initial triaging by local 1st line support

If there is an in-house clinical portal helpdesk (eg Leeds Care Record etc), then further triaging to determine whether SoS related

Supplier selected via procurement - anticipated in late 2020

Integration Software and Hosting support (Evolving roadmap as-per above)

Google



4th line support for issues with Google itself as before

Consider recontracting directly with Google – ie remove Deloitte from the loop for SoS

Endpoints



Role to be confirmed

Scope and remit developing over time Eg:

Managing SoS Supplier Support SLAs

Running the ITIL Service Wrap – including triaging with callout to SoS Supplier Support for technical fixes. (Handover from Synanetics’ Early Run)

Upskilling and performing technical fixes. (Handover from Synanetics’ development work)



(SoS-related issues)
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Clinical Incident Process V.1 YHCR.docx


Clinical Incident Specification 

Clinical Safety and Clinical Safety Officer

This document details the process(s) which should be undertaken to ensure any near miss(s), or incident(s) which are reported, are delegated, managed and resolved appropriately. Clinical safety is the responsibility of all involved within the programme which deals with patient information and/or clinical decision making. 

The Clinical Safety Officer(CSO) is a registered clinician with a governing body and has the appropriate skills and knowledge relating to clinical risk management and clinical safety activities. 

Programmes such as the YHCR own a Hazard Log – this is a working document which is accessible at all times.  

The hazard log details what could go wrong with theYHCR programme, the mitigations currently in place and these hazards are individually scored. This is different to the risk register.

It is vitally important that any incidents & near misses are reported to the Clinical Safety Officer where applicable.

If at all in doubt refer to the product manager or the CSO for clarification. 

Clinical Incident

A clinical incident is any unplanned event which causes, or has the potential to cause, harm to a patient. The YHCR Team are required to report all incidents & near misses so that risks to patient safety are recognised and action is taken to prevent recurrence. These incidents should be referred to the Clinical Safety Officer and Governance Team where applicable.



Near Miss

A near miss in healthcare is an event that might have resulted in harm but the problem did not reach the patient because of timely intervention by healthcare providers, the patient, family, the programme team etc due to good fortune.













Severity vs Likelihood Classification Matrix 

The Severity Assessment Code (SAC) is the method used by any person who has identified an incident, to determine the appropriate action to take on that incident. The score is ascertained by rating the consequence of the incident and its likelihood of occurrence.

		Severity 

		Description 

		Examples:



		Catastrophic

		A critical incident with very high impact

		· The SoS product is down for all users which has led to patient(s) harm.

· Due to one or more product function failure(s) significant harm has come to the patient(s)

· The SoS product has caused data loss or misinterpretation therefore the patient has come to harm or injury  



		Major

		· A major incident with significant impact

		The SoS product has failed to work on one or more occasion for the user 



		Considerable 

		· A Considerable incident which needs to be reviewed 

		A user has misused the SoS product leading to an incident 

Information is incorrect within the SoS Product leading to an incident 



		Significant

		· A significant incident 

		The SoS product has led to an incident which may not be relevant to patients however still needs assessing 

Poor training led to misunderstanding of SoS product



		Minor

		· A minor incident with low impact

		No patients were harmed or injured however a near miss was logged 

Feedback for SoS product design due to business process identified from users 













		Likelihood Category

		Description



		Very high

		Certain or almost certain; highly likely to occur again either immediately or within a short period of time 



		High

		Not certain but very possible; reasonably expected to occur in the near future and/or the majority of cases



		Medium

		Possible will occur 



		Low

		Could occur but in the great majority of occasions



		Very low

		Negligible or nearly negligible possibility of occurring





Likelihood – what is the probability this will happen again 





		Likelihood

		[bookmark: RANGE!C2:C6]Very High

		3

		4

		4

		5

		5



		

		High

		2

		3

		3

		4

		5



		

		Medium

		2

		2

		3

		3

		4



		

		Low

		1

		2

		2

		3

		4



		

		Very Low

		1

		1

		2

		2

		3



		

		

		[bookmark: RANGE!D7:H7]Minor

		Significant

		Considerable

		Major

		Catastrophic



		

		

		Severity





Likelihood vs Severity Score- above



Action Required:

		Score

		Action Required:



		SAC-5

		Immediate Action required, refer to Governance Team/OCC Product Team responsible and Clinical Safety Officer 



		SAC-4

		Action required within 48 hours, refer to Clinical Safety Officer and to Senior Management.



		SAC-3

		Refer to the Clinical Safety Officer to review and make OCC product team aware if applicable 



		SAC-2

		Complete usual incident/complaint process and flag to Clinical Safety officer to note



		SAC-1

		Complete usual incident/complaint process and log for future review by Clinical Safety Officer and relevant team





Clinical Safety Activities.



Once an incident or near miss has been reviewed and scored by the YHCR programme team it will then be forwarded to the Clinical Safety Officer for review.  There are several activities which will take place. Please see the diagram below. 

[image: ]



Further Information:

All clinical Incidents and/or near misses scored 3 and above require further investigation by the Clinical Safety Officer with the YHCR programme team and Synanetics in monthly clinical safety meetings. These will also be considered for the YHCR SoS clinical hazard log and where applicable further mitigations applied.

 

Author: Rebecca Wilson Clinical Safety Officer 
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Clinical Safety Closure Report YHCR SofS wave 1 v0.3.docx
Clinical Safety Case Report YHCR SofS -Wave 1
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Introduction

The Yorkshire and Humber Care Record (YHCR) is the brand identity for a set of products and capabilities which are managed by the Yorkshire and Humber Care Team. The development of these was instituted by the Local Health & Care Record Exemplar programme (LCHRE) under which NHS England awarded the Yorkshire and Humber region funding to improve interoperability between health care systems operating in the region. The number and scope of the products and capabilities is evolving but they are broadly aligned to:

· Improving access to care records in the provision of direct care.

· Improving access to clinical and social care data for the purpose of population health management.

· Engaging the citizen in their care, health and well-being.

At the core of the Yorkshire and Humber Care is the System-of-Systems – a set of software components which facilitate secure access by data consumers to data held by data providers. In essence, the System-of-Systems is integration middleware. This Clinical Safety Report is only in relation to the SofS.

[bookmark: _Toc490478254]System Definition / Overview

The System-of-Systems will be deployed in three distinct phases:

Phase 1 – Rapid Start:	A minimum viable product, co-hosted with the Rotherham Trust Integration Engine, targeted at well defined, low volume, use cases involving a small number of participants.

Phase 2 – Transitionary:	Functionally evolving product, hosted partially on a dedicated integration engine with migration to cloud based micro services, supporting the requirements of a growing number of participants.

Phase 3 – Operation at Scale:A functionally mature product, architected and hosted in the cloud, operating at high volume with participation from all major health & care organisations.

For the purpose of this report we are referring to phase 1 only. 

The System-Of-Systems (SofS) is being developed by the Yorkshire and Humber Care Team using several third-party system integrators. The phase 1 minimum viable product was developed by Synanetics Ltd under assurance from the Yorkshire and Humber Care Team.

In the future, different organisations may be awarded contracts to develop and maintain different components of the System-Of-Systems and the product will have multiple manufacturers however Synanetics Ltd are the middleware integrators for phase 1. 

The Yorkshire and Humber Care Team have worked with Synanetics to ensure that they comply with the clinical safety requirements DCB 0129 and this clinical assurance will be maintained by the various trusts on-boarded into wave 1 and there is a clear demarcation of responsibility between them for maintaining their hazard log and implementing the documented risk control and mitigation techniques in the future.





For the deployment of phase one there are wave 1 sites on-boarded, the aim is for specific use cases which have been developed by the programme team and agreed by the sites to be rolled out initially. The first 5 sites will go-live with the ability to see the information intended. Rotherham is the host of data and once a site has passed all the assurance processes then the data provider will be switched on, this will enable the data consumer to view their intended use case. They are four types of Data transfer, The wave 1 sites will use different messaging techniques and this is detailed in the diagram below. 



[image: ]

The above diagrams shows the Wave 1 sites, the messages used and the flow of data from the data provider and into the data consumers. 





Synchronous Query:	A data consumer requests data from the System-of-Systems, which services it in real-time from data providers, and issues the results over same connection on which the request was made. The method is explained further in the design paper for the FHIR Aggregator.
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Synchronous queries will typically be used by clinical software to access regional data in the context of a patient for the purpose of direct care. The data will inform a clinician of health and care providers’ contact with the patient outside of the care setting in which they operate. Data content will include:

· medications prescribed, stopped and administered;

· vital sign measurements;

· test orders and results including but not limited to: pathology, radiology endoscopy, audiology, and ophthalmology;

· problems and diagnoses;

· care plans;

· allergy Intolerances;

· clinical notes;

· historic encounters;

· appointments;

· demographics.

























Asynchronous Query: A data consumer requests data from the System-of-Systems which acknowledges the request and drops the connection. The request is deferred to data providers which the System-Of-Systems periodically polls and collects results as they are ready. The data consumer polls the System-of-Systems and ultimately collects an aggregated result set. The method is explained further in the design paper for the FHIR Aggregator.

[image: ]

Asynchronous queries allow a data consumer to issue complex or high-volume queries to a data provider which can not be serviced in real time. The asynchronous nature of the service means that it is not well suited to on-demand use and the service will be used primarily for acquiring data in bulk for subsequent processing. At the time of writing the only immediately foreseeable user of this service is the population health management (PHM) platform. However, future uses for the purpose of direct care can be anticipated.

Use cases for population health management include:

· risk stratification;

· identification of correlations in condition development and treatment regime, socio-economic, lifestyle, and other factors;

· service planning.

Data content in query results could include:

· medications prescribed, stopped and administered;

· vital sign measurements;

· test orders and results including but not limited to pathology, radiology endoscopy, audiology and ophthalmology;

· problems and diagnoses;

· care plans;

· allergy Intolerances;

· clinical notes;

· historic encounters;

· appointments;

· demographics.



Subscriptions:	A data consumer issues to the Systems-of-Systems a request for data which matches a search criterion. The request is deferred to data providers which send data, as they arise, to the System-of-Systems over a synchronous connection. The System-of-Systems passes on data that it receives to data consumers over a similar synchronous connection. Subscriptions continue to operate until they are cancelled. The method is explained further in the design paper for the Subscriptions Infrastructure.
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Subscriptions will typically be used by clinical software to notify care settings of an interest in categories of clinical events and for them to receive notification of occurrences of these events. Subscription will often, but not exclusively be in relation to a cohort of patients. Examples of these use cases could be:Alerting systems where clinicians are informed of subscription events for patients they treat;

· Dashboards displaying real-time statistics of how healthcare services are currently being used;

· Safeguarding 

· Algorithms monitoring trends in data points e.g. blood pressure / platelet count in order to promote intervention in care;

· Analytical tooling used for population health management and research purposes acquiring data required for study purposes.

Data content contained in the subscription notification could include:

· medications prescribed, stopped and administered;

· vital sign measurements;

· test orders and results including but not limited to pathology, radiology endoscopy, audiology and ophthalmology;

· problems and diagnoses;

· care plans;

· allergy Intolerances;

· clinical notes;

· historic encounters;

· appointments;

· demographics.

Transactional Messaging: A data provider uses the System-of-Systems to deliver a transaction to a data consumer. Messaging is reliable in that the data consumer is required to issue an acknowledgement and the data provider will resend messages for which no acknowledgement is received. The method is explained further in the design paper for the Reliable Messaging Infrastructure.

[image: ]

Transactional messages will typically be used by care settings to exchange transactions representing clinical evens. Examples include:

· referrals of patients receiving cancer care between oncology centres;

· transfer of care from an ambulance to an emergency department;

· transfer of correspondence and / or between organisations;

The mechanism ensures guaranteed, secure delivery of valid messages between organisations.

Message content will include:

· patient demographics;

· appointment and encounter details;

· details of care provided;

· clinical observations and test results.





















[bookmark: _Toc490478255]Clinical Risk Management System

The Yorkshire & Humber Care Record (YHCR) programme has a clinical safety officer and clinical lead as well as other clinicians involved in the programme, the various CCIOs and clinical leads from the wave 1 sites have formed a Clinical & Technical Design Authority group. The Clinical Risk Management System which applies to this YHCR programme is currently held by NHS Humber Teaching Foundation Trust. (see ref 6) All on boarded sites that are on boarded or wish to on-board into the SofS would be required to submit their clinical safety report which should include their own clinical risk management system.

[image: ]



Above is the Clinical Management Framework YHCR uses in regards to their clinical risk management.  

















Outlined below are the named CIO’s, CCIO’s and CSO’s for each of the on-boarded sites for wave 1:

[image: ]

The above personnel are responsible for the clinical assessment, testing and assurance of their own use case(s), clinicians and patients within the SofS element of the YHCR programme. 



The Clinical Safety Officer will retain overall responsibility for the following activities: 

· approval of the Clinical Risk Management Plan to confirm that the plan is appropriate and achievable in the context of the Healthcare IT System development and modification

· ensure that clinical risk management activities are completed in accordance with the Clinical Risk Management Plan 

· review and approval of all safety documentation including Clinical Safety Case Reports and Hazard Logs

· review of evidence in the Clinical Risk Management File to ensure it is complete and supports the Clinical Safety Case Report

· provide recommendation to Top Management regarding whether the Health IT System is safe to release

· raise any unacceptable safety risks to Top Management



[bookmark: _Toc490478256]Clinical Risk Analysis

The Hazard log included in this document( ref 9 ) outlines the hazards identified regarding the SofS , these have been scored and risks mitigated accordingly. Please see the Hazard log section for any high risk identified hazards. 

The data will inform clinical decisions therefore a thorough clinical safety assessment and review must be carried out at each site on-boarding. They are responsible for their own clinical testing, scenario building, training and guidance to end users, service management and incident reporting. 

The wave 1 sites and any other sites wishing to on-board to the SofS have and must pass various assurance gateways, some of these include:



1- Information Governance

2- Cyber Security

3- Technical Architecture 

4- Clinical Assurance Process 



The clinical assurance process ( ref 6 ) has been developed and a framework outlining the process which must be followed by each site wishing to on board with the SofS. Each site has had to self-declare they are compliant with Clinical Safety and once passed the assurance gates then a Clinical Authority To Release certificate has been/will be awarded. 
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Above is a diagram showing the clinical input into each stage of the testing and on-boarding process. 





















Below is a table of Use Cases, for the purpose of wave one, only the use cases highlighted in red are permitted to go-live between sites, however further testing may be performed during the go-live period of the remaining use cases to determine system co-operation in preparation for future roll-out :

		 

		Clinical Outcome

		Doncaster

		Roterham

		Leeds

		YAS

		Humber

		N. Yorks

		Ref.

		Use Cases



		1

		Doncaster patient encounters visible in the Rotherham Care Record

		Out

		In

		 

		 

		 

		 

		1

		Live Doncaster encounter records exposed over the FHIR proxy



		

		

		

		

		

		

		

		

		1

		The creation of a user interface screen within EPR to display a list of Doncaster encounters for a given patient NHS number



		2

		Rotherham Patient Encounters visible in the Leeds Teaching Hospitals Care Record (PPM+)

		 

		Out

		In

		 

		 

		 

		2

		Live Rotherham Encounter records exposed over the FHIR proxy.



		

		

		

		

		

		

		

		

		2

		The creation of a user interface screen within PPM+ to display a list of Rotherham Encounters for a given Patient NHS Number.



		3

		Ambulance Transfer of Care records visible in the Doncaster Care Record

		In

		In

		 

		Out

		 

		 

		3

		Live Ambulance Transfer of Care records exposed over the FHIR proxy



		

		

		

		

		

		

		

		

		3

		The creation of a user interface screen within Doncaster’s Care Record to display an Ambulance Transfer of Care for a given Patient NHS Number



		4

		Humber FT Mental Health Care Crisis Plans visible in the Yorkshire Ambulance Service Care Record

		 

		 

		 

		In

		Out

		 

		4

		Live Mental Health Care Crisis Plan records exposed over the FHIR proxy



		

		

		

		

		

		

		

		

		4

		The creation of a user interface screen within Yorkshire Ambulance Service Care record to display a Mental Health Care Crisis plan for a given Patient NHS Number.



		5

		Rotherham Do Not Attempt Resuscitation (DNAR) status visible in the Yorkshire Ambulance Service Care Record

		 

		Out

		 

		In

		 

		 

		5

		Live DNAR status records exposed over the FHIR proxy



		

		

		

		

		

		

		

		

		5

		The creation of a user interface screen within Yorkshire Ambulance Service Care record to display the DNAR status for a given Patient NHS Number



		6

		Rotherham Inter Provider Cancer Transfer form visible in Leeds Teaching Hospitals PPM+ 

		 

		Out

		In

		 

		 

		 

		6

		Live Rotherham Inter Provider Transfer forms exposed over the FHIR proxy.



		

		

		

		

		

		

		

		

		6

		The creation of a user interface screen within PPM+ to display an Inter Provider Cancer Transfer form for a given Patient NHS Number



		7

		Humber FT Social/Mental Health Care Teams informed of “Frequent Flyer” attendances at Yorkshire Ambulance Service

		 

		 

		 

		Out

		In

		 

		7

		Emergency 999 ambulance encounters published from the YAS EPR as soon as the encounter begins



		

		

		

		

		

		

		

		

		7

		Email/dashboard sent to nominated care team at Humber FT



		8

		Yorkshire Ambulance Service informed of the outcome of Emergency Department attendances at Rotherham

		 

		Out

		 

		In

		 

		 

		8

		Emergency Department attendances published from Rotherham’s Care Record upon completion



		

		

		

		

		

		

		

		

		8

		Attendance data sent to Yorkshire Ambulance Service’s information/quality and performance team.



		9

		Social Care Plans visible in the Yorkshire Ambulance Service Care Record

		 

		 

		 

		In

		 

		Out

		9

		Live Social Care Plan records exposed over the FHIR proxy



		

		

		

		

		

		

		

		

		9

		The creation of a user interface screen within Yorkshire Ambulance Service Care record to display a Social Care plan for a given Patient NHS Number









Phase 1 Wave 1 number of users and patients (average-provided by sites) involved in the initial roll out are as follows :–



1) Use case 2- Rotherham patient details to Leeds is 50 patients and 5 Leeds Teaching Hospital Trust clinicians initially 



2) Use case 3- YAS to Leeds (Transfer of Care) will be a webpage showing YAS fields, in addition to existing process (symphony and YAS EPR is current process) - 100 patients a month and 20 Doncaster clinicians



3) Use case 4- Humber FT Mental Health Crisis Plan -> YAS will be dependent on the numbers of patients with a crisis plan, against the entire YAS call centre -500 crisis plans, and 10% encounter YAS each month - 50 patient plans viewed a month by 50 YAS call centre staff.

The above numbers are averages although show the small amount of numbers anticipated In the first wave of the phase. 



It has been decided that a small number of users will initiate the live service and gradually build up over time once assurance has been confirmed and no further hazards /risks identified. If however an instance occurs when a clinical safety issue arises then the fall-back solution will be initiated. Each site has been informed of the process and the escalation of risks and issues to the programme team. In the event that a serious incident occurs the SofS will be switched off and original process resumed until such a time it can be resolved. All parties involved with be informed and is detailed in the service management agreements.

Rotherham is the host for the data and they will be responsible for the service management until Google cloud transition is compete. This is expected to be completed by March 2020.









 

Integrated Care Record - Design Assurance

 

There are 3 major technical components for YHCR Design Assurance:

 

1. Data Providers 

1. Data Consumers 

1. System of Systems

 

each of these components will be subject to assurance of the technical solutions, that is each end point and organisation will need to have their Software Solution Assured.

 

The primary objectives of the assurance are : i) to ensure YHCR receives from its suppliers solutions that are fit for purpose, ii) that the overall solution is fit for purpose, e.g. scalable, resilient, performant etc.



The Cyber Security Framework 

This provides a structure and reference to how Cyber Security will be applied and measured against appropriate security standards, e.g.

· UK Gov - Cyber Essentials scheme

· UK Gov - NIS Regulation (the technical side of GDPR)

· NHS Digitals - Data Security and Protection Toolkit (DSPToolkit)



These standards ensure that appropriate and auditable security is applied and reportable. 

 

Service Management



Service management will be performed by the Rotherham service desk in the first instance and then once hosted by Google Cloud this will change. Synanetics will provide "early life " support,  until the  strategic service is enabled early next year. (ref 4)



Any incidents that may arise are triaged as potential clinical safety incidents by appropriately experiences staff (e.g. healthcare or information technology professionals). Clinical safety incidents will be referred to the YHCR Clinical Safety Team. 



[bookmark: _Toc490478258]Clinical Risk Control

The YHCR programme has thorough clinical risk control and ensures that each on-boarded site have followed the Clinical Assurance Process (ref 6). Incident management and Service management must be in place for all sites. Staff trained to ensure uniformity with system usage and the acknowledgment and reporting of any risks, issues, incidents. 

A programme Hazard log is held and any existing and new hazards to be recorded and mitigated and where applicable disseminated to other sites. 

Workshops, meetings and forums will be held where necessary to identify, review and evaluate any existing or new risks. 

YHCR have clear guidelines to ensure that all sites on-boarding are compliant and self-declare there are responsible for their clinical safety. 



[bookmark: _Toc490478259]Hazard Log

This includes the following components: - 

· Hazard identification

· Description of patient safety consequences

· Explanation of hazard causes and contributory conditions

· Identification of existing mitigating controls

· Estimation of clinical risk

· Identification of participating personnel

YHCR and Synanetics performed a hazard workshop which identified hazards, these have been scored using the NHS Digital risk Matrix. The hazards were scored initially for all three messaging groups, asynchronous messages have been excluded from this assessment as this will not be going live in wave 1. 

The hazards were scored and then the residual risk scored, for the majority of which the score did not alter. However these hazards are transferable between sites which are on-boarded therefore once reviewed by the CSO and site the hazard should be reflected in their own hazard log and controls applied. Once the controls and mitigations are applied their individual residual risk should be lower than the initial risk score. 

Please note: The Asynchronous Query tab is currently hidden in the hazard log as this is not applicable for Wave 1. The hazards identified and scored at 3 MUST be considered by the on-boarded sites and any site wishing to on-board and additional controls/mitigations added to their own Hazard log. 

[image: Screen Clipping]YHCR use the ALARP principle in the evaluation of risk management . See diagram below.



The table bellows indicates the high level hazards identified and have a risk score of 3, these hazards must be considered by all on boarded sites and mitigations applied to reduce the risk to an acceptable score. 

		Synchronous Query

1.5

		Service is Unavailable, or Access is Denied

		A data consumer is either unable to connect to the System of Systems or their connection is rejected. Care professionals are unable to access data about their patient or client which is held by care settings other than their own

		Use of the System-of-Systems is limited to 5 participants with point to point data access requirements. The information available is new to clinicians and established care practises have operated until recently without access to regional data. Clinicians will revert easily to previous ways of working. 
Client software will be aware of a dropped connection and will be able to inform clinicians that a fault has occurred. Clinicians will be able to distinguish no data being available from a fault preventing access.

		planned maintenance results in downtime.

		Maintenance is controlled by a Change Advisory Board 
Any maintenance requiring downtime will be scheduled outside of peak operational hours



		Synchronous Query

2.1

		Query Results are Corrupted

		Data returned from the System of Systems to a data consumer are not reflective of data supplied by data providers.

		Clinicians are making decisions based on data returned by the System of Systems. Data corruption may be subtle and undetectable by the clinician. The wrong decision could adversely impact the care of a patient. Use of the System-of-Systems is limited to 5 participants and the impact will be localised.

		Possible cause: a software fault corrupts FHIR resources in transit.

		Corruption to the structure of FHIR resources will result in them being unreadable by client software. Guidance provided to data consumers recommends that the end-user is informed of detectable data errors so reducing the possibility of misinformed decision.
FHIR resources can optionally be validated against schemas and coding systems prior to release by the System of Systems. Validation is enabled after any software upgrade or after on boarding a participant.
Software is coded to a design which minimises manipulation for resource content to a few essential operations.







		Subscriptions

9.4

		Service is Unavailable, or Access is Denied

		New subscriptions cannot be registered by data consumers. Data providers are unable to send notification of an event matching a subscription

		There are only a few use cases among the pilot organisations which rely on subscriptions. Of these only one is time critical: notification to a metal health care team that a ‘frequent-flyer’ has contacted 111 or 999. The impact of a subscription notification not reaching the care team has low clinical impact: a patient is unnecessarily attended to by an ambulance. Non-time critical subscription usage is not impacted so long as data is not lost due an outage and the outage is resolved within a few hours.

		: a software update introduces a fault

		Software changes are controlled by a Change Advisory Board. All changes must be accompanied by a remediation plan.
Software is subjected to continuous integration testing which highlights regressive behaviour.
Software source code is maintained in a public source code repository. Problematic changes can be easily backed out.



		Subscriptions 9.5

		Service is Unavailable, or Access is Denied

		New subscriptions cannot be registered by data consumers. Data providers are unable to send notification of an event matching a subscription

		There are only a few use cases among the pilot organisations which rely on subscriptions. Of these only one is time critical: notification to a metal health care team that a ‘frequent-flyer’ has contacted 111 or 999. The impact of a subscription notification not reaching the care team has low clinical impact: a patient is unnecessarily attended to by an ambulance. Non-time critical subscription usage is not impacted so long as data is not lost due an outage and the outage is resolved within a few hours.

		planned maintenance results in downtime

		Maintenance is controlled by a Change Advisory Board 
Any maintenance requiring downtime will be scheduled outside of peak operational hours



		Subscriptions 11.3

		Subscriptions or notifications are lost in transit

		Subscriptions are either not dispatched by the System-of-Systems to relevant data providers or subscription results are not returned to subscribing data consumers. The effect being that the notifications which are expected by a data consumer do not arrive.
Patient-centric subscriptions should be dispatched to all data providers who have registered contact with the patient with the System of Systems. Other subscriptions should be dispatched to all data providers. Any deviation from this rule is incorrect behaviour and will result in lost data.
Subscription results received by the System-of-Systems should be dispatched to all data consumers making the subscription.

		Use cases are targeted at process improvement rather than informing clinical decisions. Incorrect subscription dispatch will result in events not being communicated to data consumers. This might lead to inefficiencies in clinical processes but will have low impact on patient safety.

		: a misconfiguration at a data provider causes the data provider to register their patient contact with a different provider. As a consequence patient centric subscriptions are registered with the wrong provider

		An on boarding process validates that that PIX registrations are being made correctly at the point of go-live.







		Transactional Messaging 13.5

		Service is Unavailable, or Access is Denied

		A data provider is either unable to connect to the System-of-Systems or their connection is rejected. The System-of-Systems cannot be used to dispatch a message or send an acknowledgement. The designation of the Systems of Systems transactional messaging pattern as unreliable places responsibility on participants to operate persistent message queues.  If a message or acknowledgement cannot be dispatched via the System-of-Systems, then the message will be held by the dispatcher in a persistent queue and dispatch will be reattempted sometime later. Transient loss of service will cause a delay in message delivery but not message loss

		The first wave pilots have 2 use cases for transactional messaging:
• the delivery of a transfer of care from an ambulance to an emergency department;
• the referral of a cancer patient from a secondary to a tertiary care provider.
The first of these use cases is time sensitive in that the transfer of care should arrive in ED before the patient. Delay in dispatching the acknowledgement has no clinical impact.
If the transfer of care does not arrive then the handover will follow existing procedures involving extracting a PDF from the ambulance system and uploading it to the ED system. This might result in a delay in care being provided to a patient in a critical condition.
There will be no impact of a transient outage lasted less than a few hours for the second use case.

		Planned maintenance results in downtime

		Maintenance is controlled by a Change Advisory Board 
Any maintenance requiring downtime will be scheduled outside of peak operational hours



		Transactional Messaging 14.1

		Messages are Corrupted

		Transactional data provided via the System-of-Systems to a data consumer is not reflective of data supplied by data providers. Transactions are typically used notify clinicians at one care setting of care provided at another. Corruption to the structure of data will likely render the transaction un-processable. Receiving systems will report an error and corrective action undertaken. More subtle corruption of data may be undetectable and lead to incorrect interpretation of the transaction

		The 2 use cases of the first wave care are orientated to the provision of direct care and so any subtle corruption of data could result in inappropriate care being provided with serious clinical consequences. Structural corruption which leaves a transaction un-processable will impact the time critical use case severely and result in clinicians reverting to contingency processes.
For non-time critical use cases there would be an opportunity to respond to the problem and correct the data but would add additional load on to clinicians

		a software fault corrupts message content in transit

		The message pathway for transactional messaging does not manipulate message content. The body of message is treated as an atomic unit and is delivered to a recipient in the form that it was received by the System of Systems. Corruption is unlikely.
Sysstem testing has been targeted to testing known use cases.
A service desk operates and will respond to issues encountered by message recipients. 24x7 support arrangements are in place.







For Synchronous Query they are 6 hazards scored at low, 7 at medium and 2 at high.

Subscriptions messages have 4 hazards scored at low, 11 medium and 3 at high.

Transactional Messaging have 2 hazards scored at low 9 at medium 2 at high.

Please see the whole Hazard log for full details (ref 9)

[bookmark: _Toc490478260]Tests

Technical Assessments have been performed prior to testing from a data provider, data consumer and SofS perspective. 







FHIR categories per site are as detailed below.

[image: ]

Each site has aligned their configuration with specific FHIR categories that are aligned to the PRSB.





The above document details the various FHIR tests that should be performed to ensure the systems are compatible. Various testing from the sites involved have been performed by the technical architects throughout the project and any issues reported and recorded on JIRA. 

JIRA (a proprietary issue tracking product developed by Atlassian that allows bug tracking and agile project management) to manage the issues, development suggestions and changes. The Health Organisation can log issues directly within Jira. These are then triaged within Synanetics support function for resolution according to the service level agreements. The Health Organisation can view the live status of raised issues within Jira and review updates or the planned fix sprint details. The Health Organisation can produce extracts from Jira of all issues raised by their organisation for the purpose of reporting.



Any incidents that may arise are triaged as potential clinical safety incidents by appropriately experiences staff (e.g. healthcare or information technology professionals). Clinical safety incidents will be referred to the YHCR CSO for assessment. 







The above document details the data flows between data providers and consumers between the regional infrastructure. 

[bookmark: _Toc490478261]Summary Safety Statement

This report details and evidences the level of assurance performed by the YHCR programme, aside to this is the Information governance arrangements for the sharing of personal data in regards to direct care. The cyber security assurance process, the technical assessments, the FHIR resource tests created by Synanetics. Synanetics having their own assurance processes as a third party middleware integrator.  The service management in place for incident reporting and escalation. All the assurance gateways feed into clinical safety and it is believed the release of SofS wave 1 does not introduce any new known defects to the applications to end users or greater risk to patients in the application of clinical practice through pilot (live) functionality.

The clinicians at the sites should have performed their own User Acceptance Testing and this should be detailed in their individual clinical safety report(s) DCB 0160. The clinical assurance process must have been followed and the CATR certificates issued to the sites which have completed the stages. If all detailed is complete then the SofS wave 1 would be clinically safe to go live for the three use cases in the 5 sites detailed. Close monitoring of the pilot sites post go-live is integral before any further increase in deployment to other users and sites. 

[bookmark: _Toc490478262]Quality Assurance and Document Approval

YHCR have a firm governance structure in place.  Regular team meetings to review scope and raise risks and issues, work stream leads provide a fortnightly update.  This group reports to the Delivery Board who assure the programme progress and action any risks and issues impacting on the programme delivery; this board has representatives from across the region from all STP/ ICS.  The Delivery Board report up to the regional Digital Care Board made up of senior executives from across the region.



[image: ]



Above is a diagram of the governance arrangements for the programme.





[bookmark: _Toc490478263]Configuration Control / Management

Synanetics are responsible for the change and configuration controls and management as the middleware integrators. Any system changes or additional functions would still be passed through he programme team for agreement and approval. As shown in the clinical assurance process (Ref 6) the clinical safety team would also review and assure and changes or new functions.  

























































Appendix 1



Hazard Consequence definitions

		Consequence Classification

		Interpretation

		Number of Patients Affected



		Catastrophic

		Death 

		Multiple



		

		Permanent life-changing incapacity and any condition for which the prognosis is death or permanent life-changing incapacity; severe injury or severe incapacity from which recovery is not expected in the short term

		Multiple 



		Major

		Death

		Single 



		

		Permanent life-changing incapacity and any condition for which the prognosis is death or permanent life-changing incapacity; severe injury or severe incapacity from which recovery is not expected in the short term

		Single 



		

		Severe injury or severe incapacity from which recovery is expected in the short term

		Multiple 



		

		Severe psychological trauma

		Multiple 



		
Considerable

		Severe injury or severe incapacity from which recovery is expected in the short term

		Single 



		

		Severe psychological trauma

		Single 



		

		Minor injury or injuries from which recovery is not expected in the short term.

		Multiple 



		

		Significant psychological trauma.

		Multiple 



		
Significant

		Minor injury or injuries from which recovery is not expected in the short term.

		Single 



		

		Significant psychological trauma

		Single 



		

		Minor injury from which recovery is expected in the short term

		Multiple 



		

		Minor psychological upset; inconvenience

		Multiple 



		Minor

		Minor injury from which recovery is expected in the short term; minor psychological upset; inconvenience; any negligible severity

		Single 









Appendix 2

		Likelihood Category

		Interpretation



		Very high

		Certain or almost certain; highly likely to occur



		High

		Not certain but very possible; reasonably expected to occur in the majority of cases



		Medium

		Possible



		Low

		Could occur but in the great majority of occasions will not



		Very low

		Negligible or nearly negligible possibility of occurring







Appendix 3

		Likelihood

		[bookmark: RANGE!C2:C6]Very High

		3

		4

		4

		5

		5



		

		High

		2

		3

		3

		4

		5



		

		Medium

		2

		2

		3

		3

		4



		

		Low

		1

		2

		2

		3

		4



		

		Very Low

		1

		1

		2

		2

		3



		

		

		[bookmark: RANGE!D7:H7]Minor

		Significant

		Considerable

		Major

		Catastrophic



		

		

		Severity







Appendix 4



		5

		Unacceptable level of risk



		4

		Mandatory elimination of hazard or addition of control measure to reduce risk to an acceptable level



		3

		Undesirable level of risk. Attempts should be made to eliminate the hazard or implement control measures to reduce risk to an acceptable level. Shall only be acceptable when further risk reduction is impractical



		2

		Acceptable where cost of further reduction outweighs benefits gained or where further risk reduction is impractical



		1

		Acceptable, no further action required
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Data Coordination Board

This information standard (DCB0129) has been approved for publication by the
Department of Health and Social Care under section 250 of the Health and Social
Care Act 2012.

Assurance that this information standard meets the requirements of the Act and is
appropriate for the use specified in the specification document has been provided by
the Data Coordination Board (DCB), a sub-group of the Digital Delivery Board.

This information standard comprises the following documents:

¢ Requirements Specification
e Implementation Guidance
e Change Specification.

An Information Standards Notice (DCB0129 Amd 24/2018) has been issued as a
notification of use and implementation timescales. Please read this alongside the
documents for the standard.

The controlled versions of these documents can be found on the NHS Digital website.
Any copies held outside of that area, in whatever format (e.g. paper, email
attachment), are considered to have passed out of control and should be checked for
currency and validity.

Date of publication: 7 June 2018
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Glossary of Terms:

Term

Definition

Clinical Safety Officer
(previously referred to as
Responsible Person)

Person in a Manufacturer’s organisation responsible for ensuring the
safety of a Health IT System in that organisation through the
application of clinical risk management.

Clinical risk

Combination of the severity of harm to a patient and the likelihood of
occurrence of that harm.

Clinical risk analysis

Systematic use of available information to identify and estimate a risk.

Clinical risk control

Process in which decisions are made and measures implemented by
which clinical risks are reduced to, or maintained within, specified
levels.

Clinical risk estimation

Process used to assign values to the severity of harm to a patient and
the likelihood of occurrence of that harm.

Clinical risk evaluation

Process of comparing a clinical risk against given risk criteria to
determine the acceptability of the clinical risk.

Clinical risk management

Systematic application of management policies, procedures and
practices to the tasks of analysing, evaluating and controlling clinical
risk.

Clinical Risk Management
File

Repository of all records and other documents that are produced by
the clinical risk management process.

Clinical Risk Management
Plan

A plan which documents how the Manufacturer will conduct clinical risk
management of a Health IT System.

Clinical Risk Management
Process

A set of interrelated or interacting activities, defined by the
Manufacturer, to meet the requirements of this standard with the
objective of ensuring clinical safety in respect to the development and
modification of a Health IT System.

Clinical safety

Freedom from unacceptable clinical risk to patients.

Clinical Safety Case

Accumulation and organisation of product and business process
documentation and supporting evidence, through the lifecycle of a
Health IT System.

Clinical Safety Case
Report

A report that presents the arguments and supporting evidence that
provides a compelling, comprehensible and valid case that a system is
safe for a given application in a given environment at a defined point in
a Health IT System’s lifecycle.

Harm Death, physical injury, psychological trauma and/or damage to the
health or well-being of a patient.

Hazard Potential source of harm to a patient.

Hazard Log A mechanism for recording and communicating the on-going

identification and resolution of hazards associated with a Health IT
System.

Health Organisation

Organisation within which a Health IT System is deployed or used for a
healthcare purpose.
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Health IT System

Product used to provide electronic information for health or social care
purposes. The product may be hardware, software or a combination.

Initial clinical risk

The clinical risk derived during clinical risk estimation taking into
consideration any retained risk control measures.

Intended use

Use of a product, process or service in accordance with the
specifications, instructions and information provided by the
manufacturer to customers.

Issue The process associated with the authoring of a document. This
process will include: reviewing, approval and configuration control.

Likelihood Measure of the occurrence of harm.

Lifecycle All phases in the life of a Health IT System, from the initial conception
to final decommissioning and disposal.

Manufacturer Person or organisation with responsibility for the design, manufacture,
packaging or labelling of a Health IT System, assembling a system, or
adapting a Health IT System before it is placed on the market and/or
put into service, regardless of whether these operations are carried out
by that person or on that person's behalf by a third party.

Patient A person who is the recipient of healthcare.

Patient safety

Freedom from harm to the patient.

Post-deployment

That part of the lifecycle of a Health IT System after it has been
manufactured, released, deployed and is ready for use by the Health
Organisation.

Procedure Specified way to carry out an activity or a process.

Process Set of interrelated or interacting activities which transform inputs into
outputs.

Release A specific configuration of a Health IT System delivered to a Health

Organisation by the Manufacturer as a result of the introduction of new
or modified functionality.

Residual clinical risk

Clinical risk remaining after the application of risk control measures.

Safety incident

Any unintended or unexpected incident which could have, or did, lead
to harm for one or more patients receiving healthcare.

Safety Incident
Management Log

Tool to record the reporting, management and resolution of safety
incidents associated with a Health IT System.

Severity

Measure of the possible consequences of a hazard.

Third party product

A product that is produced by another organisation and not by the
Health IT System manufacturer. Examples include operating systems,
library code, database and application servers and network
components.

Top Management

Person or group of people who direct(s) and control(s) an organisation
and has overall accountability for a Health IT System.

Copyright © 2018 NHS Digital
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1 Overview

1.1 Summary

It is widely accepted that the provision and deployment of Health IT Systems within the
National Health Service (NHS) can deliver substantial benefits to NHS patients through the
timely provision of complete and correct information to those healthcare professionals that
are responsible for administering care.

The use of such Health IT Systems is becoming increasingly widespread and the functionality
is becoming more sophisticated. However, it must be recognised that failure or incorrect use
of such systems have the potential to cause harm to those patients that the system is
intended to benefit.

The purpose of this standard is to promote and ensure that effective clinical risk management
is carried out by organisations that are responsible for developing and modifying Health IT
Systems. This purpose is achieved through the presentation of a set of requirements.

Within this standard the term ‘clinical risk’ is used to emphasise that the scope is limited to
the management of risks related to patient safety as distinct from other types of risk such as
financial.

Clinical risk management may be conducted within the context of an overall risk management
system operated by the Manufacturer and any wider health information governance
processes. Wherever practical, existing risk management processes would be adapted and
used to address the requirements of this standard.

The extent of clinical risk management needs only to be commensurate with the scale,
complexity and level of clinical risk associated with the deployment. The Manufacturer's
clinical risk management processes should be flexible to facilitate this.

This standard is supported by implementation guidance [Ref.2] which contains an
explanatory narrative which will aid in the interpretation and application of this standard.

This standard complements DCB0160 [Ref. 1].

This standard is addressed to Manufacturer personnel who are responsible for ensuring
clinical safety in the development and modification of Health IT Systems through the
application of clinical risk management.

This standard applies to all Health IT Systems including those that are also controlled by
medical device regulations [Ref. 3], though the requirements defined in this standard are
broadly consistent with the requirements of ISO 14971 [Ref. 4].
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Release

Release Number

Amd 24/2018

Release Title

Version 4.2

Description

This change focusses on aligning NHS Digital Clinical Safety standards
with the new medical devices regulations for stand alone software. The
change provides clarity and removes uncertainty among users and
developers with regard to the registration of software as a medical device
and compliance with this standard. The evidence of this statement comes
from academic and industry advisors, and recent experiences with devices
in use that are decision making or supporting and integrated into
unregulated software.

The new Medical Devices Regulation was published by the European
Commission in May 2017.

A summary would include:

o Software is specifically identified as a type of medical device. This
will broaden the number of software solutions that are a medical
device.

e Classification now includes risk as a component, in line with the
NHS Digital Clinical Safety standards. This is important to note.

e The regulation includes additional essential requirements in the
fields of:

o IT environment
Interoperability
Cybersecurity

Mobile platforms

IT network and IT security.

o O O O

This change in scope of the clinical risk management of health IT within the
NHS Digital Clinical Safety standards provides a means of asserting
compliance with this standard for the design, build, deployment and
maintenance of software in conformance to a “harmonised” manner and in
line with the medical devices regulations. A harmonised standard is a
European standard developed by a recognised European Standards
Organisation following a request from the European Commission.

Implementation
Completion Date

1 July 2018

Copyright © 2018 NHS Digital
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2 General Requirements and Conformance
Criteria for Clinical Risk Management

The following requirements use either MUST or SHOULD as defined by RFC-2119 [Ref. 8],
where:

¢ MUST: “means that the definition is an absolute requirement of the specification”

e SHOULD: “means that there may exist valid reasons in particular circumstances to ignore
a particular item, but the full implications must be understood and carefully weighed
before choosing a different course”.

In order to claim conformance with this Specification, a Manufacturer MUST implement the
clinical risk analysis activities defined in sections 2 to 7, within the bounds of the definitions
above.
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2.1 Clinical Risk Management Process

2.1.1 | The Manufacturer MUST define and document a clinical risk management
process which recognises the risk management activities shown in Figure 1.

Note: the numbers shown in parentheses in this figure refer to sections later in
this document.

-.Sbﬁps-neﬂnl;ﬂﬁﬁ,{el-zl
¥
Clinical Hazard Identification (4.3)

%-,'.

| Clinical Risk Benefit Analysis (62) |

Completeness i!t!nn!ﬁ-il

 oewentn |
Post-deployment Monitoring (7.2)

Modification (7.3)

Figure 1 Clinical Risk Management Process
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2.2 Top Management responsibilities

2.2.1 | In implementing the clinical risk management process for a given deployment,
Top Management MUST:

e make available sufficient resources

e assign competent personnel (see section 2.4) from each of the specialist areas
that are involved in developing and assuring the Health IT System

e nominate a Clinical Safety Officer.

2 2 2 | Top Management MUST ensure that appropriate levels of authorisation for the
Health IT System and its safety documentation are defined in the Clinical Risk
Management Plan.

2.3 Clinical Safety Officer

2.3.1 | AClinical Safety Officer MUST be a suitably qualified and experienced clinician.

2.3.2 | A Clinical Safety Officer MUST hold a current registration with an appropriate
professional body relevant to their training and experience.

2.3.3 | A Clinical Safety Officer MUST be knowledgeable in risk management and its
application to clinical domains.

2.3.4 | A Clinical Safety Officer MUST make sure that the processes defined by the
clinical risk management process are followed.

2.4 Competencies of personnel

2 4 1 | Personnel MUST have the knowledge, experience and competencies
appropriate to undertaking the clinical risk management tasks assigned to them.

2 4 2 | Competency and experience records for the personnel involved in performing
the clinical risk tasks MUST be maintained.

2.5 Third party products

2.5.1 | The Manufacturer MUST assess any third party product that is included within a
release as part of the clinical risk management process.

2.5.2 | The nature of this assessment MUST be included in Clinical Safety Case
Reports.

2.6 Regular clinical risk management process review

2.6.1 | The Manufacturer MUST formally review its clinical risk management process at
planned, regular intervals.
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3  Project Safety Documentation and Repositories

This section defines the safety documents that are to be produced in support of the
development and modification of a Health IT System and mechanisms for their retention.

3.1 Clinical Risk Management File

3.1.1 | The Manufacturer MUST establish at the start of a project a Clinical Risk
Management File for the Health IT System.

3.1.2 | The Clinical Risk Management File MUST be maintained for the life of the
Health IT System.

3.1.3 | All formal documents and evidence of compliance with the requirements of this
standard MUST be recorded in the Clinical Risk Management File.

3.1.4 | Any decisions made that influence the clinical risk management activities
undertaken MUST be recorded in the Clinical Risk Management File.

3.2 Clinical Risk Management Plan

3.2.1 | The Manufacturer MUST produce at the start of a project a Clinical Risk
Management Plan, which will include risk acceptability criteria, for the Health IT
System.

3.2.2 | A Clinical Safety Officer MUST approve the Clinical Risk Management Plan.

3.2.3 | If the nature of the project changes, or key people change, during the
development or modification of a Health IT System, then the Clinical Risk
Management Plan MUST be updated.

3.2.4 | The Clinical Risk Management Plan MUST be maintained throughout the life of
the Health IT System.

3.3 Hazard Log

3.3.1 | The Manufacturer MUST establish and maintain a Hazard Log.

3.3.2 | A Clinical Safety Officer MUST approve each version of the Hazard Log.

3.3.3 | Anissued Hazard Log MUST accompany each Clinical Safety Case Report.

3.4 Clinical Safety Case

3.4.1 | The Manufacturer MUST develop and maintain a Clinical Safety Case for the
Health IT System.
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3.5 Clinical Safety Case Reports

3.5.1 | The Manufacturer MUST produce a Clinical Safety Case Report at each
lifecycle phase defined in the Clinical Risk Management Plan.

3.5.2 | A Clinical Safety Officer MUST approve each Clinical Safety Case Report.

3.5.3 | The Manufacturer MUST make available each Clinical Safety Case Report to a

receiving organisation, which may be a Health Organisation or another
Manufacturer.

3.6 Safety Incident Management Log

3.6.1 | The Manufacturer MUST maintain a Safety Incident Management Log.
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4

Clinical risk analysis

4.1 Clinical risk analysis process
4 1.1 | The Manufacturer MUST implement the clinical risk analysis activities defined in
the Clinical Risk Management Plan.
4 1.2 | Clinical risk analysis SHOULD be carried out by a multi-disciplinary group
including a Clinical Safety Officer.
4.1.3 | The extent of clinical risk analysis MUST be commensurate with the scale,
complexity and level of clinical risk associated with the Release.
4.2 Health IT System scope definition
4 2.1 | The Manufacturer MUST define the clinical scope of the Health IT System which
is to be delivered.
4 2.2 | The Manufacturer MUST define the intended use of the Health IT System which

is to be delivered.

4.3

Identification of hazards to patients

4.3.1 | The Manufacturer MUST identify and document known and foreseeable hazards
to patients with respect to the intended use of the Health IT System in both
normal and fault conditions.

4.4 Estimation of the clinical risks
4 4 1 | For each identified hazard the Manufacturer MUST estimate, using the criteria

specified in the Clinical Risk Management Plan:
e the severity of the hazard

¢ the likelihood of the hazard

¢ the resulting clinical risk.
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5 Clinical risk evaluation

5.1 Initial clinical risk evaluation

5.1.1 | For each identified hazard, the Manufacturer MUST evaluate whether the initial
clinical risk is acceptable. This evaluation MUST use the risk acceptability
criteria defined in the Clinical Risk Management Plan.

5.1.2 | If the initial clinical risk is acceptable, then the risk control requirements defined
in sections 6.1 to 6.3 do not apply to this hazard.
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6 Clinical risk control

6.1 Clinical risk control option analysis

6.1.1 | The Manufacturer MUST identify appropriate clinical risk control measures to
remove any unacceptable clinical risk.

6.1.2 | Proposed clinical risk control measures MUST be assessed by the Manufacturer
to determine whether:

e new hazards will be introduced as a result of the measures

¢ the clinical risks for previously identified hazards will be affected.

6.1.3 | The Manufacturer MUST manage any new hazards or increased clinical risks in
accordance with sections 4.4 to 6.4.

6.1.4 | The Manufacturer MUST evaluate the residual clinical risk. This evaluation
MUST use the risk acceptability criteria defined in the Clinical Risk Management
Plan.

6.1.5 | Where a residual clinical risk is judged unacceptable, the Manufacturer MUST
identify additional clinical risk control measures in order to reduce the clinical
risk.

6.1.6 | If the Manufacturer determines that no suitable risk control measures are
possible then the Manufacturer MUST conduct a clinical risk benefit analysis of
the clinical risk (section 6.2).

6.2 Clinical risk benefit analysis

6.2.1 | Where a residual clinical risk is deemed unacceptable and further clinical risk
control is not practicable, the Manufacturer MUST determine if the clinical
benefits of the intended use outweigh the residual clinical risk.

6.2.2 | If the clinical benefits do not outweigh the residual clinical risk, then the clinical
risk remains unacceptable and the project SHOULD be re-appraised.
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6.3 Implementation of clinical risk control measures

6.3.1 | The Manufacturer MUST implement the clinical risk control measures identified
in section 6.1.1, except where these are to be implemented by another
organisation.

6.3.2 | The Manufacturer MUST verify each clinical risk control measure implemented
under 6.3.1.

6.3.3 | The Manufacturer MUST verify the effectiveness of each clinical risk control
measure implemented under 6.3.1.

6.4 Completeness of clinical risk control

6.4.1 | The Manufacturer MUST ensure that the clinical risks from all identified hazards
have been considered and accepted.
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7  Delivery, Monitoring and Modification

7.1 Delivery

7.1.1 | The Manufacturer MUST undertake a formal review of the Health IT System,
prior to its delivery, to ensure that all of the requirements of this standard have
been addressed.

7.1.2 | The results of this review MUST be recorded in the Clinical Safety Case Report.

7.1.3 | The Health IT System configuration for the release MUST be recorded in the
Clinical Safety Case Report.

7.2 Post-deployment monitoring

7.2.1 | The Manufacturer MUST establish, document and maintain a process to collect
and review reported safety concerns and safety incidents for the Health IT
System following its deployment.

7.2.2 | The Manufacturer MUST assess the impact of any such information on the on-
going validity of the Clinical Safety Case.

7.2.3 | Where any such evidence is assessed to undermine the safety case the
Manufacturer MUST take appropriate corrective action in accordance with the
Clinical Risk Management Plan and document it in the Clinical Safety Case
Report.

7.2.4 | The Manufacturer MUST ensure safety related incidents are reported and
resolved in a timely manner.

7.2.5 | A record of safety incidents, including their resolution, MUST be maintained by
the Manufacturer in a Safety Incident Management Log.

7.3 Modification

7.3.1 | The Manufacturer MUST apply their clinical risk management process to any
modifications or updates of the deployed Health IT System.

7.3.2 | The application of this process MUST be commensurate with the scale and
extent of the change and the introduction of any new clinical risks.

7.3.3 | The Manufacturer MUST issue a Clinical Safety Case Report to support any
modification to the Health IT System that changes its clinical risk.

7.3.4 | The Manufacturer MUST maintain an audit trail of all versions and patches
released for deployment.
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Data Coordination Board

This information standard (DCB0160) has been approved for publication by the
Department of Health and Social Care under section 250 of the Health and Social
Care Act 2012.

Assurance that this information standard meets the requirements of the Act and is
appropriate for the use specified in the specification document has been provided by
the Data Coordination Board (DCB), a sub-group of the Digital Delivery Board.

This information standard comprises the following documents:

e Requirements Specification
¢ Implementation Guidance
e Change Specification.

An Information Standards Notice (DCB0160 Amd 25/2018) has been issued as a
notification of use and implementation timescales. Please read this alongside the
documents for the standard.

The controlled versions of these documents can be found on the NHS Digital
website. Any copies held outside of that area, in whatever format (e.g. paper, email
attachment), are considered to have passed out of control and should be checked for
currency and validity.

Date of publication: 7 June 2018
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1. DCB0160 Amd 25/2018 Clinical Risk Management: its Application in the 4 o
Deployment and Use of Health IT Systems:
www.digital.nhs.uk/isce/publication/DCB0160

2. DCB0129 Amd 24/2018 Clinical Risk Management: its Application in the 3.2
Manufacture of Health IT Systems:
www.digital.nhs.uk/isce/publication/DCB0129

3. 2017/745/EC The EU Regulation on Medical Devices
2017/745

4, ISO 14971:2012 Medical Devices: Application of Risk 2012
Management to Medical Devices

5. ALARP (HSE Website)

6. 0555 Healthcare risk assessment made easy, NPSA 2007
7. Managing competence for safety-related 2007
systems, HSE

8. RFC-2119 Key words for use in RFCs to Indicate

Requirement Levels, 1997
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Glossary of Terms:

Term

Definition

Clinical Safety Officer
(previously referred to as
Responsible Person)

Person in a Health Organisation responsible for ensuring the safety of
a Health IT System in that organisation through the application of
clinical risk management.

Clinical risk

Combination of the severity of harm to a patient and the likelihood of
occurrence of that harm.

Clinical risk analysis

Systematic use of available information to identify and estimate a risk.

Clinical risk control

Process in which decisions are made and measures implemented by
which clinical risks are reduced to, or maintained within, specified
levels.

Clinical risk estimation

Process used to assign values to the severity of harm to a patient and
the likelihood of occurrence of that harm.

Clinical risk evaluation

Process of comparing a clinical risk against given risk criteria to
determine the acceptability of the clinical risk.

Clinical risk management

Systematic application of management policies, procedures and
practices to the tasks of analysing, evaluating and controlling clinical
risk.

Clinical Risk Management
File

Repository of all records and other documents that are produced by
the clinical risk management process.

Clinical Risk Management
Plan

A plan which documents how the Health Organisation will conduct
clinical risk management of a Health IT System.

Clinical risk management
process

A set of interrelated or interacting activities, defined by the Health
Organisation, to meet the requirements of this standard with the
objective of ensuring clinical safety in respect to the deployment of a
Health IT Systems.

Clinical safety

Freedom from unacceptable clinical risk to patients.

Clinical Safety Case

Accumulation and organisation of product and business process
documentation and supporting evidence, through the lifecycle of a
Health IT System.

Clinical Safety Case
Report

Report that presents the arguments and supporting evidence that
provides a compelling, comprehensible and valid case that a system is
safe for a given application in a given environment at a defined point in
a Health IT System’s lifecycle.

Harm Death, physical injury, psychological trauma and/or damage to the
health or well-being of a patient.

Hazard Potential source of harm to a patient.

Hazard Log A mechanism for recording and communicating the on-going

identification and resolution of hazards associated with a Health IT
System.

Health Organisation

Organisation within which a Health IT System is deployed or used for a
healthcare purpose.

Health IT System

Product used to provide electronic information for health or social care
purposes. The product may be hardware, software or a combination.
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Initial clinical risk The clinical risk derived during clinical risk estimation taking into
consideration any retained risk control measures.

Intended use Use of a product, process or service in accordance with the
specifications, instructions and information provided by the
manufacturer to customers.

Issue The process associated with the authoring of a document. This
process will include: reviewing, approval and configuration control.

Likelihood Measure of the occurrence of harm.

Lifecycle All phases in the life of a Health IT System, from the initial conception

to final decommissioning and disposal.

Manufacturer Person or organisation with responsibility for the design, manufacture,
packaging or labelling of a Health IT System, assembling a system, or
adapting a Health IT System before it is placed on the market and/or
put into service, regardless of whether these operations are carried out
by that person or on that person's behalf by a third party.

Patient A person who is the recipient of healthcare.
Patient safety Freedom from harm to the patient.
Post-deployment That part of the lifecycle of a Health IT System after it has been

manufactured, released, deployed and is ready for use by the Health
Organisation.

Procedure Specified way to carry out an activity or a process.

Process Set of interrelated or interacting activities which transform inputs into
outputs.

Release A specific configuration of a Health IT System delivered to a Health

Organisation by the Manufacturer as a result of the introduction of new
or modified functionality.

Residual clinical risk Clinical risk remaining after the application of risk control measures.

Safety incident Any unintended or unexpected incident which could have, or did, lead
to harm for one or more patients receiving healthcare.

Safety Incident Tool to record the reporting, management and resolution of safety

Management Log incidents associated with a Health IT System.

Severity Measure of the possible consequences of a hazard.

Third party product A product that is produced by another organisation and not by the

Health IT System manufacturer. Examples include operating systems,
library code, database and application servers and network
components.

Top Management Person or group of people who direct(s) and control(s) the Health
Organisation and has overall accountability for a Health IT System.
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1 Overview

1.1 Summary

It is widely accepted that the provision and deployment of Health IT Systems within the
National Health Service (NHS) can deliver substantial benefits to NHS patients through the
timely provision of complete and correct information to those healthcare professionals that
are responsible for administering care.

The use of such Health IT Systems is becoming increasingly widespread and the functionality
is becoming more sophisticated. However, it must be recognised that failure, design flaws or
incorrect use of such systems have the potential to cause harm to those patients that the
system is intended to benefit.

The purpose of this standard is to promote and ensure that effective clinical risk management
is carried out by those Health Organisations that are responsible for deploying, using,
maintaining or decommissioning Health IT Systems within the NHS. This purpose is achieved
through the presentation of a set of requirements.

Within this standard the term ‘clinical risk’ is used to emphasise that the scope is limited to
the management of risks related to patient safety as distinct from other types of risk such as
financial.

Clinical risk management may be conducted within the context of an overall risk management
system operating within the Health Organisation and any wider health information
governance processes. Wherever practical, existing risk management processes would be
adapted and used to address the requirements of this standard.

The extent of clinical risk management needs only to be commensurate with the scale,
complexity and level of clinical risk associated with the deployment. The Health
Organisation’s clinical risk management processes should be flexible to facilitate this.

This standard is supported by implementation guidance [Ref. 1] which contains an
explanatory narrative which will aid in the interpretation and application of this standard. This
standard complements DCB0129 [Ref. 2].

This standard is addressed to those persons in Health Organisations who are responsible for
ensuring clinical safety in the deployment of Health IT Systems through the application of
clinical risk management.

For the purposes of this standard the terms ‘Clinician’ and ‘clinical’ includes all Health
Organisations and personnel within the NHS who are deploying and using Health IT
Systems. This standard applies to all Health IT Systems including those that are also
controlled by medical device regulations [Ref. 3], though the requirements defined in this
standard are broadly consistent with the requirements of ISO 14971 [Ref. 4].
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Release

Release Number

Amd 25/2018

Release Title

Version 3.2

Description

This change focusses on aligning NHS Digital Clinical Safety standards
with the new medical devices regulations for stand alone software. The
change provides clarity and removes uncertainty among users and
developers with regard to the registration of software as a medical device
and compliance with this standard. The evidence of this statement comes
from academic and industry advisors, and recent experiences with devices
in use that are decision making or supporting and integrated into
unregulated software.

The new Medical Devices Regulation was published by the European
Commission in May 2017.

A summary would include:

o Software is specifically identified as a type of medical device. This
will broaden the number of software solutions that are a medical
device.

e Classification now includes risk as a component, in line with the
NHS Digital Clinical Safety standards. This is important to note.

e The regulation includes additional essential requirements in the
fields of:

o IT environment
Interoperability
Cybersecurity
Mobile platforms

o O O O

IT network and IT security.

This change in scope of the clinical risk management of health IT within the
NHS Digital Clinical Safety standards provides a means of asserting
compliance with this standard for the design, build, deployment and
maintenance of software in conformance to a “harmonised” manner and in
line with the medical devices regulations. A harmonised standard is a
European standard developed by a recognised European Standards
Organisation following a request from the European Commission.

Implementation
Completion Date

01.07.2018
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2 General Requirements and Conformance
Criteria for Clinical Risk Management

The following requirements use either MUST or SHOULD as defined in RFC-2119 [Ref. 8],
where:

e MUST: “means that the definition is an absolute requirement of the specification”

¢ SHOULD: “means that there may exist valid reasons in particular circumstances to ignore
a particular item, but the full implications must be understood and carefully weighed
before choosing a different course”.

In order to claim conformance with this Specification, a Health Organisation MUST implement
the clinical risk analysis activities defined in sections 2 to 7, within the bounds of the
definitions above.
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2.1 Clinical Risk Management Process

2.1.1 | The Health Organisaton MUST define and document a clinical risk
management process which recognises the risk management activities shown in
Figure 1.

Note: the numbers shown in parentheses in this figure refer to sections later in
this document.

Scope Definition (4.2)
v

Clinical Hazard Identification (4.3)

T

e
Control Option Analysis (6.1)

Clinical Risk Benefit Analysis (6.2)

(Completeness Evaluation (6.4)

Deployment (7.1)

Post-deplqgmant Monitoring (7.2)

Figure 1 Clinical Risk Management Process
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2.2 Top Management responsibilities

2.2.1 | In implementing the clinical risk management process for a given deployment,
Top Management MUST:

e make available sufficient resources

e assign competent personnel (see section 2.4) from each of the specialist areas
that are involved in deploying and subsequently using the Health IT System

e nominate a Clinical Safety Officer.

2.2.2 | Top Management MUST authorise the deployment of the Health IT System
accepting any residual clinical risk on behalf of the Health Organisation.

2.3 Clinical Safety Officer

2.3.1 | AClinical Safety Officer MUST be a suitably qualified and experienced clinician.

2.3.2 | A Clinical Safety Officer MUST hold a current registration with an appropriate
professional body relevant to their training and experience.

2.3.3 | A Clinical Safety Officer MUST be knowledgeable in risk management and its
application to clinical domains.

2.3.4 | A Clinical Safety Officer MUST make sure that the processes defined by the
clinical risk management process are followed.

24 Competencies of personnel

2.4.1 | Personnel MUST have the knowledge, experience and competencies
appropriate to undertaking the clinical risk management tasks assigned to them.

2.4.2 | Competency and experience records for the personnel involved in performing
the clinical risk tasks MUST be maintained.

2.5 Intelligent procurement

2.5.1 | Inthe procurement of a Health IT System the Health Organisation MUST ensure
that the Manufacturer and the Health IT System complies with DCB0129.

Note: Under this requirement the Manufacturer will be required to make
available applicable Clinical Safety Case Reports to aid the Health
Organisation’s own risk analysis.
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2.6 Third party products

2.6.1 | The Health Organisation MUST assess any third party product used in a Health
IT System as part of the clinical risk management process.

Note: Manufacturers who comply with DCB0129 are required to analyse any
third party product which they incorporate into their Health IT System. The
Manufacturer is also obliged to reveal what they have done in this context in
Clinical Safety Case Reports.

2.7 Regular clinical risk management process review

2.7.1 | The Health Organisation MUST formally review its clinical risk management
process at planned, regular intervals.
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3  Project Safety Documentation and Repositories

This section defines the safety documents that are to be produced in support of the
deployment of a Health IT System and mechanisms for their retention.

3.1 Clinical Risk Management File

3.1.1 | The Health Organisation MUST establish at the start of a project a Clinical Risk
Management File for the Health IT System.

3.1.2 | The Clinical Risk Management File MUST be maintained for the life of the
Health IT System.

3.1.3 | All formal documents and evidence of compliance with the requirements of this
standard MUST be recorded in the Clinical Risk Management File.

3.1.4 | Any decisions made that influence the clinical risk management activities
undertaken MUST be recorded in the Clinical Risk Management File.

3.2 Clinical Risk Management Plan

3.2.1 | The Health Organisation MUST produce at the start of a project a Clinical Risk
Management Plan, which will include risk acceptability criteria, covering the
deployment of a new Health IT System.

3.2.2 | AClinical Safety Officer MUST approve the Clinical Risk Management Plan.

3.2.3 | If the nature of the project changes, or key people change, during the
deployment, use, maintenance or decommissioning of a Health IT System, then
the Clinical Risk Management Plan MUST be updated.

3.2.4 | The Clinical Risk Management Plan MUST be maintained throughout the life of
the Health IT System.

3.3 Hazard Log

3.3.1 | The Health Organisation MUST establish and maintain a Hazard Log.

3.3.2 | A Clinical Safety Officer MUST approve each version of the Hazard Log.

3.3.3 | Anissued Hazard Log MUST accompany each Clinical Safety Case Report.

3.4 Clinical Safety Case

3.4.1 | The Health Organisation MUST develop and maintain a Clinical Safety Case for
the Health IT System.
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3.5 Clinical Safety Case Reports

3.5.1 | The Health Organisation MUST produce a Clinical Safety Case Report to
support each lifecycle phase (i.e. deployment, use, maintenance and
decommissioning) of the Health IT System.

3.5.2 | AClinical Safety Officer MUST approve each Clinical Safety Case Report.

3.6 Safety Incident Management Log

3.6.1

The Health Organisation MUST maintain a Safety Incident Management Log.
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4

Clinical risk analysis

4.1 Clinical risk analysis process
4 1.1 | The Health Organisation MUST implement the clinical risk analysis activities
defined in the Clinical Risk Management Plan.
4 1.2 | Clinical risk analysis SHOULD be carried out by a multi-disciplinary group
including a Clinical Safety Officer.
4.1.3 | The extent of clinical risk analysis MUST be commensurate with the scale,
complexity and level of clinical risk associated with the deployment.
4.2 Health IT System scope definition
4 2.1 | The Health Organisation MUST define the clinical scope of the Health IT System
which is to be deployed.
4 2.2 | The Health Organisation MUST define the intended use of the Health IT System
which is to be deployed.
4.2.3 | The Health Organisation MUST define the operational environment and users of
the Health IT System which is to be deployed.
4.3 Identification of hazards to patients
4.3.1 | The Health Organisation MUST identify and document known and foreseeable
hazards to patients in both normal and fault conditions through the introduction
and use of the Health IT System.
4.4 Estimation of the clinical risks
4 4 1 | For each identified hazard the Health Organisation MUST estimate, using the

criteria specified in the Clinical Risk Management Plan:
e the severity of the hazard

¢ the likelihood of the hazard

o the resulting clinical risk.
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5 Clinical risk evaluation

5.1 Initial clinical risk evaluation

5.1.1 | For each identified hazard, the Health Organisation MUST evaluate whether the
initial clinical risk is acceptable. This evaluation MUST use the risk acceptability
criteria defined in the Clinical Risk Management Plan.

5.1.2 | If the initial clinical risk is acceptable, then the risk control requirements defined
in sections 6.1 to 6.3 do not apply to this hazard.
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6

6.1

Clinical risk control

Clinical risk control option analysis

6.1.1 | The Health Organisation MUST identify appropriate clinical risk control
measures to remove an unacceptable clinical risk.

6.1.2 | Proposed clinical risk control measures MUST be assessed by the Health
Organisation to determine whether:

e new hazards will be introduced as a result of the measures
¢ the clinical risks for previously identified hazards will be affected.

6.1.3 | The Health Organisation MUST manage any new hazards or increased clinical
risks in accordance with sections 4.4 to 6.4.

6.1.4 | The Health Organisation MUST evaluate the residual clinical risk. This
evaluation MUST use the risk acceptability criteria defined in the Clinical Risk
Management Plan.

6.1.5 | Where a residual clinical risk is judged unacceptable, the Health Organisation
MUST identify additional clinical risk control measures in order to reduce the
clinical risk.

6.1.6 | If the Health Organisation determines that no suitable risk control measures are

possible then the Health Organisation MUST conduct a clinical risk benefit
analysis of the clinical risk (section 6.2).

6.2 Clinical risk benefit analysis

6.2.1 | Where a residual clinical risk is deemed unacceptable and further clinical risk
control is not practicable, the Health Organisation MUST determine if the clinical
benefits of the intended use outweigh the residual clinical risk.

6.2.2 | If the clinical benefits do not outweigh the residual clinical risk, then the clinical

risk remains unacceptable and the deployment SHOULD be re-appraised.
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6.3 Implementation of clinical risk control measures

6.3.1 | The Health Organisation MUST implement the clinical risk control measures
identified in section 6.1.1.

6.3.2 | The Health Organisation MUST verify each clinical risk control measure
implemented under 6.3.1.

6.3.3 | The Health Organisation MUST verify the effectiveness of each clinical risk
control measure implemented under 6.3.1.

6.4 Completeness of clinical risk control

6.4.1 | The Health Organisation MUST ensure that the clinical risks from all identified
hazards have been considered and accepted.
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7 Deployment, Maintenance and Decommission

7.1 Deployment

7.1.1 | The Health Organisation MUST assess any local customisations prior to
deployment.

7.1.2 | The Health Organisation MUST undertake a formal review of the Health IT
System prior to its deployment to ensure that all of the requirements of this
standard have been addressed.

7.1.3 | The results of this review MUST be recorded in the Clinical Safety Case Report.

7.2 Post-deployment monitoring

7.2.1 | The Health Organisation MUST establish, document and maintain a process to
collect and review reported safety concerns and safety incidents for the Health
IT System following its deployment.

7.2.2 | The Health Organisation MUST assess the impact of any such information on
the on-going validity of the Clinical Safety Case.

7.2.3 | Where any such evidence is assessed to undermine the Clinical Safety Case,
the Health Organisation MUST take appropriate corrective action in accordance
with the Clinical Risk Management Plan and document it in the Clinical Safety
Case Report.

7.2.4 | The Health Organisation MUST ensure safety related incidents are reported and
resolved in a timely manner.

7.2.5 | A record of safety incidents, including their resolution, MUST be maintained by
the Health Organisation in a Safety Incident Management Log.

7.3 Maintenance

7.3.1 | The Health Organisation MUST apply their clinical risk management process to
any modifications or updates of the deployed Health IT System.

7.3.2 | The application of this process MUST be commensurate with the scale and
extent of the change and the introduction of any new clinical risks.

7.3.3 | The Health Organisation MUST issue a Clinical Safety Case Report to support
any modifications to the Health IT System that changes its clinical risk.
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7.4 Decommission

7.4.1 | The Health Organisation MUST apply their clinical risk management process to
a Health IT System that is being decommissioned.

7.4.2 | The application of this process MUST take into account the deployment of any
succeeding Health IT System.

7.4.3 | The application of this process MUST take into account the migration of data
between the decommissioned Health IT System and the succeeding Health IT
System.

7.4.4 | The Health Organisation MUST issue a Clinical Safety Case Report to support

decommissioning of the Health IT System.
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1 Introduction

1.1 Background

The Yorkshire and Humber Care Record is the brand identity for a set of products and capabilities
which are managed by the Yorkshire and Humber Care Team. The development of these was
instituted by the Local Health & Care Record Exemplar programme under which NHS England
awarded the Yorkshire and Humber region funding to improve interoperability between health care
systems operating in the region. The number and scope of the products and capabilities is evolving
but they are broadly aligned to:

e Improving access to care records in the provision of direct care.

e Improving access to clinical and social care data for the purpose of population health
management.

e Engaging the citizen in their care, health and well-being.

At the core of the Yorkshire and Humber Care is the System-of-Systems — a set of software
components which facilitate secure access by data consumers to data held by data providers. In
essence, the System-of-Systems is integration middleware. The functionality of the System-of-
Systems is defined by the Abstract Cookbook for Interoperability

At the time of writing the System-of-Systems is under development and, whilst functional as a pilot
involving test systems, is yet to go live. The development is being guided by a series of design
documents which are published at http://yhcr.org/downloads .

The System-of-Systems will be deployed in three distinct phases:

Phase 1 — Rapid Start: A minimum viable product, co-hosted with the Rotherham Trust
Integration Engine, targeted at well defined, low volume, use cases
involving a small number of participants.

Phase 2 — Transitionary: Functionally evolving product, hosted partially on a dedicated
integration engine with migration to cloud based micro services,
supporting the requirements of a growing number of participants.

Phase 3 — Operation at Scale: A functionally mature product, architected and hosted in the cloud,
operating at high volume with participation from all major health &
care organisations.

1.2 Purpose of this Document

The Health & Social Care Act 2012 requires manufactures of healthcare systems, including
integration middleware, to comply with the clinical safety standard DCB0129. One of the
requirements of this standard is for the manufacture to author a clinical safety assessment for their
product.

This document is the clinical safety assessment for the System of Systems. It identifies the hazards
for users of the System-of-System, the potential clinical impact, possible causes, and mitigations
applied by the developers and operators of the System of Systems. It has been prepared following
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the guidelines provided by NHS Digital in version 1.1. of the document “Clinical Risk Management:
Middleware Implementation Guidance”.

Risks and mitigations differ depending on the functional complexity of the System-of-Systems, the
platform on which it operates, and the operation processes. The risk assessment is therefore
presented separately for each of the 3 deployment phases.

1.3 Who is the Manufacturer of the System-of-Systems?

The System-Of-Systems is being developed by the Yorkshire and Humber Care Team using several
third-party system integrators. The phase 1 minimum viable product was developed by Synanetics
Ltd under assurance from the Yorkshire and Humber Care Team. Synanetics have produced the
initial version of this document and have assumed the role of manufacturer under the definition of
DCBO0129 for this phase of delivery.

Synanetics is only responsible for adherence to this document whilst it is under contractual
obligation to the Yorkshire & Humber Care Team and only for the components of the System-Of-
Systems for which has a contractual development or maintenance responsibility.

At the time of writing Synanetics responsibility extends to the Phase 1 delivery.

In the future, different organisations will be awarded contracts to develop and maintain different
components of the System-Of-Systems and the product will have multiple manufacturers.

Going forward, it is the responsibility of the Yorkshire and Humber Care Team to ensure that the
document is maintained by the various manufacturers and there is a clear demarcation of
responsibility between them for maintaining the hazard log and implementing the documented risk
control and mitigation techniques.

1.4 Systems-of-Systems Modes of Use

The System-of-Systems operates in 4 distinct modes. Each has its own target use cases, hazards, risks
and mitigations and is separately addressed by this document. The usage modes are:

Synchronous Query: A data consumer requests data from the System-of-Systems, which
services it in real-time from data providers, and issues the results over
same connection on which the request was made. The method is
explained further in the design paper for the FHIR Aggregator.

Asynchronous Query: A data consumer requests data from the System-of-Systems which
acknowledges the request and drops the connection. The request is
deferred to data providers which the System-Of-Systems periodically
polls and collects results as they are ready. The data consumer polls the
System-of-Systems and ultimately collects an aggregated result set. The
method is explained further in the design paper for the FHIR Aggregator.

Subscriptions: A data consumer issues to the Systems-of-Systems a request for data
which matches a search criterion. The request is deferred to data
providers which send data, as they arise, to the System-of-Systems over a
synchronous connection. The System-of-Systems passes on data that it
receives to data consumers over a similar synchronous connection.
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Transactional Messaging:

Subscriptions continue to operate until they are cancelled. The method is
explained further in the design paper for the Subscriptions Infrastructure.

A data provider uses the System-of-Systems to deliver a transaction to a
data consumer. Messaging is reliable in that the data consumer is
required to issue an acknowledgement and the data provider will resend
messages for which no acknowledgement is received. The method is
explained further in the design paper for the Reliable Messaging

Infrastructure.
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2 Synchronous Query

2.1 Scope of Responsibilities

The following diagram defines the scope of the clinical safety assessment for synchronous queries. It
follows a convention established by the document “Clinical Risk Management: Middleware

Implementation Guidance”.

Synchronous Query Boundaries of Responsibilities

Healthcare Providers DCB 0160

Manufacturers DCB 0129

Data Consumer Data Provider

Request/
Response

Request/ System

6 3 System Response

End user

System-of-Systems

Axo.1d HIHA

System

8—

Administrator

Here the System-of-Systems is responsible for:

e operating a secure endpoint on which a data consumer can make a socket connection and
request data over an HTTPS RESTful interface;

e determining the data providers onto which to forward the request;

e making a socket connection to each eligible provider and issuing a request derived from the
data consumer request over an HTTPS RESTful interface;

e aggregating search results into a single response;

e deduplicating concepts such as people and organisations;

e applying consent rules and removing data or annotating data as sensitive;

e returning a response over the original socket connection.

2.2 Typical Use Cases

Synchronous queries will typically be used by clinical software to access regional data in the context
of a patient for the purpose of direct care. The data will inform a clinician of health and care
providers’ contact with the patient outside of the care setting in which they operate. Data content

will include:

e medications prescribed, stopped and administered;

e vital sigh measurements;

e test orders and results including but not limited to: pathology, radiology endoscopy,
audiology, and ophthalmology;

e problems and diagnoses;

e care plans;
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e allergy Intolerances;
clinical notes;
historic encounters;
appointments;

e demographics.

The data will inform clinical decisions.

2.3 Hazard Log

A.l Service is Unavailable, or Access is Denied

A.1.1 Hazard Description

A data consumer is either unable to connect to the System-of-Systems or their connection is
rejected. Care professionals are unable to access data about their patient or client which is held by
care settings other than their own.

A.1.2 Potential Clinical Impact

Clinical Impact

Use of the System-of-Systems is limited to 5 participants with point to point data access
requirements. The information available is new to clinicians and established care practises
have operated until recently without access to regional data. Clinicians will revert easily to
previous ways of working.

Phase 1

Client software will be aware of a dropped connection and will be able to inform clinicians
that a fault has occurred. Clinicians will be able to distinguish no data being available from a
fault preventing access.

Adoption of System-of-Systems is being driven by clinical need and high priority use cases.
Potentially the System-of-Systems is replacing other mechanisms for sharing data between
care settings and fallback options are no longer available. Adoption is focussed on wave 2

Phase 2

participants and the volume of use is still comparatively low.

Adoption is widespread and clinical dependency has been established on the availability of
regional data. Loss of service may delay treatment decisions or result in incorrect diagnoses.

Phase 3

Interaction with other care workers in other organisations may be hindered and care
processes will operate inefficiently.

A.1.3 Possible Causes and Potential Controls / Mitigations

Possible cause: a hardware or software fault results in system unavailability.

Controls & Mitigations
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Software components are hosted in a virtualised environment on hardware with inbuilt
redundancy. The hypervisor provides for high availability and will automatically re-
instantiate non-functional components.

Components are monitored and a service desk automatically informed of a range of

Phase 1

conditions. Service availability could be monitored using an external arbiter if a use case
were to justify it.

Faults are logged and it is possible to establish the root cause of a failure.

Parallel operation between cloud hosted micro-services and on-premise integration engine
remove any single point for failure.

The integration engine platform is mirrored for high availability and independent arbitered.

Phase 2

Custom monitoring tools allow solution usage to be tracked by data consumer.

The solution is fully deployed as autonomous micro-services and the failure of one
component has no impact on solution availability.

Phase 3

A dedicated service desk uses monitoring tools to establish availability and use of the
solution by all data consumers.

Possible Cause: data is corrupted through faulty disks or a software error to an extent that is causes
a loss of service.

Controls & Mitigations

Components are designed to be stateless where possible with few dependencies on data.
Exceptions are configuration data, the master patient index, consent policies, master
records for patient, practitioners and organisations. A copy of configurations is held in a
source control repository and other data is backed up daily. A backup can be restored

Phase 1

within two hours.

Master data can be recreated by replaying messages from participants and other sources.

Databases are sharded. This lowers the impact of data corruption and reduces recovery
time.

Phase 2

Use is made of cloud storage making the risk of hardware caused data corruption negligible.
Data is frequently snapshotted and can be restored to a point in time.

Phase 3

Possible Cause: a DNS, firewall configuration change or a certificate revocation denies access to an
individual participant.

Controls & Mitigations
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Firewall and certificate changes are controlled by a Change Advisory Board.

Certificate signing and revocation is software controlled and audited. Only privileged system

—

§ administrators are able to revoke a certificate.

e

a- Mutual TLS authentication is not operational. A participant will not be denied access
because of a DNS entry.

~ DNS, firewall configuration and certification are integrated with the YHCR participant

§ registry. Access to the participant registry is audited and restricted to a few privileged

£ system administrators.

- The participant registry is integrated with the onboarding process. Participation in the live

g environment is only possible through migration through the onboarding environment.

©

£ inadvertent change to the live configuration is not possible.

Possible Cause: a software update introduces a fault.

Controls & Mitigations

Software changes are controlled by a Change Advisory Board. All changes must be
accompanied by a remediation plan.

:'J Software is subjected to continuous integration testing which highlights regressive
2] .
© | behaviour.
[a W
Software source code is maintained in a public source code repository. Problematic changes
can be easily backed out.
Software changes move through a staging environment prior to application to live. The
‘; staging environment has data which is representative of live and endpoint simulators which
_fcm“ replicate the behaviour of data providers. High volume automated testing proves software
& functionality.
- Software deployment and backout is software controlled.
(]
(%]
©
<
[a W

Possible Cause: planned maintenance results in downtime.

Controls & Mitigations

Maintenance is controlled by a Change Advisory Board

i

% Any maintenance requiring downtime will be scheduled outside of peak operational hours.
=

~ Maintenance does not require downtime. Duplicate components can be updated and

@ | service switched over without interruption.

©

=
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As for phase 2.

Phase 3

Possible Cause: an erroneous consent policy denies access to all data to an individual participant.

Controls & Mitigations
During this phase consent policies are likely to be simple and binary: to allow all data or no
— data in a given context. The potential for mistake is low,
(]
(%]
:f" Policies will be applied by a system administrator who has been trained in the potential for
impacting service availability.
~ Changes to consent policies are treated as changes to software code and subjected to
Q continuation integration testing that proves adherence to their objective.
2
[a W
- Application of consent policies move through a staging environment which prove their
Q functionality at high volume with simulated data providers. Migration to live is software
©
£ controlled.

A.2 Query Results are Corrupted

A.2.1 Hazard Description

Data returned from the System-of-Systems to a data consumer are not reflective of data supplied by
data providers.

A.2.2 Potential Clinical Impact

Clinical Impact

Clinicians are making decisions based on data returned by the System of Systems. Data
corruption may be subtle and undetectable by the clinician. The wrong decision could
adversely impact the care of a patient. Use of the System-of-Systems is limited to 5

Phase 1

participants and the impact will be localised.

As for phase 1 except that 7 additional organisations will onboard during this phase and so
the potential impact is more widespread.

Phase 2

As for phase 1 except that use is widespread across of the region and systematic data
corruption could have significant impact.

Phase 3

A.2.3 Possible Causes and Potential Controls / Mitigations

Possible cause: a software fault corrupts FHIR resources in transit.
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Controls & Mitigations

Phase 1

Corruption to the structure of FHIR resources will result in them being unreadable by client
software. Guidance provided to data consumers recommends that the end-user is informed
of detectable data errors so reducing the possibility of misinformed decision.

FHIR resources can optionally be validated against schemas and coding systems prior to
release by the System of Systems. Validation is enabled after any software upgrade or after
onboarding a participant.

Software is coded to a design which minimises manipulation for resource content to a few
essential operations.

Phase 2

Automated tests compare resource content from data providers to that delivered data
consumers. Differences are reviewed and rules applied which specifically authorise a
difference. Tests execute in a test environment.

Phase 3

Automated tests operate in a staging environment which simulates at scale operations in
live.

Possible cause: deduplication rules cause references to local resource to be replaced with a

reference to a regional resource representing a different concept.

Controls & Mitigations

Only patients, practitioner and organisation references are deduplicated. Deduplication is
made on a deterministic basis (i.e. a simple identifier is used to determine resource

i

@ equivalence). This is simple to test, and behaviour is predictable.

©

< . . . . .

o Automated tests validate regional resource references for 100+ sample queries aligned with
wave 1 use cases.

~ Regional patient resources are traced against PDS using Spine Mini Services.

[}

pa Automated test coverage augmented to cover use cases introduced by wave 2 participants.

=
As for Phase 2.

on

Q . . . S . .

@ Automated tests operate in a staging environment which simulates at scale operations in

<

a live.

A3 Query Results are Incomplete

A.3.1 Hazard Description

A result set returned to a data consumer is missing data items which are known to one or more data

providers.
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A3.2

Potential Clinical Impact

Clinical Impact

Phase 1

Clinicians are making decisions based on information returned by the System of Systems.
An absence of data may cause an incorrect decision to be made with consequences for the
patient. However, participation in the YHCR is limited to 5 organisations, data available is
inherently incomplete, and this will be known to users. No reliance will be made on data
completeness.

Phase 2

Wave 2 use cases are clinically led and may have a dependency on data being provided
from a particular source. An absence of data may imply that a condition, medication or
allergy is not present which could lead to inappropriate care.

Phase 3

Adoption is widespread and clinicians assume that the longitudinal care record is complete.
Missing data will result in inappropriate care.

A.3.3 Possible Causes and Potential Controls / Mitigations

Potential cause: a data provider is inaccessible due to a network failure or other technical problem

and no data can be obtained from this source for a period of time.

Controls & Mitigations

Phase 1

The System-of-Systems inserts information into the result set returned to the data
consumer detailing that the data provider is unavailable. Client software can inform users
that data is missing from potential sources.

Guidance provided to data consumers recommends that the end-user is informed of
reported data quality issues so reducing the possibility of misinformed decision.

Connectivity is monitored and a service desk automatically informed if a connection is
unavailable for an extended period.

Phase 2

Custom monitoring tools immediately inform a service desk of unavailability of a data
provider.

Phase 3

A dedicated service desk uses monitoring tools to establish real-time availability of all data
providers. A public YHCR dashboard provides local support teams visibility of current issues.

Potential cause: a data provider supplies only subset of data known to the care provider. For

example, data may be available for only a subset of services performed.

Controls & Mitigations
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Phase 1

Wave 1 participants are going live with point to point use cases for which data availability
has been established as a prerequisite.

Phase 2

Data providers insert information into the result set provided to the System-of-Systems
which details data omissions. The System-of-Systems forwards these on to data consumers.
Client software can inform users that data quality is compromises at a source.

Guidance provided to data consumers recommends that the end-user is informed of
reported data quality issues so reducing the possibility of misinformed decision.

Phase 3

Data quality, including declarations of non-availability, are automatically monitored by the
System of Systems. Support is provided to data providers to uplift data coverage.

Potential cause: a software fault leads to data being lost in transit.

Controls & Mitigations

Automated tests validate regional resource references for 100+ sample queries aligned with

—i

Q wave 1 use cases.

©

<

[a W

~ Automated tests compare resource content from data providers to that delivered data
Q consumers. Differences are reviewed and rules applied which specifically authorise a
m . . .

£ difference. Tests execute in a test environment.

- Automated tests operate in a staging environment which simulates at scale operations in
o | live.

©

=

[a W

Potential cause: an erroneous consent policy results in data being wrongly withheld.

Controls & Mitigations

During this phase consent policies are likely to be simple and binary: to allow all data or no

— data in a given context. The potential for mistake is low,

[}

(%]

_E Policies will be applied by a system administrator who has been trained in the potential for
impacting service availability.

~ Changes to consent policies are treated as changes to software code and subjected to

Q continuation integration testing that proves adherence to their objective.

©

<

o
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Application of consent policies move through a staging environment which prove their
functionality at high volume with simulated data providers. Migration to live is software

Phase 3

controlled.

A.4 Service is Non-Performant

A.4.1 Hazard Description

In this mode of use, performance is critical to the user experience. Queries are executed
synchronously, and the latency of the System-of-Systems directly impacts the usability of client
software.

A.4.2  Potential Clinical Impact

Clinical Impact

Use of the System-of-Systems is limited to 5 participants with point to point data access
requirements. The information available is new to clinicians and established care practises
have operated until recently without access to regional data. Clinicians who are intolerant

Phase 1

of poorly performant software will revert to previous methods.

Adoption of System-of-Systems is being driven by clinical need and high priority use cases.
Potentially the System-of-Systems is replacing other mechanisms for sharing data between
care settings and fallback options are no longer available. Adoption is focussed on wave 2

Phase 2

participants and the volume of use is still comparatively low.

Adoption is widespread and clinical dependency has been established on the availability of
regional data. A poorly performant service may delay treatment decisions or result in
incorrect diagnoses. Interaction with other care workers in other organisations may be

Phase 3

hindered and care processes will operate inefficiently.

A.4.3 Possible Causes and Potential Controls / Mitigations

Possible cause: poorly designed client software results in a concentration of service demand which
impacts performance for other data consumers.

Controls & Mitigations

Application level monitoring tracks transaction round-trip time. A service desk is alerted if
sustained round-trip times rises above a configurable level.

i

% Individual data consumers access rights can be suspended.

<

e Data consumers are only accepted as participants following an onboarding process which
involves assuring the interactions between client software and the System of Systems.
Cloud services run in parallel with on-premise hosted infrastructure. High demand or

~N immature data consumers can be segregated from other users.

[0}

(%]

:f“ Functionality is added to enable transaction priority to be ranked and allow queues to be
managed according to priority.
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The cloud hosted solution is based on containerised micro-services and can be dynamically
scaled.

Phase 3

Possible cause: a poorly performant data provider impacts overall System-of-Systems performance.

Controls & Mitigations

Connections form the System-of-Systems to data providers time out after a configurable
period. The System-of-Systems inserts information into the result set returned to the data
consumer detailing that data from particular data providers is not available. Client software
can inform users that data is missing from potential sources.

Phase 1

The regional FHIR Proxy has been performance tested on data volumes which are
representative of those encountered at a major care setting. Response times for typical
gueries are in the order of 200ms on moderately sized server (4 core).

Support for asynchronous queries removes demand from the synchronous query paths.
Data consumers with complex query needs are directed to use an asynchronous path.

Phase 2

Data providers have the option to host a FHIR proxy on a cloud platform which dynamically
scales in accordance with demand.

Phase 3

Possible cause: cumulative demand from all data consumers exceeds capacity of System of Systems

Controls & Mitigations
The System-of-Systems has been sized to support the known use cases of the 5 pilot
participants. The System-of-Systems has been stress tested to prove support for a sustained

— demand of 10 queries per second.

[}

(%]

_E The System-of-Systems is hosted on a virtualised environment and the solution has been
architected to efficiently utilise available CPU cores. Subject to software license
considerations, the platform can be scaled fluidly.

Cloud services run in parallel with on-premise hosted infrastructure. Demand can be
distributed across platforms.

‘; The introduction of the asynchronous query functionality will reduce demand on the

_‘Cu‘} synchronous pathway.

[a W
Functionality is added to enable transaction priority to be ranked and allow queues to be
managed according to priority.

- The cloud-based solution scales elastically with demand. Subject to cost considerations, the

@ | solution is architected to meet fixed performance service levels.

©

<

[a W
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3 Asynchronous Query

3.1 Scope of Responsibilities

The following diagram defines the scope of the clinical safety assessment for asynchronous queries.
It follows a convention established by the document “Clinical Risk Management: Middleware
Implementation Guidance”.

Asynchronous Query Boundaries of Responsibilities

Healthcare Providers DCB 0160

Manufacturers DCB 0129

Data Consumer Request Request Data Provider
E System

6 —3 System System-of-Systems 3

[e]

End user Response Response | =
i System

8—

Administrator

Here the System-of-Systems is responsible for:

e operating a secure endpoint on which a data consumer can make a socket connection and
request data over an HTTPS RESTful interface;

e determining the data providers onto which to forward the request;

e making a socket connection to each eligible provider and issuing a request derived from the
data consumer request over an HTTPS RESTful interface;

e monitoring the status of the request at each data provider by issuing a request over a socket
connection to an HTTPS RESTful endpoint.

e as data becomes available at data providers, collecting data through a sequence of socket
connections over an HTTPS RESTful interface;

e aggregating search results and packaging them as pages;

e operating a secure endpoint on which a data consumer can make a socket connection and
ascertain request status over an HTTPS RESTful interface;

e operating a secure endpoint on which a data consumer can make a socket connection and
request a result page over an HTTPS RESTful interface.

3.2 Typical Use Cases

Asynchronous queries allow a data consumer to issue complex or high-volume queries to a data
provider which can not be serviced in real time. The asynchronous nature of the service means that
it is not well suited to on-demand use and the service will be used primarily for acquiring data in bulk
for subsequent processing. At the time of writing the only immediately foreseeable user of this
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service is the population health management (PHM) platform. However, future uses for the purpose
of direct care can be anticipated.

Use cases for population health management include:

e risk stratification;

e identification of correlations in condition development and treatment regime, socio-
economic, lifestyle, and other factors;

e service planning.

Data content in query results could include:

e medications prescribed, stopped and administered;

e vital sigh measurements;

e test orders and results including but not limited to pathology, radiology endoscopy,
audiology and ophthalmology;

e problems and diagnoses;

e care plans;

e allergy Intolerances;

e clinical notes;

e historic encounters;

e appointments;

e demographics.

3.3 Hazard Log

B.1 Service is Unavailable, or Access is Denied

B.1.1 Hazard Description

A data consumer is either unable to register an asynchronous query because they cannot connect to
the System-of-Systems or their connection is rejected. There is a consequential delay in acquiring
data for analysis.

B.1.2 Potential Clinical Impact

Clinical Impact

The PHM platform is being developed and will not be operational during this deployment
phase. As this is the only projected use of the asynchronous query service then there is no

Phase 1

impact of service unavailability.

PHM platforms will probably be the only users of the service. Asynchronous query is offered
to data providers as a mechanism to offload intensive processing load to out-of-hours
periods and PHM use cases are designed around a 24-hour turnaround of query results.
Loss of service availability will impact those designing PHM projects but, assuming service is

Phase 2

resumed within a 24-hour period, then this will be an inconvenience with no clinical
ramifications.
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Uses for direct care are emerging. Some data providers may be able to surface query results
in less than a 24-hour window. However, no use case will depend on near-real time

Phase 3

response. Data consumer solutions will need to be designed to accommodate a period of
outage. Clinical impact will only occur for extended periods of down-time.

B.1.3 Possible Causes and Potential Controls / Mitigations

Possible cause: a hardware or software fault results in system unavailability.

Controls & Mitigations

No clinical impact. Mitigation is not needed.

Phase 1

Recovery of the service is only required within a 24-hour window.

Components are monitored and a service desk automatically informed of a range of
conditions.

Phase 2

Faults are logged and it is possible to establish the root cause of a failure.

The solution is fully deployed as autonomous micro-services and the failure of one
component has no impact on solution availability.

A dedicated service desk uses monitoring tools to establish availability and use of the

Phase 3

solution by all data consumers.

Possible Cause: data is corrupted through faulty disks or a software error to an extent that is causes
a loss of service.

Controls & Mitigations

No clinical impact. Mitigation is not needed.

Phase 1

Recovery of the service is only required within a 24-hour window.

Components are designed to be stateless where possible with few dependencies on data.
Exceptions are configuration data, the master patient index, consent policies, master
records for patient, practitioners and organisations. A copy of configurations is held in a
source control repository and other data is backed up daily. A backup can be restored

Phase 2

within two hours.
Master data can be recreated by replaying messages from participants and other sources.

Databases are sharded. This lowers the impact of data corruption and reduces recovery
time.
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Phase 3

Use is made of cloud storage making the risk of hardware caused data corruption negligible.
Data is frequently snapshotted and can be restored to a point in time.

Possible Cause: a DNS, firewall configuration change or a certificate revocation denies access to an

individual participant.

Controls & Mitigations

Phase 1

No clinical impact. Mitigation is not needed.

Phase 2

Recovery of the service is only required within a 24-hour window.
Firewall and certificate changes are controlled by a Change Advisory Board.

DNS, firewall configuration and certification are integrated with the YHCR participant
registry. Access to the participant registry is audited and restricted to a few privileged
system administrators.

Phase 3

The participant registry is integrated with the onboarding process. Participation in the live
environment is only possible through migration through the onboarding environment.
inadvertent change to the live configuration is not possible.

Possible Cause: a software update introduces a fault.

Controls & Mitigations

No clinical impact. Mitigation is not needed.

i

[}

(%]

©

=

[a W
Recovery of the service is only required within a 24-hour window.
Software is subjected to continuous integration testing which highlights regressive
behaviour.

~ Software source code is maintained in a public source code repository. Problematic changes

§ can be easily backed out.

<

[a W
Software changes move through a staging environment prior to application to live. The
staging environment has data which is representative of live and endpoint simulators which
replicate the behaviour of data providers. High volume automated testing proves software
functionality.

- Software deployment and backout is software controlled.

(]

(%]

©

<

[a W

Page 20








Possible Cause: planned maintenance results in downtime.

Controls & Mitigations

No clinical impact. Mitigation is not needed.

i
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Recovery of the service is only required within a 24-hour window.
‘G“J Maintenance is controlled by a Change Advisory Board
(%]
©
£ Maintenance does not require downtime. Duplicate components can be updated and
service switched over without interruption.
As for phase 2.
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Possible Cause: an erroneous consent policy denies access to all data to an individual participant.

Controls & Mitigations

Phase 1

No clinical impact. Mitigation is not needed.

Phase 2

Recovery of the service is only required within a 24-hour window.

Changes to consent policies are treated as changes to software code and subjected to
continuation integration testing that proves adherence to their objective.

Empty search results would be consistently returned to the PHM platform. The issue would
be highly visible and lead to investigation and rectification.

Phase 3

Application of consent policies move through a staging environment which prove their
functionality at high volume with simulated data providers. Migration to live is software
controlled.

B.2

Query Results are Corrupted

B.2.1 Hazard Description

Data collected from the System-of-Systems by a data consumer are not reflective of data collected

from data providers.

B.2.2 Potential Clinical Impact

Clinical Impact
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Phase 1

The PHM platform is being developed and will not be operational during this deployment
phase. As this is the only projected use of the asynchronous query service then there is no
impact of data corruption.

Phase 2

Any structural data corruptions which affects the probity of the FHIR resources should be
detected by the PHM platform, query results rejected, and the issue investigated with little
impact for analysts. However, corruption may be subtle or might trigger unexpected
behaviour on the PHM platform which causes corruption of data being used for analytics
purposes. Intelligence gained from PHM would be flawed potentially leading to a
degradation of direct care services, predictive misdiagnoses, and lost opportunities to
intervene in condition development.

Phase 3

As use cases for direct care emerged then clinicians are making decisions based on data
returned by the System of Systems. Data corruption may be subtle and undetectable by the
clinician. The wrong decision could adversely impact the care of a patient.

B.2.3 Possible Causes and Potential Controls / Mitigations

Possible cause: a software fault corrupts FHIR resources in transit.

Controls & Mitigations

Phase 1

No clinical impact. Mitigation is not needed.

Phase 2

Software is coded to a design which minimises manipulation for resource content to a few
essential operations.

FHIR resources can optionally be validated against schemas and coding systems prior to
release by the System of Systems. Validation is enabled after any software upgrade or after
onboarding a participant.

Automated tests compare resource content from data providers to that delivered data
consumers. Differences are reviewed and rules applied which specifically authorise a
difference. Tests execute in a test environment.

Phase 3

Automated tests operate in a staging environment which simulates at scale operations in
live.

Possible cause: deduplication rules cause references to local resource to be replaced with a

reference to a regional resource representing a different concept.

Controls & Mitigations
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No clinical impact. Mitigation is not needed.

Phase 1

Only patients, practitioner and organisation references are deduplicated. Deduplication is
made on a deterministic basis (i.e. a simple identifier is used to determine resource
equivalence). This is simple to test, and behaviour is predictable.

Phase 2

Regional patient resources are traced against PDS using Spine Mini Services.

Automated test coverage is aligned with PHM use cases.

As for Phase 2.

Automated tests operate in a staging environment which simulates at scale operations in

Phase 3

live.

B.3 Query Results are Incomplete

B.3.1 Hazard Description

A result set returned to a data consumer is missing data items which are known to one or more data
providers.

A.3.2 Potential Clinical Impact

Clinical Impact

The PHM platform is being developed and will not be operational during this deployment
phase. As this is the only projected use of the asynchronous query service then there is no

Phase 1

impact of data corruption.

Intelligence gained from PHM would be flawed potentially leading to a degradation of
direct care services, predictive misdiagnoses, and lost opportunities to intervene in

Phase 2

condition development.

Use cases for direct care emerge and clinicians are making decisions based on data returned
by the System of Systems. Missing data will result in inappropriate care.

Phase 3

B.3.3 Possible Causes and Potential Controls / Mitigations

Potential cause: a data provider is inaccessible due to a network failure or other technical problem
and an asynchronous query cannot be placed with the data provider.

Controls & Mitigations

No clinical impact. Mitigation is not needed.

Phase 1
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Messages are persistently queued at the boundary of the System of Systems. A failed
attempt to delivery a query will be re-attempted until it succeeds.

o

§ Monitoring software alerts operators of network failures. The problem will be visible and

= corrective action taken within the 24-hour window for result delivery to the PHM platform.
- A dedicated service desk uses monitoring tools to establish real-time availability of all data
Q providers. A public YHCR dashboard provides local support teams visibility of current issues.
©

e

o

Potential cause: a data provider supplies only subset of data known to the care provider. For

example, data may be available for only a subset of services performed.

Controls & Mitigations

Phase 1

No clinical impact. Mitigation is not needed.

Phase 2

Data providers insert information into the result set provided to the System-of-Systems
which details data omissions. The System-of-Systems forwards these on to data consumers.
Client software can inform users that data quality is compromises at a source.

The PHM platform has been designed to inform analysists about gaps in data and initial use
cases are targeted to known data sources.

Phase 3

Data quality, including declarations of non-availability, are automatically monitored by the
System of Systems. Support is provided to data providers to uplift data coverage.

Potential cause: a software fault leads to asynchronous queries not being placed with certain data

providers.

Controls & Mitigations

Phase 1

No clinical impact. Mitigation is not needed.
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Phase 2

Automated software tests are targeted to the known use cases for the PHM platform. The
selection of data providers onto whom to place queries is a key functional test and the logic
will receive a high level of test coverage.

PIX linkage resources are version controlled and timestamped. The state of patient contact
across the region and, therefore target data providers for queries, can be recreated at any
point in time.

An audit trail is written of all search requests received and subsequent placement with data
providers. The audit trail can be reviewed and errors in query placement identified.

Phase 3

Automated tests operate in a staging environment which simulates at scale operations in
live.

Automated processing of audit data highlights any processing errors.

Potential cause: a software fault leads to asynchronous query results not being picked up from

certain data providers.

Controls & Mitigations

Phase 1

No clinical impact. Mitigation is not needed.

Phase 2

Automated software tests are targeted to the known use cases for the PHM platform. The
collection of query results is a key functional test and the logic will receive a high level of
test coverage.

A persistent asynchronous query control header records details of providers to which a
query has been placed and logs details of collection status. The control header can be
tested to determine any gaps in query collection.

Phase 3

Automated tests operate in a staging environment which simulates at scale operations in
live.

Monitoring tools analyse query collection times. Operators are alerted of long standing
unresolved queries.

Potential cause: an erroneous consent policy results in data being wrongly withheld.

Controls & Mitigations

Phase 1

No clinical impact. Mitigation is not needed.
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Changes to consent policies are treated as changes to software code and subjected to

(@]

g continuation integration testing that proves adherence to their objective.

2

[a W

- Application of consent policies move through a staging environment which prove their
Q functionality at high volume with simulated data providers. Migration to live is software
©

£ controlled.

B.4 Service is Non-Performant

B.4.1 Hazard Description

There are 3 distinct aspects to the service which might contribute to the hazard:

B.4.2

Data consumers periodically poll the System-of-Systems to determine progress on the
collection of asynchronous query results. The service operates synchronously and a poorly
performant service might cause client software to time out before a response is obtained.
Query results collected from data providers are processed by the System-of-Systems prior to
release to data consumers. A poorly performant service may add a delay to results being
available for collection.

Data consumers collect query results from the System-of-Systems using a synchronous
request. A poorly performant service might cause client software to time out before a
response is obtained.

Potential Clinical Impact

Clinical Impact

Phase 1

The PHM platform is being developed and will not be operational during this deployment
phase. As this is the only projected use of the asynchronous query service then there is no
impact of non-performant services.

Phase 2

PHM platforms will probably be the only users of the service. Asynchronous query is offered
to data providers as a mechanism to offload intensive processing load to out-of-hours
periods and PHM use cases are designed around a 24-hour turnaround of query results. The
performance of the data processing aspect of the service is insignificant when measured
against this time window.

Performance of query progress and results collections services are more relevant. Poor
performance may prevent PHM platforms collecting data which will impede analysis
potentially meaning that suboptimal care is provided.
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Use cases for direct care emerge and clinicians are making decisions based on data returned
by the System-of-Systems Asynchronous Query. Some data providers are able to provide
qguery results much faster than the mandated 24-hour window and individual data
consumers place reliance on this. Performance of the processing aspect of the service is
now important.

Phase 3

Non-performance of query progress and results collection services could make the service
unusable and invalidate use cases. The care options supported by use cases would be
unavailable.

B.4.3 Possible Causes and Potential Controls / Mitigations

Possible cause: poorly designed software results in a processing bottleneck.

Controls & Mitigations

No clinical impact. Mitigation is not needed.

Phase 1

Steps in results processing are separated into components which are fed by message
gueues. Queue sizes are monitored. Alerts are issued to operator when queues exceed a
configurable length. Poorly performing components are visible.

Asynchronous query control meta data used in responding to query progress requests is
indexed by query identifier. The query identifier is a parameter in the request.

Asynchronous query results are split into pages with a configurable page length. Requests

Phase 2

to retrieve query results are for individual pages. Performance will be no worse that for
synchronous queries for result sets of similar page sizes.

Error logs are written for all failures in RESTful endpoints including timeouts. Operators are
alerted of persistent errors. Failures are visible.

The cloud hosted solution is based on containerised micro-services and can be dynamically
scaled.

Phase 3

Possible cause: cumulative demand from all data consumers exceeds capacity of System of Systems

Controls & Mitigations
o No clinical impact. Mitigation is not needed.
Q
(%]
[4°]
c
[a W
~ Data consumers are limited to PHM platforms. Predicted demand is low. Possible errant
Q client software could flood a service. Access can be denied to individual platforms.
[g°]
<
o
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Phase 3

The cloud-based solution scales elastically with demand. Subject to cost considerations, the
solution is architected to meet fixed performance service levels.
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4 Subscriptions

4.1 Scope of Responsibilities

The following diagram defines the scope of the clinical safety assessment for subscriptions. It follows
a convention established by the document “Clinical Risk Management: Middleware Implementation

Guidance”.
Subscriptions Boundaries of Responsibilities
Healthcare Providers DCB 0160
Manufacturers DCB 0129

Data Consumer Request Request Data Provider
E System

6 —3 System System-of-Systems 3

End user Response Response S
System

Administrator

Here the System-of-Systems is responsible for:

e operating a secure endpoint on which a data consumer can make a socket connection and
post data over an HTTPS RESTful interface to create a subscription resource;

e operating a secure endpoint on which a data consumer can make a socket connection and
post data over an HTTPS RESTful interface to remove a subscription resource;

e issuing non-patient-centric subscriptions to all data providers by making a socket connection
to the data provider’s FHIR proxy and issuing a post based on the subscription creation or
removal. This is done over an HTTPS RESTful interface;

e issuing patient-centric subscriptions to those data providers with a legitimate relationship
with the patient using the mechanism described above;

e issuing non-patient-centric subscriptions to new data providers registering with the System-
of-Systems using the mechanism described above

e issuing patient-centric subscriptions to data providers registering a new legitimate
relationship with a patient using the mechanism described above;

e operating a secure endpoint on which a data provider can make a socket connection and
post the event data from the subscription over an HTTPS RESTful interface;

e validating event data content, as well as checking that the data provider’s organisation is
valid for the operation being attempted;

e determining the data consumers onto which to forward the event data;

e deduplicating concepts such as people and organisations;

e applying consent rules and removing data or annotating data as sensitive;

e persisting the event data destined to each recipient data consumer in a message queue;

e processing the message queue, making a socket connection to the data consumers and
issuing a post based on the event data content. This done over an HTTPS RESTful interface;
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e operating a secure endpoint on which a data provider can make a socket connection and
post data over an HTTPS RESTful interface to create or manage a List FHIR resource
representing a patient cohort;

e maintaining the cohort subscriptions as they change, making a socket connection to all
eligible data provider FHIR proxies and issuing a post based on the subscription changes, be
it creation or deletion. This done over an HTTPS RESTful interface;

4.2 Typical Use Cases

Subscriptions will typically be used by clinical software to notify care settings of an interest in
categories of clinical events and for them to receive notification of occurrences of these events.
Subscription will often, but not exclusively be in relation to a cohort of patients. Examples of these
use cases could be:

e Alerting systems where clinicians are informed of subscription events for patients they treat;

e Dashboards displaying real-time statistics of how healthcare services are currently being
used;

e Safeguarding

e Algorithms monitoring trends in data points e.g. blood pressure / platelet count in order to
promote intervention in care;

e Analytical tooling used for population health management and research purposes acquiring
data required for study purposes.

Data content contained in the subscription notification could include:

e medications prescribed, stopped and administered;

e vital sigh measurements;

e test orders and results including but not limited to pathology, radiology endoscopy,
audiology and ophthalmology;

e problems and diagnoses;

e care plans;

e allergy Intolerances;

e clinical notes;

e historic encounters;

e appointments;

e demographics.
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4.3 Hazard Log

C1

Service is Unavailable, or Access is Denied

C1.1 Hazard Description

New subscriptions cannot be registered by data consumers. Data providers are unable to send

notification of an event matching a subscription.

C.1.2 Potential Clinical Impact

Clinical Impact

Phase 1

There are only a few use cases among the pilot organisations which rely on subscriptions.
Of these only one is time critical: notification to a metal health care team that a ‘frequent-
flyer’ has contacted 111 or 999. The impact of a subscription notification not reaching the
care team has low clinical impact: a patient is unnecessarily attended to by an ambulance.
Non-time critical subscription usage is not impacted so long as data is not lost due an
outage and the outage is resolved within a few hours.

Phase 2

Adoption of System-of-Systems is being driven by clinical need and high priority use cases.
Potentially the System-of-Systems is replacing other mechanisms for sharing data between
care settings and fallback options are no longer available. Solution designs are cognisant of
the asynchronous nature of subscription processing and time critical uses are limited to
point to point relationships and where there is low clinical impact from a delay in
notification.

Phase 3

Adoption is widespread and clinical dependency has been established on the availability of
regional data. Solution designers have an expectation of near real-time delivery of
subscription results and will build solutions which depend on timely delivery of
notifications. Clinicians will become reliant on alerting mechanisms, clinical processes which
depend on event notification will cease to operate, and actions may be delayed which risk
the wellbeing of patients.

C.1.3 Possible Causes and Potential Controls / Mitigations

Possible cause: a hardware or software fault results in system unavailability.

Controls & Mitigations

Phase 1

Software components are hosted in a virtualised environment on hardware with inbuilt
redundancy. The hypervisor provides for high availability and will automatically re-
instantiate non-functional components.

Components are monitored and a service desk automatically informed of a range of
conditions. Service availability could be monitored using an external arbiter if a use case
were to justify it.

Faults are logged and it is possible to establish the root cause of a failure.
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Parallel operation between cloud hosted micro-services and on-premise integration engine
remove any single point for failure.

The integration engine platform is mirrored for high availability and independent arbitered.

Phase 2

Custom monitoring tools allow solution usage to be tracked by data consumer.

The solution is fully deployed as autonomous micro-services and the failure of one
component has no impact on solution availability.

A dedicated service desk uses monitoring tools to establish availability and use of the
solution by all data consumers.

Phase 3

Possible Cause: data is corrupted through faulty disks or a software error to an extent that is causes
a loss of service.

Controls & Mitigations

Components are designed to be stateless where possible with few dependencies on data.
Exceptions are configuration data, the master patient index, consent policies, master
records for patient, practitioners and organisations. A copy of configurations is held in a
source control repository and other data is backed up daily. A backup can be restored
within two hours.

Phase 1

Master data can be recreated by replaying messages from participants and other sources. In
particular, subscription data can be recreated by querying the subscription resources from
the providers.

Databases are sharded. This lowers the impact of data corruption and reduces recovery
time.

Phase 2

Use is made of cloud storage making the risk of hardware caused data corruption negligible.
Data is frequently snapshotted and can be restored to a point in time.

Phase 3

Possible Cause: a DNS, firewall configuration change or a certificate revocation denies access to an
individual participant.

Controls & Mitigations

Firewall and certificate changes are controlled by a Change Advisory Board.

Certificate signing and revocation is software controlled and audited. Only privileged system
administrators can revoke a certificate.

Phase 1

Mutual TLS authentication is not operational. A participant will not be denied access
because of a DNS entry.
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DNS, firewall configuration and certification are integrated with the YHCR participant

(@]

g registry. Access to the participant registry is audited and restricted to a few privileged

©

£ system administrators.

- The participant registry is integrated with the onboarding process. Participation in the live
Q environment is only possible through migration through the onboarding environment.

©

£ inadvertent change to the live configuration is not possible.

Possible Cause: a software update introduces a fault.

Controls & Mitigations

Software changes are controlled by a Change Advisory Board. All changes must be
accompanied by a remediation plan.

:'J Software is subjected to continuous integration testing which highlights regressive
2] .
© | behaviour.
[a W
Software source code is maintained in a public source code repository. Problematic changes
can be easily backed out.
Software changes move through a staging environment prior to application to live. The
‘;‘J staging environment has data which is representative of live and endpoint simulators which
ﬁ replicate the behaviour of data providers. High volume automated testing proves software
~ functionality.
- Software deployment and backout is software controlled.
[}
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Possible Cause: planned maintenance results in downtime.

Controls & Mitigations

Maintenance is controlled by a Change Advisory Board

i
(]
pA Any maintenance requiring downtime will be scheduled outside of peak operational hours.
=
~ Maintenance does not require downtime. Duplicate components can be updated, and
@ | service switched over without interruption.
2
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As for phase 2.
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C.2 Subscription and related data is corrupted

C.2.1 Hazard Description

Data provided via the System-of-Systems through the subscription mechanism to a data consumer is
not reflective of data supplied by data providers.

C.2.2 Potential Clinical Impact

Clinical Impact

Use cases are targeted to process improvement rather than informing clinical decisions.
Data corruption might lead to inefficiencies in clinical processes but will have low impact on
patient safety.

Phase 1

More extensive use of subscriptions is likely to increase clinical dependency. Data
corruption may be subtle and undetectable by the clinician. The wrong decision could
adversely impact the care of a patient.

Phase 2

Date corruption could lead to notifications being issued and a clinical action being
undertaken for the wrong patient.

As for phase 2 except that use is widespread across of the region and systematic data
corruption could have significant impact.

Phase 3

C.2.3 Possible Causes and Potential Controls / Mitigations

Possible cause: a software fault corrupts FHIR resources delivered through a subscription
notification.

Controls & Mitigations

Model consumer software, as developed by the YHCR, validates the structure of FHIR
resources and rejects an attempt to deliver a subscription notification with an invalid
payload.

The System-of-Systems logs and monitors consumer responses and operators are promptly
informed of failed delivery attempts.

Subscription notifications use the same processing pathway as the much higher volume

Phase 1

synchronous query pattern. The same validation is possible, and any software faults are
likely to manifest themselves initially through user interfaces used for direct care.

Software is coded to a design which minimises manipulation for resource content to a few
essential operations.

Automated tests compare resource content from data providers to that delivered data
consumers. Differences are reviewed and rules applied which specifically authorise a
difference. Tests execute in a test environment.

Phase 2
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Automated tests operate in a staging environment which simulates at scale operations in
live.

Phase 3

Possible cause: a software fault corrupts FHIR subscriptions distributed to data providers.

Controls & Mitigations

General corruption to the structure of the FHIR resource will be detected by the receiving
data provider. The model FHIR proxy validates resource structure and rejects an attempt to
create an invalid subscription.

The System-of-Systems logs, and monitors consumer responses and operators are promptly
informed of failed delivery attempts.

Phase 1

Corruption of the FHIR search path is possible and may lead to inoperable subscriptions or
incorrect event notifications. Software units that manipulate search paths are tested using
test plans based on pilot use cases. Corruption can be automatically rectified by revoking

the original subscription and replaying the subscription made with the System of Systems.

Automated tests have high coverage over search syntax and compare generated
subscriptions to manually created test results.

Software validates that subscriptions generated for local processing are a feasible
derivation of a subscription lodged with the System of Systems.

Phase 2

Automated tests operate in a staging environment which simulates at scale operations in
live.

Phase 3

Cc3 Subscriptions or notifications are lost in transit

C.3.1 Hazard Description

Subscriptions are either not dispatched by the System-of-Systems to relevant data providers or
subscription results are not returned to subscribing data consumers. The effect being that the
notifications which are expected by a data consumer do not arrive.

Patient-centric subscriptions should be dispatched to all data providers who have registered contact
with the patient with the System of Systems. Other subscriptions should be dispatched to all data
providers. Any deviation from this rule is incorrect behaviour and will result in lost data.

Subscription results received by the System-of-Systems should be dispatched to all data consumers
making the subscription.

C.3.2 Potential Clinical Impact

Clinical Impact

Page 35







Use cases are targeted at process improvement rather than informing clinical decisions.
Incorrect subscription dispatch will result in events not being communicated to data
consumers. This might lead to inefficiencies in clinical processes but will have low impact on
patient safety.

Phase 1

More extensive use of subscriptions is likely to increase clinical dependency. Non-
notification of an event leads to incomplete data in dependent systems and may result in a
clinical action not being undertaken.

Phase 2

Systematic non-notification of events will be observed relatively quickly and can be
remediated to avoid long-term impact.

Adoption is widespread and clinicians assume that the longitudinal care record is complete.
Missing subscriptions will potentially result in delays in care and/or incomplete data sets
used for modelling purposes. This in turn may result in algorithms being developed based

Phase 3

on the wrong clinical evidence.

C.3.3 Possible Causes and Potential Controls / Mitigations

Potential cause: an incorrect misconfiguration of the participant registry associates a logical provider
identity with a different provider’s endpoint address. As a consequence, subscriptions are registered
with the wrong provider.

Controls & Mitigations

Configuration changes are controlled by a Change Advisory Board. All changes must be
accompanied by a remediation plan.

Automated implementation testing using messages containing synthetic data can ensure
routing of messages is correct.

Phase 1

The same endpoint address will be used for subscriptions as for synchronous query. Mis-
registration will be apparent during the onboarding process.

Automated tests ensure messages traverse System-of-Systems correctly and are delivered
to their respective organisation endpoint. Differences are reviewed and rules applied which

Phase 2

specifically authorise a difference. Tests execute in a test environment.

Automated reconciliation software periodically compares subscriptions lodged with data
providers with those operating on the System of Systems.

Onboarding software controls management of the participant registry, DNS, and issuance of

Phase 3

certificates. There is no scope for operator error. Formalised automated pipe-cleaning
ensure that the configuration is correct before live transactions can flow.

Potential cause: a misconfiguration of the provider registry records an invalid endpoint address. As a
consequence, subscriptions are not registered.

Controls & Mitigations
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Outgoing subscriptions are processed from a persistent message queue. An invalid endpoint
: address would cause the dispatching process to error and for the message to be suspended.
ﬁ Monitoring software alerts operators of the error, the endpoint address will be corrected,
& and service resumed without data loss.
o
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Potential cause: a misconfiguration at a data provider causes the data provider to register their
patient contact with a different provider. As a consequence patient centric subscriptions are
registered with the wrong provider.

Controls & Mitigations

An onboarding process validates that that PIX registrations are being made correctly at the
point of go-live.

Phase 1

Automated monitoring tools would highlight a drop in new patient contact for a data
provider.

Phase 2

The provider registry links a data provider identifier to the certificate used to connect to the
PIX service. The PIX server validates that provider identifier correlates with the certificate.

Forensic monitoring of audit data validates that patient-centric queries from the data
provider are only for patients registered by the care provider with PIX. Any failure in the
registration process will be quickly highlighted by queries being made for patients with

Phase 3

which the data provider has no registered contact.

Potential cause: an operator erroneously or maliciously corrupts PIX data. As a consequence, patient
centric subscriptions are not registered with providers.

Controls & Mitigations

Database access is restricted to small number of administrators with individual login
credentials.

Database operations are audited, and audit records are periodically reviewed by an

Phase 1

independent supervisor who does not have database administration privileges.

Automated monitoring tools would highlight a fall in the number of patient relationships
registered for a data provider.

Phase 2
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Phase 3

Forensic monitoring of audit data validates that patient-centric queries from the data
provider are only for patients registered by the care provider with PIX. Any failure in the
registration process will be quickly highlighted by queries being made for patients with
which the data provider has no registered contact.

Potential cause: a data provider registers a new patient contact with the System of Systems. A

software error prevents patient-centric subscriptions for the patient being dispatched to the

provider.

Controls & Mitigations

Software development is test led. Automated tests validate PIX processing and specifically

—

g the issuance of subscriptions based on new patient contact.

2

[a W

~ Automated monitoring tools would highlight a falling number of active subscriptions as a
) percentage of registered patient contacts.

2

a

- An automated reconciliation process periodically validates the subscriptions which are
@ | active at a data provider.

2
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Potential cause: a software fault leads to subscription results being lost in transit.

Controls & Mitigations

Software development is test led. Automated tests prove operation of message pathways
responsible for delivering subscription results.

Audit records are written of all subscription results received and dispatched. A fault can be

5 | detected and diagnosed.
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£ Software logs record all processing data processing errors. An operator is autromatically
alerted of all logged errors. Should an error be identified then Service Management ITIL
processes are followed to formalise incident reporting and resolution through to software
delivery and fix.

~ Automatic processing of audit records highlights any incidents of failure.
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Potential cause: data consumer endpoint is unavailable.
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Controls & Mitigations

Automated monitoring software provides notification of endpoint unavailability and queue
— levels to technical staff for action.
(]
_&‘3 Support staff work with appropriate data consumer technical representatives to resolve.
o

Message queues are persisted. No data loss results from a failure to dispatch a notification.
~ Automated monitoring software measures round trip time. Operators are alerted of a
Q degradation in the performance of an endpoint before service is lost.
2
o
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C.4 Service is Non-Performant

C.4.1 Hazard Description

Subscriptions are inherently asynchronous in nature and so some delay between an event occurring
and subscriber being notified is to be expected. The delay that is acceptable depends on the use case
to which the technology is applied.

Terms of service for the System-of-Systems will be published and these will include a maximum
latency for subscription delivery (within the boundary of responsibility and subject to performance
of data consuming endpoints). This will be a key consideration for participants when designing
services and it is reasonable to expect non-compliance to have significant consequences.

Of particular concern is poor performance which causes subscription throughput to fall below the
rate at which subscription or notifications are delivered to the System-of-Systems for processing for
an extended period of time. Such a situation could overload the service, disrupting service
availability for an extended period of time and potentially impacting other modes of use.

C.4.2 Potential Clinical Impact

Clinical Impact

There are only a few use cases among the pilot organisations which rely on subscriptions.
Of these only one is time critical: notification to a metal health care team that a ‘frequent-
flyer’ has contacted 111 or 999. The impact of a subscription notification not reaching the
care team has low clinical impact: a patient is unnecessarily attended to by an ambulance.

Phase 1

Non-time critical subscription usage is not impacted so long as data is not lost due an
outage and the outage is resolved within a few hours.
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Phase 2

Adoption of System-of-Systems is being driven by clinical need and high priority use cases.
Potentially the System-of-Systems is replacing other mechanisms for sharing data between
care settings and fallback options are no longer available. Solution designs are cognisant of
the asynchronous nature of subscription processing and time critical uses are limited to
point to point relationships and where there is low clinical impact from a delay in
notification.

Phase 3

Adoption is widespread and clinical dependency has been established on the availability of
regional data. Solution designers have an expectation of near real-time delivery of
subscription results and will build solutions which depend on timely delivery of
notifications. Clinicians will become reliant on alerting mechanismes, clinical processes which
depend on event notification will cease to operate, and actions may be delayed which risk
the wellbeing of patients.

C.4.3 Possible Causes and Potential Controls / Mitigations

Possible cause: poorly designed message pathway configuration results in a bottleneck at a

particular processing step.

Controls & Mitigations

Phase 1

The software is performance tested.

The pilot use cases are well understood, and the software can be tested with use cases
which accurately reflect actual usage. It is unlikely that novel processing requirements will
be encountered in live operation.

The message pathway is configured as a series of independent components. A poorly
performing component results is a message queue building up. The queue is persistent, and
no message loss will occur.

Monitoring software tracks message queue sizes. A service desk is alerted if sustained
gueueing rises above a configurable level.

Message deliveries to endpoints are not guaranteed to be in order (e.g. sequential
streams). Message queues can be processed by components operating in parallel to
improve throughput.

Message delivery configuration settings (e.g. Connection timeouts, retry settings) can be
altered to achieve optimal throughput.

The computing resources allocated to each component can be altered to remove
bottlenecks.

Phase 2

Cloud services run in parallel with on-premise hosted infrastructure. High volume
subscription sources can be segregated from other users.

The cloud architecture uses stateless micro-services which are easily scaled.
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Phase 3

Service management tooling allows the solution to be elastically scales without operator
intervention.

Possible cause: an individual subscription source floods the service with, possibly, incorrect

subscriptions or notifications.

Controls & Mitigations

Pilot use cases are well understood with predictable transaction volume. Unusually high
transaction volumes are likely to indicate a fault at a data provider or consumer.

i

] . , . I

@ If queuing thresholds are exceeded, then system operators are informed via monitoring

o software and can limit access to the inbound organisation that is causing the flood of
inbound messages until the fault has been corrected.

~ The architecture of the cloud hosted solution facilitates scaling to meet increased demand.
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- Automated cloud service monitoring and bandwidth management tooling can throttle

@ | connections from individual subscription sources.

2
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Possible cause: cumulative demand by all subscription sources exceeds capacity of System of

Systems.

Controls & Mitigations

The System-of-Systems has been sized to support the known use cases of the 5 pilot
participants.

i

% The System-of-Systems is hosted on a virtualised environment and the solution has been

=

o architected to efficiently utilise available CPU cores. Subject to software license
considerations, the platform can be scaled fluidly.

~ Cloud services run in parallel with on-premise hosted infrastructure. Demand can be

@ | distributed across platforms.

2
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- The cloud-based solution scales elastically with demand. Subject to cost considerations, the

@ | solution is architected to meet fixed performance service levels.
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Possible cause: a denial of service attack reduces capacity available for legitimate users.

Controls & Mitigations
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Access to the service is restricted to HSCN.

The service is hosted at a major NHS Acute Hospital with infrastructure designed to meet its
obligation under the EUs Network and Information Security Directive and specifically

i

Y includes firewalls designed to withstand denial of service attacks.

2 . . . .

o Identity and access management security has been designed to allow legitimate
transactions to be easily distinguished from illegitimate ones with substantial processing.

~ Industry leading cloud security services are employed protect the service from denial of

Q service attacks.
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5 Transactional Messaging

5.1 Scope of Responsibilities

The following diagram defines the scope of the clinical safety assessment for transactional
messaging queries. It follows a convention established by the document “Clinical Risk Management:
Middleware Implementation Guidance”.

Transactional Messaging Boundaries of Responsibilities

Healthcare Providers DCB 0160

Manufacturers DCB 0129

Data Consumer Message Message Data Provider
E System

6 —3 System System-of-Systems 3

o

End user Ack Ack 2
System

8—

Administrator

Here the System-of-Systems is responsible for:

e operating a secure endpoint on which a data provider can make a socket connection and
post data in the form of a message over an HTTPS RESTful interface;

e persisting the data as a message on the System-of-Systems infrastructure in a message
queue;

e taking the item in the message queue, making a socket connection to the eligible data
consumer and issuing a post based on the message content. This done over an HTTPS
RESTful interface;

e waiting for an acknowledgement from the data consumer that it has received the message*

o forwarding the acknowledgement message back to the data provider to confirm message
delivery*;

* Note that the System-of-Systems is designated as unreliable infrastructure in a reliable messaging

pattern. Data providers and consumers are responsible for replaying messages and issuing
acknowledgements. Please see the Reliable Messaging Infrastructure document for more detail.
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5.2 Typical Use Cases

Transactional messages will typically be used by care settings to exchange transactions representing
clinical evens. Examples include:

e referrals of patients receiving cancer care between oncology centres;
e transfer of care from an ambulance to an emergency department;
e transfer of correspondence and / or between organisations;

The mechanism ensures guaranteed, secure delivery of valid messages between organisations.
Message content will include:

e patient demographics;

e appointment and encounter details;

e details of care provided;
e clinical observations and test results.

5.3 Hazard Log

D.1 Service is Unavailable, or Access is Denied

D.1.1 Hazard Description

A data provider is either unable to connect to the System-of-Systems or their connection is rejected.
The System-of-Systems cannot be used to dispatch a message or send an acknowledgement. The
designation of the Systems of Systems transactional messaging pattern as unreliable places
responsibility on participants to operate persistent message queues. If a message or
acknowledgement cannot be dispatched via the System-of-Systems, then the message will be held
by the dispatcher in a persistent queue and dispatch will be reattempted sometime later. Transient
loss of service will cause a delay in message delivery but not message loss.

D.1.2 Potential Clinical Impact

Clinical Impact

The first wave pilots have 2 use cases for transactional messaging:

o the delivery of a transfer of care from an ambulance to an emergency department;
o the referral of a cancer patient from a secondary to a tertiary care provider.

The first of these use cases is time sensitive in that the transfer of care should arrive in ED
before the patient. Delay in dispatching the acknowledgement has no clinical impact.

Phase 1

If the transfer of care does not arrive then the handover will follow existing procedures
involving extracting a PDF from the ambulance system and uploading it to the ED system.
This might result in a delay in care being provided to a patient in a critical condition.

There will be no impact of a transient outage lasted less than a few hours for the second
use case.
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New time critical use cases for transactional messaging emerge with increased
participation. The next wave of participants are labelled pilots and there will be contingency

Phase 2

processes to follow in the event of System-of-Systems unavailability. However, these
introduce a delay in care or a loss in the resolution of data meaning that care is sub-optimal.

Adoption is widespread and clinical dependency has been established on the processes
supported by transactional messaging. Loss of service may delay provision care or lead to
the wrong care being provided. Interaction with other care workers in other organisations

Phase 3

may be impacted and care processes will operate inefficiently.

D.1.3 Possible Causes and Potential Controls / Mitigations

Possible cause: a hardware or software fault results in system unavailability.

Controls & Mitigations

Software components are hosted in a virtualised environment on hardware with inbuilt
redundancy. The hypervisor provides for high availability and will automatically re-
instantiate non-functional components.

Components are monitored and a service desk automatically informed of a range of

Phase 1

conditions. Service availability could be monitored using an external arbiter if a use case
were to justify it.

Faults are logged and it is possible to establish the root cause of a failure.

Parallel operation between cloud hosted micro-services and on-premise integration engine
remove any single point for failure.

The integration engine platform is mirrored for high availability and independent arbitered.

Phase 2

Custom monitoring tools allow solution usage to be tracked by data consumer.

The solution is fully deployed as autonomous micro-services and the failure of one
component has no impact on solution availability.

Phase 3

A dedicated service desk uses monitoring tools to establish availability and use of the
solution by all data consumers.

Possible Cause: data is corrupted through faulty disks or a software error to an extent that is causes
a loss of service.

Controls & Mitigations

Components are designed to be stateless where possible with few dependencies on data.
Message data is transient, however historic data is backed up daily until retention rules
mean data is purged. A backup can be restored within two hours.

Phase 1

Message data can be recreated and replayed by replaying messages from provider sources.
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Databases are sharded. This lowers the impact of data corruption and reduces recovery

N .

@ | time.
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- Use is made of cloud storage making the risk of hardware caused data corruption negligible.
Q Data is frequently snapshotted and can be restored to a point in time.
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Possible Cause: a DNS, firewall configuration change or a certificate revocation denies access to an

individual participant.

Controls & Mitigations

Firewall and certificate changes are controlled by a Change Advisory Board.

Certificate signing and revocation is software controlled and audited. Only privileged system

i

§ administrators can revoke a certificate.

e

e Mutual TLS authentication is not operational. A participant will not be denied access
because of a DNS entry.

~ DNS, firewall configuration and certification are integrated with the YHCR participant

§ registry. Access to the participant registry is audited and restricted to a few privileged

£ system administrators.

- The participant registry is integrated with the onboarding process. Participation in the live

§ environment is only possible through migration through the onboarding environment.

£ inadvertent change to the live configuration is not possible.

Possible Cause: a software update introduces a fault.

Controls & Mitigations

Phase 1

Software changes are controlled by a Change Advisory Board. All changes must be
accompanied by a remediation plan.

Software is subjected to continuous integration testing which highlights regressive
behaviour.

Software source code is maintained in a public source code repository. Problematic changes
can be easily backed out.

Phase 2

Software changes move through a staging environment prior to application to live. The
staging environment has data which is representative of live and endpoint simulators which
replicate the behaviour of data providers. High volume automated testing proves software
functionality.
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Software deployment and backout is software controlled.

Phase 3

Possible Cause: Planned maintenance results in downtime.

Controls & Mitigations

. Maintenance is controlled by a Change Advisory Board
(]
P Any maintenance requiring downtime will be scheduled outside of peak operational hours.
=
~ Maintenance does not require downtime. Duplicate components can be updated, and
@ | service switched over without interruption.
2
a

As for phase 2.
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D.2 Messages are Corrupted

D.2.1 Hazard Description

Transactional data provided via the System-of-Systems to a data consumer is not reflective of data
supplied by data providers. Transactions are typically used notify clinicians at one care setting of
care provided at another. Corruption to the structure of data will likely render the transaction un-
processable. Receiving systems will report an error and corrective action undertaken. More subtle
corruption of data may be undetectable and lead to incorrect interpretation of the transaction.

A.2.2 Potential Clinical Impact

Clinical Impact

The 2 use cases of the first wave care are orientated to the provision of direct care and so
any subtle corruption of data could result in inappropriate care being provided with serious
clinical consequences. Structural corruption which leaves a transaction un-processable will
impact the time critical use case severely and result in clinicians reverting to contingency

Phase 1

processes.

For non-time critical use cases there would be an opportunity to respond to the problem
and correct the data but would add additional load on to clinicians.

As for phase 1 except that additional organisations will onboard during this phase and so
the potential impact is more widespread.

Phase 2
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As for phase 1 except that use is widespread across of the region and systematic data
corruption could have significant impact.

Phase 3

D.2.3 Possible Causes and Potential Controls / Mitigations

Possible cause: a software fault corrupts message content in transit.

Controls & Mitigations

The message pathway for transactional messaging does not manipulate message content.
The body of message is treated as an atomic unit and is delivered to a recipient in the form
that it was received by the System of Systems. Corruption is unlikely.

Sysstem testing has been targeted to testing known use cases.

Phase 1

A service desk operates and will respond to issues encountered by message recipients. 24x7
support arrangements are in place.

Automated tests validate the integrity of data delivered to data consumers.

Phase 2

Automated tests operate in a staging environment which simulates at scale operations in
live.

Phase 3

D.3 Messages are lost in transit

A.3.1 Hazard Description

Messages or acknowledgements are not dispatched to their intended recipients by the System of
Systems. The failure my be transient, in which case the message or acknowledgement will be resent
by its sender in accordance with the reliable messaging paradigm, or the failure may be systematic,
in which case retry attempts are also lost. Transient failures appear to participants as though the
System-of-Systems is non-performant and the hazard is considered in detail under D4. The clinical
impact, controls and mitigations detailed here are for systematic failures.

A.3.2 Potential Clinical Impact

Clinical Impact

Pilot use cases are improvements to existing processes and fall back way of working exist.

Sending systems are aware that a transaction has been lost: the reliable messaging
paradigm requires messages to be acknowledged. Message loss is visible.

Phase 1
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As for phase 1 except that additional organisations will onboard during this phase and so

(gl

Y the potential impact is more widespread.

2
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- As for phase 1 except that use is widespread across of the region and systematic data
Q corruption could have significant impact.

2

[a 9

D.3.3 Possible Causes and Potential Controls / Mitigations

Potential cause: a misconfiguration of the defined message pathway in System of Systems. Most

likely due to a software upgrade or problem with configuration management processes.

Controls & Mitigations

Phase 1

Configuration changes are controlled by a Change Advisory Board. All changes must be
accompanied by a remediation plan.

Automated implementation testing using messages containing synthetic data can ensure
routing of messages is correct.

Guidance provided to data providers recommends that an operator informed of reported
data delivery issues so allowing problems to be rectified in a timely manner.

The System-of-Systems records and audit record for all messages received and dispatched.
Lost messages can be traced.

Automated tests ensure messages traverse System-of-Systems correctly and are delivered
to their respective organisation endpoint.

The message pathway in the System-of-Systems is componentised. Components draw
messages from persistent message queues. A failure of a component results in que build up.
Automated monitoring software alerts operators if a queue exceeds a configurable
threshold.

Phase 2

Automated monitoring of audit logs identifies lost messages in near real time. Operators
are alerted.

Phase 3

Automated tests operate in a staging environment which simulates at scale operations in
live and ensures correct delivery to subscribed endpoint.

Potential cause: an incorrect misconfiguration of the participant registry associates a logical

participant identity with a different participant’s messaging endpoint address. Consequently,

messages are sent to the wrong provider.

Controls & Mitigations
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Phase 1

Configuration changes are controlled by a Change Advisory Board. All changes must be
accompanied by a remediation plan.

Automated implementation testing using messages containing synthetic data can ensure
routing of messages is correct.

The message header includes a recipient identifier. A correctly configured recipient
message endpoint will reject the attempt to dispatch the message. The Systems of Systems
would alert an operator.

Phase 2

Automated tests ensure messages traverse System-of-Systems correctly and are delivered
to their respective organisation endpoint. Differences are reviewed and rules applied which
specifically authorise a difference. Tests execute in a test environment.

Phase 3

Automated reconciliation software periodically compares subscriptions lodged with data
providers with those operating on the System of Systems.

Onboarding software controls management of the participant registry, DNS, and issuance of
certificates. There is no scope for operator error. Formalised automated pipe-cleaning
ensure that the configuration is correct before live transactions can flow.

Potential cause: a misconfiguration of the participant registry records an invalid endpoint address.

Consequently, subscriptions are not registered.

Controls & Mitigations

Outgoing messages are drawn from a persistent message queue. An invalid endpoint

: address would cause the dispatching process to error and for the message to be suspended.
§ Monitoring software alerts operators of the error, the endpoint address will be corrected,
& and service resumed without data loss.
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Potential cause: participant endpoint is unavailable.

Controls & Mitigations

Phase 1

Automated monitoring software provides notification of endpoint unavailability and queue
levels to technical staff for action.

Support staff work with appropriate participant technical representatives to resolve.

Message queues are persisted. No data loss results from a failure to dispatch a message.
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Automated monitoring software measures round trip time. Operators are alerted of a
degradation in the performance of an endpoint before service is lost.

Phase 2

Phase 3

D.4 Service is Non-Performant

D.4.1 Hazard Description

The service is inherently asynchronous in nature and so some delay between an event occurring at a
data provider and a data consumer being notified is to be expected. The delay that is acceptable
depends on the use case to which the technology is applied.

Terms of service for the System-of-Systems will be published and these will include a maximum
latency for message delivery (within the boundary of responsibility and subject to performance of
data consuming endpoints). This will be a key consideration for participants when designing services
and it is reasonable to expect non-compliance to have significant consequences.

D.4.2 Potential Clinical Impact

Clinical Impact

The first wave pilots have 2 use cases for transactional messaging:

e the delivery of a transfer of care from an ambulance to an emergency department;
e the referral of a cancer patient from a secondary to a tertiary care provider.

The first of these use cases is time sensitive in that the transfer of care should arrive in ED
before the patient. Delay in dispatching the acknowledgement has no clinical impact.

Phase 1

If the transfer of care does not arrive then the handover will follow existing procedures
involving extracting a PDF from the ambulance system and uploading it to the ED system.
This might result in a delay in care being provided to a patient in a critical condition.

There will be no impact of a transient outage lasted less than a few hours for the second
use case.

New time critical use cases for transactional messaging emerge with increased
participation. The next wave of participants are labelled pilots and there will be contingency
processes to follow in the event of System-of-Systems unavailability. However, these

Phase 2

introduce a delay in care or a loss in the resolution of data meaning that care is sub-optimal.

Adoption is widespread and clinical dependency has been established on the processes
supported by transactional messaging. Loss of service may delay provision care or lead to

Phase 3

the wrong care being provided. Interaction with other care workers in other organisations
may be impacted and care processes will operate inefficiently.
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D.4.3 Possible Causes and Potential Controls / Mitigations

Possible cause: poorly designed message delivery configuration results in a concentration of service
demand such as message queueing which impacts performance for other data consumers.

Controls & Mitigations

The software is performance tested.

The pilot use cases are well understood, and the software can be tested with use cases
which accurately reflect actual usage. It is unlikely that novel processing requirements will
be encountered in live operation.

The message pathway is configured as a series of independent components. A poorly
performing component results is a message queue building up. The queue is persistent, and
no message loss will occur.

Phase 1

Monitoring software tracks message queue sizes. A service desk is alerted if sustained
gueueing rises above a configurable level.

Message deliveries to endpoints are not guaranteed to be in order (e.g. sequential
streams). Message queues can be parallel processed to ensure optimal delivery times.

The computing resources allocated to each component can be altered to remove
bottlenecks.

Cloud services run in parallel with on-premise hosted infrastructure. High demand or
immature data consumers can be segregated from other users.

Functionality is added to enable message priority to be ranked and allow queues to be

Phase 2

managed according to priority.

The cloud architecture uses stateless micro-services which are easily scaled.

Service management tooling allows the solution to be elastically scales without operator
intervention.

Phase 3

Possible cause: Data providers flood inbound endpoints affecting overall System-of-Systems
performance.

Controls & Mitigations

Pilot use cases are well understood with predictable transaction volume. Unusually high
transaction volumes are likely to indicate a fault at a data provider or consumer.

If queuing thresholds are exceeded, then system operators are informed via monitoring

Phase 1

software and can limit access to the inbound organisation that is causing the flood of
inbound messages.
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The architecture of the cloud hosted solution facilitates scaling to meet increased demand.
(@]
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P Functionality is added to enable message priority to be ranked and allow queues to be
<
o managed according to priority.
- Automated cloud service monitoring and bandwidth management tooling can throttle
@ | connections from individual message sources.
2
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Possible cause: cumulative data provision by all data providers exceeds capacity of System of
Systems

Controls & Mitigations
The System-of-Systems has been sized to support the known use cases of the 5 pilot
participants.
i
§ The System-of-Systems is hosted on a virtualised environment and the solution has been
z architected to efficiently utilise available CPU cores. Subject to software license
considerations, the platform can be scaled fluidly.
~ Cloud services run in parallel with on-premise hosted infrastructure. Demand can be
Q distributed across platforms.
2
a
- The cloud-based solution scales elastically with demand. Subject to cost considerations, the
@ | solution is architected to meet fixed performance service levels.
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			Synanetics


			Advancing Healthcare Through Interoperability











			Synanetics


			Advancing Healthcare Through Interoperability











Synanetics are please to respond to The Rotherham NHS Foundation Trust’s (TRFT) request for tender for trust integration engine (TIE) support services for TRFT and Barnsley NHS Foundation Trust’s (BNFT). 


…..


Our offer is to support TRFT’s business goals by offering 2nd line 24x7 support for the Rotherham and Barnsley TIEs and a package of managed consultancy days. 


The details of our offer are explained in line with the requirements specified in your tender document. 


….


1	24/7/365 second tier support of both TRFT and BNFT TIE’s, initially for one year.


For a fee of £…. per annum we offer to support both TIEs on a 24x7 basis. The aim of the support contract is to maintain TIE availability and message throughput. The scope of the service contract does not include configuration changes (unless these are designed to resolve an incident) or new interfaces. We offer packages of pre-purchase or ad-hoc days for these purposes. 


We will be available to receive notice of an incident whenever that incident should occur and will work to resolve any problem deemed an Emergency regardless of the time of day. 


You can inform of us of an incident using our work ticketing system, by sending us an email or by calling a dedicated number. However, we will aim to make ourselves aware of a problem, or preferably a pending problem, before you are impacted by it by using our advanced monitoring software which is licensed for use with the support contract on the TIEs. 


Service Reporting


We will send you a service report at the end of every month. This will detail incidents responded to, and for faults, a root cause analysis and details of actions undertaken to rectify the fault.


We also report status on any work tickets and recommend considerations for improvement.


We will attend on-site service review meetings quarterly.


Trust’s Responsibilities


For us to undertake our service to the highest standard we ask certain things of you. Specifically, we ask that Rotherham and Barnsley-:


· Host the TIEs on a resilient platform that is fit for purpose. If we feel that the platform falls below a minimum specification for its usage then we will inform you. Note that functionality or message throughput may be compromised if there is inadequate disk space or CPU is over-utilised. We can assist with migrating the system to another platform and this would be charged for under our consultancy and development arrangement.



· Provide a failover facility. Should damage occur to the platform which hosts the TIEs then the failover facility will resume the service on a different host or virtual container. We will need to be able to manually force a failover remotely.



· Apply operating system patches on a timely basis.



· Provide us remote access to the TIE servers. This should be via RDP using the trust’s VPN solution. We will need dedicated domain accounts which give us full administrative privileges to this server.



· Provide us with remote access, through our domain accounts, to the management console (such as VMWare vSphere) which will allow us to reboot the TIE server.



· Back-up the TIEs on a regular basis. If the backup is taken less than daily then we should be able to request an ad-hoc backup following a major configuration change.



· Be cognisant of environmental issues outside of our control which may affect the stability of the TIEs. We will let you know if there is anything which concerns us.



· Provide us with contact details of those responsible for supporting systems which exchange data through the TIE. You will also facilitate contact with any third-party vendors with whom we need to interact.


We also expect that TRFT staff provide first line support, triage and diagnostics of both the TRFT and BNFT TIE’s


2	Response, including resolution or identified workaround, within 4 hours.


If you do inform us of an incident then you will be asked to set its priority. The priority determines the service levels to which we will work. Whilst it is not possible to commit to a resolution of every possible type of problem within a pre-determined timeframe, our aim is to resolve, or to provide a workaround, for all emergency or high priority incidents within 4 hours.


			Priority


			Definition


			Response Time





			Emergency


			Typically, this signifies that the TIE is not available or a major system cannot receive or send messages. The issue will be worked on continuously regardless of time of day. A company director will be immediately informed. You will receive progress reports every hour.


			1 hr Any time





			High


			The issue will be at the head of a support engineer’s queue and will be worked on as a priority during normal working hours. A company director will be informed if the issue hasn’t been resolved within 4 hours. You will receive a progress report every 4 hours during the working day.


			1 hr 9.00am to 6.00pm Mon-Fri





			Normal


			The issue will be worked on by a support engineer if there are no higher priority tasks in the engineer’s queue. You will normally receive a daily progress report unless a different reporting schedule is agreed.


			1 working day





			Low


			This a background task. It will receive the periodic attention it requires. There is no formal reporting of progress unless otherwise agreed. The issue may have a deadline in which case the priority will be escalated if not resolved by the deadline.


			1 working day











If an incident occurs and we can resolve it by making a configuration change, a code change, taking an action on the host operating system or failing over the system then will do so without requiring assistance from you.


If the incident occurs outside of the boundary of what we can control then we will work with those responsible for external systems or hardware, and advise them to the best of our abilities, given our visibility of the problem, on the actions that they need to take.





We will help with any steps needed to recover from an incident, including replaying messages and repairing data.





If you and Synanetics agree that an incident is best dealt with on-site then an engineer will visit your site at the earliest possibility. You will not be charged for this service.





….
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[bookmark: _Toc488402624][bookmark: _Toc350174611]Introduction


This Clinical Risk Management System (CRMS) outlines the processes to be followed to ensure that all healthcare IT used to support care within the Organisation is developed, implemented and used in as safe manner. 


This CRMS provides a framework that promotes the effective risk management, by the Organisation, of potential health IT hazards and operational incidents.


This CRMS compliments existing risk management processes that should be defined in the Organisation’s Risk Management Strategy and wherever practical, uses existing procedures, processes and governance arrangements.


This CRMS addresses the requirements of DCB 0129 and DCB 0160 and follows best practice as promoted by NHS Digital.  


This CRMS will be reviewed and maintained in accordance with the Organisation’s Document Control Policy 


[bookmark: _Toc488402625]Purpose


The aim of the CRMS is to ensure that all of the Organisational staff involved with the development, implementation and use of healthcare IT systems are aware of the activities that are required to be undertaken to ensure patient safety is improved rather than compromised from the introduction of healthcare IT systems.


The Organisation is required to adhere to National Information standards created and monitored via the Data Coordination Board (DCB) within NHS Information Standards frameworks. 


The mechanisms used are approved process Clinical Risk Management System compliance documents.


This Clinical Risk Management System will be reviewed periodically to ensure that:


•	changes in working practices are incorporated


•	issues identified though an established internal audit programme are addressed


•	the safety approach continues to adhere to the requirements of applicable    international standards


•	the system continues to protect the safety of patients in a complex and changing environment.




















[bookmark: _Toc488402626]Audience


This document is for the Organisational staff that are involved in ensuring the safety of healthcare IT systems, products or services.





[bookmark: _Toc488402627]Scope


This applies to the Organisation and to all subsequent updates or upgrades to systems.  The policy also applies to any local customisations or specific configurations made to a healthcare IT system by the Organisation.


If clarification is required of whether any system falls within scope of this CRMS this should be raised with the nominated Clinical Safety Officer (CSO) for clarification. This nominated person provides clinical and organisational leadership on healthcare IT Patient Safety on behalf of the Organisation.





[bookmark: _Toc488402628]Definitions


Note - Also see the Organisation’s Risk Management Strategy and Risk Management Policy. 


DCB: Data Coordination Board


CSO: Clinical Safety Officer - the person responsible for ensuring that the healthcare IT Clinical Risk Management System is applied to all clinical systems. The Clinical Safety Officer (CSO) for the Organisation is responsible for ensuring the safety of a healthcare IT system through the application of clinical risk management. The Clinical Safety Officer must hold a current registration with an appropriate professional body relevant to their training and experience. They also need to be suitably trained and qualified in risk management or have an understanding in principles of risk and safety as applied to healthcare IT systems. The Clinical Safety Officer ensures that the processes defined by the clinical risk management system are followed.





[bookmark: _Toc488402629]Healthcare IT Clinical Risk Management (CRM) Governance Arrangements


The responsibility for healthcare IT CRM within the Organisation resides with Finance, and Infrastructure & Informatics/Nursing and Quality 


Organisational management of healthcare IT related risks is as per the existing management arrangements as specified in the Organisation’s Risk Management Policy


Any new or amended processes, software or hardware involving personal confidential information will require the completion of a Data Protection Impact Assessment (DPIA).  The assessment includes a section on Clinical Safety.  All DPIA’s are signed off by the Information Governance Group and published on the Trust’s website.  Please see Standard Operating Procedure for further details.





[bookmark: _Toc488402630]Clinical Risk Management Team Organisation Chart


The organisation chart provides the overview of resources and personnel involved in clinical risk management for the Organisation. 
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[bookmark: _Toc488402631]Personnel


Roles and responsibilities for the following clinical safety related positions


· Executive Director of Nursing 


· Medical Director


· Clinical Director 


· Finance Director


· Clinical Safety Officer


· Pharmacy Team 


· Clinical Systems Team


· Patient Safety Team


· Information Governance Team


· Clinical Leads x 4 


· [bookmark: _GoBack]Operational divisions x 4


· Risk Management Team


 


[bookmark: _Toc488402632]Governance


Governance for patient safety within the Organisation is provided through the following forums:


Clinical Risk Management Group (CRMG)


Quality and Patient Safety Group (QPaS)


The consideration of clinical safety as part of the Data Protection Impact Assessment (DPIA) process is provided through the Information Governance Group (IGG)





[bookmark: _Toc488402633]Healthcare IT Clinical Risk Management Deliverables





[bookmark: _Toc488402634]Clinical Risk Management File


The Organisation will establish a Clinical Risk Management File (CRMF) for each safety related healthcare IT system.  The purpose of the CRMF is to provide a central repository where all safety related information pertaining to the healthcare IT system is stored and controlled. 


[bookmark: _Toc488402635]Clinical Risk Management Plan 3.2


The Organisation will establish a Clinical Risk Management Plan (CRMP) for each safety related healthcare IT system.  The purpose of the CRMP is to identify the clinical risk management activities that are to be undertaken and the phasing of these activities in the project lifecycle.  The CRMP will also identify the resources required to discharge these clinical risk management activities. This must be done at the start of any healthcare IT projects and approved by the CSO.





[bookmark: _Toc488402636]Hazard Log 3.3


The Organisation will establish and maintain a Hazard Log (HL) for each safety related healthcare IT system.  The HL will be controlled and configured in accordance with the Organisation Document Control Policy 


The HL will be made available within the CRMF. The purpose of the HL is to manage the effective resolution and communication of hazard risk within The Organisation. 


This must be created at the start of a healthcare IT project, reviewed weekly by the team(s) and approved by the CSO.





[bookmark: _Toc488402637]Clinical Safety Case 3.4


The Organisation will establish and develop a Clinical Safety Case (CSC) for each safety related Healthcare IT system.





[bookmark: _Toc488402638]Clinical Safety Closure Report 3.5


The Organisation will issue a Clinical Safety Closure Report (CSCR) for each safety related healthcare IT system.  The CSCR will be issued to support initial deployment and will be updated during the lifecycle of the healthcare IT system should the safety characteristics change.  The CSCR will be controlled and configured in accordance with the Organisation’s document control policy. The HL will be made available within the CRMF.








[bookmark: _Toc488402639]Healthcare IT Clinical Risk Management Activities


[bookmark: _Toc488402640]Hazard Identification


The Organisation will conduct hazard identification workshops to identify potential hazards associated with the deployment and use of a healthcare IT system.  The CSO will be responsible for facilitating such workshops and ensuring attendance from appropriate representatives.  Typically, representatives from the following domains will be required:


· Clinical Systems Team


· Pharmacy Team including Pharmacists and Pharmacy Technicians 


· Clinical Safety Officer


· IT if required


· Patient Safety Team


· Clinical Leads and/or operational teams 


The workshops will have minutes taken and a copy stored in the CRMF.  If a healthcare IT solution is deemed not to be safety related then this decision will be formally recorded.  


The CSO will then raise this decision with the Information Governance Group.


Where any third-party components are used to support the healthcare IT system then they will be considered in the scope of the hazard identification activities and subsequent risk assessment and reported directly to the third party for resolution All identified hazards will be recorded in the Hazard Log (HL).





[bookmark: _Toc488402641]Risk Assessment


The Organisation will conduct healthcare IT system risk assessment in accordance with the Risk Management Policy.


The HL will be updated to capture the risk assessment.





[bookmark: _Toc488402642]Risk Evaluation


The Organisation will conduct healthcare IT system risk evaluation in accordance with the Risk Management Policy.


The HL will be updated to capture the risk evaluation.





[bookmark: _Toc488402643]Risk Control


Where the initial risk evaluation is deemed unacceptable, further risk controls will be required.  The Organisation will manage healthcare IT system risk in accordance with the Risk Management Policy.


Details of the risk control measure and evidence of effective implementation will be captured in the HL.





[bookmark: _Toc488402644]Deployment and Ongoing Maintenance


To support clinical safety activities undertaken during any deployment phases of a project or programme of work the following documentation will be required to form a part of the overall approval process:


Project Initiation Document – third party supplier


Project Plan


Project Business Mapping


Risk Register


Weekly highlight reports


Digital Delivery Group minutes


Fallback Solution


Change Management controls- Hornbill


Witness Testing  


[bookmark: _Toc488402645]Incident Management


Clinical Risk Management activities within the Organisation and the healthcare IT programmes and services offered are completed within the Risk Management Policy. As such clinical safety related incidents are dealt with in a similar manner as other incident within the organisational. The Reporting Adverse Incidents Policy and Quality Impact Assessment Guidance is available for all staff and trust wide. These procedures are in place and require all staff within the organisation to adhere to. If related to patient safety or clinical harm then the CSO is required to assess the impact on patient safety if severity dictates. 
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[bookmark: _Toc488402647]Overview


The clinical safety activities described in this Clinical Risk Management System shall be undertaken by competent staff. Suitable training shall be undertaken by staff to maintain and expand their level of competence.


[bookmark: _Toc488402648]Competency & Training


All of the staff identified in the organisation chart, shall be sufficiently competent for the roles and task which they are asked to undertake.  Where an individual does not have sufficient experience or knowledge then that person shall be monitored, and his/her work reviewed, by someone who has the necessary competence.  Such supervision shall prevail until it is judged that the individual has amassed the necessary experience to undertake such tasks unsupervised.


In assessing competency, the different functional roles required to fully discharge the obligations of the Clinical Risk Management System, and the necessary skills and knowledge needed for each, shall be considered.  Primary functional roles may include:


· Conducting discrete safety analyses or defining the Hazard Risk Indicators for a particular project.


· Making a valid judgement on the safety tasks, activities and techniques required for a given Health Software Product in order to justify the comprehensiveness and completeness of the safety assessment and produce the safety argument with supporting evidence.


· Assurance of safety assessments and healthcare IT software products. Performance of safety techniques and development of the safety argument for a particular healthcare IT software product must be independent to any assurance activities for the same.


· Improving and refining the overall Clinical Risk Management System, for example, audit, process change, quality.


· Ownership and leadership, for example, ultimate safety accountability, culture change, influencing and strategic direction.





The first test in establishing competency shall be at the interview stage where potential staff shall be assessed against the above representative roles and agreed job descriptions. Any perceived deficiencies identified during the course of the work or at the appraised stage, shall be addressed immediately, for example, through the assignment of a competent supervisor or the provision of suitable training.


All registered clinicians involved in safety roles shall, as a minimum, have completed an accredited training course.





[bookmark: _Toc488402649]Training


Clinical safety personnel should undergo suitable training to develop, maintain or enhance their competency level. Such training can comprise:


· ‘on the job’ training conducted under supervision


· Internal training courses if available


· Approved external training courses





All registered clinicians involved in clinical safety roles shall, as a minimum, have completed an accredited training course.


Completion of any safety training shall be recorded by the line managers on the annual appraisal form
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[bookmark: _Toc488402651]Overview


Audits shall be undertaken to ensure that projects are adhering to the defined safety requirements. Such audits will focus on the Clinical Safety Team workstreams and Third-Party suppliers.





[bookmark: _Toc488402652]Internal Safety Audits


The Organisation shall undertake regular internal safety audits to ensure that projects undertaken within the organisation are compliant with this Clinical Risk Management System. These audits shall be conducted and recorded in accordance with the internal quality management procedure.


The scope of an internal safety audit will be the formal Clinical Risk Management System and the Organisation’s documentation supporting this document.


[bookmark: _Toc488402653]Supplier Audits


The Organisation shall undertake regular third-party supplier audits, as a minimum annually, to ensure compliance with their Clinical Risk Management System.  The audit shall focus on the Clinical Risk Management System, the evidence which demonstrates its effective operation and any issues arising from the deployment of the healthcare IT products and services. The basis for the audit shall be DCB 0129.


Supplier audits shall be conducted in accordance with the External Safety Audit Procedure.
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[bookmark: _Toc490472094]Purpose of Document



The purpose of the Clinical Risk Management Plan (CRMP) is to define the implementation of, and any variation to, the NHS Humber Foundation Teaching Trust



Clinical Safety Management System [provide reference].  It describes how the programme will conduct clinical risk management to ensure patient safety with respect to services provided and the interrelated and interactive activities that will occur to ensure that the programme meets the requirements of DCB 0129 and DCB 0160.



In fulfilling this purpose, any variation to the standard practices and procedures to be followed, as defined by the Clinical Risk Management System (CRMS), when performing the activities of the programme are documented here in this document.



This CRMP identifies the means by which the programme shall be controlled to ensure that the safety work is of high quality, conforms to the requirements of the CSMS and any specific programme requirements.



This document will be updated when the plan changes in any way as to deviate from what has been committed to deliver. This will be decided by the programme and Clinical Safety Officer and/or Team.



[bookmark: _Toc490472095]Background to clinical safety standards and requirements



[bookmark: _Toc490472096]Information standards provide the mechanism for introducing requirements to the NHS, those with whom it commissions services and its IT system suppliers.  There are two Information Standards related to patient safety described below.  These Standards can be found at:



DCB0129 and DCB0160



DCB 0129: Clinical Risk Management: its Application in the Manufacture of Health IT Systems



This standard sets clinical risk management standards for manufacturers of Health IT systems.  It requires the manufacturer to establish a structure within which clinical risks associated with the design and development of a new Health IT system or the modification of an existing system are properly managed.  It also ensures that outputs are clearly documented to provide evidence of compliance.  Compliance with the standard ensures that the manufacturer has instigated a best practice clinical safety programme during the manufacture of the health IT system.



[bookmark: _Toc490472097]DCB 0160: Clinical Risk Management: its Application in the Deployment and Use of Health IT Systems



This standard requires health organisations deploying and using new or modified health IT systems to have a structure to manage clinical risks associated with that deployment.  Many of the requirements in DCB 0129 are repeated in DCB 0160 for the health organisations.



[bookmark: _Toc490472098]Programme Overview & Clinical Safety



Provide an overview of the programme or project in which this document relates to. Include a high-level summary of the aims and scope only. Any detailed information can be referenced out to existing documentation held in the programme document files. Part of the summary should highlight the timeline for delivery of any part of the programme and also the scope in relation to clinical safety with any reasoning behind decisions being made.



Note: any change in phase scope, content and future phase development will be addressed in this document by a revised CRMP document. This revised documentation will be agreed with the programme and clinical safety officer to ensure the correct governance and control is in place.



[bookmark: _Toc490472099]Impact of DCB 0129 and DCB 0160 on Programme



Whilst the programme may not physically be manufacturing the service itself, it may classify as a ‘Manufacturer’ as defined in DCB 0129:



‘Person or organisation with responsibility for the design, manufacture, packaging or labelling of a Health IT System, assembling a system, or adapting a Health IT System before it is placed on the market and/or put into service, regardless of whether these operations are carried out by that person or on that person's behalf by a third party.’



Within the safety standard DCB 0160 we can also assume partial responsibility in the role of a Health Organisation.  This standard is addressed to those persons in Health Organisations who are responsible for ensuring clinical safety in the deployment of Health IT Systems through the application of clinical risk management.



The programme will therefore adhere to all applicable requirements of DCB 0129 and DCB 0160 in this regard.



Note: this section provides guidance for those organisations who may fall within the scope of both safety standards. If this does not apply then please delete this section.








[bookmark: _Toc490472100]Clinical Risk Management File



The programme SharePoint/Intranet/file location site contains all relevant clinical safety documentation and will perform the function of the Clinical Risk Management File.  This folder will be managed by the Clinical Safety Officer and Clinical Safety Engineer.  The location of the SharePoint site is:



[provide reference here]



[bookmark: _Toc490472101]Programme Individual project areas and associated assurance approaches



Highlight any individual areas where assurance processes differ from the normal within the organisation. Document any assumptions or constraints that may provide detail to the CRMP and overall delivery and compliance to the safety standards.



[bookmark: _Toc490472102]Resources / Personnel



The Clinical Safety Officer is responsible for ensuring the clinical safety of the programme through the application of clinical risk management.  The Clinical Safety Officer is a suitably qualified and experienced clinician who holds current registration with their relevant professional body and has had appropriate training for this role.



Key responsibilities include:



· approval of the Clinical Risk Management Plan to confirm that the plan is appropriate and achievable in the context of the Health IT System development and modification;




· ensuring that clinical risk management activities are completed in accordance with the Clinical Risk Management Plan (this document);







· reviewing and approving of all safety documentation including Clinical Safety Case Reports and Hazard Logs;




· reviewing evidence in the Clinical Risk Management File to ensure it is complete and supports the Clinical Safety Case Report;




· providing recommendation to GP Connect Programme whether the Service is safe to release; and




· escalating any unacceptable safety risks.







Table 1 Roles and responsibilities



				Development Team



				Assurance Team







				Clinical Systems Team 



				



				Pharmacy Team 



				







				Pharmacy Team



				



				Clinical Safety Officer 



				











[bookmark: _Toc490472103]Clinical Risk Evaluation and Management



The clinical risk matrix, evaluation and management process used is defined below and can also be found in more detail within the appendix. The hazard assessment process will follow the standard Clinical Risk Management System [provide reference] approach.



Hazards may be identified in other ways during the development and use of the programme such as:







· Discovery during design of a solution by supplier or NHS Organisation;




· Testing of amended functionality;




· Ad hoc testing of live service functionality;




· Reporting of an incident or problem within the live service; and




· Identification by a member of staff within the supplier or NHS Organisation







For each identified hazard, the following information will be defined and recorded on the Hazard Sheet and summarised on the Hazard Log:







· Hazard number;




· Hazard name;




· Hazard description;




· Potential clinical impact – this will describe the effect of the hazard in the care setting and potential impact on the patient;




· Possible causes – these may be technical, human, error etc.  A hazard may have a number of causes; and




· Existing controls – these are identified existing controls or measures that are currently in place and will remain in place post implementation that provide mitigation again the hazard, i.e. will be used as part of the initial Hazard Risk Assessment.







Each Hazard will be discussed by the programme Clinical Safety team and any other appropriate people.  They will perform the following tasks and record the outcome in the Hazard Sheet and a summary in the Hazard Log:







· Estimation of clinical risks;




· Clinical risk evaluation; and




· Clinical risk control option management.



 



Estimation of clinical risks.







For each identified hazard estimation will be made of the clinical risk.  This will include the severity of the hazard, the likelihood of the hazard and the resulting clinical risk.  The estimation process will follow that established by the safety processes defined in DCB 0129.  A copy of the risk assessment matrix is provided in the appendix.



Note: Any valid approach to hazard assessment and associated risk assessment matrices can be used. The sample provided in this document is to highlight documentation requirements only and does not provide a recommendation on any specific methodology to be used. This decision must be made by the organisation and its clinical safety team.
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Risk Matrix key - Severity

Severity of Impact/ Consequence
1 2 3 4 5
Negligible Minor Moderate Severe | Catastrophic
5 Almost 5 10
certain Moderate High
’ 4 8
4 Likely Moderate High
%
2 ' 6 9 12
3 3 Possible Moderate High High
£
' 4 6 8 10
2 Unlikely Moderate Moderate High High
4 5
1 Rare Moderate | Moderate
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Table 1 - Likelihood Table

Likelinood Score

1

Descriptor Rare.
Frequency “This will probably | Do not expecttto | Might happen or | Will probably Will undoubtedly.
Howoftenmight | "% happenirecur butt | recur occasionally | happenirecur butit | happenirecur,
h: ble it not X oly
How often moft | happentecur SBOSSIRIMAY | oy g occyr | 51012 PETSIING | possiby feauently
Not expected to atleast monthly Expected to occur
happen for years | Expected to occur Expected to occur | at least daiy
atleast annually at least weekly
Probabilty <1% 15% 620% 2150% >50%
Unikely to occur | Unikely to occur | Reasonable Likely to occur More lkely to
chance of oceur than not

oceurring
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Risk Matrix key - Severity
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Table 1 - Likelihood Table

Likelinood Score 1
Descriptor Rare.
Frequency “This will probably | Do not expecttto | Might happen or | Will probably Will undoubtedly.
Howoftenmight | "% happenirecur butt | recur occasionally | happenirecur butit | happenirecur,
h: ble it not X oly
How often moft | happentecur SBOSSIRIMAY | oy g occyr | 51012 PETSIING | possiby feauently
Not expected to atleast monthly Expected to occur
happen for years | Expected to occur Expected to occur | at least daiy
atleast annually at least weekly
Probabilty <1% 15% 620% 2150% >50%
Unikely to occur | Unikely to occur | Reasonable Likely to occur More lkely to
chance of oceur than not
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Data Coordination Board

This information standard (DCB0160) has been approved for publication by the
Department of Health and Social Care under section 250 of the Health and Social
Care Act 2012.

Assurance that this information standard meets the requirements of the Act and is
appropriate for the use specified in the specification document has been provided by
the Data Coordination Board (DCB), a sub-group of the Digital Delivery Board.

This information standard comprises the following documents:

e Requirements Specification
¢ Implementation Guidance
e Change Specification.

An Information Standards Notice (DCB0160 Amd 25/2018) has been issued as a
notification of use and implementation timescales. Please read this alongside the
documents for the standard.

The controlled versions of these documents can be found on the NHS Digital
website. Any copies held outside of that area, in whatever format (e.g. paper, email
attachment), are considered to have passed out of control and should be checked for
currency and validity.
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Glossary of Terms:

Term

Definition

Clinical Safety Officer
(previously referred to as
Responsible Person)

Person in a Health Organisation responsible for ensuring the safety of
a Health IT System in that organisation through the application of
clinical risk management.

Clinical risk

Combination of the severity of harm to a patient and the likelihood of
occurrence of that harm.

Clinical risk analysis

Systematic use of available information to identify and estimate a risk.

Clinical risk control

Process in which decisions are made and measures implemented by
which clinical risks are reduced to, or maintained within, specified
levels.

Clinical risk estimation

Process used to assign values to the severity of harm to a patient and
the likelihood of occurrence of that harm.

Clinical risk evaluation

Process of comparing a clinical risk against given risk criteria to
determine the acceptability of the clinical risk.

Clinical risk management

Systematic application of management policies, procedures and
practices to the tasks of analysing, evaluating and controlling clinical
risk.

Clinical Risk Management
File

Repository of all records and other documents that are produced by
the clinical risk management process.

Clinical Risk Management
Plan

A plan which documents how the Health Organisation will conduct
clinical risk management of a Health IT System.

Clinical risk management
process

A set of interrelated or interacting activities, defined by the Health
Organisation, to meet the requirements of this standard with the
objective of ensuring clinical safety in respect to the deployment of a
Health IT Systems.

Clinical safety

Freedom from unacceptable clinical risk to patients.

Clinical Safety Case

Accumulation and organisation of product and business process
documentation and supporting evidence, through the lifecycle of a
Health IT System.

Clinical Safety Case
Report

Report that presents the arguments and supporting evidence that
provides a compelling, comprehensible and valid case that a system is
safe for a given application in a given environment at a defined point in
a Health IT System’s lifecycle.

Harm Death, physical injury, psychological trauma and/or damage to the
health or well-being of a patient.

Hazard Potential source of harm to a patient.

Hazard Log A mechanism for recording and communicating the on-going

identification and resolution of hazards associated with a Health IT
System.

Health Organisation

Organisation within which a Health IT System is deployed or used for a
healthcare purpose.

Health IT System

Product used to provide electronic information for health or social care
purposes. The product may be hardware, software or a combination.
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Initial clinical risk The clinical risk derived during clinical risk estimation taking into
consideration any retained risk control measures.

Intended use Use of a product, process or service in accordance with the
specifications, instructions and information provided by the
manufacturer to customers.

Issue The process associated with the authoring of a document. This
process will include: reviewing, approval and configuration control.

Likelihood Measure of the occurrence of harm.

Lifecycle All phases in the life of a Health IT System, from the initial conception

to final decommissioning and disposal.

Manufacturer Person or organisation with responsibility for the design, manufacture,
packaging or labelling of a Health IT System, assembling a system, or
adapting a Health IT System before it is placed on the market and/or
put into service, regardless of whether these operations are carried out
by that person or on that person's behalf by a third party.

Patient A person who is the recipient of healthcare.
Patient safety Freedom from harm to the patient.
Post-deployment That part of the lifecycle of a Health IT System after it has been

manufactured, released, deployed and is ready for use by the Health
Organisation.

Procedure Specified way to carry out an activity or a process.

Process Set of interrelated or interacting activities which transform inputs into
outputs.

Release A specific configuration of a Health IT System delivered to a Health

Organisation by the Manufacturer as a result of the introduction of new
or modified functionality.

Residual clinical risk Clinical risk remaining after the application of risk control measures.

Safety incident Any unintended or unexpected incident which could have, or did, lead
to harm for one or more patients receiving healthcare.

Safety Incident Tool to record the reporting, management and resolution of safety

Management Log incidents associated with a Health IT System.

Severity Measure of the possible consequences of a hazard.

Third party product A product that is produced by another organisation and not by the

Health IT System manufacturer. Examples include operating systems,
library code, database and application servers and network
components.

Top Management Person or group of people who direct(s) and control(s) the Health
Organisation and has overall accountability for a Health IT System.
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1 Overview

1.1 Summary

It is widely accepted that the provision and deployment of Health IT Systems within the
National Health Service (NHS) can deliver substantial benefits to NHS patients through the
timely provision of complete and correct information to those healthcare professionals that
are responsible for administering care.

The use of such Health IT Systems is becoming increasingly widespread and the functionality
is becoming more sophisticated. However, it must be recognised that failure, design flaws or
incorrect use of such systems have the potential to cause harm to those patients that the
system is intended to benefit.

The purpose of this standard is to promote and ensure that effective clinical risk management
is carried out by those Health Organisations that are responsible for deploying, using,
maintaining or decommissioning Health IT Systems within the NHS. This purpose is achieved
through the presentation of a set of requirements.

Within this standard the term ‘clinical risk’ is used to emphasise that the scope is limited to
the management of risks related to patient safety as distinct from other types of risk such as
financial.

Clinical risk management may be conducted within the context of an overall risk management
system operating within the Health Organisation and any wider health information
governance processes. Wherever practical, existing risk management processes would be
adapted and used to address the requirements of this standard.

The extent of clinical risk management needs only to be commensurate with the scale,
complexity and level of clinical risk associated with the deployment. The Health
Organisation’s clinical risk management processes should be flexible to facilitate this.

This standard is supported by implementation guidance [Ref. 1] which contains an
explanatory narrative which will aid in the interpretation and application of this standard. This
standard complements DCB0129 [Ref. 2].

This standard is addressed to those persons in Health Organisations who are responsible for
ensuring clinical safety in the deployment of Health IT Systems through the application of
clinical risk management.

For the purposes of this standard the terms ‘Clinician’ and ‘clinical’ includes all Health
Organisations and personnel within the NHS who are deploying and using Health IT
Systems. This standard applies to all Health IT Systems including those that are also
controlled by medical device regulations [Ref. 3], though the requirements defined in this
standard are broadly consistent with the requirements of ISO 14971 [Ref. 4].
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Release

Release Number

Amd 25/2018

Release Title

Version 3.2

Description

This change focusses on aligning NHS Digital Clinical Safety standards
with the new medical devices regulations for stand alone software. The
change provides clarity and removes uncertainty among users and
developers with regard to the registration of software as a medical device
and compliance with this standard. The evidence of this statement comes
from academic and industry advisors, and recent experiences with devices
in use that are decision making or supporting and integrated into
unregulated software.

The new Medical Devices Regulation was published by the European
Commission in May 2017.

A summary would include:

o Software is specifically identified as a type of medical device. This
will broaden the number of software solutions that are a medical
device.

e Classification now includes risk as a component, in line with the
NHS Digital Clinical Safety standards. This is important to note.

e The regulation includes additional essential requirements in the
fields of:

o IT environment
Interoperability
Cybersecurity
Mobile platforms

o O O O

IT network and IT security.

This change in scope of the clinical risk management of health IT within the
NHS Digital Clinical Safety standards provides a means of asserting
compliance with this standard for the design, build, deployment and
maintenance of software in conformance to a “harmonised” manner and in
line with the medical devices regulations. A harmonised standard is a
European standard developed by a recognised European Standards
Organisation following a request from the European Commission.

Implementation
Completion Date

01.07.2018
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2 General Requirements and Conformance
Criteria for Clinical Risk Management

The following requirements use either MUST or SHOULD as defined in RFC-2119 [Ref. 8],
where:

e MUST: “means that the definition is an absolute requirement of the specification”

¢ SHOULD: “means that there may exist valid reasons in particular circumstances to ignore
a particular item, but the full implications must be understood and carefully weighed
before choosing a different course”.

In order to claim conformance with this Specification, a Health Organisation MUST implement
the clinical risk analysis activities defined in sections 2 to 7, within the bounds of the
definitions above.
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2.1 Clinical Risk Management Process

2.1.1 | The Health Organisaton MUST define and document a clinical risk
management process which recognises the risk management activities shown in
Figure 1.

Note: the numbers shown in parentheses in this figure refer to sections later in
this document.

Scope Definition (4.2)
v

Clinical Hazard Identification (4.3)

T

e
Control Option Analysis (6.1)

Clinical Risk Benefit Analysis (6.2)

(Completeness Evaluation (6.4)

Deployment (7.1)

Post-deplqgmant Monitoring (7.2)

Figure 1 Clinical Risk Management Process
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2.2 Top Management responsibilities

2.2.1 | In implementing the clinical risk management process for a given deployment,
Top Management MUST:

e make available sufficient resources

e assign competent personnel (see section 2.4) from each of the specialist areas
that are involved in deploying and subsequently using the Health IT System

e nominate a Clinical Safety Officer.

2.2.2 | Top Management MUST authorise the deployment of the Health IT System
accepting any residual clinical risk on behalf of the Health Organisation.

2.3 Clinical Safety Officer

2.3.1 | AClinical Safety Officer MUST be a suitably qualified and experienced clinician.

2.3.2 | A Clinical Safety Officer MUST hold a current registration with an appropriate
professional body relevant to their training and experience.

2.3.3 | A Clinical Safety Officer MUST be knowledgeable in risk management and its
application to clinical domains.

2.3.4 | A Clinical Safety Officer MUST make sure that the processes defined by the
clinical risk management process are followed.

24 Competencies of personnel

2.4.1 | Personnel MUST have the knowledge, experience and competencies
appropriate to undertaking the clinical risk management tasks assigned to them.

2.4.2 | Competency and experience records for the personnel involved in performing
the clinical risk tasks MUST be maintained.

2.5 Intelligent procurement

2.5.1 | Inthe procurement of a Health IT System the Health Organisation MUST ensure
that the Manufacturer and the Health IT System complies with DCB0129.

Note: Under this requirement the Manufacturer will be required to make
available applicable Clinical Safety Case Reports to aid the Health
Organisation’s own risk analysis.
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2.6 Third party products

2.6.1 | The Health Organisation MUST assess any third party product used in a Health
IT System as part of the clinical risk management process.

Note: Manufacturers who comply with DCB0129 are required to analyse any
third party product which they incorporate into their Health IT System. The
Manufacturer is also obliged to reveal what they have done in this context in
Clinical Safety Case Reports.

2.7 Regular clinical risk management process review

2.7.1 | The Health Organisation MUST formally review its clinical risk management
process at planned, regular intervals.
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3  Project Safety Documentation and Repositories

This section defines the safety documents that are to be produced in support of the
deployment of a Health IT System and mechanisms for their retention.

3.1 Clinical Risk Management File

3.1.1 | The Health Organisation MUST establish at the start of a project a Clinical Risk
Management File for the Health IT System.

3.1.2 | The Clinical Risk Management File MUST be maintained for the life of the
Health IT System.

3.1.3 | All formal documents and evidence of compliance with the requirements of this
standard MUST be recorded in the Clinical Risk Management File.

3.1.4 | Any decisions made that influence the clinical risk management activities
undertaken MUST be recorded in the Clinical Risk Management File.

3.2 Clinical Risk Management Plan

3.2.1 | The Health Organisation MUST produce at the start of a project a Clinical Risk
Management Plan, which will include risk acceptability criteria, covering the
deployment of a new Health IT System.

3.2.2 | AClinical Safety Officer MUST approve the Clinical Risk Management Plan.

3.2.3 | If the nature of the project changes, or key people change, during the
deployment, use, maintenance or decommissioning of a Health IT System, then
the Clinical Risk Management Plan MUST be updated.

3.2.4 | The Clinical Risk Management Plan MUST be maintained throughout the life of
the Health IT System.

3.3 Hazard Log

3.3.1 | The Health Organisation MUST establish and maintain a Hazard Log.

3.3.2 | A Clinical Safety Officer MUST approve each version of the Hazard Log.

3.3.3 | Anissued Hazard Log MUST accompany each Clinical Safety Case Report.

3.4 Clinical Safety Case

3.4.1 | The Health Organisation MUST develop and maintain a Clinical Safety Case for
the Health IT System.
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3.5 Clinical Safety Case Reports

3.5.1 | The Health Organisation MUST produce a Clinical Safety Case Report to
support each lifecycle phase (i.e. deployment, use, maintenance and
decommissioning) of the Health IT System.

3.5.2 | AClinical Safety Officer MUST approve each Clinical Safety Case Report.

3.6 Safety Incident Management Log

3.6.1

The Health Organisation MUST maintain a Safety Incident Management Log.
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4

Clinical risk analysis

4.1 Clinical risk analysis process
4 1.1 | The Health Organisation MUST implement the clinical risk analysis activities
defined in the Clinical Risk Management Plan.
4 1.2 | Clinical risk analysis SHOULD be carried out by a multi-disciplinary group
including a Clinical Safety Officer.
4.1.3 | The extent of clinical risk analysis MUST be commensurate with the scale,
complexity and level of clinical risk associated with the deployment.
4.2 Health IT System scope definition
4 2.1 | The Health Organisation MUST define the clinical scope of the Health IT System
which is to be deployed.
4 2.2 | The Health Organisation MUST define the intended use of the Health IT System
which is to be deployed.
4.2.3 | The Health Organisation MUST define the operational environment and users of
the Health IT System which is to be deployed.
4.3 Identification of hazards to patients
4.3.1 | The Health Organisation MUST identify and document known and foreseeable
hazards to patients in both normal and fault conditions through the introduction
and use of the Health IT System.
4.4 Estimation of the clinical risks
4 4 1 | For each identified hazard the Health Organisation MUST estimate, using the

criteria specified in the Clinical Risk Management Plan:
e the severity of the hazard

¢ the likelihood of the hazard

o the resulting clinical risk.
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5 Clinical risk evaluation

5.1 Initial clinical risk evaluation

5.1.1 | For each identified hazard, the Health Organisation MUST evaluate whether the
initial clinical risk is acceptable. This evaluation MUST use the risk acceptability
criteria defined in the Clinical Risk Management Plan.

5.1.2 | If the initial clinical risk is acceptable, then the risk control requirements defined
in sections 6.1 to 6.3 do not apply to this hazard.
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6

6.1

Clinical risk control

Clinical risk control option analysis

6.1.1 | The Health Organisation MUST identify appropriate clinical risk control
measures to remove an unacceptable clinical risk.

6.1.2 | Proposed clinical risk control measures MUST be assessed by the Health
Organisation to determine whether:

e new hazards will be introduced as a result of the measures
¢ the clinical risks for previously identified hazards will be affected.

6.1.3 | The Health Organisation MUST manage any new hazards or increased clinical
risks in accordance with sections 4.4 to 6.4.

6.1.4 | The Health Organisation MUST evaluate the residual clinical risk. This
evaluation MUST use the risk acceptability criteria defined in the Clinical Risk
Management Plan.

6.1.5 | Where a residual clinical risk is judged unacceptable, the Health Organisation
MUST identify additional clinical risk control measures in order to reduce the
clinical risk.

6.1.6 | If the Health Organisation determines that no suitable risk control measures are

possible then the Health Organisation MUST conduct a clinical risk benefit
analysis of the clinical risk (section 6.2).

6.2 Clinical risk benefit analysis

6.2.1 | Where a residual clinical risk is deemed unacceptable and further clinical risk
control is not practicable, the Health Organisation MUST determine if the clinical
benefits of the intended use outweigh the residual clinical risk.

6.2.2 | If the clinical benefits do not outweigh the residual clinical risk, then the clinical

risk remains unacceptable and the deployment SHOULD be re-appraised.
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6.3 Implementation of clinical risk control measures

6.3.1 | The Health Organisation MUST implement the clinical risk control measures
identified in section 6.1.1.

6.3.2 | The Health Organisation MUST verify each clinical risk control measure
implemented under 6.3.1.

6.3.3 | The Health Organisation MUST verify the effectiveness of each clinical risk
control measure implemented under 6.3.1.

6.4 Completeness of clinical risk control

6.4.1 | The Health Organisation MUST ensure that the clinical risks from all identified
hazards have been considered and accepted.
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7 Deployment, Maintenance and Decommission

7.1 Deployment

7.1.1 | The Health Organisation MUST assess any local customisations prior to
deployment.

7.1.2 | The Health Organisation MUST undertake a formal review of the Health IT
System prior to its deployment to ensure that all of the requirements of this
standard have been addressed.

7.1.3 | The results of this review MUST be recorded in the Clinical Safety Case Report.

7.2 Post-deployment monitoring

7.2.1 | The Health Organisation MUST establish, document and maintain a process to
collect and review reported safety concerns and safety incidents for the Health
IT System following its deployment.

7.2.2 | The Health Organisation MUST assess the impact of any such information on
the on-going validity of the Clinical Safety Case.

7.2.3 | Where any such evidence is assessed to undermine the Clinical Safety Case,
the Health Organisation MUST take appropriate corrective action in accordance
with the Clinical Risk Management Plan and document it in the Clinical Safety
Case Report.

7.2.4 | The Health Organisation MUST ensure safety related incidents are reported and
resolved in a timely manner.

7.2.5 | A record of safety incidents, including their resolution, MUST be maintained by
the Health Organisation in a Safety Incident Management Log.

7.3 Maintenance

7.3.1 | The Health Organisation MUST apply their clinical risk management process to
any modifications or updates of the deployed Health IT System.

7.3.2 | The application of this process MUST be commensurate with the scale and
extent of the change and the introduction of any new clinical risks.

7.3.3 | The Health Organisation MUST issue a Clinical Safety Case Report to support
any modifications to the Health IT System that changes its clinical risk.
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7.4 Decommission

7.4.1 | The Health Organisation MUST apply their clinical risk management process to
a Health IT System that is being decommissioned.

7.4.2 | The application of this process MUST take into account the deployment of any
succeeding Health IT System.

7.4.3 | The application of this process MUST take into account the migration of data
between the decommissioned Health IT System and the succeeding Health IT
System.

7.4.4 | The Health Organisation MUST issue a Clinical Safety Case Report to support

decommissioning of the Health IT System.
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Data Coordination Board

This information standard (DCB0129) has been approved for publication by the
Department of Health and Social Care under section 250 of the Health and Social
Care Act 2012.

Assurance that this information standard meets the requirements of the Act and is
appropriate for the use specified in the specification document has been provided by
the Data Coordination Board (DCB), a sub-group of the Digital Delivery Board.

This information standard comprises the following documents:

¢ Requirements Specification
e Implementation Guidance
e Change Specification.

An Information Standards Notice (DCB0129 Amd 24/2018) has been issued as a
notification of use and implementation timescales. Please read this alongside the
documents for the standard.

The controlled versions of these documents can be found on the NHS Digital website.
Any copies held outside of that area, in whatever format (e.g. paper, email
attachment), are considered to have passed out of control and should be checked for
currency and validity.

Date of publication: 7 June 2018
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Glossary of Terms:

Term

Definition

Clinical Safety Officer
(previously referred to as
Responsible Person)

Person in a Manufacturer’s organisation responsible for ensuring the
safety of a Health IT System in that organisation through the
application of clinical risk management.

Clinical risk

Combination of the severity of harm to a patient and the likelihood of
occurrence of that harm.

Clinical risk analysis

Systematic use of available information to identify and estimate a risk.

Clinical risk control

Process in which decisions are made and measures implemented by
which clinical risks are reduced to, or maintained within, specified
levels.

Clinical risk estimation

Process used to assign values to the severity of harm to a patient and
the likelihood of occurrence of that harm.

Clinical risk evaluation

Process of comparing a clinical risk against given risk criteria to
determine the acceptability of the clinical risk.

Clinical risk management

Systematic application of management policies, procedures and
practices to the tasks of analysing, evaluating and controlling clinical
risk.

Clinical Risk Management
File

Repository of all records and other documents that are produced by
the clinical risk management process.

Clinical Risk Management
Plan

A plan which documents how the Manufacturer will conduct clinical risk
management of a Health IT System.

Clinical Risk Management
Process

A set of interrelated or interacting activities, defined by the
Manufacturer, to meet the requirements of this standard with the
objective of ensuring clinical safety in respect to the development and
modification of a Health IT System.

Clinical safety

Freedom from unacceptable clinical risk to patients.

Clinical Safety Case

Accumulation and organisation of product and business process
documentation and supporting evidence, through the lifecycle of a
Health IT System.

Clinical Safety Case
Report

A report that presents the arguments and supporting evidence that
provides a compelling, comprehensible and valid case that a system is
safe for a given application in a given environment at a defined point in
a Health IT System’s lifecycle.

Harm Death, physical injury, psychological trauma and/or damage to the
health or well-being of a patient.

Hazard Potential source of harm to a patient.

Hazard Log A mechanism for recording and communicating the on-going

identification and resolution of hazards associated with a Health IT
System.

Health Organisation

Organisation within which a Health IT System is deployed or used for a
healthcare purpose.
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Health IT System

Product used to provide electronic information for health or social care
purposes. The product may be hardware, software or a combination.

Initial clinical risk

The clinical risk derived during clinical risk estimation taking into
consideration any retained risk control measures.

Intended use

Use of a product, process or service in accordance with the
specifications, instructions and information provided by the
manufacturer to customers.

Issue The process associated with the authoring of a document. This
process will include: reviewing, approval and configuration control.

Likelihood Measure of the occurrence of harm.

Lifecycle All phases in the life of a Health IT System, from the initial conception
to final decommissioning and disposal.

Manufacturer Person or organisation with responsibility for the design, manufacture,
packaging or labelling of a Health IT System, assembling a system, or
adapting a Health IT System before it is placed on the market and/or
put into service, regardless of whether these operations are carried out
by that person or on that person's behalf by a third party.

Patient A person who is the recipient of healthcare.

Patient safety

Freedom from harm to the patient.

Post-deployment

That part of the lifecycle of a Health IT System after it has been
manufactured, released, deployed and is ready for use by the Health
Organisation.

Procedure Specified way to carry out an activity or a process.

Process Set of interrelated or interacting activities which transform inputs into
outputs.

Release A specific configuration of a Health IT System delivered to a Health

Organisation by the Manufacturer as a result of the introduction of new
or modified functionality.

Residual clinical risk

Clinical risk remaining after the application of risk control measures.

Safety incident

Any unintended or unexpected incident which could have, or did, lead
to harm for one or more patients receiving healthcare.

Safety Incident
Management Log

Tool to record the reporting, management and resolution of safety
incidents associated with a Health IT System.

Severity

Measure of the possible consequences of a hazard.

Third party product

A product that is produced by another organisation and not by the
Health IT System manufacturer. Examples include operating systems,
library code, database and application servers and network
components.

Top Management

Person or group of people who direct(s) and control(s) an organisation
and has overall accountability for a Health IT System.

Copyright © 2018 NHS Digital
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1 Overview

1.1 Summary

It is widely accepted that the provision and deployment of Health IT Systems within the
National Health Service (NHS) can deliver substantial benefits to NHS patients through the
timely provision of complete and correct information to those healthcare professionals that
are responsible for administering care.

The use of such Health IT Systems is becoming increasingly widespread and the functionality
is becoming more sophisticated. However, it must be recognised that failure or incorrect use
of such systems have the potential to cause harm to those patients that the system is
intended to benefit.

The purpose of this standard is to promote and ensure that effective clinical risk management
is carried out by organisations that are responsible for developing and modifying Health IT
Systems. This purpose is achieved through the presentation of a set of requirements.

Within this standard the term ‘clinical risk’ is used to emphasise that the scope is limited to
the management of risks related to patient safety as distinct from other types of risk such as
financial.

Clinical risk management may be conducted within the context of an overall risk management
system operated by the Manufacturer and any wider health information governance
processes. Wherever practical, existing risk management processes would be adapted and
used to address the requirements of this standard.

The extent of clinical risk management needs only to be commensurate with the scale,
complexity and level of clinical risk associated with the deployment. The Manufacturer's
clinical risk management processes should be flexible to facilitate this.

This standard is supported by implementation guidance [Ref.2] which contains an
explanatory narrative which will aid in the interpretation and application of this standard.

This standard complements DCB0160 [Ref. 1].

This standard is addressed to Manufacturer personnel who are responsible for ensuring
clinical safety in the development and modification of Health IT Systems through the
application of clinical risk management.

This standard applies to all Health IT Systems including those that are also controlled by
medical device regulations [Ref. 3], though the requirements defined in this standard are
broadly consistent with the requirements of ISO 14971 [Ref. 4].









Clinical Risk Management: its Application in the Manufacture of Health IT Systems — Specification v4.2

02.05.2018

Release

Release Number

Amd 24/2018

Release Title

Version 4.2

Description

This change focusses on aligning NHS Digital Clinical Safety standards
with the new medical devices regulations for stand alone software. The
change provides clarity and removes uncertainty among users and
developers with regard to the registration of software as a medical device
and compliance with this standard. The evidence of this statement comes
from academic and industry advisors, and recent experiences with devices
in use that are decision making or supporting and integrated into
unregulated software.

The new Medical Devices Regulation was published by the European
Commission in May 2017.

A summary would include:

o Software is specifically identified as a type of medical device. This
will broaden the number of software solutions that are a medical
device.

e Classification now includes risk as a component, in line with the
NHS Digital Clinical Safety standards. This is important to note.

e The regulation includes additional essential requirements in the
fields of:

o IT environment
Interoperability
Cybersecurity

Mobile platforms

IT network and IT security.

o O O O

This change in scope of the clinical risk management of health IT within the
NHS Digital Clinical Safety standards provides a means of asserting
compliance with this standard for the design, build, deployment and
maintenance of software in conformance to a “harmonised” manner and in
line with the medical devices regulations. A harmonised standard is a
European standard developed by a recognised European Standards
Organisation following a request from the European Commission.

Implementation
Completion Date

1 July 2018

Copyright © 2018 NHS Digital
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2 General Requirements and Conformance
Criteria for Clinical Risk Management

The following requirements use either MUST or SHOULD as defined by RFC-2119 [Ref. 8],
where:

¢ MUST: “means that the definition is an absolute requirement of the specification”

e SHOULD: “means that there may exist valid reasons in particular circumstances to ignore
a particular item, but the full implications must be understood and carefully weighed
before choosing a different course”.

In order to claim conformance with this Specification, a Manufacturer MUST implement the
clinical risk analysis activities defined in sections 2 to 7, within the bounds of the definitions
above.
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2.1 Clinical Risk Management Process

2.1.1 | The Manufacturer MUST define and document a clinical risk management
process which recognises the risk management activities shown in Figure 1.

Note: the numbers shown in parentheses in this figure refer to sections later in
this document.

-.Sbﬁps-neﬂnl;ﬂﬁﬁ,{el-zl
¥
Clinical Hazard Identification (4.3)

%-,'.

| Clinical Risk Benefit Analysis (62) |

Completeness i!t!nn!ﬁ-il

 oewentn |
Post-deployment Monitoring (7.2)

Modification (7.3)

Figure 1 Clinical Risk Management Process
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2.2 Top Management responsibilities

2.2.1 | In implementing the clinical risk management process for a given deployment,
Top Management MUST:

e make available sufficient resources

e assign competent personnel (see section 2.4) from each of the specialist areas
that are involved in developing and assuring the Health IT System

e nominate a Clinical Safety Officer.

2 2 2 | Top Management MUST ensure that appropriate levels of authorisation for the
Health IT System and its safety documentation are defined in the Clinical Risk
Management Plan.

2.3 Clinical Safety Officer

2.3.1 | AClinical Safety Officer MUST be a suitably qualified and experienced clinician.

2.3.2 | A Clinical Safety Officer MUST hold a current registration with an appropriate
professional body relevant to their training and experience.

2.3.3 | A Clinical Safety Officer MUST be knowledgeable in risk management and its
application to clinical domains.

2.3.4 | A Clinical Safety Officer MUST make sure that the processes defined by the
clinical risk management process are followed.

2.4 Competencies of personnel

2 4 1 | Personnel MUST have the knowledge, experience and competencies
appropriate to undertaking the clinical risk management tasks assigned to them.

2 4 2 | Competency and experience records for the personnel involved in performing
the clinical risk tasks MUST be maintained.

2.5 Third party products

2.5.1 | The Manufacturer MUST assess any third party product that is included within a
release as part of the clinical risk management process.

2.5.2 | The nature of this assessment MUST be included in Clinical Safety Case
Reports.

2.6 Regular clinical risk management process review

2.6.1 | The Manufacturer MUST formally review its clinical risk management process at
planned, regular intervals.
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3  Project Safety Documentation and Repositories

This section defines the safety documents that are to be produced in support of the
development and modification of a Health IT System and mechanisms for their retention.

3.1 Clinical Risk Management File

3.1.1 | The Manufacturer MUST establish at the start of a project a Clinical Risk
Management File for the Health IT System.

3.1.2 | The Clinical Risk Management File MUST be maintained for the life of the
Health IT System.

3.1.3 | All formal documents and evidence of compliance with the requirements of this
standard MUST be recorded in the Clinical Risk Management File.

3.1.4 | Any decisions made that influence the clinical risk management activities
undertaken MUST be recorded in the Clinical Risk Management File.

3.2 Clinical Risk Management Plan

3.2.1 | The Manufacturer MUST produce at the start of a project a Clinical Risk
Management Plan, which will include risk acceptability criteria, for the Health IT
System.

3.2.2 | A Clinical Safety Officer MUST approve the Clinical Risk Management Plan.

3.2.3 | If the nature of the project changes, or key people change, during the
development or modification of a Health IT System, then the Clinical Risk
Management Plan MUST be updated.

3.2.4 | The Clinical Risk Management Plan MUST be maintained throughout the life of
the Health IT System.

3.3 Hazard Log

3.3.1 | The Manufacturer MUST establish and maintain a Hazard Log.

3.3.2 | A Clinical Safety Officer MUST approve each version of the Hazard Log.

3.3.3 | Anissued Hazard Log MUST accompany each Clinical Safety Case Report.

3.4 Clinical Safety Case

3.4.1 | The Manufacturer MUST develop and maintain a Clinical Safety Case for the
Health IT System.

Copyright © 2018 NHS Digital Page 14 of 20









Clinical Risk Management: its Application in the Manufacture of Health IT Systems — Specification v4.2
02.05.2018

3.5 Clinical Safety Case Reports

3.5.1 | The Manufacturer MUST produce a Clinical Safety Case Report at each
lifecycle phase defined in the Clinical Risk Management Plan.

3.5.2 | A Clinical Safety Officer MUST approve each Clinical Safety Case Report.

3.5.3 | The Manufacturer MUST make available each Clinical Safety Case Report to a

receiving organisation, which may be a Health Organisation or another
Manufacturer.

3.6 Safety Incident Management Log

3.6.1 | The Manufacturer MUST maintain a Safety Incident Management Log.
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4

Clinical risk analysis

4.1 Clinical risk analysis process
4 1.1 | The Manufacturer MUST implement the clinical risk analysis activities defined in
the Clinical Risk Management Plan.
4 1.2 | Clinical risk analysis SHOULD be carried out by a multi-disciplinary group
including a Clinical Safety Officer.
4.1.3 | The extent of clinical risk analysis MUST be commensurate with the scale,
complexity and level of clinical risk associated with the Release.
4.2 Health IT System scope definition
4 2.1 | The Manufacturer MUST define the clinical scope of the Health IT System which
is to be delivered.
4 2.2 | The Manufacturer MUST define the intended use of the Health IT System which

is to be delivered.

4.3

Identification of hazards to patients

4.3.1 | The Manufacturer MUST identify and document known and foreseeable hazards
to patients with respect to the intended use of the Health IT System in both
normal and fault conditions.

4.4 Estimation of the clinical risks
4 4 1 | For each identified hazard the Manufacturer MUST estimate, using the criteria

specified in the Clinical Risk Management Plan:
e the severity of the hazard

¢ the likelihood of the hazard

¢ the resulting clinical risk.
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5 Clinical risk evaluation

5.1 Initial clinical risk evaluation

5.1.1 | For each identified hazard, the Manufacturer MUST evaluate whether the initial
clinical risk is acceptable. This evaluation MUST use the risk acceptability
criteria defined in the Clinical Risk Management Plan.

5.1.2 | If the initial clinical risk is acceptable, then the risk control requirements defined
in sections 6.1 to 6.3 do not apply to this hazard.
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6 Clinical risk control

6.1 Clinical risk control option analysis

6.1.1 | The Manufacturer MUST identify appropriate clinical risk control measures to
remove any unacceptable clinical risk.

6.1.2 | Proposed clinical risk control measures MUST be assessed by the Manufacturer
to determine whether:

e new hazards will be introduced as a result of the measures

¢ the clinical risks for previously identified hazards will be affected.

6.1.3 | The Manufacturer MUST manage any new hazards or increased clinical risks in
accordance with sections 4.4 to 6.4.

6.1.4 | The Manufacturer MUST evaluate the residual clinical risk. This evaluation
MUST use the risk acceptability criteria defined in the Clinical Risk Management
Plan.

6.1.5 | Where a residual clinical risk is judged unacceptable, the Manufacturer MUST
identify additional clinical risk control measures in order to reduce the clinical
risk.

6.1.6 | If the Manufacturer determines that no suitable risk control measures are
possible then the Manufacturer MUST conduct a clinical risk benefit analysis of
the clinical risk (section 6.2).

6.2 Clinical risk benefit analysis

6.2.1 | Where a residual clinical risk is deemed unacceptable and further clinical risk
control is not practicable, the Manufacturer MUST determine if the clinical
benefits of the intended use outweigh the residual clinical risk.

6.2.2 | If the clinical benefits do not outweigh the residual clinical risk, then the clinical
risk remains unacceptable and the project SHOULD be re-appraised.
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6.3 Implementation of clinical risk control measures

6.3.1 | The Manufacturer MUST implement the clinical risk control measures identified
in section 6.1.1, except where these are to be implemented by another
organisation.

6.3.2 | The Manufacturer MUST verify each clinical risk control measure implemented
under 6.3.1.

6.3.3 | The Manufacturer MUST verify the effectiveness of each clinical risk control
measure implemented under 6.3.1.

6.4 Completeness of clinical risk control

6.4.1 | The Manufacturer MUST ensure that the clinical risks from all identified hazards
have been considered and accepted.
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7  Delivery, Monitoring and Modification

7.1 Delivery

7.1.1 | The Manufacturer MUST undertake a formal review of the Health IT System,
prior to its delivery, to ensure that all of the requirements of this standard have
been addressed.

7.1.2 | The results of this review MUST be recorded in the Clinical Safety Case Report.

7.1.3 | The Health IT System configuration for the release MUST be recorded in the
Clinical Safety Case Report.

7.2 Post-deployment monitoring

7.2.1 | The Manufacturer MUST establish, document and maintain a process to collect
and review reported safety concerns and safety incidents for the Health IT
System following its deployment.

7.2.2 | The Manufacturer MUST assess the impact of any such information on the on-
going validity of the Clinical Safety Case.

7.2.3 | Where any such evidence is assessed to undermine the safety case the
Manufacturer MUST take appropriate corrective action in accordance with the
Clinical Risk Management Plan and document it in the Clinical Safety Case
Report.

7.2.4 | The Manufacturer MUST ensure safety related incidents are reported and
resolved in a timely manner.

7.2.5 | A record of safety incidents, including their resolution, MUST be maintained by
the Manufacturer in a Safety Incident Management Log.

7.3 Modification

7.3.1 | The Manufacturer MUST apply their clinical risk management process to any
modifications or updates of the deployed Health IT System.

7.3.2 | The application of this process MUST be commensurate with the scale and
extent of the change and the introduction of any new clinical risks.

7.3.3 | The Manufacturer MUST issue a Clinical Safety Case Report to support any
modification to the Health IT System that changes its clinical risk.

7.3.4 | The Manufacturer MUST maintain an audit trail of all versions and patches
released for deployment.
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Clinical Assurance Process


Purpose





The purpose of this document is to outline the approach to be taken for the clinical safety assurance of any Trust/Health Care IT system and/or integration tool(s) which will form part of the System of Systems(SofS) application held by the YHCR Programme.


This approach provides details on the assurance activities and deliverables for YHCR System of Systems (SofS) on-boarding other trusts/third parties/systems to be compliant with the requirements as detailed in DCB0129 and DCB0160.


Background





Clinical Safety Assurance covers the end to end process, in the SofS application which forms part of the YHCR programme this assurance covers: on-boarding, clinical testing, clinical safety documentation and overall assessment and review of trusts/third parties/systems before approval to go-live into live services. Clinical Safety is addressed within the entirety of the programme and will be reviewed and tested by a clinician accredited via the Clinical Safety Training programme from NHS Digital whilst the data transfers elements will be reviewed and tested by the integration body. (Synanetics) 


The conclusions of this clinical assurance process will be presented to the Clinical Safety Team (CST) within the YHCR to support their authorisation of live service. A tailored assurance approach will be undertaken to accommodate the different ‘changes’ that a system supplier/trust or other third party may be making or wish to make in the future. A brand-new change/function would require the full clinical assurance. However, a small change, such as restriction of data would require a much lighter touch to ensure the new functionality worked and the existing functionality had not been adversely affected. The following sections will provide more detail on the different levels of assurance.





Clinical Assurance Process





New system/Trust/Third party:


Where a system supplier/Trust or third party approaches the YHCR programme with a new system/function/integration piece, then the full clinical assurance process will be undertaken. 


All changes to clinically approved systems/tools/integration software:


The clinical safety assurance process will also be triggered when a system supplier/Trust or third party requests permission to make a change to an existing accredited system/tool/use case


This section details the full clinical assurance process that would be required for a new system/Trust/third party and can be broken down into the following stages. 





· Stage 0 - agreement of the testing approach


· Stage 1 - assurance in the YHCR test environments


· Stage 2 - assurance in the live environment





Stage 0





Takes place once YHCR on-boarding is approved. At this stage the Clinical Team from the supplier/trust/third party will discuss with the YHCR Clinical Safety Team, Technical Architects, Release Manager and integration body (Synanetics) any specific variations that may be required to the clinical assurance testing.





Before proceeding to Stage 1 the following dependencies must be met:


The supplier/trust/third party to liaise with the YHCR Release Manager to arrange the time scales and road map 


Functional Witness Testing must have been completed and signed off by the integration body (Synanetics)


Supplier/trust/third party must have access to the YHCR Integration Test Environment





Stage 1





Takes place in the YHCR Integration Test Environment using test data generated by the test data team. (Synanetics)


Any clinical issues or concerns raised at this stage must be fed into the Hazard Log and results of the testing should be referenced in the Clinical Safety Case Report.


A demonstration of the functionality of the system/tool etc, from a clinical user perspective, will be undertaken using a set of test data relevant to the use case and must be reviewed by the YHCR clinical safety team. This may take place, by mutual agreement, at the supplier/Trust/third party premises or via video conference.


Any hazards identified by the system trust and/or third party supplier must be held in their own hazard log. 


Evidence supporting the demonstration will be requested. This may include screenshots of functionality and presentation of data. This information should be sent to the YHCR Release Manager whom will forward to the Clinical Safety Team. All issues and observations will be assessed by the YHCR accredited clinician(s) based on the demonstration and analysis of the evidence provided by the supplier/trust/third party.





The assessments by YHCR will be reported back to the supplier/Trust/third party as part of the clinical witness testing and clarification of queries will usually be resolved by phone calls or emails with the supplier/trust/third party. It will be decided if the supplier/Trust/third party can proceed to the next stage with or without caveats. If a fix is required before proceeding, then further clinical witness testing will be required to prove that the fix has rectified the problem.





All issues will be fully discussed by the YHCR  accredited clinician(s) with input from the Technical Architects, and if relevant Supplier/trust/third party. However, the decision on whether an issue needs to be resolved prior to proceeding will rest with the YHCR Clinical Safety Team.


Where a fix is required prior to proceeding, further testing will be required.  


Where there are no issues, issues have been fixed or  YHCR are prepared to proceed with a caveat and work off plan, then the Release Manager will arrange for the following to be presented to the YHCR Clinical safety team supported by the accredited Clinician and supplier/trust/third party representative:


· Updated safety documentation from the supplier/Trust/third party DCB0160 (Clinical Safety Case Report with updated Hazard Log)


· Formal Safety Case Report – YHCR DCB0129


· Approval from YHCR accredited clinician CSO


· Approval from the Release Manager 


Presentation to the YHCR Clinical Safety Team, If the CST are satisfied that the function/tool etc is acceptably safe to be deployed into the live environment, they will issue a Clinical Authority to Release (CATR) Certificate. 





Stage 2





Clinical assurance in Stage 2 takes place in the live environment and takes the form of two sub-stages – 2a and 2b. 


They must pass stage 2a (test patients) before proceeding onto stage 2b (live patients)


Stage 2a- 


Dependencies:


· Supplier/Site must have access to the Live Environment


· All assurance in Stage 1 must have been completed and signed off


All issues and observations will be assessed by the YHCR accredited clinician(s) and the integration team where applicable (Synanetics) as to whether any of the results need to be fixed before proceeding to the next stage. Where a fix is required prior to proceeding further testing will be required until a satisfactory outcome is achieved.


The YHCR SofS release manager will update the Clinical Safety Team associated with the testing and deployment and arrange for the supplier to proceed to testing in live with live patients – stage 2b deployment testing.


Stage 2b 


Dependencies


· Supplier/Sites must have access to the Live Environment


· All assurance in Stage 1 and 2a - must have been completed and signed off





On successful completion of the stage 2b assurance process, a Go-Live approval will be awarded which evidence that the System/trust/third party is compliant with YHCR clinical safety requirements.
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Diagram 1 shows the clinical assurance input testing up to live service
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Diagram 2 shows the process a supplier/trust/third party must follow to ensure clinical assurance is adhered to.


Clinical Safety Self Declaration 








Clinical Authority To Release (CATR)








Clinical Safety Testing Checklist.





			FHIR resources used have been detailed


			





			Definitions of FHIR Categories supplied


			





			Transfer of patient demographics are consistent 


			





			System presented as intended


			





			Transfer of provider details are correct 


			





			Patient records are readable 


			





			Terminology transfer is correct 


			





			Service Management agreed


			





			Incident Management 


			





			SOP/operational processes produced and disseminated


			





			User training provided


			





			Fallback solution
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Clinical Safety 



				YHCR Clinical Safety



								This section looks to evidence suitable clinical risk management actvitivies in accordance with DCB016: Clinical Risk Management



								Dependant on the clinical setting of your Health IT system, this section must be completed or have input and approved from either;
- a Clinical Safety Officer or suitably trained and experienced clinicians
- a Social Care Professional, registered by the HCPC Health and Care Professions Council.



								Category				Item				Guidance				Action By				Compliance				Additional Notes / References				Type



								Clinical Safety



								CS-01				Description of Product / Service				Please describe the clinical setting(s) in which the digital service will be utilised.				…on behalf of the Health Organisation												Action



								CS-02				Safety Standards Compliance - DCB0160				Please confirm that you have implemented a Clinical Risk Management Process, which is compliant with DCB0160.				…on behalf of the Health Organisation												Action



								CS-03								Please confirm that the Supplier's Safety Case Report and Hazard Log have been communicated to you? and in accordance with DCB0160, you have:
i) reviewed and integrated the risks identified into your own Hazard Log?
ii) implemented appropriate mitigation where stipulated from the Supplier?				…on behalf of the Health Organisation												Action



								CS-04								Please confirm that a Safety Case and Hazard log has been established in readiness for the deployment and use of this service?
Note: The Safety Case / Hazard Log should evidence any new or transferred risks from the supplier.				…on behalf of the Health Organisation												Action



								CS-05								Please confirm you have an effective safety incident management process / escalation route in place in the event of a patient safety incident associated to the digital service?				…on behalf of the Health Organisation												Action



								CS-06								Please confirm that either:
- a Clinical Safety Officer or suitably trained and experienced clinician; or
- a Social Care Profesional registered by the HCPC
has approved the deployment and use of this implementation?				…on behalf of the Health Organisation												Action



								See Clinical Risk Management standards and implementation guidance documents for details

http://systems.digital.nhs.uk/clinicalsafety
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[image: ]Clinical Authority To Release(CATR)



				Trust/Supplier/Third Party Details







				Project Name:



				







				Supplier/Programme Lead Clinician 



				







				System Name



				







				Clinical Safety Officer Agreed



				







				Supplier Name and NACS code (if applicable) 



				







				Product name and Version ID



				







				Unique CATR number



				







				CATR Date



				











 



	



				Clinical Safety Management System 







				Patient Safety 



				







				Safety Case 



				







				Safety Closure Report 



				







				Testing Summary Reference 



				







				Date of Testing Summary 



				







































				Clinical Safety Summary 
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				Clinical Safety Caveats- Measures an Controls required to underpin to approval.







				Ref:



				Conditions/Measures required:



				Visible to Clinician(S) Y/N



				Risk H/M/L



				Impact H/M/L



				Nature of Clinical Impact including any work arounds



				Approved By







				



				



				



				



				



				



				







				



				



				



				



				



				



				







				



				



				



				



				



				



				



















YHCR Clinical Authority to Release (CATR) 
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Clinical Safety 


			YHCR Clinical Safety


						This section looks to evidence suitable clinical risk management actvitivies in accordance with DCB016: Clinical Risk Management


						Dependant on the clinical setting of your Health IT system, this section must be completed or have input and approved from either;
- a Clinical Safety Officer or suitably trained and experienced clinicians
- a Social Care Professional, registered by the HCPC Health and Care Professions Council.


						Category			Item			Guidance			Action By			Compliance			Additional Notes / References			Type


						Clinical Safety


						CS-01			Description of Product / Service			Please describe the clinical setting(s) in which the digital service will be utilised.			…on behalf of the Health Organisation									Action


						CS-02			Safety Standards Compliance - DCB0160			Please confirm that you have implemented a Clinical Risk Management Process, which is compliant with DCB0160.			…on behalf of the Health Organisation									Action


						CS-03						Please confirm that the Supplier's Safety Case Report and Hazard Log have been communicated to you? and in accordance with DCB0160, you have:
i) reviewed and integrated the risks identified into your own Hazard Log?
ii) implemented appropriate mitigation where stipulated from the Supplier?			…on behalf of the Health Organisation									Action


						CS-04						Please confirm that a Safety Case and Hazard log has been established in readiness for the deployment and use of this service?
Note: The Safety Case / Hazard Log should evidence any new or transferred risks from the supplier.			…on behalf of the Health Organisation									Action


						CS-05						Please confirm you have an effective safety incident management process / escalation route in place in the event of a patient safety incident associated to the digital service?			…on behalf of the Health Organisation									Action


						CS-06						Please confirm that either:
- a Clinical Safety Officer or suitably trained and experienced clinician; or
- a Social Care Profesional registered by the HCPC
has approved the deployment and use of this implementation?			…on behalf of the Health Organisation									Action


						See Clinical Risk Management standards and implementation guidance documents for details

http://systems.digital.nhs.uk/clinicalsafety
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Title sheet























			DCB 0160 Compliance Assessment





			Health IT System:			<insert name of system>


			Version Number:			<insert version number>


			Release Number:			<insert release number>


			Date of Release:			<insert date of release>


			Release Notes:			<insert reference to release note>


			Date of Deployment:			<insert date of deployment>





			Document filename


			Directorate / Programme						Project			Clinical Safety


			Document Reference 


			Director						Status


			Owner						Version


			Author						Version issue date





			On this page, text in blue is information, which must be deleted from the final document, including this text.





			The purpose of this spreadsheet is to:


			• provide self help to a Health Organisation wishing to measure its compliance with DCB 0160


			• provide self help to a Health Organisation wishing to check compliance of it's clinical risk management processes before undertaking a project


			• provide an audit record for a third party in assessing compliance with the standard.





			NB: When this spreadsheet is being used by an organisation other than NHS Digital, then this title page shall be replaced with one appropriate to that organisation.





			At present, the header block gives the file information associated with this template in Red. This information is to be replaced with  references pertinent with a specific compliance assessment. 
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Version Control


			Document Management


			Revision History


			Version			Date			Summary of Changes























			Reviewers


			This document was reviewed by the following people: 


			Reviewer name			Title / Responsibility			Date			Version








			Approved by


			This document is to be approved by the following people: 


			Name			Title			Date			Version
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Introduction


			This spreadsheet records compliance of a project with the requirements of DCB 0160 "Clinical Risk Management: its Application in the Deployment and Use of Health IT Systems Version 3" 


			The text shown in italics in the column Evidence shall be replaced with relevant statements by the user.
In completing the spreadsheet the user is directed towards the Implementation Guidance for the standard as to what evidence is required to show compliance. In the majority of cases, the user shall provide clear references to documents or repositories that contain such evidence. 
The spreadsheet does allow a review to be conducted part way through a particular development with the provision of the [Awaiting] assignment, see below, though it is expected that a reasonable number of the expected clinical risk management activities have been completed before an assessment is made. 
Within this spreadsheet a distinction has been drawn between Mgt System evidence and Project specific evidence.For Health Organisation's wishing to simply demonstrate an established clinical risk management process only the requirements identified as Mgt System need be populated. However, compliance with DCB 0160 cannot be claimed based on this limited assessment.
In accordance with requirement 3.1.3, this spreadsheet shall be retained in the Clinical Risk Management File.





			The Specification requirements use either MUST or SHOULD , where:
• MUST: “means that the definition is an absolute requirement of the specification”
• SHOULD: “means that there may exist valid reasons in particular circumstances to ignore a particular item, but the full implications must be understood and carefully weighed before choosing a different course”.
In order to claim conformance with this Specification, a Health Organisation MUST implement the clinical risk analysis activities defined in sections 2 to 7, within the bounds of the definitions above.





			Under the compliance heading there are five possible entries, though not all five options may be available for a requirement.

It is important suitable evidence is provided for all entries except [No].			Yes			Evidence has been referenced which clearly demonstrates that the organisation is compliant with this requirement. 


						No			The organisation is known not to be compliant or no evidence can be referenced which clearly demonstrates compliance with this requirement.


						Not Applicable			For this particular project, the requirement is not applicable. For example, the risk analysis has identified that all risk are acceptable therefore no risk control measures are required. A statement as why the requirement is not applicable shall be provided in the evidence column.
This assignment may be used for appropriate post-deployment requirements that are indeterminate at the time this review is done. 
This entry shall also be used when a SHOULD requirement has been intentionally omitted. In this case the evidence column shall provide a rationale as to why it was deemed appropriate to omit this requirement or provide a reference to supporting evidence. Where no evidence can be presented, then [No] must be selected instead.


						Partial			This requirement covers a number of lifecycle phases and the review is being carried out before completion of the project, for example a staged Clinical Safety Case Report. This assignment can only be used where the requirements has been fulfilled and suitable evidence identified for the completed phase(s). If the requirement has not been fulfilled for a completed lifecycle phase then [No] must be selected instead. 


						Awaiting			The requirement is lifecycle dependent and the review is being carried out before this requirements would normally be undertaken. 
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Summary


			Compliance Summary





			The following tables provide a summary of the level of compliance achieved.





			The tables also identify the number of outstanding responses. These values should be zero as all requirements must be responded to.





			Section			Heading			Level of Compliance


									Yes			No			Not Applicable			Awaiting			Partial			Outstanding


			2			General Requirements			0			0			0			0			0			15


			3			Project Safety Documentation and Repositories			0			0			0			0			0			23


			4			Clinical Risk Analysis			0			0			0			0			0			9


			5			Clinical Risk Evaluation			0			0			0			0			0			4


			6			Clinical Risk Control			0			0			0			0			0			13


			7			Deployment, Maintenance and Decommission			0			0			0			0			0			19


						Total  			0			0			0			0			0			83








			Area						Level of Compliance


									Yes			No			Not Applicable			Awaiting			Partial			Outstanding


			Mgt System						0			0			0			0			0			17


			Project						0			0			0			0			0			66


						Total  			0			0			0			0			0			83
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Section 2


			Ref #			Requirement			Area			Evidence supporting compliance (include project references where appropriate)			Compliance





			2			General Requirements and Conformance Criteria for Clinical Risk Management


			2.1			Clinical Risk Management Process


			2.1.1			The Health Organisation MUST define and document a clinical risk management process which recognises the risk management activities shown in Figure 1. 			Mgt System			The Health Organisation has an approved clinical risk management process which is cognisant of the key risk management activities identified in the standard and is readily available to staff.


			2.2			Top Management responsibilities


			2.2.1			In implementing the clinical risk management process for a given deployment, Top Management MUST:
• make available sufficient resources
• assign competent personnel (see section 2.4)  from each of the specialist areas that are involved in deploying and subsequently using the Health IT System
• nominate a Clinical Safety Officer.			Mgt System			The Health Organisation has a defined process for ensuring that  appropriate resources are assigned to projects.


									Project			For the project being reviewed, evidence shall be referenced which shows Top Management has discharged these obligations.


			2.2.2			Top Management MUST authorise the deployment of the Health IT System accepting any residual clinical risk on behalf of the Health Organisation.			Project			Evidence of Top Management having authorised the deployment is available.


			2.3			Clinical Safety Officer


			2.3.1			A Clinical Safety Officer MUST be a suitably qualified and experienced clinician.			Project			Evidence of the Clinical Safety Officer's clinical credentials is available.


			2.3.2			A Clinical Safety Officer MUST hold a current registration with an appropriate professional body relevant to their training and experience.			Project			Evidence of the Clinical Safety Officer's valid registration shall be provided.


			2.3.3			A Clinical Safety Officer MUST be knowledgeable in risk management and its application to clinical domains.			Project			Evidence of the Clinical Safety Officer's risk management knowledge shall be presented.


			2.3.4			A Clinical Safety Officer MUST make sure that the processes defined by the clinical risk management process are followed.			Project			Evidence that the Clinical Safety Officer has ensured that the organisation's clinical risk management process has been followed for the particular Health IT System.


			2.4			Competencies of personnel


			2.4.1			Personnel MUST have the knowledge, experience and competencies appropriate to undertaking the clinical risk management tasks assigned to them.			Project			Evidence the clinical risk management personnel named for this project have the appropriate knowledge, experience and competencies.


			2.4.2			Competency and experience records for the personnel involved in performing the clinical risk tasks MUST be maintained.			Mgt System			The Health Organisation has a defined process for maintaining competency records for clinical risk management personnel.


									Project			Suitable records are available for the clinical risk management personnel named for the particular Health IT System.


			2.5			Intelligent procurement


			2.5.1			In the procurement of a Health IT System the Health Organisation MUST ensure that the Manufacturer and the Health IT System complies with DCB 0129 Version 4.  			Project			Details of the material received by the Health Organisation which shows the Manufacturer and the Health IT System are compliant with DCB 0129 Version 4.


			2.6			Third Party products


			2.6.1			The Health Organisation MUST assess any third party product used in a Health IT System as part of the clinical risk management process. 			Mgt System			The Health Organisation has a defined process for assessing third party products.


									Project			Evidence available to show  that the inclusion of any third party products has been assessed.


			2.7			Regular clinical risk management process review


			2.7.1			The Health Organisation MUST formally review its clinical risk management process at planned, regular intervals.			Mgt System			Evidence is available to show that the clinical risk management process is being regularly reviewed by the organisation.
If the clinical risk management process has been in operation for more than one year without review then the assignment [Awaiting] is not permissible; [No] must be selected instead.
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Section 3


			Ref #			Requirement			Area			Evidence supporting compliance (include project references where appropriate)			Compliance





			3			Project Safety Documentation and Repositories


			3.1			Clinical Risk Management File


			3.1.1			The Health Organisation MUST establish at the start of a project a Clinical Risk Management File for the Health IT System.			Mgt System			The Health Organisation has a defined process for the retention of safety documentation and has established a mechanism for the safe keeping of safety documentation.


									Project			There is a Clinical Risk Management File for the Health IT System.


			3.1.2			The Clinical Risk Management File MUST be maintained for the life of the Health IT System.			Project			Evidence that the Clinical Risk Management File is being maintained for the entirety of the Health IT System.


			3.1.3			All formal documents and evidence of compliance with the requirements of this standard MUST be recorded in the Clinical Risk Management File.			Project			Evidence that all safety documentation related to the Health IT System produced to date has been placed in the Clinical Risk Management File.


			3.1.4			Any decisions made that influence the clinical risk management activities undertaken MUST be recorded in the Clinical Risk Management File.			Project			Evidence that relevant decisions have been add to the Clinical Risk Management File.


			3.2			Clinical Risk Management Plan


			3.2.1			The Health Organisation MUST produce at the start of a project a Clinical Risk Management Plan, which will include risk acceptability criteria, covering the deployment of a new Health IT System.			Mgt System			The Health Organisation has a defined process for the definition and management of the Clinical Risk Management Plan.


									Project			There is a Clinical Risk Management Plan for the Health IT System.


			3.2.2			A Clinical Safety Officer MUST approve the Clinical Risk Management Plan.			Project			The Clinical Safety Officer approved the Clinical Risk Management Plan for the Health IT System.


			3.2.3			If the nature of the project changes, or key people change, during the deployment, use, maintenance or decommissioning of a Health IT System, then the Clinical Risk Management Plan MUST be updated.			Project			There is evidence to show that the Clinical Risk Management Plan has been kept up-to-date with changes affecting the nature of the project.


			3.2.4			The Clinical Risk Management Plan MUST be maintained throughout the life of the Health IT System.			Project			Evidence that the Clinical Risk Management File is being maintained.


			3.3			Hazard Log


			3.3.1			The Health Organisation MUST establish and maintain a Hazard Log.			Mgt System			The Health Organisation has a defined process for the definition and management of hazards.


									Project			There is a Hazard Log for the Health IT System.


									Project			Evidence that the Hazard Log is being actively maintained.


			3.3.2			A Clinical Safety Officer MUST approve each version of the Hazard Log.			Project			The Clinical Safety Officer approved each issue of the Hazard Log for the Health IT System.


			3.3.3			An issued Hazard Log MUST accompany each Clinical Safety Case Report.			Project			The Hazard Log has accompanied each version of the Clinical Safety Case Report.


			3.4			Clinical Safety Case


			3.4.1			The Health Organisation MUST develop and maintain a Clinical Safety Case for the Health IT System.			Mgt System			The Health Organisation has a defined process for the definition and management of a Clinical Safety Case.


									Project			A Clinical Safety Case has been defined for the Health IT System.


									Project			Evidence that the Clinical Safety Case is being actively maintained.


			3.5			Clinical Safety Case Reports


			3.5.1			The Health Organisation MUST produce a Clinical Safety Case Report to support each lifecycle phase (i.e. deployment, use, maintenance and decommissioning) of the Health IT System.			Project			An approved Clinical Safety Case Report has been produced in accordance with the Clinical Risk Management Plan.


			3.5.2			A Clinical Safety Officer MUST approve each Clinical Safety Case Report.			Project			The Clinical Safety Officer approved all Clinical Safety Case Reports for the Health IT System as defined in the Clinical Risk Management Plan.


			3.6			Safety Incident Management Log


			3.6.1			The Health Organisation MUST maintain a Safety Incident Management Log.			Mgt System			The Health Organisation has a defined safety incident management process.


									Project			A safety incident management log has been created specifically for the project or the project is recognised in a global  incident log. 


									Project			For all incidents recorded in the log there is evidence which demonstrates they are being actively managed. 
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Section 4


			Ref #			Requirement			Area			Evidence supporting compliance (include project references where appropriate)			Compliance





			4			Clinical risk analysis


			4.1			Clinical risk analysis process


			4.1.1			The Health Organisation MUST implement the clinical risk analysis activities defined in the Clinical Risk Management Plan.			Mgt System			The Health Organisation has a defined process for clinical risk analysis.


									Project			All of the clinical risk analysis activities defined in the Clinical Risk Management Plan for the Health IT System have been conducted. The process may halt when no hazards are identified for the Health IT System. When this occurs, provided evidence to support this judgement is recorded then [Yes] can be selected.


			4.1.2			Clinical risk analysis SHOULD be carried out by a multi-disciplinary group including a Clinical Safety Officer.			Project			There is evidence which shows that the clinical risk analysis has been undertaken by a multi-disciplined group.


			4.1.3			The extent of clinical risk analysis MUST be commensurate with the scale, complexity and level of clinical risk associated with the deployment.			Project			There is evidence to show that the clinical risk analysis is appropriate to the deployment.


			4.2			Health IT System scope definition


			4.2.1			The Health Organisation MUST define the clinical scope of the Health IT System which is to be deployed.			Project			The clinical scope of the Health IT System has been defined.


			4.2.2			The Health Organisation MUST define the intended use of the Health IT System which is to be deployed.			Project			The intended use of the Health IT System has been defined.


			4.2.3			The Health Organisation MUST define the operational environment and users of the Health IT System which is to be deployed.			Project			The operational environment and users of the Health IT System has been defined.


			4.3			Identification of hazards to patients


			4.3.1			The Health Organisation MUST identify and document known and foreseeable hazards to patients in both normal and fault conditions through the introduction and use of the Health IT System			Project			There is evidence to demonstrate that known and foreseeable hazards to patients with respect to the intended use of the Health IT System in both normal and fault conditions have been recorded. 


			4.4			Estimation of the clinical risks


			4.4.1			For each identified hazard the Health Organisation MUST estimate, using the criteria specified in the Clinical Risk Management Plan:
• the severity of the hazard
• the likelihood of the hazard
• the resulting clinical risk.			Project			The clinical risk for each hazard has been estimated according to the criteria in the Clinical Risk Management Plan.
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Section 5


			Ref #			Requirement			Area			Evidence supporting compliance (include project references where appropriate)			Compliance





			5			Clinical risk evaluation


			5.1			Initial clinical risk evaluation


			5.1.1			For each identified hazard, the Health Organisation MUST evaluate whether the initial clinical risk is acceptable. This evaluation MUST use the risk acceptability criteria defined in the Clinical Risk Management Plan.			Mgt System			The Health Organisation has a defined process for the evaluation of clinical risk.


									Project			Risk acceptably criteria have been defined in the Clinical Risk Management Plan for the Health IT System.


									Project			There is evidence to demonstrate that clinical risk has been calculated for each hazard in accordance with the defined evaluation process and risk acceptability criteria.


			5.1.2			If the initial clinical risk is acceptable, then the risk control requirements defined in sections 6.1 to 6.3 do not apply to this hazard. 			Project			There is evidence to demonstrate that the risk control requirements defined in sections 6.1 to 6.3 have been applied to all unacceptable clinical risks. 
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Section 6


			Ref #			Requirement			Area			Evidence supporting compliance (include project references where appropriate)			Compliance





			6			Clinical risk control


			6.1			Clinical risk control option analysis


			6.1.1			The Health Organisation MUST identify appropriate clinical risk control measures to remove an unacceptable clinical risk.			Mgt System			The Health Organisation has a defined process for clinical risk control.


									Project			There is evidence to demonstrate the identification of clinical risk control measures.


			6.1.2			Proposed clinical risk control measures MUST be assessed by the Health Organisation to determine whether:
• new hazards will be introduced as a result of the measures
• the clinical risks for previously identified hazards will be affected.			Project			There is evidence to demonstrate that proposed clinical risk control measures have been assessed.


			6.1.3			The Health Organisation MUST manage any new hazards or increased clinical risks in accordance with sections 4.4 to 6.4.			Project			There is evidence to demonstrate that new hazards or increased risk have been managed in accordance with the stated sections.


			6.1.4			The Health Organisation MUST evaluate the residual clinical risk. This evaluation MUST use the risk acceptability criteria defined in the Clinical Risk Management Plan.			Project			There is evidence to demonstrate that residual clinical risk control has been assessed.


			6.1.5			Where a residual clinical risk is judged unacceptable, the Health Organisation MUST identify additional clinical risk control measures in order to reduce the clinical risk.			Project			There is evidence to demonstrate that additional clinical risk control measured have been considered when the residual clinical risk is judged unacceptable.


			6.1.6			If the Health Organisation determines that no suitable risk control measures are possible then the Health Organisation MUST conduct a clinical risk benefit analysis of the clinical risk (section 6.2).			Project			There is evidence of clinical risk benefit analysis for situations when no clinical risk control measures are possible.


			6.2			Clinical risk benefit analysis


			6.2.1			Where a residual clinical risk is deemed unacceptable and further clinical risk control is not practicable, the Health Organisation MUST determine if the clinical benefits of the intended use outweigh the residual clinical risk.  			Project			There is evidence to demonstrate that the clinical benefits of the intended use outweigh the residual clinical risk.


			6.2.2			If the clinical benefits do not outweigh the residual clinical risk, then the clinical risk remains unacceptable and the deployment SHOULD be re-appraised. 			Project			There is evidence to demonstrate that the project has been re-appraised when the residual clinical risk remains unacceptable.
If the deployment continues following re-appraisal then a justification for this decision, along with the appropriate analysis, shall be recorded.


			6.3			Implementation of clinical risk control measures


			6.3.1			The Health Organisation MUST implement the clinical risk control measures identified in section 6.1.1.			Project			There is evidence to demonstrate that all clinical risk control measures has been implemented.


			6.3.2			The Health Organisation MUST verify each clinical risk control measure implemented under 6.3.1.			Project			There is evidence to demonstrate that the implementation of all clinical risk control measures has been verified.


			6.3.3			The Health Organisation MUST verify the effectiveness of each clinical risk control measure implemented under 6.3.1.			Project			There is evidence to demonstrate that the effectiveness of all clinical risk control measures has been verified.


			6.4			Completeness of clinical risk control


			6.4.1			The Health Organisation MUST ensure that the clinical risks from all identified hazards have been considered and accepted. 			Project			There is evidence to demonstrate that all hazards have been considered and accepted.
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Section 7


			Ref #			Requirement			Area			Evidence supporting compliance (include project references where appropriate)			Compliance





			7			Deployment, Maintenance and Decommission


			7.1			Deployment


			7.1.1			The Health Organisation MUST assess any local customisations prior to deployment. 			Mgt System			The Health Organisation has a defined process for assessing local customisation to a Health IT System.


									Project			There is evidence to demonstrate any local customisations to the Health IT System have been reviewed before deployment.


			7.1.2			The Health Organisation MUST undertake a formal review of the Health IT System prior to its deployment to ensure that all of the requirements of this standard have been addressed.			Project			There is evidence to show that a review of the Health IT System against the requirements of the standard has been undertaken.


			7.1.3			The results of this review MUST be recorded in the Clinical Safety Case Report.			Project			The review of the Health IT System is documented in the Clinical Safety Case Report.


			7.2			Post-deployment monitoring


			7.2.1			The Health Organisation MUST establish, document and maintain a process to collect and review reported safety concerns and safety incidents for the Health IT System following its deployment.			Mgt System			The Health Organisation has a defined process for post deployment monitoring.


									Project			There is evidence to demonstrate that safety concerns and safety incidents are being recorded.


			7.2.2			The Health Organisation MUST assess the impact of any such information on the on-going validity of the Clinical Safety Case.			Project			There is evidence to demonstrate that the impact of safety concerns or safety incidents is being considered.


			7.2.3			Where any such evidence is assessed to undermine the Clinical Safety Case, the Health Organisation MUST take appropriate corrective action in accordance with the Clinical Risk Management Plan and document it in the Clinical Safety Case Report.			Project			Any corrective action is recorded in the Clinical Safety Case Report.


			7.2.4			The Health Organisation MUST ensure safety related incidents are reported and resolved in a timely manner. 			Project			There is evidence to demonstrate that safety incidents are being resolved in a timely manner.


			7.2.5			A record of safety incidents, including their resolution, MUST be maintained by the Health Organisation in a Safety Incident Management Log.			Project			Safety incidents are recorded in the Safety Incident Management Log.


			7.3			Maintenance


			7.3.1			The Health Organisation MUST apply their clinical risk management process to any modifications or updates of the deployed Health IT System. 			Mgt System			The Health Organisation has a defined process for post deployment modifications and updates.


									Project			There is evidence to demonstrate the application of clinical risk control management associated with modifications and upgrades.


			7.3.2			The application of this process MUST be commensurate with the scale and extent of the change and the introduction of any new clinical risks.			Project			There is evidence to demonstrate the process is commensurate with the defined criteria.


			7.3.3			The Health Organisation MUST issue a Clinical Safety Case Report to support any modifications to the Health IT System that changes its clinical risk.			Project			A Clinical Safety Case Report has been issued to support any modifications.


			7.4			Decommission


			7.4.1			The Health Organisation MUST apply their clinical risk management process to a Health IT System that is being decommissioned.			Mgt System			The Health Organisation has a defined process for the decommissioning of a Health IT System.


									Project			There is evidence to demonstrate the application of the decommissioning process.


			7.4.2			The application of this process MUST take into account the deployment of any succeeding Health IT System. 			Project			There is evidence to demonstrate that any succeeding Health IT System has been taken into account.


			7.4.3			The application of this process MUST take into account the migration of data between the decommissioned Health IT System and the succeeding Health IT System. 			Project			There is evidence to demonstrate appropriate migration of data.


			7.4.4			The Health Organisation MUST issue a Clinical Safety Case Report to support decommissioning of the Health IT System.			Project			A Clinical Safety Case Report has been issued to support decommissioning of the Health IT System.
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1Synchronous Query


			Hazard 																		Initial Risk Rating 									Additional Controls												Residual Hazard Risk Rating


			Num			Hazard Name			Hazard Description			Potential Clinical Impact			Possible Causes			Existing Controls			Consequence			Likelihood			Risk			Design			Test			Training			BPC			Consequence			Likelihood			Risk			Summary of Actions			Owner			Status


			1.1			Service is Unavailable, or Access is Denied			A data consumer is either unable to connect to the System of Systems or their connection is rejected. Care professionals are unable to access data about their patient or client which is held by care settings other than their own			Use of the System-of-Systems is limited to 5 participants with point to point data access requirements. The information available is new to clinicians and established care practises have operated until recently without access to regional data. Clinicians will revert easily to previous ways of working. 
Client software will be aware of a dropped connection and will be able to inform clinicians that a fault has occurred. Clinicians will be able to distinguish no data being available from a fault preventing access.
			a hardware or software fault results in system unavailability			Software components are hosted in a virtualised environment on hardware with inbuilt redundancy. The hypervisor provides for high availability and will automatically re-instantiate non-functional components.
Components are monitored and a service desk automatically informed of a range of conditions. Service availability could be monitored using an external arbiter if a use case were to justify it.
Faults are logged and it is possible to establish the root cause of a failure.
			Minor			Medium			2						Service availability could be monitored using an external arbiter if a use case were to justify it.									Minor			Low			1						All			Open


			1.2			Service is Unavailable, or Access is Denied			A data consumer is either unable to connect to the System of Systems or their connection is rejected. Care professionals are unable to access data about their patient or client which is held by care settings other than their own			Use of the System-of-Systems is limited to 5 participants with point to point data access requirements. The information available is new to clinicians and established care practises have operated until recently without access to regional data. Clinicians will revert easily to previous ways of working. 
Client software will be aware of a dropped connection and will be able to inform clinicians that a fault has occurred. Clinicians will be able to distinguish no data being available from a fault preventing access.
			data is corrupted through faulty disks or a software error to an extent that is causes a loss of service			Components are designed to be stateless where possible with few dependencies on data. Exceptions are configuration data, the master patient index, consent policies, master records for patient, practitioners and organisations. A copy of configurations is held in a source control repository and other data is backed up daily. A backup can be restored within two hours. 
Master data can be recreated by replaying messages from participants and other sources.
.			Minor			Medium			2						Service availability could be monitored using an external arbiter if a use case were to justify it.									Minor			Low			1						All			Open


			1.3			Service is Unavailable, or Access is Denied			A data consumer is either unable to connect to the System of Systems or their connection is rejected. Care professionals are unable to access data about their patient or client which is held by care settings other than their own			Use of the System-of-Systems is limited to 5 participants with point to point data access requirements. The information available is new to clinicians and established care practises have operated until recently without access to regional data. Clinicians will revert easily to previous ways of working. 
Client software will be aware of a dropped connection and will be able to inform clinicians that a fault has occurred. Clinicians will be able to distinguish no data being available from a fault preventing access.
			a DNS, firewall configuration change or a certificate revocation denies access to an individual participant.			Firewall and certificate changes are controlled by a Change Advisory Board.
Certificate signing and revocation is software controlled and audited. Only privileged system administrators are able to revoke a certificate.
Mutual TLS authentication is not operational. A participant will not be denied access because of a DNS entry.
			Minor			Very Low			1						Service availability could be monitored using an external arbiter if a use case were to justify it.									Minor			Very Low			1						All			Open


			1.4			Service is Unavailable, or Access is Denied			A data consumer is either unable to connect to the System of Systems or their connection is rejected. Care professionals are unable to access data about their patient or client which is held by care settings other than their own			Use of the System-of-Systems is limited to 5 participants with point to point data access requirements. The information available is new to clinicians and established care practises have operated until recently without access to regional data. Clinicians will revert easily to previous ways of working. 
Client software will be aware of a dropped connection and will be able to inform clinicians that a fault has occurred. Clinicians will be able to distinguish no data being available from a fault preventing access.
			a software update introduces a fault.			Software changes are controlled by a Change Advisory Board. All changes must be accompanied by a remediation plan.
Software is subjected to continuous integration testing which highlights regressive behaviour.
Software source code is maintained in a public source code repository. Problematic changes can be easily backed out.
			Minor			High			2			Maintenance is controlled by a Change Advisory Board			Service availability could be monitored using an external arbiter if a use case were to justify it.									Minor			Medium			2						All			Open


			1.5			Service is Unavailable, or Access is Denied			A data consumer is either unable to connect to the System of Systems or their connection is rejected. Care professionals are unable to access data about their patient or client which is held by care settings other than their own			Use of the System-of-Systems is limited to 5 participants with point to point data access requirements. The information available is new to clinicians and established care practises have operated until recently without access to regional data. Clinicians will revert easily to previous ways of working. 
Client software will be aware of a dropped connection and will be able to inform clinicians that a fault has occurred. Clinicians will be able to distinguish no data being available from a fault preventing access.
			planned maintenance results in downtime.			Maintenance is controlled by a Change Advisory Board 
Any maintenance requiring downtime will be scheduled outside of peak operational hours
			Minor			Very High			3			The organisational responsible for the DCB 0160 MUST apply some additional controls as detailed in the clinical safety report.												Minor			Very High			3						All			Open


			1.6			Service is Unavailable, or Access is Denied			A data consumer is either unable to connect to the System of Systems or their connection is rejected. Care professionals are unable to access data about their patient or client which is held by care settings other than their own			Use of the System-of-Systems is limited to 5 participants with point to point data access requirements. The information available is new to clinicians and established care practises have operated until recently without access to regional data. Clinicians will revert easily to previous ways of working. 
Client software will be aware of a dropped connection and will be able to inform clinicians that a fault has occurred. Clinicians will be able to distinguish no data being available from a fault preventing access.
			an erroneous consent policy denies access to all data to an individual participant			During this phase consent policies are likely to be simple and binary: to allow all data or no data in a given context. The potential for mistake is low,
Policies will be applied by a system administrator who has been trained in the potential for impacting service availability.
			Minor			Very Low			1			Software changes are controlled by a Change Advisory Board. All changes must be accompanied by a remediation plan; Software changes move through a staging environment prior to application to live. The staging environment has data which is representative of live and endpoint simulators which replicate the behaviour of data providers			Software is subjected to continuous integration testing which highlights regressive behaviour.									Minor			Very Low			1						All			Open


			2.1			Query Results are Corrupted			Data returned from the System of Systems to a data consumer are not reflective of data supplied by data providers.			Clinicians are making decisions based on data returned by the System of Systems. Data corruption may be subtle and undetectable by the clinician. The wrong decision could adversely impact the care of a patient. Use of the System-of-Systems is limited to 5 participants and the impact will be localised.			Possible cause: a software fault corrupts FHIR resources in transit.			Corruption to the structure of FHIR resources will result in them being unreadable by client software. Guidance provided to data consumers recommends that the end-user is informed of detectable data errors so reducing the possibility of misinformed decision.
FHIR resources can optionally be validated against schemas and coding systems prior to release by the System of Systems. Validation is enabled after any software upgrade or after onboarding a participant.
Software is coded to a design which minimises manipulation for resource content to a few essential operations.
			Major			Low			3			The organisational responsible for the DCB 0160 MUST apply some additional controls as detailed in the clinical safety report.												Major			Low			3						All			Open


			2.2			Query Results are Corrupted			Data returned from the System of Systems to a data consumer are not reflective of data supplied by data providers.			Clinicians are making decisions based on data returned by the System of Systems. Data corruption may be subtle and undetectable by the clinician. The wrong decision could adversely impact the care of a patient. Use of the System-of-Systems is limited to 5 participants and the impact will be localised.			: deduplication rules cause references to local resource to be replaced with a reference to a regional resource representing a different concept			Only patients, practitioner and organisation references are deduplicated. Deduplication is made on a deterministic basis (i.e. a simple identifier is used to determine resource equivalence). This is simple to test, and behaviour is predictable.
Automated tests validate regional resource references for 100+ sample queries aligned with wave 1 use cases.
			Significant			Low			2			Software is coded to a design which minimises manipulation for resource content to a few essential operations			FHIR resources can optionally be validated against schemas and coding systems prior to release by the System of Systems. Validation is enabled after any software upgrade or after onboarding a participant.									Significant			Low			2						All			Open


			3.1			Query Results are Incomplete			A result set returned to a data consumer is missing data items which are known to one or more data providers.			Clinicians are making decisions based on information returned by the System of Systems. An absence of data may cause an incorrect decision to be made with consequences for the patient. However, participation in the YHCR is limited to 5 organisations, data available is inherently incomplete, and this will be known to users. No reliance will be made on data completeness. 			a data provider is inaccessible due to a network failure or other technical problem and no data can be obtained from this source for a period of time.			The System-of-Systems inserts information into the result set returned to the data consumer detailing that the data provider is unavailable. Client software can inform users that data is missing from potential sources.
Guidance provided to data consumers recommends that the end-user is informed of reported data quality issues so reducing the possibility of misinformed decision.
Connectivity is monitored and a service desk automatically informed if a connection is unavailable for an extended period. 
			Significant			Medium			2															Significant			Medium			2						All			Open


			3.2			Query Results are Incomplete			A result set returned to a data consumer is missing data items which are known to one or more data providers.			Clinicians are making decisions based on information returned by the System of Systems. An absence of data may cause an incorrect decision to be made with consequences for the patient. However, participation in the YHCR is limited to 5 organisations, data available is inherently incomplete, and this will be known to users. No reliance will be made on data completeness. 			a data provider supplies only subset of data known to the care provider. For example, data may be available for only a subset of services performed.			Wave 1 participants are going live with point to point use cases for which data availability has been established as a prerequisite.			Significant			Low			2															Significant			Low			2						All			Open


			3.3			Query Results are Incomplete			A result set returned to a data consumer is missing data items which are known to one or more data providers.			Clinicians are making decisions based on information returned by the System of Systems. An absence of data may cause an incorrect decision to be made with consequences for the patient. However, participation in the YHCR is limited to 5 organisations, data available is inherently incomplete, and this will be known to users. No reliance will be made on data completeness. 			a software fault leads to data being lost in transit.			Automated tests validate regional resource references for 100+ sample queries aligned with wave 1 use cases			Significant			Low			2															Significant			Low			2						All			Open


			3.4			Query Results are Incomplete			A result set returned to a data consumer is missing data items which are known to one or more data providers.			Clinicians are making decisions based on information returned by the System of Systems. An absence of data may cause an incorrect decision to be made with consequences for the patient. However, participation in the YHCR is limited to 5 organisations, data available is inherently incomplete, and this will be known to users. No reliance will be made on data completeness. 			an erroneous consent policy results in data being wrongly withheld			During this phase consent policies are likely to be simple and binary: to allow all data or no data in a given context. The potential for mistake is low,
Policies will be applied by a system administrator who has been trained in the potential for impacting service availability.
			Significant			Very Low			1															Significant			Very Low			1						All			Open


			4.1			Service is Non-Performant			In this mode of use, performance is critical to the user experience. Queries are executed synchronously, and the latency of the System of Systems directly impacts the usability of client software.			Use of the System-of-Systems is limited to 5 participants with point to point data access requirements. The information available is new to clinicians and established care practises have operated until recently without access to regional data. Clinicians who are intolerant of poorly performant software will revert to previous methods.			 poorly designed client software results in a concentration of service demand which impacts performance for other data consumers.			Application level monitoring tracks transaction round-trip time. A service desk is alerted if sustained round-trip times rises above a configurable level. 
Individual data consumers access rights can be suspended.
Data consumers are only accepted as participants following an onboarding process which involves assuring the interactions between client software and the System of Systems.
			Minor			High			2															Minor			High			2						All			Open


			4.2			Service is Non-Performant			In this mode of use, performance is critical to the user experience. Queries are executed synchronously, and the latency of the System of Systems directly impacts the usability of client software.			Use of the System-of-Systems is limited to 5 participants with point to point data access requirements. The information available is new to clinicians and established care practises have operated until recently without access to regional data. Clinicians who are intolerant of poorly performant software will revert to previous methods.			a poorly performant data providers impacts overall System of Systems performance.			Connections form the System-of-Systems to data providers time out after a configurable period. The System-of-Systems inserts information into the result set returned to the data consumer detailing that data from particular data providers is not available. Client software can inform users that data is missing from potential sources.
The regional FHIR Proxy has been performance tested on data volumes which are representative of those encountered at a major care setting. Response times for typical queries are in the order of 200ms on moderately sized server (4 core).
			Minor			High			2															Minor			High			2						All			Open


			4.3			Service is Non-Performant			In this mode of use, performance is critical to the user experience. Queries are executed synchronously, and the latency of the System of Systems directly impacts the usability of client software.			Use of the System-of-Systems is limited to 5 participants with point to point data access requirements. The information available is new to clinicians and established care practises have operated until recently without access to regional data. Clinicians who are intolerant of poorly performant software will revert to previous methods.			cumulative demand from all data consumers exceeds capacity of System of Systems			The System-of-Systems has been sized to support the known use cases of the 5 pilot participants. The System-of-Systems has been stress tested to prove support for a sustained demand of 10 queries per second.
The System-of-Systems is hosted on a virtualised environment and the solution has been architected to efficiently utilise available CPU cores. Subject to software license considerations, the platform can be scaled fluidly. 
			Minor			Low			1															Minor			Low			1						All			Open
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2 Asynchronous Query 


			Hazard 																		Initial Risk Rating 									Additional Controls												Residual Hazard Risk Rating


			Num			Hazard Name			Hazard Description			Potential Clinical Impact			Possible Causes			Existing Controls			Consequence			Likelihood			Risk			Design			Test			Training			BPC			Consequence			Likelihood			Risk			Summary of Actions			Owner			Status


			5.1			Service is Unavailable, or Access is Denied			A data consumer is either unable to register an asynchronous query because they cannot connect to the System-of-Systems or their connection is rejected. There is a consequential delay in acquiring data for analysis.			The PHM platform is being developed and will not be operational during this deployment phase. As this is the only projected use of the asynchronous query service then there is no impact of service unavailability.			a hardware or software fault results in system unavailability																																	


			5.2			Service is Unavailable, or Access is Denied			A data consumer is either unable to register an asynchronous query because they cannot connect to the System-of-Systems or their connection is rejected. There is a consequential delay in acquiring data for analysis.			The PHM platform is being developed and will not be operational during this deployment phase. As this is the only projected use of the asynchronous query service then there is no impact of service unavailability.			data is corrupted through faulty disks or a software error to an extent that is causes a loss of service.																																	


			5.3			Service is Unavailable, or Access is Denied			A data consumer is either unable to register an asynchronous query because they cannot connect to the System-of-Systems or their connection is rejected. There is a consequential delay in acquiring data for analysis.			The PHM platform is being developed and will not be operational during this deployment phase. As this is the only projected use of the asynchronous query service then there is no impact of service unavailability.			a DNS, firewall configuration change or a certificate revocation denies access to an individual participant.																																	


			5.4			Service is Unavailable, or Access is Denied			A data consumer is either unable to register an asynchronous query because they cannot connect to the System-of-Systems or their connection is rejected. There is a consequential delay in acquiring data for analysis.			The PHM platform is being developed and will not be operational during this deployment phase. As this is the only projected use of the asynchronous query service then there is no impact of service unavailability.			a software update introduces a fault																																	


			5.5			Service is Unavailable, or Access is Denied			A data consumer is either unable to register an asynchronous query because they cannot connect to the System-of-Systems or their connection is rejected. There is a consequential delay in acquiring data for analysis.			The PHM platform is being developed and will not be operational during this deployment phase. As this is the only projected use of the asynchronous query service then there is no impact of service unavailability.			planned maintenance results in downtime.																																	


			5.6			Service is Unavailable, or Access is Denied			A data consumer is either unable to register an asynchronous query because they cannot connect to the System-of-Systems or their connection is rejected. There is a consequential delay in acquiring data for analysis.			The PHM platform is being developed and will not be operational during this deployment phase. As this is the only projected use of the asynchronous query service then there is no impact of service unavailability.			an erroneous consent policy denies access to all data to an individual participant																																	


			6.1			Query Results are Corrupted			Data collected from the System-of-Systems by a data consumer are not reflective of data collected from data providers.			The PHM platform is being developed and will not be operational during this deployment phase. As this is the only projected use of the asynchronous query service then there is no impact of data corruption.			a software fault corrupts FHIR resources in transit																																	


			6.2			Query Results are Corrupted			deduplication rules cause references to local resource to be replaced with a reference to a regional resource representing a different concept			The PHM platform is being developed and will not be operational during this deployment phase. As this is the only projected use of the asynchronous query service then there is no impact of data corruption.			deduplication rules cause references to local resource to be replaced with a reference to a regional resource representing a different concept																																	


			7.1			Query Results are Incomplete			A result set returned to a data consumer is missing data items which are known to one or more data providers.			The PHM platform is being developed and will not be operational during this deployment phase. As this is the only projected use of the asynchronous query service then there is no impact of data corruption.			a data provider is inaccessible due to a network failure or other technical problem and an asynchronous query cannot be placed with the data provider.																																	


			7.2			Query Results are Incomplete			A result set returned to a data consumer is missing data items which are known to one or more data providers.			The PHM platform is being developed and will not be operational during this deployment phase. As this is the only projected use of the asynchronous query service then there is no impact of data corruption.			a data provider supplies only subset of data known to the care provider. For example, data may be available for only a subset of services performed																																	


			7.3			Query Results are Incomplete			A result set returned to a data consumer is missing data items which are known to one or more data providers.			The PHM platform is being developed and will not be operational during this deployment phase. As this is the only projected use of the asynchronous query service then there is no impact of data corruption.			a software fault leads to asynchronous queries not being placed with certain data providers.																																	


			7.4			Query Results are Incomplete			A result set returned to a data consumer is missing data items which are known to one or more data providers.			The PHM platform is being developed and will not be operational during this deployment phase. As this is the only projected use of the asynchronous query service then there is no impact of data corruption.			a software fault leads to asynchronous query results not being picked up from certain data providers																																	


			7.5			Query Results are Incomplete			A result set returned to a data consumer is missing data items which are known to one or more data providers.			The PHM platform is being developed and will not be operational during this deployment phase. As this is the only projected use of the asynchronous query service then there is no impact of data corruption.			an erroneous consent policy results in data being wrongly withheld																																	


			8.1			Service is Non-Performant			There are 3 distinct aspects to the service which might contribute to the hazard:
1. Data consumers periodically poll the System-of-Systems to determine progress on the collection of asynchronous query results. The service operates synchronously and a poorly performant service might cause client software to time out before a response is obtained. 
2. Query results collected from data providers are processed by the System-of-Systems prior to release to data consumers. A poorly performant service may add a delay to results being available for collection.
3. Data consumers collect query results from the System-of-Systems using a synchronous request. A poorly performant service might cause client software to time out before a response is obtained.
			The PHM platform is being developed and will not be operational during this deployment phase. As this is the only projected use of the asynchronous query service then there is no impact of non-performant services.			poorly designed software results in a processing bottleneck																																	


			8.2			Service is Non-Performant			There are 3 distinct aspects to the service which might contribute to the hazard:
1. Data consumers periodically poll the System-of-Systems to determine progress on the collection of asynchronous query results. The service operates synchronously and a poorly performant service might cause client software to time out before a response is obtained. 
2. Query results collected from data providers are processed by the System-of-Systems prior to release to data consumers. A poorly performant service may add a delay to results being available for collection.
3. Data consumers collect query results from the System-of-Systems using a synchronous request. A poorly performant service might cause client software to time out before a response is obtained.
			The PHM platform is being developed and will not be operational during this deployment phase. As this is the only projected use of the asynchronous query service then there is no impact of non-performant services.			cumulative demand from all data consumers exceeds capacity of System of Systems																																	


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																








3 Subscriptions 


			Hazard 																		Initial Risk Rating 									Additional Controls												Residual Hazard Risk Rating


			Num			Hazard Name			Hazard Description			Potential Clinical Impact			Possible Causes			Existing Controls			Consequence			Likelihood			Risk			Design			Test			Training			BPC			Consequence			Likelihood			Risk			Summary of Actions			Owner			Status


			9.1			Service is Unavailable, or Access is Denied			New subscriptions cannot be registered by data consumers. Data providers are unable to send notification of an event matching a subscription			There are only a few use cases among the pilot organisations which rely on subscriptions. Of these only one is time critical: notification to a metal health care team that a ‘frequent-flyer’ has contacted 111 or 999. The impact of a subscription notification not reaching the care team has low clinical impact: a patient is unnecessarily attended to by an ambulance. Non-time critical subscription usage is not impacted so long as data is not lost due an outage and the outage is resolved within a few hours.			a hardware or software fault results in system unavailability			Software components are hosted in a virtualised environment on hardware with inbuilt redundancy. The hypervisor provides for high availability and will automatically re-instantiate non-functional components.
Components are monitored and a service desk automatically informed of a range of conditions. Service availability could be monitored using an external arbiter if a use case were to justify it.
Faults are logged and it is possible to establish the root cause of a failure.
			Significant			Medium			2															Significant			Medium			2						All			Open


			9.2			Service is Unavailable, or Access is Denied			New subscriptions cannot be registered by data consumers. Data providers are unable to send notification of an event matching a subscription			There are only a few use cases among the pilot organisations which rely on subscriptions. Of these only one is time critical: notification to a metal health care team that a ‘frequent-flyer’ has contacted 111 or 999. The impact of a subscription notification not reaching the care team has low clinical impact: a patient is unnecessarily attended to by an ambulance. Non-time critical subscription usage is not impacted so long as data is not lost due an outage and the outage is resolved within a few hours.			: data is corrupted through faulty disks or a software error to an extent that is causes a loss of service.			Components are designed to be stateless where possible with few dependencies on data. Exceptions are configuration data, the master patient index, consent policies, master records for patient, practitioners and organisations. A copy of configurations is held in a source control repository and other data is backed up daily. A backup can be restored within two hours. 
Master data can be recreated by replaying messages from participants and other sources. In particular, subscription data can be recreated by querying the subscription resources from the providers.
			Significant			Medium			2															Significant			Medium			2						All			Open


			9.3			Service is Unavailable, or Access is Denied			New subscriptions cannot be registered by data consumers. Data providers are unable to send notification of an event matching a subscription			There are only a few use cases among the pilot organisations which rely on subscriptions. Of these only one is time critical: notification to a metal health care team that a ‘frequent-flyer’ has contacted 111 or 999. The impact of a subscription notification not reaching the care team has low clinical impact: a patient is unnecessarily attended to by an ambulance. Non-time critical subscription usage is not impacted so long as data is not lost due an outage and the outage is resolved within a few hours.			a DNS, firewall configuration change or a certificate revocation denies access to an individual participant			Firewall and certificate changes are controlled by a Change Advisory Board.
Certificate signing and revocation is software controlled and audited. Only privileged system administrators can revoke a certificate.
Mutual TLS authentication is not operational. A participant will not be denied access because of a DNS entry.
			Minor			Medium			2															Minor			Medium			2						All			Open


			9.4			Service is Unavailable, or Access is Denied			New subscriptions cannot be registered by data consumers. Data providers are unable to send notification of an event matching a subscription			There are only a few use cases among the pilot organisations which rely on subscriptions. Of these only one is time critical: notification to a metal health care team that a ‘frequent-flyer’ has contacted 111 or 999. The impact of a subscription notification not reaching the care team has low clinical impact: a patient is unnecessarily attended to by an ambulance. Non-time critical subscription usage is not impacted so long as data is not lost due an outage and the outage is resolved within a few hours.			: a software update introduces a fault			Software changes are controlled by a Change Advisory Board. All changes must be accompanied by a remediation plan.
Software is subjected to continuous integration testing which highlights regressive behaviour.
Software source code is maintained in a public source code repository. Problematic changes can be easily backed out.
			Significant			High			3			The organisational responsible for the DCB 0160 MUST apply some additional controls as detailed in the clinical safety report.												Significant			High			3						All			Open


			9.5			Service is Unavailable, or Access is Denied			New subscriptions cannot be registered by data consumers. Data providers are unable to send notification of an event matching a subscription			There are only a few use cases among the pilot organisations which rely on subscriptions. Of these only one is time critical: notification to a metal health care team that a ‘frequent-flyer’ has contacted 111 or 999. The impact of a subscription notification not reaching the care team has low clinical impact: a patient is unnecessarily attended to by an ambulance. Non-time critical subscription usage is not impacted so long as data is not lost due an outage and the outage is resolved within a few hours.			planned maintenance results in downtime			Maintenance is controlled by a Change Advisory Board 
Any maintenance requiring downtime will be scheduled outside of peak operational hours
			Minor			Very High			3			The organisational responsible for the DCB 0160 MUST apply some additional controls as detailed in the clinical safety report.												Minor			Very High			3						All			Open


			10.1			Subscription and related data is corrupted			Data provided via the System-of-Systems through the subscription mechanism to a data consumer is not reflective of data supplied by data providers. 			Use cases are targeted to process improvement rather than informing clinical decisions. Data corruption might lead to inefficiencies in clinical processes but will have low impact on patient safety. 			a software fault corrupts FHIR resources delivered through a subscription notification.			Model consumer software, as developed by the YHCR, validates the structure of FHIR resources and rejects an attempt to deliver a subscription notification with an invalid payload.
The System-of-Systems logs and monitors consumer responses and operators are promptly informed of failed delivery attempts.
Subscription notifications use the same processing pathway as the much higher volume synchronous query pattern. The same validation is possible, and any software faults are likely to manifest themselves initially through user interfaces used for direct care. 
Software is coded to a design which minimises manipulation for resource content to a few essential operations.
			Significant			Very Low			1															Significant			Very Low			1						All			Open


			10.2			Subscription and related data is corrupted			Data provided via the System-of-Systems through the subscription mechanism to a data consumer is not reflective of data supplied by data providers. 			Use cases are targeted to process improvement rather than informing clinical decisions. Data corruption might lead to inefficiencies in clinical processes but will have low impact on patient safety. 			a software fault corrupts FHIR subscriptions distributed to data providers			General corruption to the structure of the FHIR resource will be detected by the receiving data provider. The model FHIR proxy validates resource structure and rejects an attempt to create an invalid subscription.  
The System-of-Systems logs, and monitors consumer responses and operators are promptly informed of failed delivery attempts.
Corruption of the FHIR search path is possible and may lead to inoperable subscriptions or incorrect event notifications. Software units that manipulate search paths are tested using test plans based on pilot use cases. Corruption can be automatically rectified by revoking the original subscription and replaying the subscription made with the System of Systems
			Significant			Very Low			1															Significant			Very Low			1						All			Open


			11.1			Subscriptions or notifications are lost in transit			Subscriptions are either not dispatched by the System-of-Systems to relevant data providers or subscription results are not returned to subscribing data consumers. The effect being that the notifications which are expected by a data consumer do not arrive.
Patient-centric subscriptions should be dispatched to all data providers who have registered contact with the patient with the System of Systems. Other subscriptions should be dispatched to all data providers. Any deviation from this rule is incorrect behaviour and will result in lost data.
Subscription results received by the System-of-Systems should be dispatched to all data consumers making the subscription.
			Use cases are targeted at process improvement rather than informing clinical decisions. Incorrect subscription dispatch will result in events not being communicated to data consumers. This might lead to inefficiencies in clinical processes but will have low impact on patient safety.			an incorrect misconfiguration of the participant registry associates a logical provider identity with a different provider’s endpoint address. As a consequence, subscriptions are registered with the wrong provider			Configuration changes are controlled by a Change Advisory Board. All changes must be accompanied by a remediation plan.
Automated implementation testing using messages containing synthetic data can ensure routing of messages is correct.
The same endpoint address will be used for subscriptions as for synchronous query. Mis-registration will be apparent during the onboarding process.
			Significant			Medium			2															Significant			Medium			2						All			Open


			11.2			Subscriptions or notifications are lost in transit			Subscriptions are either not dispatched by the System-of-Systems to relevant data providers or subscription results are not returned to subscribing data consumers. The effect being that the notifications which are expected by a data consumer do not arrive.
Patient-centric subscriptions should be dispatched to all data providers who have registered contact with the patient with the System of Systems. Other subscriptions should be dispatched to all data providers. Any deviation from this rule is incorrect behaviour and will result in lost data.
Subscription results received by the System-of-Systems should be dispatched to all data consumers making the subscription.
			Use cases are targeted at process improvement rather than informing clinical decisions. Incorrect subscription dispatch will result in events not being communicated to data consumers. This might lead to inefficiencies in clinical processes but will have low impact on patient safety.			a misconfiguration of the provider registry records an invalid endpoint address. As a consequence, subscriptions are not registered			Outgoing subscriptions are processed from a persistent message queue. An invalid endpoint address would cause the dispatching process to error and for the message to be suspended. Monitoring software alerts operators of the error, the endpoint address will be corrected, and service resumed without data loss. 			Significant			Low			2															Significant			Low			2						All			Open


			11.3			Subscriptions or notifications are lost in transit			Subscriptions are either not dispatched by the System-of-Systems to relevant data providers or subscription results are not returned to subscribing data consumers. The effect being that the notifications which are expected by a data consumer do not arrive.
Patient-centric subscriptions should be dispatched to all data providers who have registered contact with the patient with the System of Systems. Other subscriptions should be dispatched to all data providers. Any deviation from this rule is incorrect behaviour and will result in lost data.
Subscription results received by the System-of-Systems should be dispatched to all data consumers making the subscription.
			Use cases are targeted at process improvement rather than informing clinical decisions. Incorrect subscription dispatch will result in events not being communicated to data consumers. This might lead to inefficiencies in clinical processes but will have low impact on patient safety.			: a misconfiguration at a data provider causes the data provider to register their patient contact with a different provider. As a consequence patient centric subscriptions are registered with the wrong provider			An onboarding process validates that that PIX registrations are being made correctly at the point of go-live. 			Significant			High			3			The organisational responsible for the DCB 0160 MUST apply some additional controls as detailed in the clinical safety report.												Significant			High			3						All			Open


			11.4			Subscriptions or notifications are lost in transit			Subscriptions are either not dispatched by the System-of-Systems to relevant data providers or subscription results are not returned to subscribing data consumers. The effect being that the notifications which are expected by a data consumer do not arrive.
Patient-centric subscriptions should be dispatched to all data providers who have registered contact with the patient with the System of Systems. Other subscriptions should be dispatched to all data providers. Any deviation from this rule is incorrect behaviour and will result in lost data.
Subscription results received by the System-of-Systems should be dispatched to all data consumers making the subscription.
			Use cases are targeted at process improvement rather than informing clinical decisions. Incorrect subscription dispatch will result in events not being communicated to data consumers. This might lead to inefficiencies in clinical processes but will have low impact on patient safety.			an operator erroneously or maliciously corrupts PIX data. As a consequence, patient centric subscriptions are not registered with providers			Database access is restricted to small number of administrators with individual login credentials.
Database operations are audited, and audit records are periodically reviewed by an independent supervisor who does not have database administration privileges
			Significant			Medium			2															Significant			Medium			2						All			Open


			11.5			Subscriptions or notifications are lost in transit			Subscriptions are either not dispatched by the System-of-Systems to relevant data providers or subscription results are not returned to subscribing data consumers. The effect being that the notifications which are expected by a data consumer do not arrive.
Patient-centric subscriptions should be dispatched to all data providers who have registered contact with the patient with the System of Systems. Other subscriptions should be dispatched to all data providers. Any deviation from this rule is incorrect behaviour and will result in lost data.
Subscription results received by the System-of-Systems should be dispatched to all data consumers making the subscription.
			Use cases are targeted at process improvement rather than informing clinical decisions. Incorrect subscription dispatch will result in events not being communicated to data consumers. This might lead to inefficiencies in clinical processes but will have low impact on patient safety.			: a data provider registers a new patient contact with the System of Systems. A software error prevents patient-centric subscriptions for the patient being dispatched to the provider.			Software development is test led. Automated tests validate PIX processing and specifically the issuance of subscriptions based on new patient contact. 			Significant			Medium			2															Significant			Medium			2						All			Open


			11.6			Subscriptions or notifications are lost in transit			Subscriptions are either not dispatched by the System-of-Systems to relevant data providers or subscription results are not returned to subscribing data consumers. The effect being that the notifications which are expected by a data consumer do not arrive.
Patient-centric subscriptions should be dispatched to all data providers who have registered contact with the patient with the System of Systems. Other subscriptions should be dispatched to all data providers. Any deviation from this rule is incorrect behaviour and will result in lost data.
Subscription results received by the System-of-Systems should be dispatched to all data consumers making the subscription.
			Use cases are targeted at process improvement rather than informing clinical decisions. Incorrect subscription dispatch will result in events not being communicated to data consumers. This might lead to inefficiencies in clinical processes but will have low impact on patient safety.			a software fault leads to subscription results being lost in transit			Software development is test led. Automated tests prove operation of message pathways responsible for delivering subscription results.
Audit records are written of all subscription results received and dispatched. A fault can be detected and diagnosed.
Software logs record all processing data processing errors. An operator is autromatically alerted of all logged errors. Should an error be identified then Service Management ITIL processes are followed to formalise incident reporting and resolution through to software delivery and fix.
			Significant			Medium			2															Significant			Medium			2						All			Open


			11.7			Subscriptions or notifications are lost in transit			Subscriptions are either not dispatched by the System-of-Systems to relevant data providers or subscription results are not returned to subscribing data consumers. The effect being that the notifications which are expected by a data consumer do not arrive.
Patient-centric subscriptions should be dispatched to all data providers who have registered contact with the patient with the System of Systems. Other subscriptions should be dispatched to all data providers. Any deviation from this rule is incorrect behaviour and will result in lost data.
Subscription results received by the System-of-Systems should be dispatched to all data consumers making the subscription.
			Use cases are targeted at process improvement rather than informing clinical decisions. Incorrect subscription dispatch will result in events not being communicated to data consumers. This might lead to inefficiencies in clinical processes but will have low impact on patient safety.			data consumer endpoint is unavailable			Automated monitoring software provides notification of endpoint unavailability and queue levels to technical staff for action.
Support staff work with appropriate data consumer technical representatives to resolve.
Message queues are persisted. No data loss results from a failure to dispatch a notification.
			Minor			High			2															Minor			High			2						All			Open


			12.1			Service is Non-Performant			Subscriptions are inherently asynchronous in nature and so some delay between an event occurring and subscriber being notified is to be expected. The delay that is acceptable depends on the use case to which the technology is applied.
Terms of service for the System-of-Systems will be published and these will include a maximum latency for subscription delivery (within the boundary of responsibility and subject to performance of data consuming endpoints). This will be a key consideration for participants when designing services and it is reasonable to expect non-compliance to have significant consequences.
Of particular concern is poor performance which causes subscription throughput to fall below the rate at which subscription or notifications are delivered to the System-of-Systems for processing for an extended period of time. Such a situation could overload the service, disrupting service availability for an extended period of time and potentially impacting other modes of use
			There are only a few use cases among the pilot organisations which rely on subscriptions. Of these only one is time critical: notification to a metal health care team that a ‘frequent-flyer’ has contacted 111 or 999. The impact of a subscription notification not reaching the care team has low clinical impact: a patient is unnecessarily attended to by an ambulance. Non-time critical subscription usage is not impacted so long as data is not lost due an outage and the outage is resolved within a few hours.			poorly designed message pathway configuration results in a bottleneck at a particular processing step			The software is performance tested. 
The pilot use cases are well understood, and the software can be tested with use cases which accurately reflect actual usage. It is unlikely that novel processing requirements will be encountered in live operation.
The message pathway is configured as a series of independent components. A poorly performing component results is a message queue building up. The queue is persistent, and no message loss will occur.
Monitoring software tracks message queue sizes. A service desk is alerted if sustained queueing rises above a configurable level. 
Message deliveries to endpoints are not guaranteed to be in order (e.g. sequential streams). Message queues can be processed by components operating in parallel to improve throughput.
Message delivery configuration settings (e.g. Connection timeouts, retry settings) can be altered to achieve optimal throughput.
The computing resources allocated to each component can be altered to remove bottlenecks.
			Minor			Medium			2															Minor			Medium			2						All			Open


			12.2			Service is Non-Performant			Subscriptions are inherently asynchronous in nature and so some delay between an event occurring and subscriber being notified is to be expected. The delay that is acceptable depends on the use case to which the technology is applied.
Terms of service for the System-of-Systems will be published and these will include a maximum latency for subscription delivery (within the boundary of responsibility and subject to performance of data consuming endpoints). This will be a key consideration for participants when designing services and it is reasonable to expect non-compliance to have significant consequences.
Of particular concern is poor performance which causes subscription throughput to fall below the rate at which subscription or notifications are delivered to the System-of-Systems for processing for an extended period of time. Such a situation could overload the service, disrupting service availability for an extended period of time and potentially impacting other modes of use
			There are only a few use cases among the pilot organisations which rely on subscriptions. Of these only one is time critical: notification to a metal health care team that a ‘frequent-flyer’ has contacted 111 or 999. The impact of a subscription notification not reaching the care team has low clinical impact: a patient is unnecessarily attended to by an ambulance. Non-time critical subscription usage is not impacted so long as data is not lost due an outage and the outage is resolved within a few hours.			: an individual subscription source floods the service with, possibly, incorrect subscriptions or notifications			Pilot use cases are well understood with predictable transaction volume. Unusually high transaction volumes are likely to indicate a fault at a data provider or consumer.
If queuing thresholds are exceeded, then system operators are informed via monitoring software and can limit access to the inbound organisation that is causing the flood of inbound messages until the fault has been corrected
			Minor			Medium			2															Minor			Medium			2						All			Open


			12.3			Service is Non-Performant			Subscriptions are inherently asynchronous in nature and so some delay between an event occurring and subscriber being notified is to be expected. The delay that is acceptable depends on the use case to which the technology is applied.
Terms of service for the System-of-Systems will be published and these will include a maximum latency for subscription delivery (within the boundary of responsibility and subject to performance of data consuming endpoints). This will be a key consideration for participants when designing services and it is reasonable to expect non-compliance to have significant consequences.
Of particular concern is poor performance which causes subscription throughput to fall below the rate at which subscription or notifications are delivered to the System-of-Systems for processing for an extended period of time. Such a situation could overload the service, disrupting service availability for an extended period of time and potentially impacting other modes of use
			There are only a few use cases among the pilot organisations which rely on subscriptions. Of these only one is time critical: notification to a metal health care team that a ‘frequent-flyer’ has contacted 111 or 999. The impact of a subscription notification not reaching the care team has low clinical impact: a patient is unnecessarily attended to by an ambulance. Non-time critical subscription usage is not impacted so long as data is not lost due an outage and the outage is resolved within a few hours.			cumulative demand by all subscription sources exceeds capacity of System of Systems.			The System-of-Systems has been sized to support the known use cases of the 5 pilot participants. 
The System-of-Systems is hosted on a virtualised environment and the solution has been architected to efficiently utilise available CPU cores. Subject to software license considerations, the platform can be scaled fluidly
			Minor			Low			1															Minor			Low			1						All			Open


			12.4			Service is Non-Performant			Subscriptions are inherently asynchronous in nature and so some delay between an event occurring and subscriber being notified is to be expected. The delay that is acceptable depends on the use case to which the technology is applied.
Terms of service for the System-of-Systems will be published and these will include a maximum latency for subscription delivery (within the boundary of responsibility and subject to performance of data consuming endpoints). This will be a key consideration for participants when designing services and it is reasonable to expect non-compliance to have significant consequences.
Of particular concern is poor performance which causes subscription throughput to fall below the rate at which subscription or notifications are delivered to the System-of-Systems for processing for an extended period of time. Such a situation could overload the service, disrupting service availability for an extended period of time and potentially impacting other modes of use
			There are only a few use cases among the pilot organisations which rely on subscriptions. Of these only one is time critical: notification to a metal health care team that a ‘frequent-flyer’ has contacted 111 or 999. The impact of a subscription notification not reaching the care team has low clinical impact: a patient is unnecessarily attended to by an ambulance. Non-time critical subscription usage is not impacted so long as data is not lost due an outage and the outage is resolved within a few hours.			: a denial of service attack reduces capacity available for legitimate users			Access to the service is restricted to HSCN.
The service is hosted at a major NHS Acute Hospital with infrastructure designed to meet its obligation under the EUs Network and Information Security Directive and specifically includes firewalls designed to withstand denial of service attacks.
Identity and access management security has been designed to allow legitimate transactions to be easily distinguished from illegitimate ones with substantial processing.
			Minor			Very Low			1															Minor			Very Low			1						All			Open


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																








4 Transactional Messaging 


			Hazard 																		Initial Risk Rating 									Additional Controls												Residual Hazard Risk Rating


			Num			Hazard Name			Hazard Description			Potential Clinical Impact			Possible Causes			Existing Controls			Consequence			Likelihood			Risk			Design			Test			Training			BPC			Consequence			Likelihood			Risk			Summary of Actions			Owner			Status


			13.1			Service is Unavailable, or Access is Denied			A data provider is either unable to connect to the System-of-Systems or their connection is rejected. The System-of-Systems cannot be used to dispatch a message or send an acknowledgement. The designation of the Systems of Systems transactional messaging pattern as unreliable places responsibility on participants to operate persistent message queues.  If a message or acknowledgement cannot be dispatched via the System-of-Systems, then the message will be held by the dispatcher in a persistent queue and dispatch will be reattempted sometime later. Transient loss of service will cause a delay in message delivery but not message loss			The first wave pilots have 2 use cases for transactional messaging:
• the delivery of a transfer of care from an ambulance to an emergency department;
• the referral of a cancer patient from a secondary to a tertiary care provider.
The first of these use cases is time sensitive in that the transfer of care should arrive in ED before the patient. Delay in dispatching the acknowledgement has no clinical impact.
If the transfer of care does not arrive then the handover will follow existing procedures involving extracting a PDF from the ambulance system and uploading it to the ED system. This might result in a delay in care being provided to a patient in a critical condition.
There will be no impact of a transient outage lasted less than a few hours for the second use case.
			a hardware or software fault results in system unavailability			Software components are hosted in a virtualised environment on hardware with inbuilt redundancy. The hypervisor provides for high availability and will automatically re-instantiate non-functional components.
Components are monitored and a service desk automatically informed of a range of conditions. Service availability could be monitored using an external arbiter if a use case were to justify it.
Faults are logged and it is possible to establish the root cause of a failure.
			Minor			Medium			2															Minor			Medium			2						All			Open


			13.2			Service is Unavailable, or Access is Denied			A data provider is either unable to connect to the System-of-Systems or their connection is rejected. The System-of-Systems cannot be used to dispatch a message or send an acknowledgement. The designation of the Systems of Systems transactional messaging pattern as unreliable places responsibility on participants to operate persistent message queues.  If a message or acknowledgement cannot be dispatched via the System-of-Systems, then the message will be held by the dispatcher in a persistent queue and dispatch will be reattempted sometime later. Transient loss of service will cause a delay in message delivery but not message loss			The first wave pilots have 2 use cases for transactional messaging:
• the delivery of a transfer of care from an ambulance to an emergency department;
• the referral of a cancer patient from a secondary to a tertiary care provider.
The first of these use cases is time sensitive in that the transfer of care should arrive in ED before the patient. Delay in dispatching the acknowledgement has no clinical impact.
If the transfer of care does not arrive then the handover will follow existing procedures involving extracting a PDF from the ambulance system and uploading it to the ED system. This might result in a delay in care being provided to a patient in a critical condition.
There will be no impact of a transient outage lasted less than a few hours for the second use case.
			data is corrupted through faulty disks or a software error to an extent that is causes a loss of service.			Components are designed to be stateless where possible with few dependencies on data. Message data is transient, however historic data is backed up daily until retention rules mean data is purged. A backup can be restored within two hours. 
Message data can be recreated and replayed by replaying messages from provider sources
			Minor			Medium			2															Minor			Medium			2						All			Open


			13.3			Service is Unavailable, or Access is Denied			A data provider is either unable to connect to the System-of-Systems or their connection is rejected. The System-of-Systems cannot be used to dispatch a message or send an acknowledgement. The designation of the Systems of Systems transactional messaging pattern as unreliable places responsibility on participants to operate persistent message queues.  If a message or acknowledgement cannot be dispatched via the System-of-Systems, then the message will be held by the dispatcher in a persistent queue and dispatch will be reattempted sometime later. Transient loss of service will cause a delay in message delivery but not message loss			The first wave pilots have 2 use cases for transactional messaging:
• the delivery of a transfer of care from an ambulance to an emergency department;
• the referral of a cancer patient from a secondary to a tertiary care provider.
The first of these use cases is time sensitive in that the transfer of care should arrive in ED before the patient. Delay in dispatching the acknowledgement has no clinical impact.
If the transfer of care does not arrive then the handover will follow existing procedures involving extracting a PDF from the ambulance system and uploading it to the ED system. This might result in a delay in care being provided to a patient in a critical condition.
There will be no impact of a transient outage lasted less than a few hours for the second use case.
			a DNS, firewall configuration change or a certificate revocation denies access to an individual participant			Firewall and certificate changes are controlled by a Change Advisory Board.
Certificate signing and revocation is software controlled and audited. Only privileged system administrators can revoke a certificate.
Mutual TLS authentication is not operational. A participant will not be denied access because of a DNS entry
			Minor			Medium			2															Minor			Medium			2						All			Open


			13.4			Service is Unavailable, or Access is Denied			A data provider is either unable to connect to the System-of-Systems or their connection is rejected. The System-of-Systems cannot be used to dispatch a message or send an acknowledgement. The designation of the Systems of Systems transactional messaging pattern as unreliable places responsibility on participants to operate persistent message queues.  If a message or acknowledgement cannot be dispatched via the System-of-Systems, then the message will be held by the dispatcher in a persistent queue and dispatch will be reattempted sometime later. Transient loss of service will cause a delay in message delivery but not message loss			The first wave pilots have 2 use cases for transactional messaging:
• the delivery of a transfer of care from an ambulance to an emergency department;
• the referral of a cancer patient from a secondary to a tertiary care provider.
The first of these use cases is time sensitive in that the transfer of care should arrive in ED before the patient. Delay in dispatching the acknowledgement has no clinical impact.
If the transfer of care does not arrive then the handover will follow existing procedures involving extracting a PDF from the ambulance system and uploading it to the ED system. This might result in a delay in care being provided to a patient in a critical condition.
There will be no impact of a transient outage lasted less than a few hours for the second use case.
			a software update introduces a fault			Software changes are controlled by a Change Advisory Board. All changes must be accompanied by a remediation plan.
Software is subjected to continuous integration testing which highlights regressive behaviour.
Software source code is maintained in a public source code repository. Problematic changes can be easily backed out.
			Minor			Medium			2															Minor			Medium			2						All			Open


			13.5			Service is Unavailable, or Access is Denied			A data provider is either unable to connect to the System-of-Systems or their connection is rejected. The System-of-Systems cannot be used to dispatch a message or send an acknowledgement. The designation of the Systems of Systems transactional messaging pattern as unreliable places responsibility on participants to operate persistent message queues.  If a message or acknowledgement cannot be dispatched via the System-of-Systems, then the message will be held by the dispatcher in a persistent queue and dispatch will be reattempted sometime later. Transient loss of service will cause a delay in message delivery but not message loss			The first wave pilots have 2 use cases for transactional messaging:
• the delivery of a transfer of care from an ambulance to an emergency department;
• the referral of a cancer patient from a secondary to a tertiary care provider.
The first of these use cases is time sensitive in that the transfer of care should arrive in ED before the patient. Delay in dispatching the acknowledgement has no clinical impact.
If the transfer of care does not arrive then the handover will follow existing procedures involving extracting a PDF from the ambulance system and uploading it to the ED system. This might result in a delay in care being provided to a patient in a critical condition.
There will be no impact of a transient outage lasted less than a few hours for the second use case.
			Planned maintenance results in downtime			Maintenance is controlled by a Change Advisory Board 
Any maintenance requiring downtime will be scheduled outside of peak operational hours
			Minor			Very High			3			The organisational responsible for the DCB 0160 MUST apply some additional controls as detailed in the clinical safety report.												Minor			Very High			3						All			Open


			14.1			Messages are Corrupted			Transactional data provided via the System-of-Systems to a data consumer is not reflective of data supplied by data providers. Transactions are typically used notify clinicians at one care setting of care provided at another. Corruption to the structure of data will likely render the transaction un-processable. Receiving systems will report an error and corrective action undertaken. More subtle corruption of data may be undetectable and lead to incorrect interpretation of the transaction			The 2 use cases of the first wave care are orientated to the provision of direct care and so any subtle corruption of data could result in inappropriate care being provided with serious clinical consequences. Structural corruption which leaves a transaction un-processable will impact the time critical use case severely and result in clinicians reverting to contingency processes.
For non-time critical use cases there would be an opportunity to respond to the problem and correct the data but would add additional load on to clinicians
			a software fault corrupts message content in transit			The message pathway for transactional messaging does not manipulate message content. The body of message is treated as an atomic unit and is delivered to a recipient in the form that it was received by the System of Systems. Corruption is unlikely.
Sysstem testing has been targeted to testing known use cases.
A service desk operates and will respond to issues encountered by message recipients. 24x7 support arrangements are in place. 
			Considerable			Medium			3			The organisational responsible for the DCB 0160 MUST apply some additional controls as detailed in the clinical safety report.												Considerable			Medium			3						All			Open


			15.1			Messages are lost in transit			Messages or acknowledgements are not dispatched to their intended recipients by the System of Systems. The failure my be transient, in which case the message or acknowledgement will be resent by its sender in accordance with the reliable messaging paradigm, or the failure may be systematic, in which case retry attempts are also lost. Transient failures appear to participants as though the System-of-Systems is non-performant and the hazard is considered in detail under D4. The clinical impact, controls and mitigations detailed here are for systematic failures			Pilot use cases are improvements to existing processes and fall back way of working exist.
Sending systems are aware that a transaction has been lost: the reliable messaging paradigm requires messages to be acknowledged. Message loss is visible.
			a misconfiguration of the defined message pathway in System of Systems. Most likely due to a software upgrade or problem with configuration management processes			Configuration changes are controlled by a Change Advisory Board. All changes must be accompanied by a remediation plan.
Automated implementation testing using messages containing synthetic data can ensure routing of messages is correct.
Guidance provided to data providers recommends that an operator informed of reported data delivery issues so allowing problems to be rectified in a timely manner.
The System-of-Systems records and audit record for all messages received and dispatched. Lost messages can be traced.
Automated tests ensure messages traverse System-of-Systems correctly and are delivered to their respective organisation endpoint.
The message pathway in the System-of-Systems is componentised. Components draw messages from persistent message queues. A failure of a component results in que build up. Automated monitoring software alerts operators if a queue exceeds a configurable threshold.
			Minor			Medium			2															Minor			Medium			2						All			Open


			15.2			Messages are lost in transit			Messages or acknowledgements are not dispatched to their intended recipients by the System of Systems. The failure my be transient, in which case the message or acknowledgement will be resent by its sender in accordance with the reliable messaging paradigm, or the failure may be systematic, in which case retry attempts are also lost. Transient failures appear to participants as though the System-of-Systems is non-performant and the hazard is considered in detail under D4. The clinical impact, controls and mitigations detailed here are for systematic failures			Pilot use cases are improvements to existing processes and fall back way of working exist.
Sending systems are aware that a transaction has been lost: the reliable messaging paradigm requires messages to be acknowledged. Message loss is visible.
			an incorrect misconfiguration of the participant registry associates a logical participant identity with a different participant’s messaging endpoint address. Consequently, messages are sent to the wrong provider			Configuration changes are controlled by a Change Advisory Board. All changes must be accompanied by a remediation plan.
Automated implementation testing using messages containing synthetic data can ensure routing of messages is correct.
The message header includes a recipient identifier. A correctly configured recipient message endpoint will reject the attempt to dispatch the message. The Systems of Systems would alert an operator.
			Minor			Medium			2															Minor			Medium			2						All			Open


			15.3			Messages are lost in transit			Messages or acknowledgements are not dispatched to their intended recipients by the System of Systems. The failure my be transient, in which case the message or acknowledgement will be resent by its sender in accordance with the reliable messaging paradigm, or the failure may be systematic, in which case retry attempts are also lost. Transient failures appear to participants as though the System-of-Systems is non-performant and the hazard is considered in detail under D4. The clinical impact, controls and mitigations detailed here are for systematic failures			Pilot use cases are improvements to existing processes and fall back way of working exist.
Sending systems are aware that a transaction has been lost: the reliable messaging paradigm requires messages to be acknowledged. Message loss is visible.
			a misconfiguration of the participant registry records an invalid endpoint address. Consequently, subscriptions are not registered			Outgoing messages are drawn from a persistent message queue. An invalid endpoint address would cause the dispatching process to error and for the message to be suspended. Monitoring software alerts operators of the error, the endpoint address will be corrected, and service resumed without data loss. 			Minor			Medium			2															Minor			Medium			2						All			Open


			15.4						Messages or acknowledgements are not dispatched to their intended recipients by the System of Systems. The failure my be transient, in which case the message or acknowledgement will be resent by its sender in accordance with the reliable messaging paradigm, or the failure may be systematic, in which case retry attempts are also lost. Transient failures appear to participants as though the System-of-Systems is non-performant and the hazard is considered in detail under D4. The clinical impact, controls and mitigations detailed here are for systematic failures			Pilot use cases are improvements to existing processes and fall back way of working exist.
Sending systems are aware that a transaction has been lost: the reliable messaging paradigm requires messages to be acknowledged. Message loss is visible.
			participant endpoint is unavailable			Automated monitoring software provides notification of endpoint unavailability and queue levels to technical staff for action.
Support staff work with appropriate participant technical representatives to resolve.
Message queues are persisted. No data loss results from a failure to dispatch a message
			Minor			High			2															Minor			High			2						All			Open


			16.1			Service is Non-Performant			The service is inherently asynchronous in nature and so some delay between an event occurring at a data provider and a data consumer being notified is to be expected. The delay that is acceptable depends on the use case to which the technology is applied.
Terms of service for the System-of-Systems will be published and these will include a maximum latency for message delivery (within the boundary of responsibility and subject to performance of data consuming endpoints). This will be a key consideration for participants when designing services and it is reasonable to expect non-compliance to have significant consequences
			The first wave pilots have 2 use cases for transactional messaging:
• the delivery of a transfer of care from an ambulance to an emergency department;
• the referral of a cancer patient from a secondary to a tertiary care provider.
The first of these use cases is time sensitive in that the transfer of care should arrive in ED before the patient. Delay in dispatching the acknowledgement has no clinical impact.
If the transfer of care does not arrive then the handover will follow existing procedures involving extracting a PDF from the ambulance system and uploading it to the ED system. This might result in a delay in care being provided to a patient in a critical condition.
There will be no impact of a transient outage lasted less than a few hours for the second use case.
			poorly designed message delivery configuration results in a concentration of service demand such as message queueing which impacts performance for other data consumers			The software is performance tested. 
The pilot use cases are well understood, and the software can be tested with use cases which accurately reflect actual usage. It is unlikely that novel processing requirements will be encountered in live operation.
The message pathway is configured as a series of independent components. A poorly performing component results is a message queue building up. The queue is persistent, and no message loss will occur.
Monitoring software tracks message queue sizes. A service desk is alerted if sustained queueing rises above a configurable level. 
Message deliveries to endpoints are not guaranteed to be in order (e.g. sequential streams). Message queues can be parallel processed to ensure optimal delivery times.
The computing resources allocated to each component can be altered to remove bottlenecks.
			Minor			Medium			2															Minor			Medium			2						All			Open


			16.2			Service is Non-Performant			The service is inherently asynchronous in nature and so some delay between an event occurring at a data provider and a data consumer being notified is to be expected. The delay that is acceptable depends on the use case to which the technology is applied.
Terms of service for the System-of-Systems will be published and these will include a maximum latency for message delivery (within the boundary of responsibility and subject to performance of data consuming endpoints). This will be a key consideration for participants when designing services and it is reasonable to expect non-compliance to have significant consequences
			The first wave pilots have 2 use cases for transactional messaging:
• the delivery of a transfer of care from an ambulance to an emergency department;
• the referral of a cancer patient from a secondary to a tertiary care provider.
The first of these use cases is time sensitive in that the transfer of care should arrive in ED before the patient. Delay in dispatching the acknowledgement has no clinical impact.
If the transfer of care does not arrive then the handover will follow existing procedures involving extracting a PDF from the ambulance system and uploading it to the ED system. This might result in a delay in care being provided to a patient in a critical condition.
There will be no impact of a transient outage lasted less than a few hours for the second use case.
			Data providers flood inbound endpoints affecting overall System-of-Systems performance.			Pilot use cases are well understood with predictable transaction volume. Unusually high transaction volumes are likely to indicate a fault at a data provider or consumer.
If queuing thresholds are exceeded, then system operators are informed via monitoring software and can limit access to the inbound organisation that is causing the flood of inbound messages.
			Minor			Low			1															Minor			Low			1						All			Open


			16.3			Service is Non-Performant			The service is inherently asynchronous in nature and so some delay between an event occurring at a data provider and a data consumer being notified is to be expected. The delay that is acceptable depends on the use case to which the technology is applied.
Terms of service for the System-of-Systems will be published and these will include a maximum latency for message delivery (within the boundary of responsibility and subject to performance of data consuming endpoints). This will be a key consideration for participants when designing services and it is reasonable to expect non-compliance to have significant consequences
			The first wave pilots have 2 use cases for transactional messaging:
• the delivery of a transfer of care from an ambulance to an emergency department;
• the referral of a cancer patient from a secondary to a tertiary care provider.
The first of these use cases is time sensitive in that the transfer of care should arrive in ED before the patient. Delay in dispatching the acknowledgement has no clinical impact.
If the transfer of care does not arrive then the handover will follow existing procedures involving extracting a PDF from the ambulance system and uploading it to the ED system. This might result in a delay in care being provided to a patient in a critical condition.
There will be no impact of a transient outage lasted less than a few hours for the second use case.
			cumulative data provision by all data providers exceeds capacity of System of Systems			The System-of-Systems has been sized to support the known use cases of the 5 pilot participants. 
The System-of-Systems is hosted on a virtualised environment and the solution has been architected to efficiently utilise available CPU cores. Subject to software license considerations, the platform can be scaled fluidly
			Minor			Very Low			1															Minor			Very Low			1						All			Open


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																








Risk Matrix








									Likelihood			Very High			3			4			4			5			5						Severity Classification			Interpretation			Number of Patients Affected


												High			2			3			3			4			5


												Medium			2			2			3			3			4						Catastrophic			Death			Multiple


												Low			1			2			2			3			4									Permanent life-changing incapacity and any condition for which the prognosis is death or permanent life-changing incapacity; severe injury or severe incapacity from which recovery is not expected in the short term			Multiple


												Very Low			1			1			2			2			3


															Minor			Significant			Considerable			Major			Catastrophic						Major 			Death			Single


															Severity																					Permanent life-changing incapacity and any condition for which the prognosis is death or permanent life-changing incapacity; severe injury or severe incapacity from which recovery is not expected in the short term			Single





												Likelihood Category			Interpretation																					Severe injury or severe incapacity from which recovery is expected in the short term			Multiple


												Very high			Certain or almost certain; highly likely to occur																					Severe psychological trauma			Multiple


												High			Not certain but very possible; reasonably expected to occur in the majority of cases																		Considerable 			Severe injury or severe incapacity from which recovery is expected in the short term			Single


												Medium			Possible																					Severe psychological trauma			Single


												Low			Could occur but in the great majority of occasions will not																					Minor injury or injuries from which recovery is not expected in the short term			Multiple


												Very low			Negligible or nearly negligible possibility of occurring																					Significant psychological trauma			Multiple


																																	Significant 			Minor injury or injuries from which recovery is not expected in the short term			Single


																																				Significant psychological trauma			Single


												5			Unacceptable level of risk																					Minor injury from which recovery is expected in the short term			Multiple


												4			Mandatory elimination of hazard or addition of control measure to reduce risk to an acceptable level																					Minor psychological upset; inconvenience			Multiple


												3			Undesirable level of risk. Attempts should be made to eliminate the hazard or implement control measures to reduce risk to an acceptable level. Shall only be acceptable when further risk reduction is impractical																		Minor 			Minor injury from which recovery is expected in the short term; minor psychological upset; inconvenience; any negligible consequence			Single


												2			Acceptable where cost of further reduction outweighs benefits gained or where further risk reduction is impractical


												1			Acceptable, no further action required
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Introduction


						ORGANISATION NAME HERE :															Synanetics - System of Systems


									Use Cases Implemented





						The purpose of this document is to undertake a light touch Design Self Assessment - when engaging with the Yorkshire and Humber Care Record





						There are 4 sections to the Design Assurance


									1. Application Architecture  - Data Consumer - the high level requirements for Data Consumer Designs, the focus being on the the Integration Engine and componentry.


									2. Application Architecture - Data Provider - the high level requirements for Data ProviderDesigns - the focus being on the the FHIR Proxy, FHIR Store and associated componentry.


									3. Infrastructure Architecture - based on the AWS Well Architected Framework - the high level requirements for Infrastructure Designs.


									4. Architecture Topology - the base configuration of the deployment.


						The objective of the assessment is not to define how a solution should be built by the Data Consumers and Data Providers, more to provide an oversight of what is being built and how, focussing on the key aspects and components in the solution.





TECHNICAL DESIGN ASSURANCE





Application - Data Consumer


			Application Architecture - Data Consumer									Synanetics - System of Systems


						This section examines the system architecture to ensure that it is fit for purpose


						 - Questions with a category of "Info" capture important information but do not actually affect the outcome of the assessment


						 - Questions with a type of "Action" directly affect the outcome of the assessment, and may lead to further actions being required





						Category			Guidance			Response			Type


						General


						YHCR Design Documents			Does the Data Consumer solution align with the YHCR Design Documents			<The approach to auditing is not to YHCR standards and is local and bespoke>			Action


						Integration Architecture


						Integraion Engine 			Is an Integration Engine (IE) in use, or will there be direct point-to-point connections?			<The Regional Integration Engine is the entry point to the Leeds Care Record - we use Ensembe.>			Info


						Relevant Integration Engine adapters			If there is an Intergation Engine , does it offer any existing adapters that may be useful and relevant to the current integration work?			<We have a good HL7 v2 to FHIR Adapter that may be useful across the LHCRE - Contact - Fred at 999>			Info


						Business Sequencing			Explain the mechanisms used to manage business-level orchestration and sequencing of messages			<Since our solution is simple synchronous request/receive there is no business sequencing required.>			Info


						Technical Sequencing			Explain any issues and mechanisms relating to technical message sequencing			<Since our solution is simple synchronous request/receive there is no technical sequencing required.>			Info


						End-to-End Performance


						Performance Design 			A full V&P test is not mandated for all cases, however evidence should be provided that the design has been reviewed from a performance perspective. Issues to bear in mind include
 - Estimated usage volumetrics 
 - Service Levels required
 - End-to-end performance implications of transactions via the new interface.
If potential concerns are identified then sources of help are listed below.			<Our infrastructure uses VMWare autoscaling and is fully resilient, with Hot/Hot availablity. Indicative volumetrics are - at peak 50 messages per second.>			Info


						End-to-End Reliability


						Reliability Design			Evidence should be provided that the design has been reviewed from a reliability perspective - bearing in mind issues such as acknowledgements, retries, and transactionality
If potential concerns are identified then sources of help are listed below.			<Our infrastructure uses VMWare autoscaling and is fully resilient, with Hot/Hot availablity>.			Info


						Information Architecture


						Data Standards			Data Standards include:
• SNOMED – for reference terminology
• NHS Data Dictionary – for administrative codes
• ICD-10 and OPCS – for reporting
Indicate what data standards will be used by the new interface, along with reasons for any differences from the above. Does the project represent an opportunity to migrate towards these NHSD data standards?			<We use SNOMED where possible, however it is not deeply embedded in our source systems.>			Info


						FHIR Data Mappings?			Are any mappings between different data standards required?
If yes, indicate what these mappings are - and confirm that it is both possible and clinically safe to perform the translation.			<We map between HL7 v2 and Care Connect Profiles,>			Info


						Data Quality


						Data Content			Explain the mechanisms in place to ensure that data passing via the new interface is complete, consistent, timely and accurate.
Specifically the focus should be on ensuring that poor quality data will not be propagated to upstream systems via the new interface.			<We will pass through our data - AS IS, there is no additional data cleansing when sharing across the LHCR.>			Info


						Message Validation			Explain the approach to  message validation - specifically how sending systems ensure that generated messages are valid			<We will use  XNML Schema Validation and Schematron for assertions.>			Info


						Data Concurrency Management			Explain how any concurrency issues will be managed - specifically ensuring that data made available via the new interface is kept up-to-date, and that updates of "stale" data are not able to corrupt upstream systems.			<We will not use staging or Proxy Servers.>			Info


						Interface Change Management


						Backwards and Forwards Compatibility			Explain the technical approach to message versioning, and the approach to handling potential changes in the message definitions			<We will use diffeernt Base URL's for the different FHIR Versions.>			Info


						Interface Change Planning			Explain the processes and procedures in place to make sure that the interface can be maintained and kept up-to-date. For example, what would be the impact of a change to SoS  and how would this be notified and managed? This is likely to include regression testing			<We would expect that a Cahange Advisory Board is in place to communicate all changes.>			Info


						Hosting									Info


						Hosting Arrangements - additional docunentation			It is anticipated that the "response" column will reference additional documentation where relevant.			<None.>


						Data Centre Resilience and Manageability			Resilience / Failover
      - Identification of any single points of failure
      - Load balancing design and failure scenarios
      - Component Failure Impact Analysis (CFIA) document is recommended as a best-practice
 - Backup and Recovery
 - Disaster Recovery
 - Alerting and Monitoring			<We are hosting on our Central Infrastucture and the YHCR solutions are "Class A" systems - which we regard as Business Critical.>			Info


						Network and Infrastucture


						Hosting - Service Provision			Explain whether in-house or Cloud Hosted etc
   All In
   All Out
   Mixture			<All hosting is by Private Cloud.>			Info


						Networking			Network Dependencies.:
   Incoming:
   Outgoing			<We have established a dedicated VPN for the YHCR activitities.>			Info


						Disaster Recovery			Explain the Disaster Recovery approach :			<We are hosting on our Central Infrastucture and the YHCR solutions are "Class A" systems - which we regard as Business Critical.>			Info


						Business Continuity Planning			Explain the Business Continuity approach 
			<We are hosting on our Central Infrastucture and the YHCR solutions are "Class A" systems - which we regard as Business Critical.>			Info


						Transition Approach


						Go Live planning			 - Cutover and Fallback
 - Installation and Configuration
 - Network worthiness
 - Data Migration			<We have completed the YHCR Go Live Checklist .> Attached here …..			Info


						Operational Checks			Planning for checks that the system is operating correctly, including areas such as:
 - Audit
 - Journaling
 - Usability			< All Audit, Journaling and Usability tests are complete.>			Info





















































https://yhcr.org/downloads/


Architecture - Data Provider


			Application Architecture - Data Provider									Synanetics - System of Systems


						This section examines the system architecture to ensure that it is fit for purpose


						 - Questions with a category of "Info" capture important information but do not actually affect the outcome of the assessment


						 - Questions with a type of "Action" directly affect the outcome of the assessment, and may lead to further actions being required





						Category			Guidance			Response			Type


						General


						YHCR Design Documents			Does the Data Provider solution align with the YHCR Design Documents			<The approach to auditing is not to YHCR standards and is local and bespoke>			Action


						FHIR Proxy


						FHIR Proxy			Is a FHIR Proxy in use, or will there be direct point-to-point connections?			<We are using the YHCR Proxy and FHIR Store.>			Info


						Relevant  FHIR Proxy  adapters			If there is a FHIR Proxy, does it offer any existing adapters that may be useful and relevant to the current integration work?			<We have an IHE Adapter for Discharge Summaries that others may find useful , contact Fred on 999.>			Info


						Orchestration			Explain the mechanisms used to manage business-level orchestration of data			<N/A>			Info


						Sequencing			Explain any issues and mechanisms relating to technical data sequencing			<N/A>			Info


						Messaging Paradigms			Does the FHIR Proxy support - Restful - Synchronous			<Yes - for general FHIR Searches>


									Does the FHIR Proxy support - Subscriptions			<Yes - for Child Health.>


									Does the FHIR Proxy support - Restful - Asynchronous			<Yes - for our batches to PHM.>


						FHIR Stores


						FHIR Store			Is a FHIR Store in use, 			<We are using the YHCR Proxy and FHIR Store.>


						Document Store			Is a Document Store in use, - e.g. FHIR or IHE			<We have an IHE Adapter for Discharge Summaries that others may find useful , contact Fred on 999.>


						AuditEvents			Does the FHIR store contain the YHCR defined AuditEvents ?			<No>


						Store Resource Validation			Are Care Connect Profile Schemas used for validation of resources			(Yes>


						End-to-End Performance


						Performance Design 			A full V&P test is not mandated for all cases, however evidence should be provided that the design has been reviewed from a performance perspective. Issues to bear in mind include
 - Estimated usage volumetrics 
 - Service Levels required
 - End-to-end performance implications of transactions via the new interface.
If potential concerns are identified then sources of help are listed below.			<Our infrastructure uses VMWare autoscaling and is fully resilient, with Hot/Hot availablity. Indicative volumetrics are - at peak 50 messages per second.>			Info


						End-to-End Reliability


						Reliability Design			Evidence should be provided that the design has been reviewed from a reliability perspective - bearing in mind issues such as acknowledgements, retries, and transactionality
If potential concerns are identified then sources of help are listed below.			<Our infrastructure uses VMWare autoscaling and is fully resilient, with Hot/Hot availablity>.			Info


						Information Architecture


						Data Standards			Data Standards include:
• SNOMED – for reference terminology
• NHS Data Dictionary – for administrative codes
• ICD-10 and OPCS – for reporting
Indicate what data standards will be used by the new interface, along with reasons for any differences from the above. Does the project represent an opportunity to migrate towards these NHSD data standards?			<We use SNOMED where possible, however it is not deeply embedded in our source systems.>			Info


						FHIR Data Mappings?			Are any mappings between different data standards required?
If yes, indicate what these mappings are - and confirm that it is both possible and clinically safe to perform the translation.			<We map between HL7 v2 and Care Connect Profiles,>			Info


						Data Quality


						Data Content			Explain the mechanisms in place to ensure that data passing via the new interface is complete, consistent, timely and accurate.
Specifically the focus should be on ensuring that poor quality data will not be propagated to upstream systems via the new interface.			<We will pass through our data - AS IS, there is no additional data cleansing when sharing across the LHCR.>			Info


						Message Validation			Explain the approach to  message validation - specifically how sending systems ensure that generated messages are valid			<We will use  XNML Schema Validation and Schematron for assertions.>			Info


						Data Concurrency Management			Explain how any concurrency issues will be managed - specifically ensuring that data made available via the new interface is kept up-to-date, and that updates of "stale" data are not able to corrupt upstream systems.			<We will not use staging or Proxy Servers.>			Info


						Interface Change Management


						Backwards and Forwards Compatibility			Explain the technical approach to message versioning, and the approach to handling potential changes in the message definitions			<We will use diffeernt Base URL's for the different FHIR Versions.>			Info


						Interface Change Planning			Explain the processes and procedures in place to make sure that the interface can be maintained and kept up-to-date. For example, what would be the impact of a change to SoS  and how would this be notified and managed? This is likely to include regression testing			<We would expect that a Cahange Advisory Board is in place to communicate all changes.>			Info


						Hosting									Info


						Hosting Arrangements			It is anticipated that the "response" column will reference additional documentation where relevant.			<None.>			Info


						Data Centre Resilience and Manageability			Resilience / Failover
      - Identification of any single points of failure
      - Load balancing design and failure scenarios
      - Component Failure Impact Analysis (CFIA) document is recommended as a best-practice
 - Backup and Recovery
 - Disaster Recovery
 - Alerting and Monitoring			<We are hosting on our Central Infrastucture and the YHCR solutions are "Class A" systems - which we regard as Business Critical.>			Info


						Network and Infrastucture


						Hosting - Service Provision			Explain whether in-house or Cloud Hosted etc
   All In
   All Out
   Mixture			<All hosting is by Private Cloud.>			Info


						Networking			Network Dependencies.:
   Incoming:
   Outgoing			<We have established a dedicated VPN for the YHCR activitities.>			Info


						Disaster Recovery			Explain the Disaster Recovery approach :			<We are hosting on our Central Infrastucture and the YHCR solutions are "Class A" systems - which we regard as Business Critical.>			Info


						Business Continuity Planning			Explain the Business Continuity approach 
			<We are hosting on our Central Infrastucture and the YHCR solutions are "Class A" systems - which we regard as Business Critical.>			Info


						Transition Approach


						Go Live planning			 - Cutover and Fallback
 - Installation and Configuration
 - Network worthiness
 - Data Migration			<We have completed the YHCR Go Live Checklist .> Attached here …..			Info


						Operational Checks			Planning for checks that the system is operating correctly, including areas such as:
 - Audit
 - Journaling
 - Usability			< All Audit, Journaling and Usability tests are complete.>			Info





















































https://yhcr.org/downloads/


Regional Components


			Regional Components									Synanetics - System of Systems


						This section examines the regional components to ensure they are fit for purpose


						 - Questions with a category of "Info" capture important information but do not actually affect the outcome of the assessment


						 - Questions with a type of "Action" directly affect the outcome of the assessment, and may lead to further actions being required





						Category			Guidance			Response			Type


						General


						YHCR Design Documents			Does the Data Provider solution align with the YHCR Design Documents			<The approach to auditing is not to YHCR standards and is local and bespoke>			Action


						IAM Server


						IAM Software- Componentisation			Is the IAM Component containerised			<Yes the IAM software is deployed using Docker Containers.>			Info


						IAM Scripted Build			Is the IAM Component part of a scripted build			<Yes, the IAM component is part of a scripted build.>			Info


						IAM Fault Tolerance			Explain the mechanisms used for failover/recovery			<The IAM component is deployed as multiple instances, load balanced by the network load balancer>			Info


						FHIR Store - PIX and MPI


						FHIR Store			Is a FHIR Store in use, 			<We are using the NoSQL YottaDB for the  FHIR Store.>





						Document Store			Is a Document Store in use, - e.g. FHIR or IHE			<We have an IHE Adapter for Discharge Summaries that others may find useful , contact Fred on 999.>


						AuditEvents			Does the FHIR store contain the YHCR defined AuditEvents ?			<Yes>


						Store Resource Validation			Are Care Connect Profile Schemas used for validation of resources			(Yes>


						Reliable Messaging Bus 


						Reliable Messaging Bus -  Software- Componentisation			Is the Messaging Bus Component containerised


						Reliable Messaging Bus -   Scripted Build			Is the Messaging Bus Component part of a scripted build


						Reliable Messaging Bus -   Fault Tolerance			Explain the mechanisms used for failover/recovery			<The Reliable Messaging Bus component is deployed as multiple instances, load balanced by the application load balancer>			Info


						Performance Tested


						 


						Consent Management


						Consent -  Software- Componentisation


						Consent -   Scripted Build


						Consent  -   Fault Tolerance


						Subscription Manager


						Subscription Manager-  Software- Componentisation


						Subscription Manager--   Scripted Build									Info


						Subscription Manager  -   Fault Tolerance									Info


						Data Storage


						Data at rest									Info


						Data In Transit									Info


															Info


						Data Aggregator


						Data Aggregator -   Software- Componentisation									Info


						Data Aggregator -   Scripted Build


						Data Aggregator   -   Fault Tolerance									Info


						Hosting									Info


						Hosting Arrangements			It is anticipated that the "response" column will reference additional documentation where relevant.			<None.>			Info


						Hosting - Service Provision			Explain whether in-house or Cloud Hosted etc
   All In
   All Out
   Mixture			<All hosting is by Private Cloud.>			Info


						Data Centre Resilience and Manageability			Resilience / Failover
      - Identification of any single points of failure
      - Load balancing design and failure scenarios
      - Component Failure Impact Analysis (CFIA) document is recommended as a best-practice
 - Backup and Recovery
 - Disaster Recovery
 - Alerting and Monitoring			<We are hosting on our Central Infrastucture and the YHCR solutions are "Class A" systems - which we regard as Business Critical.>			Info


						Infrastuctture an Networking


						Networking			Network Dependencies.:
   Incoming:
   Outgoing			<We have established a dedicated VPN for the YHCR activitities.>			Info


						Disaster Recovery			Explain the Disaster Recovery approach :			<We are hosting on our Central Infrastucture and the YHCR solutions are "Class A" systems - which we regard as Business Critical.>			Info


						Business Continuity Planning			Explain the Business Continuity approach 
			<We are hosting on our Central Infrastucture and the YHCR solutions are "Class A" systems - which we regard as Business Critical.>			Info


						Information Governance


						Authentication			Network Dependencies.:
   Incoming:
   Outgoing						Info


						Authorisation			Explain the Disaster Recovery approach :						Info


						Role Based Access			Explain the Business Continuity approach 
						Info


						Audit


						Data Sharing Agreements


						Policy Controls and Fair Processing


						Exclusion of Parts of Record


						Consent to Share


						CyberSecurity


															Info


															Info


															Info


						Security Architeture


															Info


															Info


															Info

















https://yhcr.org/downloads/


Infrastructure Architecture


			INFRASTRUCTURE ARCHITECTURE ASSESSMENT : (based on the AWS Well Architected Framework)																																				Synanetics - System of Systems





									INFRASTRUCTURE ARCHITECTURE ASSESSMENT :                                             																					INFRASTRUCTURE ARCHITECTURE ASSESSMENT :                                             





									SECURITY									ADEQUATE/COMMENT												OPERATIONAL EXCELLENCE									ADEQUATE/COMMENT


									Identity and Access Management									Overall Good												Preparation									Overall adequate


												Define Principles						We have locally defined IAM and RBAC roles for accessing the YHCR system.															Living Documents						N/A


															Roles																		Operations Checklist


															Groups																		Operations Issues Playbooks


															Users																		Task Runbooks


									Detection Controls									Overall adequate												Operations									Overall adequate


												Uses						We use Tivoli active monitoring for Compliance and Intrusion detection.															Useful Logs and Metrics						We use all the items listed here on the YHCR implementations.


															Compliance Enforcement																		Frequent Small Changes


															Quality Monitoring																		Regular QA Checks


															Intrusion Detection																		Automation


												Types						We have long running tasks that provide "internal monitoring and asset management.															Continuous Integration


															Internal Auditing																		Continuous Deployment


															Asset Inventory															Event Response Approach									Overall Good


												Sources						We use Event monitoring and alerting and MI reporting monthly.															Define Execution Paths						We use Root Cause analysis for event investigations


															Metrics																					Technical


															Events																					Hierarchical


												Data Retention Policy						We follow national government guidelines															Root Cause Analysis


															Short																		Automated Recovery


															Medium


															Long															COST OPTIMISATION									RESPONSE/COMMENT


															Forever															Expenditure Awareness									Overall adequate


									Data Protection									Overall Good															Governance						No comments here


												Data Classification						We encrypt in flight, not at rest.															Identify Undeused Resources


												Encryption at Rest																					Access Control


												Encryption in Flight																					Track Cost Contribution


												Key Management																					Monitor Usage


									Infrastructure Protection									Overall adequate												Optimising Over Time									Overall adequate


												Service Level Security						We have Service Level reporting and run a policy of latest versions of software plus or minus 1 version.															Managed Services						We use the ITIL managed Service approach.


												OS Hardening																					Architecture Reviews


												Host Security																					Continuous Improvement


									Security Incident Response									Overall Good															New Services and Features


												Automated Responses						We use automated responses to alert our systems, we practice malware responses twice per year.												Matching Supply and Demand									Overall adequate


												Forensic Environments																					Time to Provision						We have been in existance over 15 years and have well understood patterns of usage, we capacity plan on a quarterly basis.


												Incident Runbooks																					Usage Patterns


												Practice																					Auto provision


															Frequency																					Buffer Based


															Scope																					Time Based


																																	N+1 Redundancy			Demand Based


																														Cost Effective Resources									Overall adequate


																																	Pricing Options						We "Monitor and Adjust" for cost effective use of ressources


																																				Spot Instances


																																				Reserved Instances


																																				On Demand Instances


																																	Monitor and Adjust


																																	Managed Services


																																	Right Sized Resources





									RELIABILITY									ADEQUATE/COMMENT												PERFORMANCE EFFICIENCY									ADEQUATE/COMMENT


									Failure Management									Overall adequate												Review									Overall adequate


												Resiliency Testing						We have many automated processes that are event driven and undertake DR tests 6 monthly.															Continuous Improvement						We use contnuous integration and continuous development approaches to our infrastructure


												Data Backups																					New Features


												Expect Failure																					New Services


												Automate Actions																		Tradeoffs									Overall adequate


												Disaster Recovery																					Durability						No comments


												Replace not Repair																					Consistency


									Change Management									Overall adequate															Complexity


												System Changes						We are ISO and ITIL accedited												Monitoring									Overall Good


												Demand Changes																					Automated Migration						No comments


												Automated Response																					Identified Key Metrics


												Automate Change																					Game Day Simulation


									Foundations									Overall adequate												Selection									Overall adequate


												Service Limits						We have capacity on demand capability for the YHCR systems.															Architecture Specific						The YHCR solution is an event system within our environment


															Monitor																					ETL


															Modify																					Event


												Sufficient Capacity																								Batch


															Network																					Pipeline


															Compute																		Compute						We use VM Ware type containers


															Storage																					Containers


																																				Instances


									ITIL									ADEQUATE/COMMENT																		Functions


									Development									Overall adequate															Database						We primarily use Relational Systems, though we are using the YHCR Proxy and FHIR Store


												Problem Management						We have many ITIL Accredited staff.																		Partition Tolerance


												Change Management																								Queryability


									Implementation									Overall adequate																		Consistency


												Change Management						We have many ITIL Accredited staff.																		NoSQL


												Configuration Management																								Relational


									Exploitation									Overall adequate															Storage						We use EC2 NAS technology.


												Configuration Management						We have many ITIL Accredited staff.																		Access


												Incident Management																								  Block


									Identification									Overall adequate																		  File


												Incident Management						We have many ITIL Accredited staff.																		  Object


												Problem Management																								Pattern


																																				  Sequential


																																				  Random


																																				Frequency


																																				  Online


																																				  Offline


																																				  Archival


																																	Network						We are part of the N3 network


																																				Location


																																				Througput


																																				Latency





https://aws.amazon.com/architecture/well-architected/https://aws.amazon.com/architecture/well-architected/https://aws.amazon.com/architecture/well-architected/


Deployment Topology


									Topology Deployment																																	Synanetics - System of Systems





						Deployment Scenario - Provider																														Deployment Scenario - End to End





									Select			Y																								Select			N























									Select			N																								Select			N


























									Select			N																								Select			Y





























									Select the Topology which matches the Organisation's Deployment or add others as you see fit





























Resources - By Maturity Level


						KEY





						Technical						A technical resource that is used to describe the FHIR resource framework. These act as a data dictionary and allow FHIR endpoints to be, in part, self-generating.


												A technical resource which is used by FHIR APIs to package data in transit.


												A technical resource is managed by a FHIR endpoint.


						Clinical						A clinical resource relevant to operation of a business process, internally or across care settings


												A clinical or administrative resource representing an event or fact relevant for regional consumption


												A clinical or administrative resource subsidiary to a primary concept


												Deprecated








						RESOURCES - LEVEL 1





									Resource			Description			Maturity			Implemented Y/N


									AllergyIntolerance			The definition a patient’s allergy.			1


									Appointment			A booking of a healthcare event involving a patient, practitioner, location or device.			1


									AuditEvent			A record of a security audit event.			1


									Basic			A structural resource used to encapsulate unencoded narrative.			1


									Binary			A structural resource used to encapsulate an image or other binary document.			1


									Bundle			A structural resource used to group a number of related resources, say, in response to a search request.			1


									CapabilityStatement			Details the capabilities of a FHIR endpoint.			1


									Encounter			An encounter with a patient or group of patients.			1


									Location			A physical location.			1


									Medication			The definition of a medication including details of packaging and batch identification.			1


									MedicationRequest 			The prescription of a medication.			1


									MedicationStatement			A report by a patient or a care professional of a past medication administration.			1


									Organization			An organisation.			1


									Patient			A patient.			1


									Person			A person.			1


									Practitioner			A practitioner.			1


									PractitionerRole			The role a practitioner undertakes in an organisation.			1


									RelatedPerson			A link to a person who is related to another.			1





						RESOURCES - LEVEL 2





									Resource			Description			Maturity


									BodySite			Used by ProcedureRequests and Observations to define an anatomical location for a particular patient.			2


									CarePlan			Describes an intention of how care will be delivered to address a particular condition for a patient or group of patients.			2


									ClinicalImpression			An assessment aimed at determining the problems affecting a patient.			2


									Condition			A problem, diagnosis or other issue pertaining to a patient or group of patents.			2


									DiagnosticReport			The findings and interpretations of diagnostic tests applied to a subject (usually but not always a patient).			2


									EpisodeOfCare			A period of care during which an organisation has a responsibility to a patient.			2


									FamilyMemberHistory			Health events pertaining to a person related to a patient.			2


									Flag			Things to be aware of for a patient, medication, location etc.			2


									Goal			An objective in a care plan.			2


									Group			A group of patients.			2


									HealthcareService			A service available at a location.			2


									Immunization			The record of a vaccination being given to a patient.			2


									Questionnaire			A set of questions.			2


									QuestionnaireResponse			Responses to questions by an individual.			2


									RiskAssessment			An assessment of the likely outcome(s) for a patient or other subject as well as the likelihood of each outcome.			2


									Substance			A homogeneous material with a definite composition.			2





						RESOURCES - LEVEL 3





									Resource			Description			Maturity


									Consent			A statement of a patient’s acquiescence to a consent policy. 			3


									List			A structural resource representing a list of other resources.			3





						RESOURCES - LEVEL 4





									Resource			Description			Maturity


									AppointmentResponse			Confirmation or rejection of an attempt to book an appointment			4


									CareTeam			An assembly or practitioners as a team.			4


									Communication			Some form of communication sent from one party to another.			4


									CommunicationRequest			A request to receive a communication (less formal than a subscription).			4


									ProcedureRequest			A record of a request for diagnostic investigations, treatments, or operations to be performed.			4


									ReferralRequest			A request to refer a patient to a healthcare service.			4


									Schedule			Part of the mechanism for booking appointments for a clinic/practitioner. 			4


									Slot			A time period against which an appointment can be booked.			4


									Task			Tracks the request and execution of a task issued to an organisation or individual.			4





						RESOURCES - LEVEL 5





									Resource			Description			Maturity


									Composition			A structural resource used to embed the content of an immutable document.			5


									Subscription			A structural resource representing an expression of interest in a data point.			5





						RESOURCES - LEVEL 6 and other ?





									Resource			Description			Maturity


									ActivityDefinition			An abstract definition of an activity to be performed maybe as part of a workflow.			?


									AdverseEvent			An unintended consequence of a medical action.			?


									CodeSystem			A framework resource defining a system from which a set of codes are drawn.			n/a


									CompartmentDefinition			A framework resource which defines sets of resources which are related in some way to a subject.			n/a


									DataElement			A framework resource to descript an item of data.			n/a


									ImplementationGuide			A framework resource representing the documentation of a use-case for FHIR.			n/a


									MessageDefinition			A framework resource defining a message exchanged between systems.			n/a


									NamingSystem			A framework resource describing a namespace within which concepts are identified.			n/a


									OperationDefinition			A framework resource descripting a technical operation which can be performed on a FHIR Resource.			n/a


									Parameters			A framework resource describing parameters in a search string or subscription.			n/a


									SearchParameter			A framework resource that describes the search options for a resource type.			n/a


									StructureDefinition			A framework resource which describes a set of properties that defines a concept .			n/a


									ValueSet			A framework resource that defines a set of values or a vocabulary to be used for a resource property.			n/a


									ConceptMap			Define relationships between codable concepts in different vocabularies.			?


									DetectedIssue			Indicates an actual or potential clinical issue with a clinical action.			?


									Device			A medical device or other piece of equipment.			?


									DeviceComponent			A part of a medical device or other piece of equipment.			?


									DeviceMetric			A setting or calibration of a device.			?


									DeviceRequest			A request for a device to be used by a patient.			?


									DeviceUseStatement			A summary of the usage to which a device has been put to by a patient.			?


									DocumentManifest			A structural resource allowing documents to be grouped.			?


									DocumentReference			A reference to a document.			?


									Endpoint			The technical detail of an endpoint that can be used in electronic communications.			?


									ExpansionProfile			A technical resource relating to the use of coding systems.			?


									GuidanceResponse			The result of issuing for guidance to a clinical decision support system. 			?


									GraphDefinition			A structural resource which allows linkages between resources to be defines.			?


									ImagingStudy			A set of series of imaging service-object pairs.			?


									ImagingManifest			A narrative describing images available from an image store.			?


									ImmunizationRecommendation			The recommendation for a vaccination with supporting evidence of past immunisations.			?


									Linkage			A structural resource which links two resources together as representing the same thing.			?


									Measure			The definition of a measurement used for quality reporting.			?


									MeasureReport			A quality measurement.			?


									Media			A structural resource encapsulating a photo, audio or video recording.			?


									MedicationAdministration			The act of a patient consuming a medication.			?


									MedicationDispense			The act of dispensing a medication.			?


									MessageHeader			A structural resource defining metadata included in a message.			?


									NutritionOrder			A request to supply a nutritional composition to a patient.			?


									Observation			A test result or assessment.			?


									OperationOutcome			A structural resource which describes the outcomes of an attempt to operate on FHIR resources.			?


									PlanDefinition			A pre-defined group of actions to be undertaken in a given circumstance.			?


									Procedure			A medical procedure performed on a patient.			?


									ProcessRequest			Deprecated.			?


									ProcessResponse			Deprecated.			?


									Provenance			A record of how a resource came be in its current state.			?


									RequestGroup			A sequence of actions to perform for a patient or group of patients.			?


									ResearchStudy			A basic definition of a research study.			?


									ResearchSubject			A participation in a research study.			?


									Sequence			A genetic sequencing test result.			?


									ServiceDefinition			A structural resource which defines the data required by a clinical decision support service.			?


									Specimen			A specimen for testing.			?


									StructureMap			A structural resource which defines a transformation between two FHIR structures.			?


									SupplyDelivery			Fulfilment of a request to supply a medication, substance or device.			?


									SupplyRequest			A request to supply a medication, substance or device.			?


									TestReport			Results of the execution of a test script.			?


									TestScript			A sequence of tests to execute against a FHIR endpoint.			?


									VisionPrescription			A prescription for vision aids.			?
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Introduction


						ORGANISATION NAME HERE :															Organisation Name Here


						The purpose of this document is to undertake a light touch Design Self Assessment - when engaging with the Yorkshire and Humber Care Record





						There are 4 sections to the Live System Design Assurance


									1. Application Architecture  - Data Consumer - the high level requirements for Data Consumer Designs, the focus being on the the Integration Engine and componentry.


									2. Application Architecture - Data Provider - the high level requirements for Data ProviderDesigns - the focus being on the the FHIR Proxy, FHIR Store and associated componentry.


									3. Infrastructure Architecture - based on the AWS Well Architected Framework - the high level requirements for Infrastructure Designs.


									4. Architecture Topology - the base configuration of the deployment.


						The objective of the assessment is not to define how a solution should be built by the Data Consumers and Data Providers, more to provide an oversight of what is being built and how, focussing on the key aspects and components in the solution.


						Use Cases Implemented																														Consumer						Provider


						1			Transfer of Care -Ambulance to Hospital ED																											N/A						Y


						2			ED Outcomes from hospitals - subscription																											Y						N/A


						3			Mental Health Criss Plan																											Y						Y


									Contacts


									George Hope						Tech Arch						07770 643782


									Jason Creswell						 Cyber						07367 599500











TECHNICAL DESIGN ASSURANCE





Application - Data Consumer


			Application Architecture - Data Consumer									Organisation Name Here


						This section examines the system architecture to ensure that it is fit for purpose


						 - Questions with a category of "Info" capture important information but do not actually affect the outcome of the assessment


						 - Questions with a type of "Action" directly affect the outcome of the assessment, and may lead to further actions being required





						Category			Guidance			Response			Type


						General


						YHCR Design Documents			Does the Data Consumer solution align with the YHCR Design Documents			<The approach to auditing is not to YHCR standards and is local and bespoke>			Action


						Integration Architecture


						Integraion Engine 			Is an Integration Engine (IE) in use, or will there be direct point-to-point connections?			<The Regional Integration Engine is the entry point to the Leeds Care Record - we use Ensembe v16.>			Info


						Relevant Integration Engine adapters			If there is an Intergation Engine , does it offer any existing adapters that may be useful and relevant to the current integration work?			<We have a good HL7 v2 to FHIR Adapter that may be useful across the LHCRE - Contact - Fred at 999>			Info


						Business Sequencing			Explain the mechanisms used to manage business-level orchestration and sequencing of messages			<Since our solution is simple synchronous request/receive there is no business sequencing required.>			Info


						Technical Sequencing			Explain any issues and mechanisms relating to technical message sequencing			<Since our solution is simple synchronous request/receive there is no technical sequencing required.>			Info


						End-to-End Performance


						Performance Design 			A full V&P test is not mandated for all cases, however evidence should be provided that the design has been reviewed from a performance perspective. Issues to bear in mind include
 - Estimated usage volumetrics 
 - Service Levels required
 - End-to-end performance implications of transactions via the new interface.
If potential concerns are identified then sources of help are listed below.			<Our infrastructure uses VMWare autoscaling and is fully resilient, with Hot/Hot availablity. Indicative volumetrics are - at peak 50 messages per second.>			Info


						End-to-End Reliability


						Reliability Design			Evidence should be provided that the design has been reviewed from a reliability perspective - bearing in mind issues such as acknowledgements, retries, and transactionality
If potential concerns are identified then sources of help are listed below.			<Our infrastructure uses VMWare autoscaling and is fully resilient, with Hot/Hot availablity>.			Info


						Information Architecture


						Data Standards			Data Standards include:
• SNOMED – for reference terminology
• NHS Data Dictionary – for administrative codes
• ICD-10 and OPCS – for reporting
Indicate what data standards will be used by the new interface, along with reasons for any differences from the above. Does the project represent an opportunity to migrate towards these NHSD data standards?			<We use SNOMED where possible, however it is not deeply embedded in our source systems.>			Info


						FHIR Data Mappings?			Are any mappings between different data standards required?
If yes, indicate what these mappings are - and confirm that it is both possible and clinically safe to perform the translation.			<We map between HL7 v2 and Care Connect Profiles,>			Info


						Data Quality


						Data Content			Explain the mechanisms in place to ensure that data passing via the new interface is complete, consistent, timely and accurate.
Specifically the focus should be on ensuring that poor quality data will not be propagated to upstream systems via the new interface.			<We will pass our data through  - AS IS, there is no additional data cleansing when sharing across the LHCR Date/Times are UTC and so a type conversion is undertaken.>

WE incrementally construct a document - when finalised, this triggers construction to the Care Connect FHIR Profiles, which are then sent in a Bundle to the Intersystems FHIR Proxy.			Info


						Message Validation			Explain the approach to  message validation - specifically how sending systems ensure that generated messages are valid			<We will use  XNML Schema Validation and Schematron for assertions.>			Info


						Data Concurrency Management			Explain how any concurrency issues will be managed - specifically ensuring that data made available via the new interface is kept up-to-date, and that updates of "stale" data are not able to corrupt upstream systems.			<We will not use staging or Proxy Servers.>			Info


						Interface Change Management


						Backwards and Forwards Compatibility			Explain the technical approach to message versioning, and the approach to handling potential changes in the message definitions			<We will use diffeernt Base URL's for the different FHIR Versions.>			Info


						Interface Change Planning			Explain the processes and procedures in place to make sure that the interface can be maintained and kept up-to-date. For example, what would be the impact of a change to SoS  and how would this be notified and managed? This is likely to include regression testing			<We would expect that a Cahange Advisory Board is in place to communicate all changes.>			Info


						Hosting									Info


						Hosting Arrangements - additional docunentation			It is anticipated that the "response" column will reference additional documentation where relevant.			<None.>


						Data Centre Resilience and Manageability			Resilience / Failover
      - Identification of any single points of failure
      - Load balancing design and failure scenarios
      - Component Failure Impact Analysis (CFIA) document is recommended as a best-practice
 - Backup and Recovery
 - Disaster Recovery
 - Alerting and Monitoring			<We are hosting on our Central Infrastucture and the YHCR solutions are "Class A" systems - which we regard as Business Critical.>			Info


						Network and Infrastucture


						Hosting - Service Provision			Explain whether in-house or Cloud Hosted etc
   All In
   All Out
   Mixture			<All hosting is undertaken on Premise..>			Info


						Networking			Network Dependencies.:
   Incoming:
   Outgoing			<We have established a dedicated VPN for the YHCR activitities. Synanetics have access for Proxy Maintenance and potential upgrade..>			Info


						Disaster Recovery			Explain the Disaster Recovery approach :			<We are hosting on our Central Infrastucture and the YHCR solutions are "Class A" systems - which we regard as Business Critical. Mirrored Intersyatsms and EPR instancse for upgrades and fixes etc.>			Info


						Business Continuity Planning			Explain the Business Continuity approach 
			<We have ISO 270001 and 22301 for Business Continuity Planning across all our systems.>			Info


						Transition Approach


						Go Live planning			 - Cutover and Fallback
 - Installation and Configuration
 - Network worthiness
 - Data Migration			<We have completed the YHCR Go Live Checklist - from John Temple.> Attached here …..			Info


						Operational Checks			Planning for checks that the system is operating correctly, including areas such as:
 - Audit
 - Journaling
 - Usability			< All Audit, Journaling and Usability tests are complete.>			Info


						Cyber Security Approach


						Firewalls			Please provide technical Contacts ( including On-Call?)			<Technical contacts including out of hours.>			Info


									Can the Firewall configuration be accessed from the Internet? (Remote Administration)			<The firewall can only be configured from a specfic internal ip address range .> 			Info


									Is the Firewall iOS up to date and patched? 			<The firewalls are running the latest OS and are supported.> 			Info


									How do you grant staff access to the firewall? 			<Access to firewall configuration is provided using TACACS+.>			Info


									Is Change Management in place and controlled?			<All changes to firewall rules are approved and recorded.>			Info


									Do you have a robust leavers process?			<Access to systems and firewall is immediately revoked for leavers.>			Info


									Has a Pen Test/Vulnerability Assessment been conducted in the past 12 months?			<A pentest has been completed in line with the DSP Toolkit.>			Info


									Is there a facility to geo-partition? (e.g. block access from certain countries)			<The firewall/UTM can be configured to only allow UK based IP Adresses.>			Info


									Is there facility to implement IPSec connections to Cloud providers			<IPSec can be be easily implemented.>			Info


						DMZ			Is a DMZ used to broker the feed system?			<The dataflow broker connection is hosted in the DMZ.>			Info


									Is the feed system on a segregated VLan			<The dataflow broker hosted in a separate vLan.>			Info


						Secuirty Incident Event Mangement system (SIEM)			Is a SIEM implemented?			<There is a SIEM (Secuirty Incident Event Mangement system) which is monitored by the security team.>			Info


									Is log access restricted to view only?			<All log files are set to Read Only for relevant staff.>			Info


									Are incident Escalation paths clearly defined and understood?			<We have a clearly defined and tested escalation route in the event of a cyber incident.> 			Info


									Do you have a Cyber Incident Response Plan?			<We have a cyber incident response plan, this is tested annually.> 			Info


									Systems within the Perimiter Network and DMZ, including?


						Patching			Are ALL the systems and services - being used for the Integrated Care Record/PHM patched according to best practice? 
(e.g. Critical and High security patches applied within 48 hours)			<CareCert Bulletins  -All externally facing systems are patched as per CareCert Bulltins within 72 hours .> 
<External Threat Intelligence -We have several feeds for 'Indicators of compromise' which are evaluted by the security team .>			Info


						Software, Firmware Updates			Microsoft and vendor updates- The Feed system, broker servers and services, databases etc.			<MS updates are applied via WSUS, vender updates are appied manually.>			Info


						Resilience and Continuity			Is the system and Network configured for Load balancing?			<External Load balancing is provided to limited systems via Netscaler.>			Info


									Is the system and Network configured for Failover configuration?			<The network is configured to automatically failover.> 			Info


									Are the Network configs and feed systems backed up and stored Off-site?			<All backups are stored in a fireproof safe off-site.>			Info
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Architecture - Data Provider


			Application Architecture - Data Provider									Organisation Name Here


						This section examines the system architecture to ensure that it is fit for purpose


						 - Questions with a category of "Info" capture important information but do not actually affect the outcome of the assessment


						 - Questions with a type of "Action" directly affect the outcome of the assessment, and may lead to further actions being required





						Category			Guidance			Response			Type


						General


						YHCR Design Documents			Does the Data Provider solution align with the YHCR Design Documents			<The approach to auditing is not to YHCR standards and is local and bespoke>			Action


						FHIR Proxy


						FHIR Proxy			Is a FHIR Proxy in use, or will there be direct point-to-point connections?			We are using the Ensemble YHCR Proxy and FHIR Store (90 days).			Info


						Relevant  FHIR Proxy  adapters			If there is a FHIR Proxy, does it offer any existing adapters that may be useful and relevant to the current integration work?			<We have an Intersystems SMSP adapter.>			Info


						Orchestration			Explain the mechanisms used to manage business-level orchestration of data			N/A   Finalisation processing before handover- looking at minimum data requiremenst where lack of finalisation "prevents" booking a patient in 			Info


						Sequencing			Explain any issues and mechanisms relating to technical data sequencing			<N/A>			Info


						Messaging Paradigms			Does the FHIR Proxy support - Restful - Synchronous			<Yes - for general FHIR Searches>


									Does the FHIR Proxy support - Subscriptions			N/A  


									Does the FHIR Proxy support - Restful - Asynchronous			<No>


						FHIR Stores


						FHIR Store			Is a FHIR Store in use, 			<We are using the YHCR Proxy and FHIR Store.>


						Document Store			Is a Document Store in use, - e.g. FHIR or IHE			No


						AuditEvents			Does the FHIR store contain the YHCR defined AuditEvents ?			<We use our internal Audit item between Ensemble and EPR Adapter - we have not implemented the YHCR AuditEvent, we do not practively monitor the log..>


						Store Resource Validation			Are Care Connect Profile Schemas used for validation of resources			(Yes>


						End-to-End Performance


						Performance Design 			A full V&P test is not mandated for all cases, however evidence should be provided that the design has been reviewed from a performance perspective. Issues to bear in mind include
 - Estimated usage volumetrics 
 - Service Levels required
 - End-to-end performance implications of transactions via the new interface.
If potential concerns are identified then sources of help are listed below.			<Our infrastructure uses VMWare autoscaling and is fully resilient, with Hot/Hot availablity. Indicative volumetrics are - at peak 50 messages per second.>			Info


						End-to-End Reliability


						Reliability Design			Evidence should be provided that the design has been reviewed from a reliability perspective - bearing in mind issues such as acknowledgements, retries, and transactionality
If potential concerns are identified then sources of help are listed below.			<Our infrastructure uses VMWare autoscaling and is fully resilient, with Hot/Hot availablity>.			Info


						Information Architecture


						Data Standards			Data Standards include:
• SNOMED – for reference terminology
• NHS Data Dictionary – for administrative codes
• ICD-10 and OPCS – for reporting
Indicate what data standards will be used by the new interface, along with reasons for any differences from the above. Does the project represent an opportunity to migrate towards these NHSD data standards?			<We use SNOMED where possible, however it is not deeply embedded in our source systems.>			Info


						FHIR Data Mappings?			Are any mappings between different data standards required?
If yes, indicate what these mappings are - and confirm that it is both possible and clinically safe to perform the translation.			<We map between HL7 v2 and Care Connect Profiles,>			Info


						Data Quality


						Data Content			Explain the mechanisms in place to ensure that data passing via the new interface is complete, consistent, timely and accurate.
Specifically the focus should be on ensuring that poor quality data will not be propagated to upstream systems via the new interface.			<We will pass through our data - AS IS, there is no additional data cleansing when sharing across the LHCR.>			Info


						Message Validation			Explain the approach to  message validation - specifically how sending systems ensure that generated messages are valid			<We will use  XML Schema Validation and Schematron for assertions.>			Info


						Data Concurrency Management			Explain how any concurrency issues will be managed - specifically ensuring that data made available via the new interface is kept up-to-date, and that updates of "stale" data are not able to corrupt upstream systems.			<We will not use staging or Proxy Servers.>			Info


						Interface Change Management


						Backwards and Forwards Compatibility			Explain the technical approach to message versioning, and the approach to handling potential changes in the message definitions			<We will use diffeernt Base URL's for the different FHIR Versions.>			Info


						Interface Change Planning			Explain the processes and procedures in place to make sure that the interface can be maintained and kept up-to-date. For example, what would be the impact of a change to SoS  and how would this be notified and managed? This is likely to include regression testing			<We would expect that a Cahange Advisory Board is in place to communicate all changes.>			Info


						Hosting									Info


						Hosting Arrangements			It is anticipated that the "response" column will reference additional documentation where relevant.			<None.>			Info


						Data Centre Resilience and Manageability			Resilience / Failover
      - Identification of any single points of failure
      - Load balancing design and failure scenarios
      - Component Failure Impact Analysis (CFIA) document is recommended as a best-practice
 - Backup and Recovery
 - Disaster Recovery
 - Alerting and Monitoring			<We are hosting on our Central Infrastucture and the YHCR solutions are "Class A" systems - which we regard as Business Critical.>			Info


						Network and Infrastucture


						Hosting - Service Provision			Explain whether in-house or Cloud Hosted etc
   All In
   All Out
   Mixture			<All hosting is by Private Cloud.>			Info


						Networking			Network Dependencies.:
   Incoming:
   Outgoing			<We have established a dedicated VPN for the YHCR activitities.>			Info


						Disaster Recovery			Explain the Disaster Recovery approach :			<We are hosting on our Central Infrastucture and the YHCR solutions are "Class A" systems - which we regard as Business Critical.>			Info


						Business Continuity Planning			Explain the Business Continuity approach 
			<We are hosting on our Central Infrastucture and the YHCR solutions are "Class A" systems - which we regard as Business Critical.>			Info


						Transition Approach


						Go Live planning			 - Cutover and Fallback
 - Installation and Configuration
 - Network worthiness
 - Data Migration			<We have completed the YHCR Go Live Checklist .> Attached here …..			Info


						Operational Checks			Planning for checks that the system is operating correctly, including areas such as:
 - Audit
 - Journaling
 - Usability			< All Audit, Journaling and Usability tests are complete.>			Info


						Cyber Security Approach


						Firewalls			Please provide technical Contacts ( including On-Call?)			<Technical contacts including out of hours.>			Info


									Can the Firewall configuration be accessed from the Internet? (Remote Administration)			<The firewall can only be configured from a specfic internal ip address range .> 			Info


									Is the Firewall iOS up to date and patched? 			<The firewalls are running the latest OS and are supported.> 			Info


									How do you grant staff access to the firewall? 			<Access to firewall configuration is provided using TACACS+.>			Info


									Is Change Management in place and controlled?			<All changes to firewall rules are approved and recorded.>			Info


									Do you have a robust leavers process?			<Access to systems and firewall is immediately revoked for leavers.>			Info


									Has a Pen Test/Vulnerability Assessment been conducted in the past 12 months?			<A pentest has been completed in line with the DSP Toolkit.>			Info


									Is there a facility to geo-partition? (e.g. block access from certain countries)			<The firewall/UTM can be configured to only allow UK based IP Adresses.>			Info


									Is there facility to implement IPSec connections to Cloud providers			<IPSec can be be easily implemented.>			Info


						DMZ			Is a DMZ used to broker the feed system?			<The dataflow broker connection is hosted in the DMZ.>			Info


									Is the feed system on a segregated VLan			<The dataflow broker hosted in a separate vLan.>			Info


						Secuirty Incident Event Mangement system (SIEM)			Is a SIEM implemented?			<There is a SIEM (Secuirty Incident Event Mangement system) which is monitored by the security team.>			Info


									Is log access restricted to view only?			<All log files are set to Read Only for relevant staff.>			Info


									Are incident Escalation paths clearly defined and understood?			<We have a clearly defined and tested escalation route in the event of a cyber incident.> 			Info


									Do you have a Cyber Incident Response Plan?			<We have a cyber incident response plan, this is tested annually.> 			Info


									Systems within the Perimiter Network and DMZ, including?


						Patching			Are ALL the systems and services - being used for the Integrated Care Record/PHM patched according to best practice? 
(e.g. Critical and High security patches applied within 48 hours)			<CareCert Bulletins  -All externally facing systems are patched as per CareCert Bulltins within 72 hours .> 
<External Threat Intelligence -We have several feeds for 'Indicators of compromise' which are evaluted by the security team .>			Info


						Software, Firmware Updates			Microsoft and vendor updates- The Feed system, broker servers and services, databases etc.			<MS updates are applied via WSUS, vender updates are appied manually.>			Info


						Resilience and Continuity			Is the system and Network configured for Load balancing?			<External Load balancing is provided to limited systems via Netscaler.>			Info


									Is the system and Network configured for Failover configuration?			<The network is configured to automatically failover.> 			Info


									Are the Network configs and feed systems backed up and stored Off-site?			<All backups are stored in a fireproof safe off-site.>			Info
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Infrastructure Architecture


			INFRASTRUCTURE ARCHITECTURE ASSESSMENT : (based on the AWS Well Architected Framework)																																				Organisation Name Here





									INFRASTRUCTURE ARCHITECTURE ASSESSMENT :                                             																					INFRASTRUCTURE ARCHITECTURE ASSESSMENT :                                             





									SECURITY									ADEQUATE/COMMENT												OPERATIONAL EXCELLENCE									ADEQUATE/COMMENT


									Identity and Access Management									Overall Good												Preparation									Overall adequate


												Define Principles						We have locally defined IAM and RBAC roles for accessing the YHCR system.															Living Documents						N/A


															Roles																		Operations Checklist


															Groups																		Operations Issues Playbooks


															Users																		Task Runbooks


									Detection Controls									Overall adequate												Operations									Overall adequate


												Uses						We use Tivoli active monitoring for Compliance and Intrusion detection.															Useful Logs and Metrics						We use all the items listed here on the YHCR implementations.


															Compliance Enforcement																		Frequent Small Changes


															Quality Monitoring																		Regular QA Checks


															Intrusion Detection																		Automation


												Types						We have long running tasks that provide "internal monitoring and asset management.															Continuous Integration


															Internal Auditing																		Continuous Deployment


															Asset Inventory															Event Response Approach									Overall Good


												Sources						We use Event monitoring and alerting and MI reporting monthly.															Define Execution Paths						We use Root Cause analysis for event investigations


															Metrics																					Technical


															Events																					Hierarchical


												Data Retention Policy						We follow national government guidelines															Root Cause Analysis


															Short																		Automated Recovery


															Medium


															Long															COST OPTIMISATION									RESPONSE/COMMENT


															Forever															Expenditure Awareness									Overall adequate


									Data Protection									Overall Good															Governance						No comments here


												Data Classification						We encrypt in flight, not at rest.															Identify Undeused Resources


												Encryption at Rest																					Access Control


												Encryption in Flight																					Track Cost Contribution


												Key Management																					Monitor Usage


									Infrastructure Protection									Overall adequate												Optimising Over Time									Overall adequate


												Service Level Security						We have Service Level reporting and run a policy of latest versions of software plus or minus 1 version.															Managed Services						We use the ITIL managed Service approach.


												OS Hardening																					Architecture Reviews


												Host Security																					Continuous Improvement


									Security Incident Response									Overall Good															New Services and Features


												Automated Responses						We use automated responses to alert our systems, we practice malware responses twice per year.												Matching Supply and Demand									Overall adequate


												Forensic Environments																					Time to Provision						We have been in existance over 15 years and have well understood patterns of usage, we capacity plan on a quarterly basis.


												Incident Runbooks																					Usage Patterns


												Practice																					Auto provision


															Frequency																					Buffer Based


															Scope																					Time Based


																																	N+1 Redundancy			Demand Based


																														Cost Effective Resources									Overall adequate


																																	Pricing Options						We "Monitor and Adjust" for cost effective use of ressources


																																				Spot Instances


																																				Reserved Instances


																																				On Demand Instances


																																	Monitor and Adjust


																																	Managed Services


																																	Right Sized Resources





									RELIABILITY									ADEQUATE/COMMENT												PERFORMANCE EFFICIENCY									ADEQUATE/COMMENT


									Failure Management									Overall adequate												Review									Overall adequate


												Resiliency Testing						We have many automated processes that are event driven and undertake DR tests 6 monthly.															Continuous Improvement						We use contnuous integration and continuous development approaches to our infrastructure


												Data Backups																					New Features


												Expect Failure																					New Services


												Automate Actions																		Tradeoffs									Overall adequate


												Disaster Recovery																					Durability						No comments


												Replace not Repair																					Consistency


									Change Management									Overall adequate															Complexity


												System Changes						We are ISO and ITIL accedited												Monitoring									Overall Good


												Demand Changes																					Automated Migration						No comments


												Automated Response																					Identified Key Metrics


												Automate Change																					Game Day Simulation


									Foundations									Overall adequate												Selection									Overall adequate


												Service Limits						We have capacity on demand capability for the YHCR systems.															Architecture Specific						The YHCR solution is an event system within our environment


															Monitor																					ETL


															Modify																					Event


												Sufficient Capacity																								Batch


															Network																					Pipeline


															Compute																		Compute						We use VM Ware type containers


															Storage																					Containers


																																				Instances


									ITIL									ADEQUATE/COMMENT																		Functions


									Development									Overall adequate															Database						We primarily use Relational Systems, though we are using the YHCR Proxy and FHIR Store


												Problem Management						We have many ITIL Accredited staff.																		Partition Tolerance


												Change Management																								Queryability


									Implementation									Overall adequate																		Consistency


												Change Management						We have many ITIL Accredited staff.																		NoSQL


												Configuration Management																								Relational


									Exploitation									Overall adequate															Storage						We use EC2 NAS technology.


												Configuration Management						We have many ITIL Accredited staff.																		Access


												Incident Management																								  Block


									Identification									Overall adequate																		  File


												Incident Management						We have many ITIL Accredited staff.																		  Object


												Problem Management																								Pattern


																																				  Sequential


																																				  Random


																																				Frequency


																																				  Online


																																				  Offline


																																				  Archival


																																	Network						We are part of the N3 network


																																				Location


																																				Througput


																																				Latency





https://aws.amazon.com/architecture/well-architected/https://aws.amazon.com/architecture/well-architected/https://aws.amazon.com/architecture/well-architected/


Deployment Topology


									Topology Deployment																																	Organisation Name Here





						Deployment Scenario - Provider																														Deployment Scenario - End to End





									Select			Y																								Select			Y























									Select			N																								Select			N


























									Select			N																								Select			N





























									Select the Topology which matches the Organisation's Deployment or add others as you see fit





























Resources - By Maturity Level


						KEY





						Technical						A technical resource that is used to describe the FHIR resource framework. These act as a data dictionary and allow FHIR endpoints to be, in part, self-generating.


												A technical resource which is used by FHIR APIs to package data in transit.


												A technical resource is managed by a FHIR endpoint.


						Clinical						A clinical resource relevant to operation of a business process, internally or across care settings


												A clinical or administrative resource representing an event or fact relevant for regional consumption


												A clinical or administrative resource subsidiary to a primary concept


												Deprecated








						RESOURCES - LEVEL 1





									Resource			Description			Maturity			Consume -Implemented Y/N/NA			Provide -Implemented Y/N/NA


									AllergyIntolerance			The definition a patient’s allergy.			1			N/A			Y


									Appointment			A booking of a healthcare event involving a patient, practitioner, location or device.			1			N/A			N/A


									AuditEvent			A record of a security audit event.			1			N/A			Y


									Basic			A structural resource used to encapsulate unencoded narrative.			1			N/A			N


									Binary			A structural resource used to encapsulate an image or other binary document.			1			N/A			Y


									Bundle			A structural resource used to group a number of related resources, say, in response to a search request.			1			N/A			N


									CapabilityStatement			Details the capabilities of a FHIR endpoint.			1			N/A			?


									Encounter			An encounter with a patient or group of patients.			1			N/A			Y


									Location			A physical location.			1			N/A			Y


									Medication			The definition of a medication including details of packaging and batch identification.			1			N/A			N


									MedicationRequest 			The prescription of a medication.			1			N/A			N


									MedicationStatement			A report by a patient or a care professional of a past medication administration.			1			N/A			N


									Organization			An organisation.			1			N/A			Y


									Patient			A patient.			1			N/A			Y


									Person			A person.			1			N/A			N


									Practitioner			A practitioner.			1			N/A			N


									PractitionerRole			The role a practitioner undertakes in an organisation.			1			N/A			N


									RelatedPerson			A link to a person who is related to another.			1			N/A			N





						RESOURCES - LEVEL 2





									Resource			Description			Maturity			Consume -Implemented Y/N/NA			Provide -Implemented Y/N/NA


									BodySite			Used by ProcedureRequests and Observations to define an anatomical location for a particular patient.			2			N/A			N


									CarePlan			Describes an intention of how care will be delivered to address a particular condition for a patient or group of patients.			2			N/A			N


									ClinicalImpression			An assessment aimed at determining the problems affecting a patient.			2			N/A			N


									Condition			A problem, diagnosis or other issue pertaining to a patient or group of patents.			2			N/A			N


									DiagnosticReport			The findings and interpretations of diagnostic tests applied to a subject (usually but not always a patient).			2			N/A			N


									EpisodeOfCare			A period of care during which an organisation has a responsibility to a patient.			2			N/A			N


									FamilyMemberHistory			Health events pertaining to a person related to a patient.			2			N/A			N


									Flag			Things to be aware of for a patient, medication, location etc.			2			N/A			N


									Goal			An objective in a care plan.			2			N/A			N


									Group			A group of patients.			2			N/A			N


									HealthcareService			A service available at a location.			2			N/A			N


									Immunization			The record of a vaccination being given to a patient.			2			N/A			N


									Questionnaire			A set of questions.			2			N/A			N


									QuestionnaireResponse			Responses to questions by an individual.			2			N/A			N


									RiskAssessment			An assessment of the likely outcome(s) for a patient or other subject as well as the likelihood of each outcome.			2			N/A			N


									Substance			A homogeneous material with a definite composition.			2			N/A			N





						RESOURCES - LEVEL 3





									Resource			Description			Maturity			Consume -Implemented Y/N/NA			Provide -Implemented Y/N/NA


									Consent			A statement of a patient’s acquiescence to a consent policy. 			3			N/A			N


									List			A structural resource representing a list of other resources.			3			N/A			N





						RESOURCES - LEVEL 4





									Resource			Description			Maturity			Consume -Implemented Y/N/NA			Provide -Implemented Y/N/NA


									AppointmentResponse			Confirmation or rejection of an attempt to book an appointment			4			N/A			N


									CareTeam			An assembly or practitioners as a team.			4			N/A			N


									Communication			Some form of communication sent from one party to another.			4			N/A			N


									CommunicationRequest			A request to receive a communication (less formal than a subscription).			4			N/A			N


									ProcedureRequest			A record of a request for diagnostic investigations, treatments, or operations to be performed.			4			N/A			N


									ReferralRequest			A request to refer a patient to a healthcare service.			4			N/A			N


									Schedule			Part of the mechanism for booking appointments for a clinic/practitioner. 			4			N/A			N


									Slot			A time period against which an appointment can be booked.			4			N/A			N


									Task			Tracks the request and execution of a task issued to an organisation or individual.			4			N/A			N





						RESOURCES - LEVEL 5





									Resource			Description			Maturity			Consume -Implemented Y/N/NA			Provide -Implemented Y/N/NA


									Composition			A structural resource used to embed the content of an immutable document.			5			N/A			N


									Subscription			A structural resource representing an expression of interest in a data point.			5			N/A			N





						RESOURCES - LEVEL 6 and other ?





									Resource			Description			Maturity			Consume -Implemented Y/N/NA			Provide -Implemented Y/N/NA


									ActivityDefinition			An abstract definition of an activity to be performed maybe as part of a workflow.			?			N/A			N


									AdverseEvent			An unintended consequence of a medical action.			?			N/A			N


									CodeSystem			A framework resource defining a system from which a set of codes are drawn.			n/a			N/A			N


									CompartmentDefinition			A framework resource which defines sets of resources which are related in some way to a subject.			n/a			N/A			N


									DataElement			A framework resource to descript an item of data.			n/a			N/A			N


									ImplementationGuide			A framework resource representing the documentation of a use-case for FHIR.			n/a			N/A			N


									MessageDefinition			A framework resource defining a message exchanged between systems.			n/a			N/A			N


									NamingSystem			A framework resource describing a namespace within which concepts are identified.			n/a			N/A			N


									OperationDefinition			A framework resource descripting a technical operation which can be performed on a FHIR Resource.			n/a			N/A			N


									Parameters			A framework resource describing parameters in a search string or subscription.			n/a			N/A			N


									SearchParameter			A framework resource that describes the search options for a resource type.			n/a			N/A			N


									StructureDefinition			A framework resource which describes a set of properties that defines a concept .			n/a			N/A			N


									ValueSet			A framework resource that defines a set of values or a vocabulary to be used for a resource property.			n/a			N/A			N


									ConceptMap			Define relationships between codable concepts in different vocabularies.			?			N/A			N


									DetectedIssue			Indicates an actual or potential clinical issue with a clinical action.			?			N/A			N


									Device			A medical device or other piece of equipment.			?			N/A			N


									DeviceComponent			A part of a medical device or other piece of equipment.			?			N/A			N


									DeviceMetric			A setting or calibration of a device.			?			N/A			N


									DeviceRequest			A request for a device to be used by a patient.			?			N/A			N


									DeviceUseStatement			A summary of the usage to which a device has been put to by a patient.			?			N/A			N


									DocumentManifest			A structural resource allowing documents to be grouped.			?			N/A			N


									DocumentReference			A reference to a document.			?			N/A			N


									Endpoint			The technical detail of an endpoint that can be used in electronic communications.			?			N/A			N


									ExpansionProfile			A technical resource relating to the use of coding systems.			?			N/A			N


									GuidanceResponse			The result of issuing for guidance to a clinical decision support system. 			?			N/A			N


									GraphDefinition			A structural resource which allows linkages between resources to be defines.			?			N/A			N


									ImagingStudy			A set of series of imaging service-object pairs.			?			N/A			N


									ImagingManifest			A narrative describing images available from an image store.			?			N/A			N


									ImmunizationRecommendation			The recommendation for a vaccination with supporting evidence of past immunisations.			?			N/A			N


									Linkage			A structural resource which links two resources together as representing the same thing.			?			N/A			N


									Measure			The definition of a measurement used for quality reporting.			?			N/A			N


									MeasureReport			A quality measurement.			?			N/A			N


									Media			A structural resource encapsulating a photo, audio or video recording.			?			N/A			N


									MedicationAdministration			The act of a patient consuming a medication.			?			N/A			N


									MedicationDispense			The act of dispensing a medication.			?			N/A			N


									MessageHeader			A structural resource defining metadata included in a message.			?			N/A			N


									NutritionOrder			A request to supply a nutritional composition to a patient.			?			N/A			N


									Observation			A test result or assessment.			?			N/A			N


									OperationOutcome			A structural resource which describes the outcomes of an attempt to operate on FHIR resources.			?			N/A			N


									PlanDefinition			A pre-defined group of actions to be undertaken in a given circumstance.			?			N/A			N


									Procedure			A medical procedure performed on a patient.			?			N/A			N


									ProcessRequest			Deprecated.			?			N/A			N


									ProcessResponse			Deprecated.			?			N/A			N


									Provenance			A record of how a resource came be in its current state.			?			N/A			N


									RequestGroup			A sequence of actions to perform for a patient or group of patients.			?			N/A			N


									ResearchStudy			A basic definition of a research study.			?			N/A			N


									ResearchSubject			A participation in a research study.			?			N/A			N


									Sequence			A genetic sequencing test result.			?			N/A			N


									ServiceDefinition			A structural resource which defines the data required by a clinical decision support service.			?			N/A			N


									Specimen			A specimen for testing.			?			N/A			N


									StructureMap			A structural resource which defines a transformation between two FHIR structures.			?			N/A			N


									SupplyDelivery			Fulfilment of a request to supply a medication, substance or device.			?			N/A			N


									SupplyRequest			A request to supply a medication, substance or device.			?			N/A			N


									TestReport			Results of the execution of a test script.			?			N/A			N


									TestScript			A sequence of tests to execute against a FHIR endpoint.			?			N/A			N


									VisionPrescription			A prescription for vision aids.			?			N/A			N
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Test sets.docx

Test sets are analogous to Postman folders - they are a means to group tests together.


Each test is a API request that is comprised of a varying number of assertions. 


In total there are 17 test sets and, initially, these are expected to demonstrate that a local FHIR proxy server meets the minimum level of capability in order to fulfill all of the pilot use cases. For the pilot phase, it is expected that the majority of searches will be done in patient context and an NHS number or identifier provided. Over time, this test set will increase as the YHCR clinical use cases increases.





			1


			Can Search for test patient records using NHS Number


			Available


			This test set executes a 10 requests against a Patient API endpoint.


			All


			1





			2


			Can Patient searches _include the referenced Primary Care resources


			Available


			This test set executes 3 requests against a Patient API endpoint for one of the test patient records and their referenced primary care details.


			All


			1





			3


			Can Patient searches _revinclude Encounter


			Available


			This test set executes a single request against a Patient API endpoint for one of the test patient records and any Encounter resources that reference that patient record. 


			Summary Cancer Care Record (Doncaster)
Cancer Inter Provider Transfers (Leeds)
Display Encounters from Doncaster in Sepia (Rotherham)
Humber Crisis Plan
Ambulance Transfer of Care


			1





			4


			Can Patient searches _revinclude Observation


			In Progress


			This test set executes a single request against a Patient API endpoint for one of the test patient records and any Encounter resources that reference that patient record. 


			Summary Cancer Care Record (Doncaster)
Cancer Inter Provider Transfers (Leeds)
Display Encounters from Doncaster in Sepia (Rotherham)
Ambulance Transfer of Care


			1





			5


			Can Patient searches _revinclude Condition


			In Progress


			This test set executes a single request against a Patient API endpoint for one of the test patient records and any Encounter resources that reference that patient record. 


			Summary Cancer Care Record (Doncaster)
Cancer Inter Provider Transfers (Leeds)
Display Encounters from Doncaster in Sepia (Rotherham)
Ambulance Transfer of Care


			1





			6


			Can Patient searches _revinclude MedicationStatement


			In Progress


			This test set executes a single request against a Patient API endpoint for one of the test patient records and any MedicationStatement resources that reference that patient record. 


			Summary Cancer Care Record (Doncaster)
Cancer Inter Provider Transfers (Leeds)
Display Encounters from Doncaster in Sepia (Rotherham)
Ambulance Transfer of Care


			1





			7


			Can Patient searches _revinclude AllergyIntolerance


			In Progress


			This test set executes a single request against a Patient API endpoint for one of the test patient records and any AllergyIntolerance resources that reference that patient record. 


			Summary Cancer Care Record (Doncaster)
Cancer Inter Provider Transfers (Leeds)
Display Encounters from Doncaster in Sepia (Rotherham)
Ambulance Transfer of Care


			1





			8


			Can Patient searches _revinclude Encounter, Condition, MedicationStatement and AllergyIntelorance


			In Progress


			This test set executes a single request against a Patient API endpoint for one of the test patient records and any Encounter, Condition, MedicationStatement and AllergyIntolerance resources that reference that patient record. 


			Summary Cancer Care Record (Doncaster)
Cancer Inter Provider Transfers (Leeds)
Display Encounters from Doncaster in Sepia (Rotherham)
Ambulance Transfer of Care


			1





			9


			Can return specific Encounter resources of a given class and for a given patient identifier


			Available


			This test set executes a single request against an Encounter API endpoint, specifically for Encounter resources of a given class and patient identifier.


			Summary Cancer Care Record (Doncaster)
Cancer Inter Provider Transfers (Leeds)
Display Encounters from Doncaster in Sepia (Rotherham)
Ambulance Transfer of Care


			1





			10


			Can return Encounter resources for a given patient identifier


			Available


			This test set executes a single request against an Encounter API endpoint, specifically for Encounter resources that reference a patient identifier.


			Summary Cancer Care Record (Doncaster)
Cancer Inter Provider Transfers (Leeds)
Display Encounters from Doncaster in Sepia (Rotherham)
Ambulance Transfer of Care


			1





			11


			Can return specific Encounter resources of a given status and for a given patient identifier


			Available


			This test set executes a single request against an Encounter API endpoint, specifically for Encounter resources of a given status and patient identifier.


			Summary Cancer Care Record (Doncaster)
Cancer Inter Provider Transfers (Leeds)
Display Encounters from Doncaster in Sepia (Rotherham)
Ambulance Transfer of Care


			1





			12


			Can return specific Encounter resources of a for a given patient identifier in date descending order


			Available


			This test set executes a single request against an Encounter API endpoint, specifically for Encounter resources of a given status and patient identifier, asking for the result set to be returned in date descending order (most recent first).


			Summary Cancer Care Record (Doncaster)
Cancer Inter Provider Transfers (Leeds)
Display Encounters from Doncaster in Sepia (Rotherham)
Ambulance Transfer of Care


			1





			13


			Is the _tag element observed by Searches


			Available


			This test set executes a single request against an Encounter API endpoint, searching for Encounter resources that contain a specific _tag.


			ED Attendances for Frequent Flyers
Secondary Care ED Discharge Disposition Outcomes


			1





			14


			Can return a specific set of "vital sign" Observations for a given patient identifier


			Available


			This test set executes a single request against an Observation API endpoint, specifically for recorded "vital sign" Observation resources that reference a given patient identifier.


			Summary Cancer Care Record (Doncaster)
Cancer Inter Provider Transfers (Leeds)
Display Encounters from Doncaster in Sepia (Rotherham)
Ambulance Transfer of Care


			1





			15


			Do paged Observation searches for a given Patient Identifier work as expected


			Available


			This test set executes a single request against an Observation API endpoint, specifically for all recorded Observation resources that reference a given patient identifier.

The test set pages through a result set given the URLs provided in the Bundle links:[] array 


			All


			1





			16


			Can create Subscription


			Available


			This test set executes a single request against a Subscription API endpoint and attempts to create Subscripton resource.

This test will fail if there is no write-able data store available - more than likely the case where a SQL/API adapter proxy is used. 


			ED Attendances for Frequent Flyers
Secondary Care ED Discharge Disposition Outcomes


			1





			17


			Can search for Subscription resources given a resourceType


			Available


			This test set executes a single request against a Subscription API endpoint and attempts to retrieve subscriptions based on a given resource type.

This test will fail if there is no write-able data store available - more than likely the case where a SQL/API adapter proxy is used. 


			ED Attendances for Frequent Flyers
Secondary Care ED Discharge Disposition Outcomes


			1











Prerequisites


These tests are designed to be executed against any type of FHIR proxy server but in order to execute successfully, they require the target end point to have a specific set of resources available. Given that some proxies may act as adapter/wrapper to preexisting data stores, the tests are unable to create or update data as this would potentially involve creating records in an upstream system. Therefore, before running the tests, please ensure that:


1. Each of the test patient records as provided here are available in an upstream system and can be served up by the FHIR proxy.


2. Each of these Encounter resources are available and can be served up by the proxy. Each Encounter needs to reference test patient NHS number 9657702070 (note: you will have to update the resource reference in Encounter.subject to reflect local resource ids accordingly).

Encounter 1
Encounter 2
Encounter 3
Encounter 4


3. Each of these Observation resources are available and surface-able by the proxy. Each Observation needs to reference test patient NHS number 9657702070 (note: you will have to update the resource reference in Observation.subject to reflect local resource ids accordingly).

Observation 1
Observation 2
Observation 3
Observation 4
Observation 5
Observation 6
Observation 7
Observation 8


Once the above is completed, you can pull the tests from this public github repo https://github.com/thatinterfaceguy/yhcr-proxy-server-api-tests.git 
Please can you ensure that you clone the repo and create a new working branch prior to running any tests - this means that you can add/amend any that you may feel missing/incorrect and, more importantly, we can merge them back into the master branch and re-distribute. To do this using Git, complete the following steps at the command line:


1. On windows (using powershell or bash): mkdir C:\proxy-tests && cd C:\proxy-tests


2. On mac/linux, mkdir ~/proxy-tests && cd ~/proxy-tests


3. git clone https://github.com/thatinterfaceguy/yhcr-proxy-server-api-tests.git


4. git checkout -b "ENTER-THE-ODS-CODE-OF-YOUR-ORGANISATION"


To commit any changes, simply enter:


1. git add *


2. git commit -m "SOMETHING THAT DESCRIBES WHAT WAS DONE"


3. git push --set-upstream origin "YOUR-ODS-CODE"


You can of course submit a PULL request following the commit/push.





Running the tests in Postman


A test collection and environment are provided in the git repo referenced above. To run manually in Postman:


1. Import the environment from C:\proxy-tests\yhcr-proxy-server-api-tests\tests\yhcr-proxy-server-tests-environment.json or ~\proxy-tests\yhcr-proxy-server-api-tests\tests\yhcr-proxy-server-tests-environment.json (see this resource for instructions on managing Postman environments)


2. Change the following environment variables to match those of your own local environment:


a. proxy_server_address - this should be the IP or DN of your local proxy server and can include a port, e.g. https://myfhirserver:443 (note there is no need to include the trailing slash)


b. base_fhir_path - this is the path to your FHIR API, e.g. /myfhirserver/fhir/stu3/ (note both the preceding and trailing slashes are required)


3. Import the collection from C:\proxy-tests\yhcr-proxy-server-api-tests\tests\yhcr-local-proxy-server-tests.json or ~\proxy-tests\yhcr-proxy-server-api-tests\tests\yhcr-local-proxy-server-tests.json (this resource shows how to manage Postman collections)


4. Run the collection - this resource shows how to run Postman collections


Running the tests in Newman


Newman is a node.js command line client that enables development teams to run Postman collections directly from the command line. To use newman, you will need node.js installed on the host that is to run the tests:


1. Install https://nodejs.org/en/download/ if you haven't done so already


2. Using Powershell or Bash, enter npm install -g newman (full install instructions are available here)


3. Once node and newman are installed, in the same shell, enter:


a. (Windows) cd C:\proxy-tests\yhcr-proxy-server-api-tests\tests


b. (Mac/Linux) cd ~\proxy-tests\yhcr-proxy-server-api-tests\tests


4. Enter the following command to execute the tests and output a report:

run yhcr-local-proxy-server-tests.json -e yhcr-proxy-server-tests-environment.json -r junit,cli --reporter-json-export=yhcr-local-proxy-server-test-results.xml -k


Should you wish, you can wrap the above in shell script and automate its execution using something like Windows Task Manager or CRON.


Running the tests in Dockerised Newman


If you do not wish to install node and newman on your machine and are running Docker and Docker Compose then the repo also contains a docker-compose file that will download a Docker image preconfigured with node and newman and will also run the tests. To use this simply:


1. Install Docker (if you haven't done so already)


2. Install Docker Compose (if you haven't done so already)


3. Check that the volume mapping in the docker compose file contained in the git repo reflects your own environment. If not, make any modifications as required.


4. In Powershell or Bash:


a. (Windows) cd C:\proxy-tests\yhcr-proxy-server-api-tests


b. (Mac/Linux) cd ~\proxy-tests\yhcr-proxy-server-api-tests


5. Enter the following at the command line to run the tests and output a report:

docker-compose up


Sharing the results


If you wish, you can share the test results in your specific Slack pilot channel - this is not mandatory as results will be gathered centrally as the tests are executed on the regional infrastructure. 
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