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Data Protection Agreement

DATED: xx/xx/xxxx
PARTIES:

This agreement is made between the following parties:-

[Insert Organisation Name], (“Partner Organisation”), whose registered office is [ADDRESS].

Humber Teaching NHS Foundation Trust (‘’Host Organisation’’) Trust HQ, Willerby Hill | Beverley Road | Willerby | HU10 6ED.

RECITALS

(1) This agreement is for the sole purpose of carrying out The development of the Yorkshire and Humber Care record which inter alia involves processing the personal data of patients of the Partner Organisation, a purpose which is specified in the document Schedule 1, this purpose is hereafter referred to as the YHCR.

(2)	The contract shall be deemed to have commenced on xx/xx/xxxx and shall terminate upon 3 months written notice of either party to the other. This contract will be valid for the duration of the term of the contract unless there is a change to current legislation and/or a required change to the information detailed in schedule one to six of this contract or unless this contract is terminated earlier in accordance with its terms.
STATUTARY PROVISIONS

This agreement is made in accordance with Article 28 of the General Data Protection Regulation.

4.1	Where it is an NHS agreement (an agreement between two health service bodies) the NHS Act 2006 section 9 shall apply insofar as a NHS agreement must not be regarded for any purpose as giving rise to contractual rights or liabilities.

4.2	If any dispute arises between two (or more) health service bodies with respect to this agreement under this arrangement, either party may refer the matter to the Secretary of State for determination, including local resolution where the Secretary of State has made such arrangements.
DEFINITIONS

In this agreement, unless the context otherwise requires, the following definitions shall apply:
“Data Controller” shall have the same meaning as set out in the Data Protection Legislation.
“Data Processor” shall have the same meaning as set out in the Data Protection Legislation.
“Data Protection Legislation” means (i) the General Data Protection Regulation (GDPR as defined within the Data Protection Act 2018), and any applicable national implementing Laws as amended from time to time (ii) the Data Protection Act 2018 to the extent that it relates to processing of personal data and privacy; (iii) all applicable Law about the processing of personal data and privacy, including where applicable the guidance and codes of practice issued by the Information Commissioner (all as amended from time to time).
“Data Subject” shall have the same meaning as set out in the Data Protection Legislation.
"Due Diligence" shall mean the due diligence undertaken by the Partner Organisation on the security and data processing systems of Humber Teaching NHS Foundation Trust.
"EIRs" means the Environmental Information Regulations 2004, as amended from time to time.
“FOI Act” means the Freedom of Information Act 2000, as amended from time to time.
"Law" means any law, subordinate legislation within the meaning of Section 21(1) of the Interpretation Act 1978, bye-law, regulation, order, regulatory policy, mandatory guidance or code of practice, judgment of a relevant court of law, or directives or requirements with which Humber Teaching NHS Foundation Trust is bound to comply.
"Partner Organisation Personal Data" means Personal Data Processed by Humber Teaching NHS Foundation Trust on behalf of the Partner Organisation under or in connection with this agreement. 
“Personal Data” has the same meaning as in the Data Protection Legislation.
“Processing” has the same meaning as in the Data Protection Legislation and means inter alia obtaining, recording, holding, alteration, manipulating, transmission, disclosure, erasure or destruction of data.
"Regulator" means the Information Commissioner's Office or any successor body to either regulator from time to time and any other supervisory authority with jurisdiction over either party;
Staff" means all persons employed by Humber Teaching NHS Foundation Trust to perform its obligations under the agreement together with Humber Teaching NHS Foundation Trust servants, agents, suppliers and sub-contractors used in the performance of any of its obligations whether or not under this agreement.
This agreement includes within it the annexures attached to it or any document referred to in it.

GENERAL OBLIGATIONS OF THE Host Organisation

(1)	The Host Organisation warrants and undertakes:
(a) to treat as confidential all Partner Organisation Personal Data which may be derived from or obtained in the course of the agreement or which may come into the possession of Humber Teaching NHS Foundation Trust or any Staff as a result of or in connection with the agreement; and 
(b) to provide all necessary precautions to ensure that all Partner Organisation Personal Data is treated as confidential by Humber Teaching NHS Foundation Trust or any Staff; and
(c) to make sure Partner Organisation Personal Data is only disclosed to persons specified by the Partner Organisation; and
(d) to allow access to any Partner Organisation Personal Data provided by the Partner Organisation only to persons who are involved in the provision of this agreement; and
(e) to notify the Partner Organisation if any unauthorised use or disclosure of the data is made. This includes reporting of any incidents, their causes and resolving actions to the Partner Organisation.
(2)	Humber Teaching NHS Foundation Trust shall comply at all times with the Data Protection Legislation and shall not perform its obligations under this contact in such a way as to cause the Partner Organisation to breach any of its applicable obligations under the Data Protection Legislation.

OBLIGATIONS OF THE Host Organisation AS TO THE FOI

(1) Without prejudice to the requirements of the FOI Act and EIRs and in particular without prejudice to sections 41 and 43 of the FOI Act and Regulation 12(5)(e) of the EIRs Humber Teaching NHS Foundation Trust undertakes:

(a) that any information, or type or class of information, of the Partner Organisation of a confidential nature which is not Personal Data; or 

(b) any information which is designated with a confidentiality, security or privacy restriction according to the Partner Organisations Standing Orders, Standing Financial Instructions or other regulations having similar status in the administration of the Partner Organisation which is not Personal Data shall, for a period of six (6) years from the date of its disclosure, be treated at all times in accordance with such Standing Orders, Standing Financial Instructions or other regulations insofar as such have been communicated to Humber Teaching NHS Foundation Trust:-
(i)	shall be used by Humber Teaching NHS Foundation Trust (or by any Staff in connection with the agreement), solely for the purpose of tendering for or performance of the agreement;
(ii)	shall not be disclosed by Humber Teaching NHS Foundation Trust ], (or by Staff in connection with the agreement), without the consent of the Partner Organisation except to such third party and to such extent as may be necessary, on a need-to-know basis, in connection with the agreement; and 
(c) to put in place all necessary procedures and precautions to comply with (a) and (b) above.
(2)	Humber Teaching NHS Foundation Trust acknowledges that the Partner Organisation is subject to the requirements of the FOIA and EIRs and shall assist and co-operate with the Partner Organisation to enable the Partner Organisation to comply with its disclosure obligations under the FOIA and EIRs. Accordingly Humber Teaching NHS Foundation Trust agrees:-
(a)	that this agreement is subject to the obligations and commitments of the Partner Organisation under the FOIA and EIRs;
(b)	that the decision on whether any exemption to the general obligations of public access to information applies to any request for information received under the FOIA or EIRs is a decision solely for the Partner Organisation to whom the request is addressed;
(c)	that where Humber Teaching NHS Foundation Trust receives a request for information under the FOIA or EIRs, it will not respond to such request (unless directed to do so by the Partner Organisation) and will promptly (and in any event within 2 working days) transfer the request to the Partner Organisation;
(d)	The Partner Organisation, acting in accordance with the codes of practice issued and revised from time to time under both section 45 of the FOIA, and regulation 16 of the Environmental Information Regulations 2004, may disclose information concerning Humber Teaching NHS Foundation Trust and this agreement either without consulting with Humber Teaching NHS Foundation Trust, or following consultation with Humber Teaching NHS Foundation Trust and having taken its views into account; and
(e)	to assist the Partner Organisation in responding to a request for information, by processing information or environmental information (as the same are defined in the FOIA) and EIRs in accordance with a records management system that complies with all applicable records management recommendations including the code of conduct issued under section 46 of the FOIA, and providing copies of all information requested by the Partner Organisation within 5 working days of such request.

8. DATA PROCESSOR REQUIREMENTS

General
1. The Partner Organisation and Humber Teaching NHS Foundation Trust acknowledge that for the purposes of the Data Protection Legislation (as amended from time to time), The Partner Organisation is the Data Controller and Humber Teaching NHS Foundation Trust is the Data Processor of any personal data. The details of the Processing carried out by Humber Teaching NHS Foundation Trust on behalf of the Partner Organisation are set out in Annexure 3 which forms part of this agreement.
2. Humber Teaching NHS Foundation Trust warrants and undertakes to:
Process the Partner Organisation Personal Data only in accordance with instructions from the Partner Organisation which are set out in Annexure 3of this Agreement, or as provided in writing by the Partner Organisation to Humber Teaching NHS Foundation Trust from time to time;
Process the Partner Organisation Personal Data only to the extent, and in such manner, as is necessary for the purposes detailed in Clause 3 (above) and Annexure 3 or as is required by law or any regulatory body and shall process such personal data in compliance with all applicable Data Protection Legislation, laws, enactments, regulations, orders, standards and other similar instruments;

Assist and fully co-operate with the Partner Organisation as requested by the Partner Organisation from time to time to ensure the Partner Organisation’s compliance with its obligations under the Data Protection Legislation which shall include, but not be limited to:

completing and reviewing data protection impact assessments;	
implementing measures to mitigate against any data protection risks;

implementing such technical and organisational measures to enable the Partner Organisation to respond to requests from Data Subjects exercising their rights under the Data Protection Legislation
assist with any enquires from Regulators.
3. Humber Teaching NHS Foundation Trust shall notify the Partner Organisation promptly (but in any event within 24 hours) should it:
(a) receive notice of any complaint made to a Regulator or any finding by a Regulator in relation to its Processing of Personal Data, whether it is the Partner Organisation’s Personal Data or otherwise;
(b) be under a legal obligation to process the Partner Organisation’s Personal Data, other than under the instructions of the Data Controller. In which case it shall inform the Partner Organisation of the legal obligation, unless the law prohibits such information being shared on important grounds of public interest;
(c) receives any request on behalf of a Data Subject of partner organisation’s Personal Data, exercising their rights under the Data Protection Legislation;
(d) become aware that in following the instructions of partner organisation it shall be breaching Data Protection Legislation.
Security
4. [bookmark: _Ref453590130]When Processing the Partner Organisation’s Personal Data under this agreement Humber Teaching NHS Foundation Trust shall take all necessary technical and organisational precautions and measures to preserve the confidentiality and integrity of the Partner Organisation’s Personal Data and prevent any unlawful processing or disclosure taking into account the state of the art, the costs of implementation, the nature, scope, context and purposes of processing as well as the risk of varying likelihood and severity for the rights and freedoms of the Data Subjects. These shall include, but not be limited to:
(a) Encrypting the Partner Organisation’s Personal Data stored on any mobile media or transmitted over public or wireless networks;
(b) [bookmark: _Ref453336302]Implementing and maintaining business continuity, disaster recovery and other relevant policies and procedures to ensure:
(i) the confidentiality, integrity, availability and resilience of processing systems and services; and
(ii) the availability and access to the Partner Organisation’s Personal Data in a timely manner in the event of a physical or technical incident
(c) [bookmark: _Ref453336588]Ensuring that all Staff, employees and contractors who are involved in the Processing of the Partner Organisation’s Personal Data are trained in the policies and procedures set out in Clause 8(4)(b) and are under contractual or statutory obligations of confidentiality concerning the Partner Organisation’s Personal Data;
(d) Pseudonymise the Partner Organisation’s Personal Data on request by the Partner Organisation.

(the "Security Measures”).
5. [bookmark: _Ref453591213]The Security Measures shall be regularly tested by Humber Teaching NHS Foundation Trust to assess the effectiveness of the measures in ensuring the security, confidentiality, integrity, availability and resilience of the Partner Organisation’s Personal Data and Humber Teaching NHS Foundation Trust shall maintain records of the testing.
Records of processing
6. [bookmark: _Ref453334497]Humber Teaching NHS Foundation Trust shall maintain accurate written records of the Processing it undertakes in connection with this agreement which shall contain at a minimum:
(a) its details, the Partner Organisation’s details, the details of its Data Protection Officer;
(b) the categories of Processing carried out on behalf of the Partner Organisation;
(c) the details of any transfers to any third countries, where applicable, and the safeguards in place for that transfer; and
(d) an accurate record of the Security Measures it has in place.

Humber Teaching NHS Foundation Trust shall provide the records set out in 8(4), 8(5) and (6) to the Partner Organisation or a Regulator on request.
Security breach notification
[bookmark: _Ref453334857]Humber Teaching NHS Foundation Trust shall notify the Partner Organisation promptly (and in any event no later than 24 hours of discovery) if it becomes aware of any actual, suspected or threatened unauthorised exposure, access, disclosure, Processing, use, communication, deletion, revision, encryption, reproduction or transmission of any component of the Partner Organisation’s Personal Data, unauthorised access or attempted access or apparent attempted access (physical or otherwise) to the Partner Organisation’s Personal Data or any loss of, damage to, corruption of or destruction of such Personal Data ("Security Incident");
1. The notification in Clause 8(8) shall include:
(a) The nature of the breach, including the categories and approximate number of Data Subjects and records concerned;
(b) The contact at Humber Teaching NHS Foundation Trust who will liaise with the Partner Organisation concerning the breach;
(c) The remediation measures being taken to mitigate and contain the breach.
Audit
8. Humber Teaching NHS Foundation Trust shall provide all necessary information and assistance to the Partner Organisation in order for the Partner Organisation to verify Humber Teaching NHS Foundation Trust compliance with its obligations under this Agreement and the Data Protection Legislation including, without limitation:
(a) allowing the Partner Organisation and its advisors to inspect and make copies of the records required under this Clause 8; and
(b) allowing access to Humber Teaching NHS Foundation Trust premises on reasonable notice and provide all reasonable assistance to the Partner Organisation to enable the Partner Organisation to audit Humber Teaching NHS Foundation Trust’s compliance with the Security Measures.
9. The provisions of this Clause 8 (Data Processing Requirements) shall apply during the continuance of the agreement and indefinitely after its expiry or termination.

9.	TERMINATION OF THE AGREEMENT AND LIABILITY 

(1) If Humber Teaching NHS Foundation Trust fails to comply with any provision of this agreement, then the Partner Organisation may summarily terminate the agreement by giving 30 days’ notice in writing to Humber Teaching NHS Foundation Trust. 
(2)	The Partner Organisation may terminate the agreement if it deems the agreement is completed to its satisfaction or if it deems that there is no further requirement to continue the agreement.
(3)	Unless required by law, Humber Teaching NHS Foundation Trust shall, upon termination or expiry of the agreement for whatever reason, at the option of the Partner Organisation, either securely delete or return all the Partner Organisation’s Personal Data to the Partner Organisation. If required by law to retain a copy, Humber Teaching NHS Foundation Trust shall inform the Partner Organisation of what it is retaining and the legal reason why it needs to be retained.
(4) 	Humber Teaching NHS Foundation Trust will indemnify the Partner Organisation for any claims, direct or indirect costs, losses, damages, expenses (including legal expenses) and other outgoings sustained by or incurred by the Partner Organisation as a result of or arises out of Humber Teaching NHS Foundation Trust’s negligence or breach of this agreement.
(5)    The Partner Organisation accepts legal liability for any inaccurate Partner Organisation personal data that is given to Humber Teaching NHS Foundation Trust for the purpose of the agreement to the extent it was aware of such inaccuracies.
(6) 	The decision of the Partner Organisation to terminate the agreement shall be final and conclusive.
10. 	CONFIDENTIALITY
(1)	The Provisions of the Confidentiality Agreement detailed at Annexure 2 to this agreement shall apply to the parties.

11.	GENERAL
(1)	No terms of this agreement shall be enforceable under the Contracts (Rights of Third Parties) Act 1999 by a third party.
(2)	This agreement shall be governed by and construed in accordance with English law and each party agrees to submit to the non-exclusive jurisdiction of the English Courts over any claim or matter arising under or in connection with this agreement.
(3)	The Partner Organisation shall be entitled to assign, novate or otherwise dispose of its rights under this agreement t or any part thereof to any third party by giving Humber Teaching NHS Foundation Trust prior notice of such assignment, novation or other disposal.
(4)	This agreement is personal to the Humber Teaching NHS Foundation Trust. Humber Teaching NHS Foundation Trust shall not assign, novate or otherwise dispose of this agreement or any part thereof, or purport to do so, without the prior consent in writing of the Partner Organisation. Humber Teaching NHS Foundation Trust shall not provide any third party with access to the Partner Organisation’s Personal Data or sub-contract any of its obligations under this Agreement without the prior written approval of the Partner Organisation.
(5)	Where authority has been granted by the Partner Organisation to Humber Teaching NHS Foundation Trust to engage any sub-contractor in accordance with clause 11(6), Humber Teaching NHS Foundation Trust shall:
0. Undertake due diligence on the sub-contractor equivalent to the Due Diligence undertaken on Humber Teaching NHS Foundation Trust by the Partner Organisation under this agreement; and
(a) Put in place contractual data processing provisions equivalent to those in place between Humber Teaching NHS Foundation Trust and the Partner Organisation under this contract.
(6)	Where authority has been granted by the Partner Organisation to Humber Teaching NHS Foundation Trust to engage any sub-contractor in accordance with clause 11(6), then any such subcontracting shall not relieve Humber Teaching NHS Foundation Trust from any of its liabilities, obligations and responsibilities hereunder. Humber Teaching NHS Foundation Trust shall perform all liabilities, obligations and responsibilities under this agreement as Host Organisation and shall remain primarily responsible and liable for the activities sub-contracted and for such of the acts and omissions of the sub-contractors in respect of such activities as would render Humber Teaching NHS Foundation Trust liable to the Partner Organisation, had such acts or omissions been Humber Teaching NHS Foundation Trust ‘s own acts and omissions.
(7)	This agreement constitutes the whole agreement between the parties and supersedes all previous agreement, agreements or understandings between the parties relating to the subject matter of this agreement.

12.   ACCESS CONTROLS

The Data Processor will manage the access to Data held on behalf of the Data Controller as follows:

12.1	Authorised Users (Staff Access)

12.1.1	The Data Controller will authorise those staff whose access to the Data they consider to be necessary in order to perform their responsibility for the provision of direct health or social care services to the Data Subject.  

12.1.2	The Data Controller will confirm the access rights they have authorised in writing to the Data Processor. 

12.1.3	The Data Controller requires the Data Processor to undertake the agreed technical and organisational measures for access controls and shall ensure that access to the Data is limited to:

(a)  those persons whose access has been authorised by the Data Controller; and
(b) such part or parts of the Data as is strictly necessary for performance of that employee's duties.




































SIGNATORIES

	For and on behalf of the Data Controller

	Organisation/GP Practice name:
	

	Organisation/GP Practice Address:
	

	Name:
	

	Signature:
	

	Position:(DPO/SIRO/Caldicott Guardian or equivalent senior accountable person)
	

	Date:
	




	For and on behalf of the Data Processor

	Organisation name:
	

	Organisation address:
	

	Name:
	

	Signature:
	

	Position:(DPO/SIRO/Caldicott Guardian or equivalent senior accountable person)
	

	Date
	





Annexure 2

Confidentiality Agreement

Dated: xx/xx/xxxx

Confidentiality Agreement

between

XXXX
and

XXXX
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THIS AGREEMENT is dated xx/xx/xxxx
Parties
1. <Insert Organisation Name> incorporated whose registered office is [ADDRESS] (Defined Term For Party).
1. Humber Teaching NHS Foundation Trust (‘’Organisation’’) Trust HQ | Willerby Hill | Beverley Road | Willerby | HU10 6ED

Background
Each party wishes to disclose to the other party Confidential Information in relation to the Purpose. Each party wishes to ensure that the other party maintains the confidentiality of its Confidential Information. In consideration of the benefits to the parties of the disclosure of the Confidential Information, the parties have agreed to comply with the following terms in connection with the use and disclosure of Confidential Information. 
Agreed terms
1. [bookmark: a80007][bookmark: _Toc272315053]Definitions and interpretation
The following definitions and rules of interpretation in this clause apply in this agreement:
Business Day: a day (other than a Saturday, Sunday or public holiday) when banks in London are open for business.
Confidential Information:  all information, which is by its nature confidential, (however recorded, preserved or disclosed) disclosed by a party or its employees, officers, representatives or advisers (together, its Representatives) to the other party and that party's Representatives including but not limited to:
the fact that discussions and negotiations are taking place concerning the Purpose and the status of those discussions and negotiations;
any information that would be regarded as confidential by a reasonable business person relating to: 
the business, affairs, customers, clients, suppliers, plans, intentions, or market opportunities of the Disclosing Party; and
the operations, processes, product information, know-how, designs, trade secrets or software of the Disclosing Party;
any information or analysis derived from Confidential Information; and
any information detailed in Schedule [1];

but not including any information that:

is or becomes generally available to the public other than as a result of its disclosure by the Recipient or its Representatives in breach of this agreement or of any other undertaking of confidentiality addressed to the party to whom the information relates (except that any compilation of otherwise public information in a form inaccessible to the public shall nevertheless be treated as Confidential Information); or
was available to the Recipient on a non-confidential basis prior to disclosure by the Disclosing Party; or
was, is or becomes available to the Recipient on a non-confidential basis from a person who, to the Recipient's knowledge, is not bound by a confidentiality agreement with the Disclosing Party or otherwise prohibited from disclosing the information to the Recipient; or
was lawfully in the possession of the Recipient before the information was disclosed to it by the Disclosing Party; or
the parties agree in writing is not confidential or may be disclosed; or
is developed by or for the Recipient independently of the information disclosed by the Disclosing Party; or
is trivial, obvious or useless.

Disclosing Party: a party to this agreement which discloses or makes available directly or indirectly Confidential Information.
Purpose: The YHCR system is being developed by the health and social care partners with the intention of creating a joint electronic care record for service users (patients and social care clients) within the Yorkshire and Humber region area.
Recipient: a party to this agreement which receives or obtains directly or indirectly Confidential Information.
Representative: employees, agents and other representatives acting on behalf of a party.
Clause, schedule and paragraph headings shall not affect the interpretation of this agreement. 
A person includes a natural person, corporate or unincorporated body (whether or not having separate legal personality) and that person's legal and personal representatives, successors and permitted assigns. 
The schedules form part of this agreement and shall have effect as if set out in full in the body of this agreement. Any reference to this agreement includes the schedules. 
Unless the context otherwise requires, words in the singular shall include the plural and in the plural include the singular.
A reference to a statute or statutory provision is a reference to it as it is in force for the time being, taking account of any amendment, extension, or re-enactment, and includes any subordinate legislation for the time being in force made under it. 
Any obligation in this agreement on a person not to do something includes an obligation not to agree or allow that thing to be done.
References to clauses and schedules are to the clauses and schedules of this agreement; references to paragraphs are to paragraphs of the relevant schedule.
To the extent there is any inconsistency between the provisions of the main body of this agreement and any schedule to this agreement, the front end of this agreement shall prevail.
11. [bookmark: a785029][bookmark: _Toc272315054]Obligations of confidentiality
The Recipient shall, and shall procure that its Representatives shall, keep the Disclosing Party's Confidential Information confidential and, except with the prior written consent of the Disclosing Party, shall:
not use or exploit the Confidential Information in any way except for the Purpose; 
not disclose or make available the Confidential Information in whole or in part to any third party, except as expressly permitted by this agreement; 
not copy, reduce to writing or otherwise record the Confidential Information except as strictly necessary for the Purpose (and any such copies, reductions to writing and records shall be the property of the Disclosing Party);
not use, reproduce, transform the confidential information;
keep separate the Confidential Information from all documents and other records of the Recipient until the point of ‘direct care’ after which the records are then separated; 
apply the same security measures and degree of care to the Confidential Information as the Recipient applies to its own confidential information, which the Recipient warrants as providing adequate protection from unauthorised disclosure, copying or use; 
keep a written record of: any document or other Confidential Information received from the other in tangible form; any copy made of the Confidential Information; and
The Recipient may only disclose the Disclosing Party's Confidential Information to those of its Representatives who need to know this Confidential Information for the Purpose, provided that:
it informs these Representatives of the confidential nature of the Confidential Information before disclosure and obtains from its Representatives enforceable undertakings to keep the Confidential Information confidential in terms at least as extensive and binding upon the Representatives as the terms of this agreement are upon the parties; and
at all times, it is responsible for these Representatives' compliance with the obligations set out in this agreement.
[bookmark: a881718]A party may disclose Confidential Information to the extent required by law, by any governmental or other regulatory authority (including, without limitation, by a court or other authority of competent jurisdiction) provided that, to the extent it is legally permitted to do so, it gives the other party as much notice of this disclosure as possible and, where notice of disclosure is not prohibited and is given in accordance with this clause 2.3, it takes into account the reasonable requests of the other party in relation to the content of this disclosure.
The Recipient shall establish and maintain adequate security measures (including any reasonable security measures proposed by the Disclosing Party from time to time) to safeguard the Confidential Information from unauthorised access or use.
No party shall make, or permit any person to make, any public announcement concerning this agreement, the Purpose or its prospective interest in the Purpose without the prior written consent of the other party (such consent not to be unreasonably withheld or delayed) except as required by law or any governmental or regulatory authority (including, without limitation, any relevant securities exchange) or by any court or other authority of competent jurisdiction. No party shall make use of the other party's name or any information acquired through its dealings with the other party for publicity or marketing purposes without the prior written consent of the other party.
The Recipient shall ensure that incident reporting mechanisms are in place with the Trust which ensures the reporting of any incidents, their causes and resolving actions pertaining related to this agreement and its purpose are communicated to the Trust.
12. [bookmark: a516279][bookmark: _Toc272315055]Return of information
At the request of the Disclosing Party, the Recipient shall:
destroy or return to the Disclosing Party all documents and materials (and any copies) containing, reflecting, incorporating, or based on the Disclosing Party's Confidential Information;
erase all the Disclosing Party's Confidential Information from its computer systems or which is stored in electronic form (to the extent possible); and
certify in writing to the Disclosing Party that it has complied with the requirements of this clause, provided that the Recipient may retain documents and materials containing, reflecting, incorporating, or based on the Disclosing Party's Confidential Information to the extent required by law or any applicable governmental or regulatory authority and to the extent reasonable to permit the Recipient to keep evidence that it has performed its obligations under this agreement. The provisions of this clause 3 shall continue to apply to any such documents and materials retained by the Recipient, subject to clause 6.1.
If the Recipient develops or uses a product or a process which, in the reasonable opinion of the Disclosing Party, might have involved the use of any of the Disclosing Party's Confidential Information, the Recipient shall, at the request of the Disclosing Party, supply to the Disclosing Party information reasonably necessary to establish that the Disclosing Party's Confidential Information has not been used or disclosed.
13. [bookmark: a938262][bookmark: _Toc272315056]Reservation of rights and acknowledgement
All Confidential Information shall remain the property of the Disclosing Party. Each party reserves all rights in its Confidential Information. No rights, including, but not limited to, intellectual property rights, in respect of a party's Confidential Information are granted to the other party and no obligations are imposed on the Disclosing Party other than those expressly stated in this agreement.
Except as expressly stated in this agreement, no party makes any express or implied warranty or representation concerning its Confidential Information, or the accuracy or completeness of the Confidential Information.
The disclosure of Confidential Information by the Disclosing Party shall not form any offer by, or representation or warranty on the part of, the Disclosing Party to enter into any further agreement in relation to the Purpose, or the development or supply of any product or service to which the Confidential Information relates.
The Recipient acknowledges that damages alone would not be an adequate remedy for the breach of any of the provisions of this agreement. Accordingly, without prejudice to any other rights and remedies it may have, the Disclosing Party shall be entitled to the granting of equitable relief (including without limitation injunctive relief) concerning any threatened or actual breach of any of the provisions of this agreement.

The Recipient shall be liable to the Disclosing Party for the actions or omissions of the Recipient's Representatives under this agreement, as if they were the actions or omissions of the Recipient.

[bookmark: a164711][bookmark: _Toc272315057]5.       Warranty and indemnity

14. 
Each Disclosing Party warrants that it has the right to disclose its Confidential Information to the Recipient and to authorise the Recipient to use such Confidential Information for the Purpose.
Each Recipient shall indemnify and keep fully indemnified the Disclosing Party at all times against all liabilities, costs (including legal costs on an indemnity basis), expenses, damages and losses (including any direct, indirect or consequential losses, loss of profit, loss of reputation and all interest, penalties and other reasonable costs and expenses suffered or incurred by the Disclosing Party) arising from any breach of this agreement by the Recipient and from the actions or omissions of any Representative of the Recipient.
15. [bookmark: a312109][bookmark: _Toc272315058]Term and termination
[bookmark: a177297]If either party decides not to become, or continue to be involved in the Purpose with the other party it shall notify the other party in writing immediately. The obligations of each party shall, notwithstanding any earlier termination of negotiations or discussions between the parties in relation to the Purpose, continue for a period of 3 years from the termination of this agreement. 
Termination of this agreement shall not affect any accrued rights or remedies to which either party is entitled.
16. [bookmark: a899582][bookmark: _Toc272315059]Entire agreement and variation
This agreement constitutes the whole agreement between the parties and supersedes all previous agreements between the parties relating to its subject matter. Each party acknowledges that, in entering into this agreement, it has not relied on, and shall have no right or remedy in respect of, any statement, representation, assurance or warranty (whether made negligently or innocently) other than as expressly set out in this agreement. Nothing in this clause shall limit or exclude any liability for fraud or for fraudulent misrepresentation.
No variation of this agreement shall be effective unless it is in writing and signed by each of the parties (or their authorised representatives). 
17. [bookmark: a592798][bookmark: _Toc272315060]No waiver
Failure to exercise, or any delay in exercising, any right or remedy provided under this agreement or by law shall not constitute a waiver of that or any other right or remedy, nor shall it preclude or restrict any further exercise of that or any other right or remedy.
No single or partial exercise of any right or remedy provided under this agreement or by law shall preclude or restrict the further exercise of that or any other right or remedy. 
18. [bookmark: a586161][bookmark: _Toc272315061]Assignment
Except as otherwise provided in this agreement, no party may assign, sub-contract or deal in any way with, any of its rights or obligations under this agreement or any document referred to in it. 
19. [bookmark: a340491][bookmark: _Toc272315062]Notices
19.1 Any notice required to be given under this agreement, shall be in writing and shall be delivered personally, or sent by pre-paid first class post or recorded delivery or by commercial courier, to each party required to receive the notice [or communication] at its address as set out below:

Humber Teaching NHS Foundation Trust:  Trust HQ | Willerby Hill | Beverley Road | Willerby | HU10 6ED

 <Insert Organisation Name>]: [CONTACT NAME]: [ADDRESS]


or as otherwise specified by the relevant party by notice in writing to each other party. 
19.2 Any notice shall be deemed to have been duly received:
(a)  if delivered personally, when left at the address and for the contact referred to in this clause; or  
(b)  sent by pre-paid first class post or recorded delivery,
(c)  if delivered by commercial courier, on the date and at the time that the courier's delivery receipt is signed.
A notice required to be given under this agreement shall not be validly given if sent by e-mail.
20. [bookmark: a77503][bookmark: _Toc272315063]No partnership
Nothing in this agreement is intended to, or shall be deemed to, establish any partnership or joint venture between any of the parties, constitute any party as the agent of another party, or authorise any party to make or enter into any commitments for or on behalf of any other party.
21. [bookmark: a1030732][bookmark: _Toc272315064]Third party rights
A person who is not a party to this agreement shall not have any rights under or in connection with it. 
22. [bookmark: a181342][bookmark: _Toc272315065]Governing law and jurisdiction
This agreement and any dispute or claim arising out of or in connection with it or its subject matter or formation (including non-contractual disputes or claims) shall be governed by and construed in accordance with English law.
The parties irrevocably agree that the courts of England and Wales shall have exclusive jurisdiction to settle any dispute or claim that arises out of or in connection with this agreement or its subject matter or formation (including non-contractual disputes or claims).













This agreement has been entered into on the date stated at the beginning of it.

SIGNATORIES

	For and on behalf of the Data Controller

	Organisation/GP Practice name:
	

	Organisation/GP Practice Address:
	

	Name:
	

	Signature:
	

	Position:(DPO/SIRO/Caldicott Guardian or equivalent senior accountable person)
	

	Date:
	




	For and on behalf of the Data Processor

	Organisation name:
	Humber Teaching NHS Foundation Trust

	Organisation address:
	Trust HQ, Willerby Hill  Beverley Road Willerby HU10 6ED

	Name:
	

	Signature:
	

	Position:(DPO/SIRO/Caldicott Guardian or equivalent senior accountable person)
	

	Date
	



SCHEDULE 1

The Yorkshire and Humber Care Record (YHCR)

The YHCR system is being developed by the health and social care partners with the intention of creating a joint electronic care record for service users (patients and social care clients) within the Yorkshire and Humber Care Record area.

The YHCR will support the delivery of integrated care by providing health and social care teams working together with a single point of access to information about the service user, collected from their separate medical and social care records. 

For the purpose of this agreement, the Health and Social Care partners within Yorkshire and Humber Care Record Health and Social Care Economy are Data Controllers.

Humber Teaching NHS Foundation Trust “hosts” the system and therefore acts as a ‘Data Processor’ to process personal data and sensitive personal data on behalf of the Yorkshire and Humber Care Record Health and Social Care Provider Data Controllers, in accordance with this agreement.

Humber Teaching NHS Foundation Trust is also the Data Controller for Humber Teaching NHS Foundation Trust patients’ personal data.

For the development of the YHCR; The Rotherham NHS Foundation Trust (TRFT) acts as a sub-data processor to Humber Teaching NHS Foundation Trust in their provision of development resources for the construction of the system. The server(s) used for the development of the YHCR will be stored by Synanetics who are a sub-data processor of TRFT. It is vital that the developers share access to the information in order to ensure that the software product meets the highest standards of security, integrity and reliability.

The Legal basis for processing this data is cover by GDPR Article 6.1(e) and Article 9.2(h). 

e) Processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller;

h) Processing is necessary for the purposes of preventive or occupational medicine, for the assessment of the working capacity of the employee, medical diagnosis, the provision of health or social care or treatment or the management of health or social care systems and services on the basis of UK law or pursuant to contract with a health professional and subject to the conditions and safeguards referred to in paragraph 3;
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Overview of the Yorkshire & Humber Care Record Architecture

The architecture is a vendor neutral federated approach to sharing data between care providers. 

The architecture enables existing systems to contribute to a shared care record. The architecture is designed to allow the shared care record to be displayed in any technically capable user interface and affords the possibility that different care providers will have different ways of making the record available for their care professionals.

The architecture is federated because it keeps data where it originates. Whilst some non-place-based data will be held regionally, there is no intention to create a central data lake. Instead, data is obtained when it is needed, on demand, from the organisation that created the data. This approach ensures that data is always current, ensures that there is one view of a patient, and places governance responsibility for data in the hands of the organisation that controls it.






Data Providers and Data Consumers

Care settings are peers in the federated architecture. A care setting is a source of data which can be accessed by another care setting or data consumer. Regional systems act as orchestrators of this relationship.

The ultimate goal for the YHCR is to provide full coverage across a clinical record regardless of where the parts of the record have been captured.

A data consumer is not restricted to a user interface which renders a consolidated care record. A data consumer may be a system that responds to, say, a diagnosis or observation being made in a care setting, perhaps auto-enrolling a patient on a care pathway or performing a safeguarding function. The Fast Healthcare Interoperability Resources (FHIR) standard specifies enabling mechanisms for data subscriptions such as messaging which will be adopted as regional standards. A data consumer may also be using data for secondary use purposes.

Data Flow Map










       SCHEDULE 2

ACCESS CONTROLS

Data consumer organisations will manage the YHCR authentication and access control function on behalf of the joint Data Controllers.


[bookmark: _Toc1734137]User Authorisation and Access Token Management

Identity Access Management (IAM) adopts OAuth2 (https://oauth.net/2/ ) for its authorisation function. OAuth2 actors and their alignment with components of the system of systems is illustrated below.


[image: ]


The resource owner’s authorisation is implied and the authorisation server will issue an access token without obtaining an authorisation grant from the resource owner.

Audit and breach reporting

Rotherham will report any detected or reported breach of access to the YHCR system to the relevant Data Controller responsible for the member of staff who committed the breach whilst the site hosting of YHCR is sub-processed by Rotherham.  When YHCR is hosted in the Cloud the nominated sub-processor will fulfil this obligation. 
 
The Data Controller will be responsible for investigating and managing the incident in accordance with NHS procedures and for instigating appropriate disciplinary proceedings. 

The Data Controller will be responsible for notifying any other Data Controller about the incident where it is appropriate to do so i.e. where the breach involves unauthorised access to personal data they are responsible for. 

Rotherham will maintain a record of all detected or reported breaches and provide the YHCR Project Board with a quarterly report in order to monitor systemic problems, identify risks and instigate remedial actions. See also Schedule 4.  Rotherham will provide this function whilst the site hosting of YHCR is sub-processed by Rotherham.  When YHCR is hosted in the Cloud the nominated sub-processor will fulfil this obligation. 

[bookmark: _Toc1734154]Identity Management

IAM maintains an identity model to enable local identities to be consolidated into a regional identity and so enabling a full audit of all YHCR usage to be assembled for individuals regardless of how they access the YHCR. A consolidated regional identity also allows role-based access rights to be controlled for regionally held data.  IAM manages the following identity model:

[image: ]

The model depicts the relationships between key data entities and the packaging of entities within a resource model.

When a data consumer invokes the service, IAM attempts to link the local identity of the user with a regional identity. IAM uses local identifiers (ERS number, NHS number NI number etc.) to match local identities.

IAM maintains identity demographics (organisation, first name and given name) and these are populated from the last demographic presented by a consumer. Local roles are an amalgamation of roles presented by the data consumer over different authorisation requests.

User Responsibilities

Everyone granted authorised access to the YHCR is issued a personal password, which forms part of their personal access credentials. 

All personal password holders are responsible for: 
Changing their supplied password upon first log in to a unique personal password to make it secure. 
Always keeping their password private and confidential.
Never sharing their password with anyone, this includes managers. 
Never writing down or recording their password where it can be accessed by anyone other than themselves. Recording passwords is not recommended; therefore passwords should only be recorded when absolutely necessary. 
Changing each of their passwords on a regular basis. 

Accessing or attempting to access any part of the YHCR other than your authorised personal user Identity without the appropriate authority will constitute an Information Governance breach. 

It is not permitted at any time to use another person’s personal username and password. The person whose log on credentials are used will be held accountable for all actions during access; inappropriate access will result in disciplinary action for both parties.

. 









SCHEDULE 3

MANAGEMENT PROCEDURES FOR REQUESTS TO RAISE AN OBJECTION TO THE YORKSHIRE AND HUMBER CARE RECORD (YHCR)

The YHCR system is being jointly developed by Health and Social Care providers with the intention of creating a joint electronic record for service providers within the Yorkshire and Humber region area.

The system allows Care Professionals within the Yorkshire and Humber region Health and Social Care community to view, personal and sensitive information about service users. The information held on this system will include Social Care data, as well as data provided by other primary and secondary healthcare providers in the Yorkshire and Humber region Health community.

The NHS Constitution established the following rights:
· You have the right to privacy and confidentiality and to expect the NHS to keep your confidential information safe and secure. 
· You have the right to be informed about how your information is used.
· Where identifiable information has to be used, to give you the chance to object wherever possible (pledge)[footnoteRef:1] [1:  NHS Constitution for England 2013 Section 3a Patients and the Public – your rights and NHS pledges to you. Department of Health March 2013. ] 



Leeds Teaching Hospitals NHS Trust (LTHTrust) will act as the lead organisation for managing all objection requests from an individual for the YHCR.
 
An individual can raise an objection of having a YHCR created.

Right to raise an objection:
The service user will contact the Information Governance Team/Lead at LTHTrust to confirm that they would like the right to raise an objection of sharing their personal information or sensitive personal information relating to them via the YHCR system.
The service user will be requested to verify their demographic details and date of birth, providing the service user with an application form to complete.
The LTHTrust’s Information Governance Team records the patient’s NHS Number, Name, Address, and Date of Birth via an application form.
The LTHTrust’s Information Governance Team will provide a response letter to the service user notifying them that a decision will be made within one month from the day reported and they will be notified of the decision via their partner organisation. 
The LTHTrust’s Information Governance Team will send the request for raising an objection to the service users for the attention of the Data Protection Officer and Caldicott Guardian at the partner organisation.
The partner organisation’s Data Protection Officer and Caldicott Guardian will review the service users request to raise an objection and assess if the objection is valid. . 
The partner organisation will notify the LTHTrust’s Information Governance team of their decision and inform the service user of the decision by letter.
The partner organisation’s and LTHTrust’s Information Governance Team will keep a record of the outcome.
·  If upheld, the service user’s details will then be forwarded to Rotherham’s system administration team to disable the sharing for the service user record from the YHCR system. Currently the site hosting of YHCR is sub-processed by Rotherham.  When YHCR is hosted in the Cloud the nominated sub-processor will fulfil this obligation.
· Rotherham’s system administration will send confirmation when this has been completed to the partner organisation’s and LTHTrust’s Information Governance Team. Currently the site hosting of YHCR is sub-processed by Rotherham.  When YHCR is hosted in the Cloud the nominated sub-processor will fulfil this obligation.
· Following this, the partner organisation and/or LTHTrust’s Information Governance Team will send a letter to the service users to confirm this has been completed. 

A patient’s decision to object to the processing of their data by the YHCR, does not prevent information sharing that would normally take place to support patient care nor does it prevent the sharing of specific information in the public interest e.g. serious risk of harm / abuse.  This should be explained to the patient.

An individual at any time can chose to opt back into having a YHCR created.


Opt back in Process:
The service user will contact the LTHTrust’s Information Governance Team to confirm that they would like to Opt back in to the sharing their personal information or sensitive personal information relating to them via the YHCR system.
The service user will be requested to verify their demographics details and date of birth.
The LTHTrust’s Information Governance Team records the patient’s NHS Number, Name, Address, and Date of Birth and will advise the patient that it will take up to 2 working days to reinstate their record into the YHCR system.
The LTHTrust’s Information Governance Team will keep a record that the patient has opted back in. 
LTHTrust’s information Governance Team will contact the partner organization’s Information Governance Team to notify them of the service users request.
· The service user’s details will then be forwarded to Rotherham’s system administration team to reactivate the sharing of the service user’s record on the YHCR system. Currently the site hosting of YHCR is sub-processed by Rotherham.  When YHCR is hosted in the Cloud the nominated sub-processor will fulfil this obligation.
· The service user will be sent a confirmation letter from the partner organisation informing them that their information will now be shared via the YHCR system. 


SCHEDULE 4
INFORMATION GOVERNANCE BREACHES
This procedure describes the stages when a user of The YHCR accesses service user information within the YHCR to which they are not entitled. 
Break Glass Function 
The YHCR has a ‘Break Glass’ function will allow authorised users of the YHCR to access service user information that is restricted. The stages outlined below define the process for the data processor in relation to the Break Glass function:
 
· The YHCR will flag services user records where the break glass function has been invoked.
· If there is not a valid reason the system administration Team at Rotherham will contact the IG Organisational lead at the partner organisation for the YHCR user to inform them of the potential inappropriate access. Currently the site hosting of YHCR is sub-processed by Rotherham.  When YHCR is hosted in the Cloud the nominated sub-processor will fulfil this obligation.

Complaint by a service user/YHCR user regarding YHCR access

A service user or YHCR user may have concerns in with regards to YHCR users accessing records where the YHCR user is not involved in the direct care for the service user or there is no legitimate reason for access. The stages outlined below define the process for the Data Processor in relation to the Complaint by a service user/YHCR user regarding YHCR access:

· The IG Team for the YHCR user shall contact the LTHTrust IG Team to request an audit and any supporting documentation

· The LTHTrust IG will provide the requested documentation.

SCHEDULE 5
RBAC Roles
1.0 Background

Patients, care users and citizens must have confidence that data sharing is secure, and that confidential patient information is shared appropriately and only with individuals that have a legitimate relationship with the patient. Data sharing should meet the reasonable expectations of the patient

Partner organisations will manage the YHCR authentication and access control function.

RBAC Roles

Access to the YHCR will only be permitted to staff authorised by the Data Controllers, who have completed the registration process and obtained their own unique personal username and password.

Access to the YHCR will be regulated under Role Bases Access Controls (RBAC)

The YHCR RBAC functionality provides the ability to create “Roles” associated with specific activities that allow the user to perform tasks relevant to their role. Roles contain the various permissions available within the system. Roles can be edited once created. Users created on YHCR can be assigned one or many roles.  Access categories from each organisation will be approved by the YHCR Project Board.

An example of RBAC model is shown below. 

This model contains more RBAC clinical roles (RBAC 4.5, RBAC 5.0) with examples of job titles and whilst these roles are suited to an Acute setting, many of the roles or similar roles can be found in other settings. It will also show functionality of the roles beyond READ, READLIST. 

It is not expected to replace existing RBAC arrangements to support local sharing within a YHCR. However, if there is no access control model in place, partner organisations can adopt this model.



	RBAC role
	Staff types (examples)
	Read List [Summary information only]
	Read 
[access to full record]

	1
	Receptionist
	Demographic data only

	2
	Role can be adapted for non-clinical use but is required for basic Admin 
	Yes
	No

	3
	Senior Administrator
	Yes
	No

	4+
	Registered and Regulated Health Care Professional 
	Yes
	Yes



There is the need to have a role that would work for social care. It is noted that the social worker is a regulated and registered professional.
Please see below links to spread sheets which show job titles that have been mapped to RBAC roles.



[bookmark: _MON_1617528646][bookmark: _MON_1633324796]

2.0 The Controls
Partner organisations will implement the following controls to ensure that access to patient care records is appropriately protected:

· Authentication: Partner organisations will need to ensure with their participating bodies the use of appropriate processes and mechanisms for identity verification of staff, assignment to roles and groups, and strong authentication. Initially, a Partner organisations access control policy may need to recognise password-based authentication with future support for strong authentication. 
· Authorisation: Partner organisations will need to determine the degree of access to data that will be allowed by a member of staff within a participating body. Partner organisations will need to continue to keep local access controls and privileges current and up to date.
· Audit: Partner organisations will need to be able to audit and investigate access to a patient’s care record. 
· Non-repudiation: Robust systems in place for authorisation and authentication, and audit trails generated each time a care record is accessed, individuals will not be able to repudiate accessing care records.
· Legitimate relationships: Whilst healthcare professionals can access all records this does not mean that they should. “Legitimate Relationship” confirms that the viewer has a justifiable reason to view the patient record as they are involved in their care. Legitimate relationship as defined in Caldicott Information Governance Review 2013[footnoteRef:2] is “The legal relationship that exists between an individual and the health and social care professionals and staffing providing or support their care”. This term is well adopted and understood assuring confidentiality within health and care organisation.  [2:  The Information Governance Review: To Share or Not to Share ] 

Legitimate relationships are created by patient or care events and it is only whilst the legitimate relationship exists that the care record should be accessed by the healthcare professional. 
Legitimate relationship is managed locally, and healthcare professionals will access the YHCR via the patient record. This creates an audit trail of the access. 
· Conformance with IG Framework and Data Security and Protection Toolkit: All LHCRS will achieve the minimum mandatory requirements for the DSPT which will be audited. LHCRs will also have assured information governance activities against the IG Framework
· Professional standards and ethics: all registered and regulated health and care professionals are bound by a code of ethics which set out acceptable behaviours. In the LHCRs all healthcare professional staff that have full access to the patient care record will be a registered and regulated professional. They will be subject to investigation by the professional body with a risk of being sanctioned, if they are reported for professional misconduct. 
· Staff training on confidentiality: All staff in the LHCR will receive confidentiality training. This training will be refreshed at regular agreed intervals. This is important to raise awareness and ensure that staff understand how to handle confidential patient information appropriately, to reduce the risk of breaching patient records by inappropriate access or handling. 
· Patient / Carer authentication: patients and carers will be required to authenticate themselves prior to accessing patient care record. Authentication is vital to protect the individual’s privacy. 
· Sanctions: If a patient record is inappropriately accessed, the staff member will be sanctioned. 








       SCHEDULE 6
Clinical Safety Care Report





[image: ]
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SCHEDULE 7
Management of Accounts 
All access accounts for the YHCR will be managed by the Partner Organisations. 
Annexure 3
Schedule of Processing, Personal Data and Data Subjects
1. The Host Organisation shall comply with any further written instructions with respect to processing by [Insert Partner Organisation Name].
2. Any such further instructions shall be incorporated into this Schedule.
	Description
	Details

	Subject matter of the processing
	The creating a joint electronic care record for service users (patients and social care clients) within the Yorkshire and Humber region area.

	Duration of the processing
	Duration of agreement.

	Nature and purposes of the processing
	The YHCR will support the delivery of integrated care by providing health and social care teams working together with a single point of access to information about the service user, collected from their separate medical and social care records

Humber Teaching NHS Foundation Trust will host and be the Data Processors on behalf of the Yorkshire and Humber region area.

The server(s) used for the development of the YHCR will be stored by Humber Teaching NHS Foundation Trust who are a sub-data Processor of The Rotherham NHS Foundation Trust.

Humber Teaching NHS Foundation Trust is also the Data Controller Humber Teaching NHS Foundation Trust patients’ personal data.
The Legal basis for processing this data is cover by GDPR Article 6.1(e) and Article 9.2(h).

	Type of Personal Data
	Name, address, demographics and health & social care records except where information is restricted by law

	Categories of Data Subject
	Citizens included in the geographic footprint of the Yorkshire & Humber region as outlined in the Yorkshire & Humber Care Record literature.

	Plan for return and destruction of the data
once the processing is complete UNLESS requirement under union or member state law to preserve that type of data
	N/A
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RBAC%20Levels.xlsx
Pivot

		RBAC		3

		Row Labels		Position Title

		Apprentice		Apprentice Clinical Support Worker

				Apprentice Dental Nurse

				Apprentice Medical Education/Clin Skills Technician

				Apprentice Nursing Assistant/CSW

				Nursing Assistant/CSW

		Assistant/Associate Practitioner		Assistant Practitioner Radiography

				Assistant Radiography Practitioner

				Assistant Radiology Practitioner

				Associate Practitioner

				Associate Practitioner Primary Care

				Trainee Assistant Practitioner

		Assistant/Associate Practitioner Nursing		Associate Practitioner

		Chaplain		Assistant Chaplain

				Head of Chaplaincy Services

				Trust Chaplain

		Clerical Worker		Admin & Clerical Band 2

				Admin Officer

				Administration Assistant

				Administration Officer

				Administrative Assistant

				Administrative Co-ordinator

				Administrative Officer

				Administrative Support Assistant

				Band 3 Admin

				Band 3 Admin & Clerical

				Bed Board Co-ordinator

				Bedboard Co-ordinator

				Clereical Officer - Outpatients

				Clerical Assistant

				Clerical Officer

				Clerical Officer - Admissions

				Clerical Officer - Outpatients

				Clerical Officer - Receptionist

				Clerical Officer/Receptionist

				Clerical Officer/Receptionist Radiology Academy

				Clerk/Typist

				Clinical Coder

		Clinical Psychologist		Genetic Counsellor

				Genetic Counsellor Principal

				Genetic Counsellor Trainee

				Head of Adult Psychology Services [Surgical]

				Head of Psychology Services

				Post Graduate Doctoral Trainee Clinical Psychologist

				Renal Young Persons Key Worker

				Staff Counsellor

		Health Care Support Worker		Hair Loss Support Worker

		Healthcare Assistant		Apprentice Clinical Support Worker

				Peripatetic Assessor/Trainer

				Witness - Laboratory Support Worker

		Healthcare Scientist		Head of Paediatric Audiology Services

		Helper/Assistant		Advanced Clinical Support Worker

				Assistant Practitioner

				Assistant Practitioner Radiography

				Cardiac Ultrasound Assistant

				Cardiology Assistant

				Dental Nurse/Technician

				Dental Support Worker

				Dietetic Assistant

				Entry Level Research Officer

				Healthcare Scientist Assistant Nuclear Medicine

				Imaging Technician

				Pharmacy Support Worker

				Pharmacy Support Worker Higher

				Physiotherapy Assistant

				Physiothereapy Assistant

				Radiographer Assistant/Helper

				Radiographic Assistant

				Radiography Assistant

				Radiography Assistant/Helper

				Radionuclide Therapy Assistant

				Radiotherapy Assistant Practitioner

				Radiotherapy Helper

				Senior Occupational Therapy Support Worker

				Senior Physiotherapy Assistant

				SIS Dispensary Supervisor

				SIS/Dispensary Clerk

				Therapy Assistant - Wheelchair Services

				Therapy Support Worker

				Trainee Assistant Practitioner

				Workshop Assistant - Renal

		Manager		Clinical Perfusion Manager

				Clinical Physiologist Head of Service

				Clinical Scientist - Head of Treatment Planning

				Clinical Trials Manager

				Office Manager/Supervisor/Snr Medical Secretary

		Medical Laboratory Assistant		Biomedical Support Worker

				Biomedical Support Worker - Higher Level

				Research Scientist

				Senior Hearing Care Assistant

		Nurse Manager		Clinical Services Manager

		Nursery Nurse		Childcare Development Co-ordinator

				Deputy Nursery Manager

				Early Years Practitioner

				Early Years Professional

				Nursery Assistant

				Nursery Nurse

				Play Leader

		Officer		Administration Assistant

				Administrative Co-ordinator

				Administrative Manager

				Administrative Officer

				Assistant Data Quality Manager

				Assistant Patient Services Co-ordinator

				Assistant Quality Manager

				Assistant Theatre Systems Administrator

				BMT Co-ordinator

				Breast Screening Administration Manager

				Cleft Lip Palate Co-ordinator

				Clinical Coder Higher Level

				Clinical Coding Specialist

				Clinical Coding Supervisor

				Clinical Coding Team Leader

				Clinical Coding Trainer/Auditor

				Clinical Trials Administrator & Data Officer

				Database Support Officer - Cardiac

				Development Specialist

				Directorate Administrative Assistant

				ELN-MDS Registry UK Co-ordinator

				Information Manager - Access Reporting Team

				MDT Co-ordinator

				MDT Leader

				Mental Capacity Act Co-ordinator

				National Histopathology Training School Administrator

				Office Manager

				Office Manager/Supervisor/Snr Medical Secretary

				Optical Services Administrator

				Pathology Information Officer

				Patient Administration Project Officer

				Patient Services Co-ordinator

				Phlebotomy Co-ordinator

				PPM Quality and Training Co-ordinator

				Project Support Officer

				Radiology Senior System Support Officer

				Radiotherapy Department Administrator

				Senior Clinical Trials Assistant

				Senior Patient Services Co-ordinator

				Senior Phlebotomy Co-ordinator

				Service Co-ordinator

				Supervisor - Outpatients

				Waiting List Co-ordinator

				West Yorkshire Critical Care Network Co-ordinator

		Optometrist		Dispensing Optician Manager

		Phlebotomist		Biomedical Support Worker/Phlebotomist

				Phlebotomist

				Phlebotomy Co-ordinator

				Phlebotomy Team Leader

		Play Specialist		Activities Co-ordinator

				Play Leader

				Play Specialist

		Play Therapist		Play Leader

				Play Specialist

		Practitioner		Associate Healthcare Science Practitioner

				Manual Lymphatic Drainage Therapist

				Natural Healer

				Peri-operative Team Leader

		Psychotherapist		Senior Counsellor

		Receptionist		Medical Secretary/Receptionist

		Specialist Practitioner		Head of Adult Psychology Services [Medical]

				Head of Neuropsychology Service

				Theatre Suite Co-ordinator

		Technician		AAA Screening Technician

				Anatomical Pathology Technician

				Anatomical Pathology Technician - Higher

				Associate Audiologist

				Audiologist

				Biomedical Support Worker - Higher Level

				Brachytherapy Dosimetrist/Technologist

				Chief Brachytherapy Dosimetrist/Technologist

				Chief Clinical Physiologist

				Chief Dental Technician

				Chief Maxillo-Facial Prosthetist

				Clinical Nurse Manager

				Clinical Perfusion Manager

				Clinical Physiologist

				Clinical Physiologist/Clinical Educator

				Clinical Physiology Team Manager

				Clinical Technologist

				Clinical Technologist/Treatment Planner

				Clinical Trials Technician - QA Lead

				Consultant Cardiac Sonographer

				Cytology Screener

				Dental Technical Services Manager

				Deputy Senior Dental Nurse

				Donor Transplant Co-ordinator

				Dosimetrist

				Genetic Technologist

				Head of Audiology Services

				Head of Paediatric Audiology Services

				Head of Radiotherapy Technology Services

				Highly Specialist Cardiac Physiologist

				Highly Specialist Cardiac Sonographer

				Highly Specialist Physiologist

				Implant Co-ordinator

				Invasive Team Manager

				Lead Dental Nurse

				Malignant Hyperthermia Laboratory Technician

				Medical Technical Officer

				Medical Technical Officer - Clinical Neurophysiology

				Molecular Genetics Technical Officer

				Non Registered Medical Physicist

				Oral Surgery Co-ordinator

				Patient Information Co-ordinator

				Principal Research Officer

				Principal Tutor Dental Technician

				Radiopharmacy Pharmacy Assistant Higher Level

				Radiotherapy Technology Clinical Technologist

				Radiotherapy Technology Procurement Technician

				Research Officer

				Respiratory/Cardiac Physiologist

				Sedation Co-ordinator

				Sen Technologist/Sen Radiographer Bone Densitometry

				Senior Assistant Technical Officer

				Senior Assistant Technician - Radiotherapy Technology

				Senior Clinical Perfusionist

				Senior Maintenance Technician - Dental Workshop

				Senior Molecular Genetics Technologist

				Senior Radiographer/MTO

				Senior Research Officer

				Senior Tutor Dental Nurse

				Service Manager - Clinical Physiology

				Specialist Audiologist Hearing Therapist

				Specialist Cardiac Physiologist

				Specialist Clinical Technologist

				Specialist Physiological Measurement Practioner

				Specialist Practitioner in Urodynamics

				Specialist Respiratory Physiologist

				Team Leader Adult Audiology Services

				Team Leader Paediatric Audiology Services

				Team Leader Retinal Screening

				Trainee Cardiac Physiologist

				Trainee Clinical Scientist

				Trainee Congenital Cardiac Sonographer

				Trainee Physiologist

				Trainer/Assessor Dental Nurse

				Treatment Planning Clinical Technologist/Dosimetrist

				Ultrsound Section Team Leader

				Urodynamics Technician













































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Sheet1

		Role		Position Title		Role + Position Title		RBAC

		Accountant		Assistant Unit Accountant		Accountant Assistant Unit Accountant		1.0								No role found

		Accountant		Charitable Funds Accountant		Accountant Charitable Funds Accountant		1.0

		Accountant		Corporate Accountant		Accountant Corporate Accountant		1.0

		Accountant		Corporate Accountant - Contract Income		Accountant Corporate Accountant - Contract Income		1.0

		Accountant		Directorate Accountant		Accountant Directorate Accountant		1.0

		Accountant		Finance Officer		Accountant Finance Officer		1.0

		Accountant		Financial Systems Manager		Accountant Financial Systems Manager		1.0

		Accountant		Principal Finance Manager		Accountant Principal Finance Manager		1.0

		Accountant		Principal Finance Manager Accoutability & Control		Accountant Principal Finance Manager Accoutability & Control		1.0

		Accountant		Principal Finance Manager Information & Control		Accountant Principal Finance Manager Information & Control		1.0

		Accountant		Senior Costing Accountant		Accountant Senior Costing Accountant		1.0

		Adviser		HR Advisor		Adviser HR Advisor		1.0

		Adviser		Senior Health and Safety Adviser		Adviser Senior Health and Safety Adviser		1.0

		Adviser		Senior HR Adviser		Adviser Senior HR Adviser		1.0

		Analyst		Access Reporting Team Information Analyst		Analyst Access Reporting Team Information Analyst		1.0

		Analyst		Assistant Finance Analyst		Analyst Assistant Finance Analyst		1.0

		Analyst		Assistant Information Manager		Analyst Assistant Information Manager		1.0

		Analyst		Business Analyst		Analyst Business Analyst		1.0

		Analyst		Database Programmer/Analyst		Analyst Database Programmer/Analyst		1.0

		Analyst		Financial Systems Analyst		Analyst Financial Systems Analyst		1.0

		Analyst		Information Analyst		Analyst Information Analyst		1.0

		Analyst		Pharmacy Procurement Data Analyst		Analyst Pharmacy Procurement Data Analyst		1.0

		Analyst		Senior Analyst		Analyst Senior Analyst		1.0

		Analyst		Senior Business Analyst		Analyst Senior Business Analyst		1.0

		Analyst		Senior Financial Analyst		Analyst Senior Financial Analyst		1.0

		Analyst		Senior Information Analyst		Analyst Senior Information Analyst		1.0

		Analyst		Senior IT Business Analyst		Analyst Senior IT Business Analyst		1.0

		Analyst		Senior Project Analyst		Analyst Senior Project Analyst		1.0

		Analyst		Senior Technical Support Analyst		Analyst Senior Technical Support Analyst		1.0

		Analyst		Specialist Financial Analyst		Analyst Specialist Financial Analyst		1.0

		Analyst		Specialist Financial Analyst - Costing		Analyst Specialist Financial Analyst - Costing		1.0

		Analyst		Workforce Intelligence Analyst		Analyst Workforce Intelligence Analyst		1.0

		Apprentice		Apprentice Clinical Support Worker		Apprentice Apprentice Clinical Support Worker		3.0

		Apprentice		Apprentice Dental Nurse		Apprentice Apprentice Dental Nurse		3.0

		Apprentice		Apprentice Maintenance Craftsman		Apprentice Apprentice Maintenance Craftsman		1.0

		Apprentice		Apprentice Medical Education/Clin Skills Technician		Apprentice Apprentice Medical Education/Clin Skills Technician		3.0

		Apprentice		Apprentice Nursing Assistant/CSW		Apprentice Apprentice Nursing Assistant/CSW		3.0

		Apprentice		Nursing Assistant/CSW		Apprentice Nursing Assistant/CSW		3.0

		Architect		Integration Architect		Architect Integration Architect		1.0

		Assistant		Assistant Transport Co-ordinator		Assistant Assistant Transport Co-ordinator		1.0

		Assistant		Catering Assistant		Assistant Catering Assistant		1.0

		Assistant		Domestic Assistant		Assistant Domestic Assistant		1.0

		Assistant		Estates Maintenance Worker		Assistant Estates Maintenance Worker		1.0

		Assistant		Monitoring Officer - Laundry Services & Uniform		Assistant Monitoring Officer - Laundry Services & Uniform		1.0

		Assistant		Stores Assistant		Assistant Stores Assistant		1.0

		Assistant/Associate Practitioner		Assistant Practitioner Radiography		Assistant/Associate Practitioner Assistant Practitioner Radiography		3.0

		Assistant/Associate Practitioner		Assistant Radiography Practitioner		Assistant/Associate Practitioner Assistant Radiography Practitioner		3.0

		Assistant/Associate Practitioner		Assistant Radiology Practitioner		Assistant/Associate Practitioner Assistant Radiology Practitioner		3.0

		Assistant/Associate Practitioner		Associate Practitioner		Assistant/Associate Practitioner Associate Practitioner		3.0

		Assistant/Associate Practitioner		Associate Practitioner Primary Care		Assistant/Associate Practitioner Associate Practitioner Primary Care		3.0

		Assistant/Associate Practitioner Nursing		Assistant Practitioner		Assistant/Associate Practitioner Nursing Assistant Practitioner		4.5

		Assistant/Associate Practitioner Nursing		Associate Practitioner		Assistant/Associate Practitioner Nursing Associate Practitioner		3.0

		Assistant/Associate Practitioner		Trainee Assistant Practitioner		Assistant/Associate Practitioner Trainee Assistant Practitioner		3.0

		Biomedical Scientist		Advanced Biomedical Scientist		Biomedical Scientist Advanced Biomedical Scientist		4.0

		Biomedical Scientist		B6 Biomedical Scientists		Biomedical Scientist B6 Biomedical Scientists		4.0

		Biomedical Scientist		Biomedical Scientist		Biomedical Scientist Biomedical Scientist		4.0

		Biomedical Scientist		Biomedical Scientist - Path IM&T Advanced Specialist		Biomedical Scientist Biomedical Scientist - Path IM&T Advanced Specialist		2.0

		Biomedical Scientist		Biomedical Scientist/MOHS Technician		Biomedical Scientist Biomedical Scientist/MOHS Technician		2.0

		Biomedical Scientist		Blood Transfusion Site Co-ordinator		Biomedical Scientist Blood Transfusion Site Co-ordinator		4.0

		Biomedical Scientist		Chief Biomedical Scientist		Biomedical Scientist Chief Biomedical Scientist		4.0

		Biomedical Scientist		Chief Biomedical Scientist - Multi Site		Biomedical Scientist Chief Biomedical Scientist - Multi Site		4.0

		Biomedical Scientist		Chief Biomedical Scientist - Site Co-ordinator		Biomedical Scientist Chief Biomedical Scientist - Site Co-ordinator		4.0

		Biomedical Scientist		Chief Biomedical Scientist Clinical Data Systems		Biomedical Scientist Chief Biomedical Scientist Clinical Data Systems		2.0

		Biomedical Scientist		Chief Biomedical Scientist Histopathology		Biomedical Scientist Chief Biomedical Scientist Histopathology		4.0

		Biomedical Scientist		Healthcare Scientist		Biomedical Scientist Healthcare Scientist		4.0

		Biomedical Scientist		HMDS Service Manager		Biomedical Scientist HMDS Service Manager		4.0

		Biomedical Scientist		Laboratory Manager		Biomedical Scientist Laboratory Manager		4.0

		Biomedical Scientist		Pathology IT Clinical System Lead		Biomedical Scientist Pathology IT Clinical System Lead		2.0

		Biomedical Scientist		Pathology IT Operations Manager		Biomedical Scientist Pathology IT Operations Manager		2.0

		Biomedical Scientist		Pathology IT Small Systems & Network Manager		Biomedical Scientist Pathology IT Small Systems & Network Manager		2.0

		Biomedical Scientist		Principal Healthcare Scientist		Biomedical Scientist Principal Healthcare Scientist		4.0

		Biomedical Scientist		Quality Manager		Biomedical Scientist Quality Manager		4.0

		Biomedical Scientist		Quality Manager - Blood Transfusion		Biomedical Scientist Quality Manager - Blood Transfusion		4.0

		Biomedical Scientist		Quality Manager Haematology		Biomedical Scientist Quality Manager Haematology		4.0

		Biomedical Scientist		Specialist Biomedical Scientist		Biomedical Scientist Specialist Biomedical Scientist		4.0

		Biomedical Scientist		Training Co-ordinator/Biomedical Scientist		Biomedical Scientist Training Co-ordinator/Biomedical Scientist		4.0

		Biomedical Scientist		Training Co-ordinator/BMS		Biomedical Scientist Training Co-ordinator/BMS		2.0

		Building Officer		Assistant Estates Manager		Building Officer Assistant Estates Manager		1.0

		Building Officer		Building Schemes Designer		Building Officer Building Schemes Designer		1.0

		Building Officer		Building Services Designer - Electrical		Building Officer Building Services Designer - Electrical		1.0

		Building Officer		Energy Technician		Building Officer Energy Technician		1.0

		Building Officer		Estates Manager - Operations		Building Officer Estates Manager - Operations		1.0

		Building Officer		Estates Manager - Specialist Services		Building Officer Estates Manager - Specialist Services		1.0

		Building Officer		Estates Officer - Building		Building Officer Estates Officer - Building		1.0

		Building Officer		Trust Building Manager		Building Officer Trust Building Manager		1.0

		Chaplain		Assistant Chaplain		Chaplain Assistant Chaplain		3.0

		Chaplain		Head of Chaplaincy Services		Chaplain Head of Chaplaincy Services		3.0

		Chaplain		Trust Chaplain		Chaplain Trust Chaplain		3.0

		Chargehand		Facilities Supervisor - Transport Services		Chargehand Facilities Supervisor - Transport Services		1.0

		Chief Executive		Chief Executive		Chief Executive Chief Executive		1.0

		Childcare Co-ordinator		Administrative Officer		Childcare Co-ordinator Administrative Officer		1.0

		Chiropodist/Podiatrist Manager		Foot Health Manager		Chiropodist/Podiatrist Manager Foot Health Manager		5.0

		Chiropodist/Podiatrist Manager		Head of Foot Health		Chiropodist/Podiatrist Manager Head of Foot Health		5.0

		Chiropodist/Podiatrist		Podiatrist		Chiropodist/Podiatrist Podiatrist		5.0

		Chiropodist/Podiatrist Specialist Practitioner		Specialist Hospital Podiatrist - Senior 1		Chiropodist/Podiatrist Specialist Practitioner Specialist Hospital Podiatrist - Senior 1		5.0

		Chiropodist/Podiatrist		Staff Service Podiatrist		Chiropodist/Podiatrist Staff Service Podiatrist		5.0

		Clerical Worker		AAA Screening Administrator		Clerical Worker AAA Screening Administrator		1.0

		Clerical Worker		Admin & Clerical Band 2		Clerical Worker Admin & Clerical Band 2		3.0

		Clerical Worker		Admin Officer		Clerical Worker Admin Officer		3.0

		Clerical Worker		Administration Assistant		Clerical Worker Administration Assistant		3.0

		Clerical Worker		Administration Officer		Clerical Worker Administration Officer		3.0

		Clerical Worker		Administrative Assistant		Clerical Worker Administrative Assistant		3.0

		Clerical Worker		Administrative Co-ordinator		Clerical Worker Administrative Co-ordinator		3.0

		Clerical Worker		Administrative Officer		Clerical Worker Administrative Officer		3.0

		Clerical Worker		Administrative Support Assistant		Clerical Worker Administrative Support Assistant		3.0

		Clerical Worker		Band 3 Admin		Clerical Worker Band 3 Admin		3.0

		Clerical Worker		Band 3 Admin & Clerical		Clerical Worker Band 3 Admin & Clerical		3.0

		Clerical Worker		Bed Board Co-ordinator		Clerical Worker Bed Board Co-ordinator		3.0

		Clerical Worker		Bedboard Co-ordinator		Clerical Worker Bedboard Co-ordinator		3.0

		Clerical Worker		Cashier		Clerical Worker Cashier		1.0

		Clerical Worker		Charitable Fund Administrator		Clerical Worker Charitable Fund Administrator		1.0

		Clerical Worker		Clereical Officer - Outpatients		Clerical Worker Clereical Officer - Outpatients		3.0

		Clerical Worker		Clerical Assistant		Clerical Worker Clerical Assistant		3.0

		Clerical Worker		Clerical Officer		Clerical Worker Clerical Officer		3.0

		Clerical Worker		Clerical Officer - Admissions		Clerical Worker Clerical Officer - Admissions		3.0

		Clerical Worker		Clerical Officer - Outpatients		Clerical Worker Clerical Officer - Outpatients		3.0

		Clerical Worker		Clerical Officer - Receptionist		Clerical Worker Clerical Officer - Receptionist		3.0

		Clerical Worker		Clerical Officer/Receptionist		Clerical Worker Clerical Officer/Receptionist		3.0

		Clerical Worker		Clerical Officer/Receptionist Radiology Academy		Clerical Worker Clerical Officer/Receptionist Radiology Academy		3.0

		Clerical Worker		Clerk/Typist		Clerical Worker Clerk/Typist		3.0

		Clerical Worker		Clinical Coder		Clerical Worker Clinical Coder		3.0

		Clerical Worker		Clinical Trials Administrator		Clerical Worker Clinical Trials Administrator		2.0

		Clerical Worker		Clinical Trials Assistant		Clerical Worker Clinical Trials Assistant		4.0

		Clerical Worker		Customer Service Operator		Clerical Worker Customer Service Operator		1.0

		Clerical Worker		Data Base Support Officer		Clerical Worker Data Base Support Officer		1.0

		Clerical Worker		Data Clerk		Clerical Worker Data Clerk		4.0

		Clerical Worker		Data Manager		Clerical Worker Data Manager		4.0

		Clerical Worker		Data Manager - Oncology		Clerical Worker Data Manager - Oncology		4.0

		Clerical Worker		Data Quality Officer		Clerical Worker Data Quality Officer		4.0

		Clerical Worker		Data Support Officer		Clerical Worker Data Support Officer		4.0

		Clerical Worker		Database Clerk		Clerical Worker Database Clerk		1.0

		Clerical Worker		Database Support Officer		Clerical Worker Database Support Officer		1.0

		Clerical Worker		Digital Copier/Print Finisher		Clerical Worker Digital Copier/Print Finisher		1.0

		Clerical Worker		Doctors Assistant		Clerical Worker Doctors Assistant		4.5

		Clerical Worker		E-Rostering Support Assistant		Clerical Worker E-Rostering Support Assistant		1.0

		Clerical Worker		Family History Administrator		Clerical Worker Family History Administrator		4.0

		Clerical Worker		Finance Assistant - Payments		Clerical Worker Finance Assistant - Payments		1.0

		Clerical Worker		Finance Officer		Clerical Worker Finance Officer		1.0

		Clerical Worker		Finance Officer - Debtors		Clerical Worker Finance Officer - Debtors		1.0

		Clerical Worker		Health & Fitness Coach		Clerical Worker Health & Fitness Coach		1.0

		Clerical Worker		Informatics Administration Officer		Clerical Worker Informatics Administration Officer		4.0

		Clerical Worker		Inpatient Placement Officer		Clerical Worker Inpatient Placement Officer		4.0

		Clerical Worker		In-patient Placement officer		Clerical Worker In-patient Placement officer		4.0

		Clerical Worker		IT Support Officer		Clerical Worker IT Support Officer		1.0

		Clerical Worker		Library Assistant		Clerical Worker Library Assistant		1.0

		Clerical Worker		Locum Bank Support Assistant		Clerical Worker Locum Bank Support Assistant		1.0

		Clerical Worker		Materials Management Assistant		Clerical Worker Materials Management Assistant		1.0

		Clerical Worker		MDT Administration Officer		Clerical Worker MDT Administration Officer		1.0

		Clerical Worker		MDT Co-ordinator		Clerical Worker MDT Co-ordinator		4.0

		Clerical Worker		MDT Support Co-ordinator		Clerical Worker MDT Support Co-ordinator		4.0

		Clerical Worker		MDT Support Worker		Clerical Worker MDT Support Worker		4.0

		Clerical Worker		Medical Records Supervisor		Clerical Worker Medical Records Supervisor		1.0

		Clerical Worker		Non-Clinical Support Worker		Clerical Worker Non-Clinical Support Worker		1.0

		Clerical Worker		Patient Affairs Officer		Clerical Worker Patient Affairs Officer		1.0

		Clerical Worker		Patient Pathway Administration Co-ordinator		Clerical Worker Patient Pathway Administration Co-ordinator		4.0

		Clerical Worker		Payroll/Pensions Officer		Clerical Worker Payroll/Pensions Officer		1.0

		Clerical Worker		Pharmacy Customer Service Officer		Clerical Worker Pharmacy Customer Service Officer		1.0

		Clerical Worker		Pharmacy Homecare Invoice Administrator		Clerical Worker Pharmacy Homecare Invoice Administrator		1.0

		Clerical Worker		Pharmacy Inventory Procurement Officer		Clerical Worker Pharmacy Inventory Procurement Officer		1.0

		Clerical Worker		Pharmacy Inventory Support Officer		Clerical Worker Pharmacy Inventory Support Officer		1.0

		Clerical Worker		Pharmacy Invoicing Officer		Clerical Worker Pharmacy Invoicing Officer		1.0

		Clerical Worker		Pharmacy Procurement Business Clerk		Clerical Worker Pharmacy Procurement Business Clerk		1.0

		Clerical Worker		Pharmacy Procurement Inventory Clerk		Clerical Worker Pharmacy Procurement Inventory Clerk		1.0

		Clerical Worker		Pharmacy Stock Checker		Clerical Worker Pharmacy Stock Checker		2.0

		Clerical Worker		Quality Assurance Officer		Clerical Worker Quality Assurance Officer		4.0

		Clerical Worker		Radiology Data Quality Clerk		Clerical Worker Radiology Data Quality Clerk		1.0

		Clerical Worker		Receipt & Distribution Assistant		Clerical Worker Receipt & Distribution Assistant		1.0

		Clerical Worker		Receipts & Distribution Assistant		Clerical Worker Receipts & Distribution Assistant		1.0

		Clerical Worker		Recruitment Assistant		Clerical Worker Recruitment Assistant		1.0

		Clerical Worker		Registration Authority Agent		Clerical Worker Registration Authority Agent		1.0

		Clerical Worker		Research Administrator		Clerical Worker Research Administrator		1.0

		Clerical Worker		Service Agreements Administrative Assistant		Clerical Worker Service Agreements Administrative Assistant		1.0

		Clerical Worker		Specialty Support Admin Officer		Clerical Worker Specialty Support Admin Officer		4.0

		Clerical Worker		Statistics Officer		Clerical Worker Statistics Officer		1.0

		Clerical Worker		Storekeeper/Clerk		Clerical Worker Storekeeper/Clerk		1.0

		Clerical Worker		Strategy Clerical Officer		Clerical Worker Strategy Clerical Officer		1.0

		Clerical Worker		Strategy Supervisor		Clerical Worker Strategy Supervisor		1.0

		Clerical Worker		Student Finance Assistant		Clerical Worker Student Finance Assistant		1.0

		Clerical Worker		Supervisor - Access for Health Records		Clerical Worker Supervisor - Access for Health Records		4.0

		Clerical Worker		Supervisor - Outpatients		Clerical Worker Supervisor - Outpatients		4.0

		Clerical Worker		Supervisor Outpatients		Clerical Worker Supervisor Outpatients		4.0

		Clerical Worker		Switchboard Operator		Clerical Worker Switchboard Operator		1.0

		Clerical Worker		Trainee Clinical Coder		Clerical Worker Trainee Clinical Coder		4.0

		Clerical Worker		Trainee Payroll Officer		Clerical Worker Trainee Payroll Officer		1.0

		Clerical Worker		Ward Clerk		Clerical Worker Ward Clerk		4.5

		Clerical Worker		Ward Support Clerk/Messenger		Clerical Worker Ward Support Clerk/Messenger		4.0

		Clinical Assistant		Clinical Assistant		Clinical Assistant Clinical Assistant		5.0

		Clinical Assistant		Honorary Clinical Assistant		Clinical Assistant Honorary Clinical Assistant		5.0

		Clinical Director - Dental		Clinical Director		Clinical Director - Dental Clinical Director		5.0

		Clinical Director - Medical		Clinical Director		Clinical Director - Medical Clinical Director		5.0

		Clinical Director - Medical		Clinical Director - Occupational Health		Clinical Director - Medical Clinical Director - Occupational Health		1.0

		Clinical Director - Medical		Lead Clinician		Clinical Director - Medical Lead Clinician		5.0

		Clinical Psychologist		Clinical Director Psychology Training Programme		Clinical Psychologist Clinical Director Psychology Training Programme		5.0

		Clinical Psychologist		Clinical Psychologist		Clinical Psychologist Clinical Psychologist		5.0

		Clinical Psychologist		Clinical Psychology - Graduate Assistant		Clinical Psychologist Clinical Psychology - Graduate Assistant		5.0

		Clinical Psychologist		Genetic Counsellor		Clinical Psychologist Genetic Counsellor		3.0

		Clinical Psychologist		Genetic Counsellor Principal		Clinical Psychologist Genetic Counsellor Principal		3.0

		Clinical Psychologist		Genetic Counsellor Trainee		Clinical Psychologist Genetic Counsellor Trainee		3.0

		Clinical Psychologist		Head of Adult Psychology Services [Surgical]		Clinical Psychologist Head of Adult Psychology Services [Surgical]		3.0

		Clinical Psychologist		Head of Counselling		Clinical Psychologist Head of Counselling		1.0

		Clinical Psychologist		Head of Psychology Services		Clinical Psychologist Head of Psychology Services		3.0

		Clinical Psychologist		Infertility Counsellor		Clinical Psychologist Infertility Counsellor		1.0

		Clinical Psychologist		Infertility Counsellor Reproductive Medicine		Clinical Psychologist Infertility Counsellor Reproductive Medicine		1.0

		Clinical Psychologist		Lead Consultant Clinical Neuropsychologist-Epilepsy		Clinical Psychologist Lead Consultant Clinical Neuropsychologist-Epilepsy		5.0

		Clinical Psychologist		Lead Consultant Clinical Paediatric Neuropsychologist		Clinical Psychologist Lead Consultant Clinical Paediatric Neuropsychologist		5.0

		Clinical Psychologist		Lead Consultant Clinical Psychologist		Clinical Psychologist Lead Consultant Clinical Psychologist		5.0

		Clinical Psychologist		Post Graduate Doctoral Trainee Clinical Psychologist		Clinical Psychologist Post Graduate Doctoral Trainee Clinical Psychologist		3.0

		Clinical Psychologist		Principal Clinical Psychologist		Clinical Psychologist Principal Clinical Psychologist		5.0

		Clinical Psychologist		Principal Clinical Psychologist - Paediatrics		Clinical Psychologist Principal Clinical Psychologist - Paediatrics		5.0

		Clinical Psychologist		Principal Clinical Psychologist-Cleft Lip Palate		Clinical Psychologist Principal Clinical Psychologist-Cleft Lip Palate		5.0

		Clinical Psychologist		Principal Clinicial Psychologist		Clinical Psychologist Principal Clinicial Psychologist		5.0

		Clinical Psychologist		Principal Psychologist		Clinical Psychologist Principal Psychologist		5.0

		Clinical Psychologist		Psychology Researcher		Clinical Psychologist Psychology Researcher		1.0

		Clinical Psychologist		Renal Young Persons Key Worker		Clinical Psychologist Renal Young Persons Key Worker		3.0

		Clinical Psychologist		Research Genetic Practitioner		Clinical Psychologist Research Genetic Practitioner		1.0

		Clinical Psychologist		Senior Clinical Psychologist		Clinical Psychologist Senior Clinical Psychologist		5.0

		Clinical Psychologist		Senior Clinical Psychologist - Cardiology		Clinical Psychologist Senior Clinical Psychologist - Cardiology		5.0

		Clinical Psychologist		Senior Counsellor Reproductive Medicine		Clinical Psychologist Senior Counsellor Reproductive Medicine		1.0

		Clinical Psychologist		Staff Counsellor		Clinical Psychologist Staff Counsellor		3.0

		Clinical Psychologist		Young Persons Key Worker		Clinical Psychologist Young Persons Key Worker		1.0

		Consultant		Consulltant		Consultant Consulltant		5.0

		Consultant		Consultant		Consultant Consultant		5.0

		Consultant		Divisional Medical Manager		Consultant Divisional Medical Manager		5.0

		Consultant Healthcare Scientist		Consultant - Clinical Scientist		Consultant Healthcare Scientist Consultant - Clinical Scientist		5.0

		Consultant Healthcare Scientist		Consultant Clinical Cytogeneticist		Consultant Healthcare Scientist Consultant Clinical Cytogeneticist		4.0

		Consultant Healthcare Scientist		Consultant Clinical Scientist		Consultant Healthcare Scientist Consultant Clinical Scientist		5.0

		Consultant Healthcare Scientist		Consultant Clinical Scientist - Regional Directorate		Consultant Healthcare Scientist Consultant Clinical Scientist - Regional Directorate		4.0

		Consultant Healthcare Scientist		Consultant Clinical Scientist Haematological Oncolocy		Consultant Healthcare Scientist Consultant Clinical Scientist Haematological Oncolocy		5.0

		Consultant Healthcare Scientist		Consultant Clinical Scientist Head of Services		Consultant Healthcare Scientist Consultant Clinical Scientist Head of Services		4.0

		Consultant Healthcare Scientist		Consultant Clinical Scientist Head Specialist Srv		Consultant Healthcare Scientist Consultant Clinical Scientist Head Specialist Srv		4.0

		Consultant Healthcare Scientist		Consultant Clinical Scientist HMDS		Consultant Healthcare Scientist Consultant Clinical Scientist HMDS		4.0

		Consultant Healthcare Scientist		Consultant Clinical Scientist-Head of Physio Sciences		Consultant Healthcare Scientist Consultant Clinical Scientist-Head of Physio Sciences		5.0

		Consultant Healthcare Scientist		Principle Clinical Scientist - Consultant HoS		Consultant Healthcare Scientist Principle Clinical Scientist - Consultant HoS		5.0

		Consultant		Honorary Consultant		Consultant Honorary Consultant		5.0

		Consultant		Honorary Locum Consultant		Consultant Honorary Locum Consultant		5.0

		Consultant		Honorary Professor		Consultant Honorary Professor		5.0

		Consultant		Lead Clinician		Consultant Lead Clinician		5.0

		Consultant		Locum Consultant		Consultant Locum Consultant		5.0

		Cook		Chef		Cook Chef		1.0

		Dietitian		Chief Dietician Team Leader		Dietitian Chief Dietician Team Leader		5.0

		Dietitian		Clinical Dietetic Manager		Dietitian Clinical Dietetic Manager		5.0

		Dietitian Consultant		Consultant Dietitian		Dietitian Consultant Consultant Dietitian		5.0

		Dietitian		Dietician		Dietitian Dietician		5.0

		Dietitian		Dietitian		Dietitian Dietitian		5.0

		Dietitian Manager		Clinical Dietetic Manager		Dietitian Manager Clinical Dietetic Manager		1.0

		Dietitian Manager		Head of Dietetics		Dietitian Manager Head of Dietetics		5.0

		Dietitian Specialist Practitioner		Clinical Dietetic Manager		Dietitian Specialist Practitioner Clinical Dietetic Manager		5.0

		Dietitian Specialist Practitioner		Clinical Specialist Dietitian		Dietitian Specialist Practitioner Clinical Specialist Dietitian		5.0

		Dietitian Specialist Practitioner		Consultant Dietitian		Dietitian Specialist Practitioner Consultant Dietitian		5.0

		Director of Nursing		Nurse Director - Operations		Director of Nursing Nurse Director - Operations		5.0

		Driver		Driver		Driver Driver		1.0

		Electrician		Estates Maintenance Worker - Electrician		Electrician Estates Maintenance Worker - Electrician		1.0

		Electrician		Shift Maintenance Engineer -Electrician Higher Level		Electrician Shift Maintenance Engineer -Electrician Higher Level		1.0

		Engineer		Assistant Estates Manager		Engineer Assistant Estates Manager		1.0

		Engineer		CAD Operator		Engineer CAD Operator		1.0

		Engineer		CAD Team Leader		Engineer CAD Team Leader		1.0

		Engineer		Estates Manager - Higher Level		Engineer Estates Manager - Higher Level		1.0

		Engineer		Estates Manager - Operations		Engineer Estates Manager - Operations		1.0

		Engineer		Shift Maintenance Engineer - Higher Level		Engineer Shift Maintenance Engineer - Higher Level		1.0

		Enrolled Nurse		Peri-operative Practitioner EN		Enrolled Nurse Peri-operative Practitioner EN		5.0

		Enrolled Nurse		Specialist Peri-operative Practitioner		Enrolled Nurse Specialist Peri-operative Practitioner		5.0

		Enrolled Nurse		Staff Nurse EN		Enrolled Nurse Staff Nurse EN		5.0

		Finance Director		Associate Director of Finance		Finance Director Associate Director of Finance		1.0

		Fitter		Estates Maintenance Worker - Fitter		Fitter Estates Maintenance Worker - Fitter		1.0

		Foundation Year 1		Foundation Dentist DF1		Foundation Year 1 Foundation Dentist DF1		5.0

		Foundation Year 1		Foundation House Officer 1		Foundation Year 1 Foundation House Officer 1		5.0

		Foundation Year 1		LTFT Foundation House Officer 1 Super		Foundation Year 1 LTFT Foundation House Officer 1 Super		5.0

		Foundation Year 1		Supernumerary Foundation House Officer 1		Foundation Year 1 Supernumerary Foundation House Officer 1		5.0

		Foundation Year 2		Foundation Dentist DF2		Foundation Year 2 Foundation Dentist DF2		5.0

		Foundation Year 2		Foundation House Officer 2		Foundation Year 2 Foundation House Officer 2		5.0

		Foundation Year 2		Foundation House Officer 2 -		Foundation Year 2 Foundation House Officer 2 -		5.0

		Foundation Year 2		Foundation House Officer 2 - Armley Prison		Foundation Year 2 Foundation House Officer 2 - Armley Prison		5.0

		Foundation Year 2		Foundation House Officer 2 - Ashfield/Grange Med Ctr		Foundation Year 2 Foundation House Officer 2 - Ashfield/Grange Med Ctr		5.0

		Foundation Year 2		Foundation House Officer 2 - Church Ln		Foundation Year 2 Foundation House Officer 2 - Church Ln		5.0

		Foundation Year 2		Foundation House Officer 2 - Colton Medical Centre		Foundation Year 2 Foundation House Officer 2 - Colton Medical Centre		5.0

		Foundation Year 2		Foundation House Officer 2 - Craven Road		Foundation Year 2 Foundation House Officer 2 - Craven Road		5.0

		Foundation Year 2		Foundation House Officer 2 - Fieldhead Surgery		Foundation Year 2 Foundation House Officer 2 - Fieldhead Surgery		5.0

		Foundation Year 2		Foundation House Officer 2 - Meanwood		Foundation Year 2 Foundation House Officer 2 - Meanwood		5.0

		Foundation Year 2		Foundation House Officer 2 - Priory Medical Centre		Foundation Year 2 Foundation House Officer 2 - Priory Medical Centre		5.0

		Foundation Year 2		Foundation House Officer 2 - Shaftsbury Medical Ctr		Foundation Year 2 Foundation House Officer 2 - Shaftsbury Medical Ctr		5.0

		Foundation Year 2		Foundation House Officer 2 - Silver Lane Surgery		Foundation Year 2 Foundation House Officer 2 - Silver Lane Surgery		5.0

		Foundation Year 2		Foundation House Officer 2 - Street Lane		Foundation Year 2 Foundation House Officer 2 - Street Lane		5.0

		Foundation Year 2		Foundation House Officer 2 - Windmill Health Centre		Foundation Year 2 Foundation House Officer 2 - Windmill Health Centre		5.0

		Foundation Year 2		Foundation House Officer 2 - Woodhouse Health Centre		Foundation Year 2 Foundation House Officer 2 - Woodhouse Health Centre		5.0

		Foundation Year 2		Foundation House Officer 2 The Mount		Foundation Year 2 Foundation House Officer 2 The Mount		5.0

		Foundation Year 2		LTFT Foundation House Officer 2 - Supernumerary		Foundation Year 2 LTFT Foundation House Officer 2 - Supernumerary		5.0

		Foundation Year 2		LTFT Supernumerary Foundation House Officer 2		Foundation Year 2 LTFT Supernumerary Foundation House Officer 2		5.0

		Gardener/Groundsperson		Gardener		Gardener/Groundsperson Gardener		1.0

		Gardener/Groundsperson		Head Gardener		Gardener/Groundsperson Head Gardener		1.0

		Gardener/Groundsperson		Maintenance Team Leader - Grounds & Gardens		Gardener/Groundsperson Maintenance Team Leader - Grounds & Gardens		1.0

		Health Care Support Worker		Hair Loss Support Worker		Health Care Support Worker Hair Loss Support Worker		3.0

		Health Care Support Worker		Senior Clinical Support Worker		Health Care Support Worker Senior Clinical Support Worker		4.5

		Healthcare Assistant		Advanced Peri-operative Assistant		Healthcare Assistant Advanced Peri-operative Assistant		4.5

		Healthcare Assistant		Apprentice Clinical Support Worker		Healthcare Assistant Apprentice Clinical Support Worker		3.0

		Healthcare Assistant		Apprentice Nursing Assistant/CSW		Healthcare Assistant Apprentice Nursing Assistant/CSW		4.5

		Healthcare Assistant		Assistant Practitioner		Healthcare Assistant Assistant Practitioner		4.5

		Healthcare Assistant		Associate Practitioner		Healthcare Assistant Associate Practitioner		4.5

		Healthcare Assistant		Band 1 Nurse		Healthcare Assistant Band 1 Nurse		4.5

		Healthcare Assistant		Candlelighters Family Help Worker		Healthcare Assistant Candlelighters Family Help Worker		1.0

		Healthcare Assistant		Clinical Research Assistant - Opthalmology		Healthcare Assistant Clinical Research Assistant - Opthalmology		6.0

		Healthcare Assistant		Clinical Support Worker		Healthcare Assistant Clinical Support Worker		4.5

		Healthcare Assistant		Haamla Maternity Support Worker		Healthcare Assistant Haamla Maternity Support Worker		4.0

		Healthcare Assistant		Maternity Support Worker		Healthcare Assistant Maternity Support Worker		4.0

		Healthcare Assistant		Nursing Assistant		Healthcare Assistant Nursing Assistant		4.5

		Healthcare Assistant		Nursing Assistant/CSW		Healthcare Assistant Nursing Assistant/CSW		4.5

		Healthcare Assistant		Peri-operative Assistant		Healthcare Assistant Peri-operative Assistant		4.5

		Healthcare Assistant		Peripatetic Assessor/Trainer		Healthcare Assistant Peripatetic Assessor/Trainer		3.0

		Healthcare Assistant		Senior Clinical Support Worker		Healthcare Assistant Senior Clinical Support Worker		4.5

		Healthcare Assistant		Trainee Peri-operative Assistant		Healthcare Assistant Trainee Peri-operative Assistant		4.0

		Healthcare Assistant		Witness - Laboratory Support Worker		Healthcare Assistant Witness - Laboratory Support Worker		3.0

		Healthcare Science Assistant		AAA Screening Technician		Healthcare Science Assistant AAA Screening Technician		1.0

		Healthcare Science Assistant		Assistant Technical Officer		Healthcare Science Assistant Assistant Technical Officer		1.0

		Healthcare Science Assistant		Associate Audiologist		Healthcare Science Assistant Associate Audiologist		1.0

		Healthcare Science Assistant		Biomedical Support Worker		Healthcare Science Assistant Biomedical Support Worker		1.0

		Healthcare Science Assistant		Biomedical Support Worker - Higher Level		Healthcare Science Assistant Biomedical Support Worker - Higher Level		1.0

		Healthcare Science Assistant		Biomedical Support Worker/Phlebotomist		Healthcare Science Assistant Biomedical Support Worker/Phlebotomist		1.0

		Healthcare Science Assistant		Cardiac Ultrasound Assistant		Healthcare Science Assistant Cardiac Ultrasound Assistant		1.0

		Healthcare Science Assistant		Cardiology Assistant		Healthcare Science Assistant Cardiology Assistant		1.0

		Healthcare Science Assistant		Customer Reception Centre Advisor		Healthcare Science Assistant Customer Reception Centre Advisor		1.0

		Healthcare Science Assistant		Healthcare Scientist Assistant Nuclear Medicine		Healthcare Science Assistant Healthcare Scientist Assistant Nuclear Medicine		1.0

		Healthcare Science Assistant		Medical Engineering Apprentice		Healthcare Science Assistant Medical Engineering Apprentice		1.0

		Healthcare Science Assistant		Medical Engineering Technician		Healthcare Science Assistant Medical Engineering Technician		1.0

		Healthcare Science Assistant		Medical Equipment Attendant		Healthcare Science Assistant Medical Equipment Attendant		1.0

		Healthcare Science Assistant		Medical Illustration Support Worker		Healthcare Science Assistant Medical Illustration Support Worker		1.0

		Healthcare Science Assistant		Pathology Store Support Worker		Healthcare Science Assistant Pathology Store Support Worker		1.0

		Healthcare Science Assistant		Phlebotomist		Healthcare Science Assistant Phlebotomist		1.0

		Healthcare Science Assistant		Phlebotomy Co-ordinator		Healthcare Science Assistant Phlebotomy Co-ordinator		1.0

		Healthcare Science Assistant		Phlebotomy Team Leader		Healthcare Science Assistant Phlebotomy Team Leader		1.0

		Healthcare Science Assistant		Radiological Physics Technical Officer		Healthcare Science Assistant Radiological Physics Technical Officer		1.0

		Healthcare Science Assistant		Radionuclide Therapy Assistant		Healthcare Science Assistant Radionuclide Therapy Assistant		1.0

		Healthcare Science Assistant		Rehabilitation Technical Assistant		Healthcare Science Assistant Rehabilitation Technical Assistant		1.0

		Healthcare Science Assistant		Senior Assistant Technical Officer		Healthcare Science Assistant Senior Assistant Technical Officer		1.0

		Healthcare Science Assistant		Senior Assistant Technician - Radiotherapy Technology		Healthcare Science Assistant Senior Assistant Technician - Radiotherapy Technology		1.0

		Healthcare Science Assistant		Senior Hearing Care Assistant		Healthcare Science Assistant Senior Hearing Care Assistant		1.0

		Healthcare Science Assistant		Senior Medical Equipment Attendant		Healthcare Science Assistant Senior Medical Equipment Attendant		1.0

		Healthcare Science Assistant		Specimen Reception Supervisor		Healthcare Science Assistant Specimen Reception Supervisor		1.0

		Healthcare Science Assistant		Witness - Laboratory Support Worker		Healthcare Science Assistant Witness - Laboratory Support Worker		1.0

		Healthcare Science Assistant		Workshop Assistant - Renal		Healthcare Science Assistant Workshop Assistant - Renal		1.0

		Healthcare Science Associate		Anatomical Pathology Technician		Healthcare Science Associate Anatomical Pathology Technician		1.0

		Healthcare Science Associate		Anatomical Pathology Technician - Higher		Healthcare Science Associate Anatomical Pathology Technician - Higher		1.0

		Healthcare Science Associate		Cytology Screener		Healthcare Science Associate Cytology Screener		1.0

		Healthcare Science Practitioner		Audiologist		Healthcare Science Practitioner Audiologist		1.0

		Healthcare Science Practitioner		Biomedical Scientist		Healthcare Science Practitioner Biomedical Scientist		1.0

		Healthcare Science Practitioner		Biomedical Scientist - Path IM&T Advanced Specialist		Healthcare Science Practitioner Biomedical Scientist - Path IM&T Advanced Specialist		1.0

		Healthcare Science Practitioner		Biomedical Scientist/MOHS Technician		Healthcare Science Practitioner Biomedical Scientist/MOHS Technician		1.0

		Healthcare Science Practitioner		Brachytherapy Dosimetrist/Technologist		Healthcare Science Practitioner Brachytherapy Dosimetrist/Technologist		1.0

		Healthcare Science Practitioner		Chief Brachytherapy Dosimetrist/Technologist		Healthcare Science Practitioner Chief Brachytherapy Dosimetrist/Technologist		1.0

		Healthcare Science Practitioner		Chief Clinical Physiologist		Healthcare Science Practitioner Chief Clinical Physiologist		1.0

		Healthcare Science Practitioner		Chief Medical Photographer		Healthcare Science Practitioner Chief Medical Photographer		1.0

		Healthcare Science Practitioner		Chief Technologist/Dosimetrist		Healthcare Science Practitioner Chief Technologist/Dosimetrist		1.0

		Healthcare Science Practitioner		Clinical Photographer		Healthcare Science Practitioner Clinical Photographer		1.0

		Healthcare Science Practitioner		Clinical Physiologist		Healthcare Science Practitioner Clinical Physiologist		1.0

		Healthcare Science Practitioner		Clinical Technologist/Treatment Planner		Healthcare Science Practitioner Clinical Technologist/Treatment Planner		1.0

		Healthcare Science Practitioner		Dosimetrist		Healthcare Science Practitioner Dosimetrist		1.0

		Healthcare Science Practitioner		Equipment Pool Manager		Healthcare Science Practitioner Equipment Pool Manager		1.0

		Healthcare Science Practitioner		Genetic Technologist		Healthcare Science Practitioner Genetic Technologist		1.0

		Healthcare Science Practitioner		Head of Audiology Services		Healthcare Science Practitioner Head of Audiology Services		1.0

		Healthcare Science Practitioner		Healthcare Scientist Specialist		Healthcare Science Practitioner Healthcare Scientist Specialist		1.0

		Healthcare Science Practitioner		Lead IT Technician		Healthcare Science Practitioner Lead IT Technician		1.0

		Healthcare Science Practitioner		Media/Graphic Designer		Healthcare Science Practitioner Media/Graphic Designer		1.0

		Healthcare Science Practitioner		Medical Electronics Technician		Healthcare Science Practitioner Medical Electronics Technician		1.0

		Healthcare Science Practitioner		Medical Electronics Technician Clinical Engineering		Healthcare Science Practitioner Medical Electronics Technician Clinical Engineering		1.0

		Healthcare Science Practitioner		Medical Gases Officer		Healthcare Science Practitioner Medical Gases Officer		1.0

		Healthcare Science Practitioner		Medical Photographer		Healthcare Science Practitioner Medical Photographer		1.0

		Healthcare Science Practitioner		Medical Technical Officer		Healthcare Science Practitioner Medical Technical Officer		1.0

		Healthcare Science Practitioner		Molecular Cytogeneticist		Healthcare Science Practitioner Molecular Cytogeneticist		1.0

		Healthcare Science Practitioner		Molecular Genetics Technical Officer		Healthcare Science Practitioner Molecular Genetics Technical Officer		1.0

		Healthcare Science Practitioner		Mould Room Technologist - Senior		Healthcare Science Practitioner Mould Room Technologist - Senior		1.0

		Healthcare Science Practitioner		Ophthalmic Photographer		Healthcare Science Practitioner Ophthalmic Photographer		1.0

		Healthcare Science Practitioner		Pathology IT Senior Support Engineer		Healthcare Science Practitioner Pathology IT Senior Support Engineer		1.0

		Healthcare Science Practitioner		Pathology IT Small Systems & Network Manager		Healthcare Science Practitioner Pathology IT Small Systems & Network Manager		1.0

		Healthcare Science Practitioner		Pathology IT Support Engineer		Healthcare Science Practitioner Pathology IT Support Engineer		1.0

		Healthcare Science Practitioner		Photographer		Healthcare Science Practitioner Photographer		1.0

		Healthcare Science Practitioner		Project Manager		Healthcare Science Practitioner Project Manager		1.0

		Healthcare Science Practitioner		Quality Assurance Technologist		Healthcare Science Practitioner Quality Assurance Technologist		1.0

		Healthcare Science Practitioner		Quality Manager		Healthcare Science Practitioner Quality Manager		1.0

		Healthcare Science Practitioner		Quality Manager - Blood Transfusion		Healthcare Science Practitioner Quality Manager - Blood Transfusion		1.0

		Healthcare Science Practitioner		Radiotherapy Technical Team Manager		Healthcare Science Practitioner Radiotherapy Technical Team Manager		1.0

		Healthcare Science Practitioner		Radiotherapy Technology Clinical Technologist		Healthcare Science Practitioner Radiotherapy Technology Clinical Technologist		1.0

		Healthcare Science Practitioner		Radiotherapy Technology Deputy Technical Manager		Healthcare Science Practitioner Radiotherapy Technology Deputy Technical Manager		1.0

		Healthcare Science Practitioner		Radiotherapy Technology Equipment Manager		Healthcare Science Practitioner Radiotherapy Technology Equipment Manager		1.0

		Healthcare Science Practitioner		Radiotherapy Technology Lead Project Technologist		Healthcare Science Practitioner Radiotherapy Technology Lead Project Technologist		1.0

		Healthcare Science Practitioner		Radiotherapy Technology Procurement Technician		Healthcare Science Practitioner Radiotherapy Technology Procurement Technician		1.0

		Healthcare Science Practitioner		Radiotherapy Technology Specialist		Healthcare Science Practitioner Radiotherapy Technology Specialist		1.0

		Healthcare Science Practitioner		Reproductive Technologist		Healthcare Science Practitioner Reproductive Technologist		1.0

		Healthcare Science Practitioner		Research Scientist		Healthcare Science Practitioner Research Scientist		1.0

		Healthcare Science Practitioner		Respiratory/Cardiac Physiologist		Healthcare Science Practitioner Respiratory/Cardiac Physiologist		1.0

		Healthcare Science Practitioner		Sen Technologist/Sen Radiographer Bone Densitometry		Healthcare Science Practitioner Sen Technologist/Sen Radiographer Bone Densitometry		1.0

		Healthcare Science Practitioner		Senior Designer [Team Leader]		Healthcare Science Practitioner Senior Designer [Team Leader]		1.0

		Healthcare Science Practitioner		Senior Lead Technician - Clinical Engineering		Healthcare Science Practitioner Senior Lead Technician - Clinical Engineering		1.0

		Healthcare Science Practitioner		Senior Molecular Genetics Technologist		Healthcare Science Practitioner Senior Molecular Genetics Technologist		1.0

		Healthcare Science Practitioner		Senior Radiographer/MTO		Healthcare Science Practitioner Senior Radiographer/MTO		1.0

		Healthcare Science Practitioner		Senior Rehabilitation Engineer		Healthcare Science Practitioner Senior Rehabilitation Engineer		1.0

		Healthcare Science Practitioner		Senior Research Officer		Healthcare Science Practitioner Senior Research Officer		1.0

		Healthcare Science Practitioner		Senior Systems Specialist/IM&T Analyst Specialist		Healthcare Science Practitioner Senior Systems Specialist/IM&T Analyst Specialist		1.0

		Healthcare Science Practitioner		Specialist Audiologist Hearing Therapist		Healthcare Science Practitioner Specialist Audiologist Hearing Therapist		1.0

		Healthcare Science Practitioner		Specialist Biomedical Scientist		Healthcare Science Practitioner Specialist Biomedical Scientist		1.0

		Healthcare Science Practitioner		Specialist Clinical Technologist		Healthcare Science Practitioner Specialist Clinical Technologist		1.0

		Healthcare Science Practitioner		Specialist Medical Illustrator		Healthcare Science Practitioner Specialist Medical Illustrator		1.0

		Healthcare Science Practitioner		Specialist Physiological Measurement Practioner		Healthcare Science Practitioner Specialist Physiological Measurement Practioner		1.0

		Healthcare Science Practitioner		Specialist Rehabilitation Engineer		Healthcare Science Practitioner Specialist Rehabilitation Engineer		1.0

		Healthcare Science Practitioner		Specialist Respiratory Physiologist		Healthcare Science Practitioner Specialist Respiratory Physiologist		1.0

		Healthcare Science Practitioner		Specialist Technical Officer		Healthcare Science Practitioner Specialist Technical Officer		1.0

		Healthcare Science Practitioner		Team Leader Medical Physics		Healthcare Science Practitioner Team Leader Medical Physics		1.0

		Healthcare Science Practitioner		Team Leader Paediatric Audiology Services		Healthcare Science Practitioner Team Leader Paediatric Audiology Services		1.0

		Healthcare Science Practitioner		Team Manager LDESP & Ophthalmic Imaging		Healthcare Science Practitioner Team Manager LDESP & Ophthalmic Imaging		1.0

		Healthcare Science Practitioner		Technical Services Manager		Healthcare Science Practitioner Technical Services Manager		1.0

		Healthcare Science Practitioner		Training Co-ordinator/Biomedical Scientist		Healthcare Science Practitioner Training Co-ordinator/Biomedical Scientist		1.0

		Healthcare Science Practitioner		Training Co-ordinator/BMS		Healthcare Science Practitioner Training Co-ordinator/BMS		1.0

		Healthcare Science Practitioner		Transfusion Practitioner		Healthcare Science Practitioner Transfusion Practitioner		1.0

		Healthcare Science Practitioner		Treatment Planning Clinical Technologist/Dosimetrist		Healthcare Science Practitioner Treatment Planning Clinical Technologist/Dosimetrist		1.0

		Healthcare Science Practitioner		Urodynamicist		Healthcare Science Practitioner Urodynamicist		1.0

		Healthcare Science Practitioner		X-Ray Engineer		Healthcare Science Practitioner X-Ray Engineer		1.0

		Healthcare Scientist		B8a Clinical Scientist		Healthcare Scientist B8a Clinical Scientist		1.0

		Healthcare Scientist		Clinical Embryologist		Healthcare Scientist Clinical Embryologist		4.0

		Healthcare Scientist		Clinical Physiology Team Manager		Healthcare Scientist Clinical Physiology Team Manager		1.0

		Healthcare Scientist		Clinical Scientist		Healthcare Scientist Clinical Scientist		4.0

		Healthcare Scientist		Clinical Scientist - Head of Treatment Planning		Healthcare Scientist Clinical Scientist - Head of Treatment Planning		4.0

		Healthcare Scientist		Clinical Scientist - Radiotherapy Physicist		Healthcare Scientist Clinical Scientist - Radiotherapy Physicist		4.0

		Healthcare Scientist		Clinical Scientist - Treatment Planning Physicist		Healthcare Scientist Clinical Scientist - Treatment Planning Physicist		4.0

		Healthcare Scientist		Clinical Scientist [Molecular Genetics]		Healthcare Scientist Clinical Scientist [Molecular Genetics]		4.0

		Healthcare Scientist		Clinical Scientist Service Mgr - Nuclear Medicine		Healthcare Scientist Clinical Scientist Service Mgr - Nuclear Medicine		4.0

		Healthcare Scientist		Clinical Scientist Service Mgr - Radiological Physics		Healthcare Scientist Clinical Scientist Service Mgr - Radiological Physics		4.0

		Healthcare Scientist		Clinical Supervisor		Healthcare Scientist Clinical Supervisor		4.0

		Healthcare Scientist		Computer Scientist		Healthcare Scientist Computer Scientist		4.0

		Healthcare Scientist		Consultant - Clinical Scientist		Healthcare Scientist Consultant - Clinical Scientist		5.0

		Healthcare Scientist		Consultant Cardiac Sonographer		Healthcare Scientist Consultant Cardiac Sonographer		5.0

		Healthcare Scientist		Consultant Clinical Scientist		Healthcare Scientist Consultant Clinical Scientist		5.0

		Healthcare Scientist		Dep Head of Section Clinical Scientist Cytogenetics		Healthcare Scientist Dep Head of Section Clinical Scientist Cytogenetics		4.0

		Healthcare Scientist		Deputy Director of Regional Molecular Genetics		Healthcare Scientist Deputy Director of Regional Molecular Genetics		4.0

		Healthcare Scientist		Head of Clinical Engineering		Healthcare Scientist Head of Clinical Engineering		4.0

		Healthcare Scientist		Head of Magnetic Resonance Imaging Physics		Healthcare Scientist Head of Magnetic Resonance Imaging Physics		4.0

		Healthcare Scientist		Head of Medical Physics & Engineering		Healthcare Scientist Head of Medical Physics & Engineering		4.0

		Healthcare Scientist		Head of Paediatric Audiology Services		Healthcare Scientist Head of Paediatric Audiology Services		3.0

		Healthcare Scientist		Head of Radiotherapy Physics		Healthcare Scientist Head of Radiotherapy Physics		4.0

		Healthcare Scientist		Healthcare Scientist Specialist		Healthcare Scientist Healthcare Scientist Specialist		4.0

		Healthcare Scientist		Higher Specialist Trainee		Healthcare Scientist Higher Specialist Trainee		4.0

		Healthcare Scientist		Highly Specialist Cardiac Physiologist		Healthcare Scientist Highly Specialist Cardiac Physiologist		5.0

		Healthcare Scientist		Highly Specialist Cardiac Sonographer		Healthcare Scientist Highly Specialist Cardiac Sonographer		5.0

		Healthcare Scientist		Highly Specialist Clinical Scientist		Healthcare Scientist Highly Specialist Clinical Scientist		4.0

		Healthcare Scientist		Highly Specialist Physiologist		Healthcare Scientist Highly Specialist Physiologist		4.0

		Healthcare Scientist		Laboratory Manager		Healthcare Scientist Laboratory Manager		4.0

		Healthcare Scientist		Lead Diagnostic Radiology Physicist		Healthcare Scientist Lead Diagnostic Radiology Physicist		4.0

		Healthcare Scientist		Lead for Clinical Scientist Training Physical Scie		Healthcare Scientist Lead for Clinical Scientist Training Physical Scie		1.0

		Healthcare Scientist		Lead Physicist for Radiotherapy Technology		Healthcare Scientist Lead Physicist for Radiotherapy Technology		4.0

		Healthcare Scientist		Medical Physicist - Clinical Scientist		Healthcare Scientist Medical Physicist - Clinical Scientist		4.0

		Healthcare Scientist		Medical Physics Trainee		Healthcare Scientist Medical Physics Trainee		4.0

		Healthcare Scientist		Medical Technical Officer		Healthcare Scientist Medical Technical Officer		1.0

		Healthcare Scientist		Medical Technical Officer - Clinical Neurophysiology		Healthcare Scientist Medical Technical Officer - Clinical Neurophysiology		1.0

		Healthcare Scientist		Pre-registration Molecular Cytogeneticist		Healthcare Scientist Pre-registration Molecular Cytogeneticist		4.0

		Healthcare Scientist		Principal Audiological Scientist		Healthcare Scientist Principal Audiological Scientist		4.0

		Healthcare Scientist		Principal Clinical Cytogeneticist		Healthcare Scientist Principal Clinical Cytogeneticist		4.0

		Healthcare Scientist		Principal Clinical Scientist		Healthcare Scientist Principal Clinical Scientist		4.0

		Healthcare Scientist		Principal Clinical Scientist - Molecular Genetics		Healthcare Scientist Principal Clinical Scientist - Molecular Genetics		4.0

		Healthcare Scientist		Principal Clinical Scientist [Cinical Microbiology]		Healthcare Scientist Principal Clinical Scientist [Cinical Microbiology]		4.0

		Healthcare Scientist		Principal Clinical Scientist in Haematopathology		Healthcare Scientist Principal Clinical Scientist in Haematopathology		4.0

		Healthcare Scientist		Principal Clinical Scientist Research Specialist		Healthcare Scientist Principal Clinical Scientist Research Specialist		4.0

		Healthcare Scientist		Principal Healthcare Scientist		Healthcare Scientist Principal Healthcare Scientist		4.0

		Healthcare Scientist		Principal Radiotherapy Technology Physicist		Healthcare Scientist Principal Radiotherapy Technology Physicist		4.0

		Healthcare Scientist		Quality Assurance Co-ordinator		Healthcare Scientist Quality Assurance Co-ordinator		4.0

		Healthcare Scientist		Quality Manager Histopathology		Healthcare Scientist Quality Manager Histopathology		4.0

		Healthcare Scientist		Registered Clinical Cytogeneticist		Healthcare Scientist Registered Clinical Cytogeneticist		4.0

		Healthcare Scientist		Registered Clinical Scientist		Healthcare Scientist Registered Clinical Scientist		4.0

		Healthcare Scientist		Registered Medical Scientist - Magnetic Resonance		Healthcare Scientist Registered Medical Scientist - Magnetic Resonance		4.0

		Healthcare Scientist		Research Clinical Scientist		Healthcare Scientist Research Clinical Scientist		1.0

		Healthcare Scientist		Scientific Director of DNA Laboratory		Healthcare Scientist Scientific Director of DNA Laboratory		4.0

		Healthcare Scientist		Senior Clinical Embryologist		Healthcare Scientist Senior Clinical Embryologist		4.0

		Healthcare Scientist		Service Manager		Healthcare Scientist Service Manager		1.0

		Healthcare Scientist		Specialist Cardiac Physiologist		Healthcare Scientist Specialist Cardiac Physiologist		5.0

		Healthcare Scientist		Trainee Clinical Embryologist		Healthcare Scientist Trainee Clinical Embryologist		4.0

		Healthcare Scientist		Trainee Clinical Scientist		Healthcare Scientist Trainee Clinical Scientist		4.0

		Healthcare Scientist		Trainee in Cytogenetics		Healthcare Scientist Trainee in Cytogenetics		4.0

		Helper/Assistant		Advanced Clinical Support Worker		Helper/Assistant Advanced Clinical Support Worker		3.0

		Helper/Assistant		Assistant Practitioner		Helper/Assistant Assistant Practitioner		3.0

		Helper/Assistant		Assistant Practitioner Radiography		Helper/Assistant Assistant Practitioner Radiography		3.0

		Helper/Assistant		Assistant Technical Officer		Helper/Assistant Assistant Technical Officer		2.0

		Helper/Assistant		Cannulation Assistant		Helper/Assistant Cannulation Assistant		2.0

		Helper/Assistant		Cardiac Ultrasound Assistant		Helper/Assistant Cardiac Ultrasound Assistant		3.0

		Helper/Assistant		Cardiology Assistant		Helper/Assistant Cardiology Assistant		3.0

		Helper/Assistant		Dental Nurse/Technician		Helper/Assistant Dental Nurse/Technician		3.0

		Helper/Assistant		Dental Support Worker		Helper/Assistant Dental Support Worker		3.0

		Helper/Assistant		Dietetic Assistant		Helper/Assistant Dietetic Assistant		3.0

		Helper/Assistant		Entry Level Research Officer		Helper/Assistant Entry Level Research Officer		3.0

		Helper/Assistant		Healthcare Scientist Assistant Nuclear Medicine		Helper/Assistant Healthcare Scientist Assistant Nuclear Medicine		3.0

		Helper/Assistant		Imaging Support Worker		Helper/Assistant Imaging Support Worker		2.0

		Helper/Assistant		Imaging Technician		Helper/Assistant Imaging Technician		3.0

		Helper/Assistant		Medical Illustration Support Worker		Helper/Assistant Medical Illustration Support Worker		2.0

		Helper/Assistant		Non Clinical Support Worker		Helper/Assistant Non Clinical Support Worker		1.0

		Helper/Assistant		Nursing Assistant/CSW		Helper/Assistant Nursing Assistant/CSW		4.5

		Helper/Assistant		Occupational Therapy Assistant		Helper/Assistant Occupational Therapy Assistant		2.0

		Helper/Assistant		Occupational Therapy Support Worker		Helper/Assistant Occupational Therapy Support Worker		2.0

		Helper/Assistant		Pharmacy Support Worker		Helper/Assistant Pharmacy Support Worker		3.0

		Helper/Assistant		Pharmacy Support Worker Higher		Helper/Assistant Pharmacy Support Worker Higher		3.0

		Helper/Assistant		Physiotherapy Assistant		Helper/Assistant Physiotherapy Assistant		3.0

		Helper/Assistant		Physiothereapy Assistant		Helper/Assistant Physiothereapy Assistant		3.0

		Helper/Assistant		Radiographer Assistant/Helper		Helper/Assistant Radiographer Assistant/Helper		3.0

		Helper/Assistant		Radiographic Assistant		Helper/Assistant Radiographic Assistant		3.0

		Helper/Assistant		Radiography Assistant		Helper/Assistant Radiography Assistant		3.0

		Helper/Assistant		Radiography Assistant/Helper		Helper/Assistant Radiography Assistant/Helper		3.0

		Helper/Assistant		Radiography Cannulation Assistant		Helper/Assistant Radiography Cannulation Assistant		1.0

		Helper/Assistant		Radionuclide Therapy Assistant		Helper/Assistant Radionuclide Therapy Assistant		3.0

		Helper/Assistant		Radiotherapy Assistant Practitioner		Helper/Assistant Radiotherapy Assistant Practitioner		3.0

		Helper/Assistant		Radiotherapy Clinical Assistant		Helper/Assistant Radiotherapy Clinical Assistant		1.0

		Helper/Assistant		Radiotherapy Helper		Helper/Assistant Radiotherapy Helper		3.0

		Helper/Assistant		Senior Occupational Therapy Support Worker		Helper/Assistant Senior Occupational Therapy Support Worker		3.0

		Helper/Assistant		Senior Physiotherapy Assistant		Helper/Assistant Senior Physiotherapy Assistant		3.0

		Helper/Assistant		SIS Dispensary Supervisor		Helper/Assistant SIS Dispensary Supervisor		3.0

		Helper/Assistant		SIS/Dispensary Clerk		Helper/Assistant SIS/Dispensary Clerk		3.0

		Helper/Assistant		Speech Therapy Assistant		Helper/Assistant Speech Therapy Assistant		1.0

		Helper/Assistant		Support Practitioner for the Early Years		Helper/Assistant Support Practitioner for the Early Years		1.0

		Helper/Assistant		Therapy Assistant - Wheelchair Services		Helper/Assistant Therapy Assistant - Wheelchair Services		3.0

		Helper/Assistant		Therapy Support Worker		Helper/Assistant Therapy Support Worker		3.0

		Helper/Assistant		Trainee Assistant Practitioner		Helper/Assistant Trainee Assistant Practitioner		3.0

		Helper/Assistant		Workshop Assistant - Renal		Helper/Assistant Workshop Assistant - Renal		3.0

		Hospital Practitioner		Hospital Practitioner		Hospital Practitioner Hospital Practitioner		5.0

		Hospital Practitioner		Specialty Doctor		Hospital Practitioner Specialty Doctor		5.0

		Housekeeper		Ward Housekeeper		Housekeeper Ward Housekeeper		1.0

		Labourer		Estates Maintenance Worker		Labourer Estates Maintenance Worker		1.0

		Librarian		Assistant Librarian		Librarian Assistant Librarian		1.0

		Librarian		Library Administrator		Librarian Library Administrator		1.0

		Librarian		Site Librarian		Librarian Site Librarian		1.0

		Maintenance Craftsperson		Apprentice Maintenance Craftsman 1-3		Maintenance Craftsperson Apprentice Maintenance Craftsman 1-3		1.0

		Maintenance Craftsperson		Apprentice Maintenance Craftsman 4-8		Maintenance Craftsperson Apprentice Maintenance Craftsman 4-8		1.0

		Maintenance Craftsperson		Maintenance Craftsman - Electrician Higher Level		Maintenance Craftsperson Maintenance Craftsman - Electrician Higher Level		1.0

		Maintenance Craftsperson		Maintenance Craftsman - Engineer		Maintenance Craftsperson Maintenance Craftsman - Engineer		1.0

		Maintenance Craftsperson		Maintenance Craftsman - Higher Level		Maintenance Craftsperson Maintenance Craftsman - Higher Level		1.0

		Maintenance Craftsperson		Maintenance Craftsman Higher Level		Maintenance Craftsperson Maintenance Craftsman Higher Level		1.0

		Maintenance Craftsperson		Maintenance Craftsman Specialist		Maintenance Craftsperson Maintenance Craftsman Specialist		1.0

		Maintenance Craftsperson		Maintenance Worker		Maintenance Craftsperson Maintenance Worker		1.0

		Manager		AAA Screening Manager		Manager AAA Screening Manager		4.0

		Manager		Access & Information Manager		Manager Access & Information Manager		1.0

		Manager		Appeal Manager		Manager Appeal Manager		1.0

		Manager		Assistant Contracts Manager		Manager Assistant Contracts Manager		1.0

		Manager		Assistant Director of Business Dev & Perf Delivery		Manager Assistant Director of Business Dev & Perf Delivery		1.0

		Manager		Assistant Finance Manager		Manager Assistant Finance Manager		1.0

		Manager		Assistant Information Manager		Manager Assistant Information Manager		1.0

		Manager		Assistant PFI Contract Manager		Manager Assistant PFI Contract Manager		1.0

		Manager		Assistant Planning Manager		Manager Assistant Planning Manager		1.0

		Manager		Assistant Purchasing Manager		Manager Assistant Purchasing Manager		1.0

		Manager		Associate Director-Health & Social Care Partnerships		Manager Associate Director-Health & Social Care Partnerships		1.0

		Manager		Business & Communications Manager		Manager Business & Communications Manager		1.0

		Manager		Business Managaer		Manager Business Managaer		4.0

		Manager		Business Manager		Manager Business Manager		4.0

		Manager		Business Support Manager		Manager Business Support Manager		1.0

		Manager		Candlelighters Operation Manager		Manager Candlelighters Operation Manager		1.0

		Manager		Cardiac Data Systems Manager		Manager Cardiac Data Systems Manager		1.0

		Manager		ChildCare Operational Manager		Manager ChildCare Operational Manager		1.0

		Manager		Claims Manager		Manager Claims Manager		1.0

		Manager		Clinical Coding Manager		Manager Clinical Coding Manager		4.0

		Manager		Clinical Perfusion Manager		Manager Clinical Perfusion Manager		3.0

		Manager		Clinical Physiologist Head of Service		Manager Clinical Physiologist Head of Service		3.0

		Manager		Clinical Scientist - Head of Treatment Planning		Manager Clinical Scientist - Head of Treatment Planning		3.0

		Manager		Clinical Trials Manager		Manager Clinical Trials Manager		3.0

		Manager		Commissioning Information Manager		Manager Commissioning Information Manager		1.0

		Manager		Communications Manager		Manager Communications Manager		1.0

		Manager		Computer Audit Manager, Deputy Head of Internal Audit		Manager Computer Audit Manager, Deputy Head of Internal Audit		1.0

		Manager		Computer Audit/Lead LCFS		Manager Computer Audit/Lead LCFS		1.0

		Manager		Computer Manager Neonatal Services		Manager Computer Manager Neonatal Services		1.0

		Manager		Contracting Manager		Manager Contracting Manager		1.0

		Manager		Contracts Manager - Capital		Manager Contracts Manager - Capital		1.0

		Manager		Corporate Planning Manager		Manager Corporate Planning Manager		1.0

		Manager		Credit Income Manager		Manager Credit Income Manager		1.0

		Manager		CTS Project Manager		Manager CTS Project Manager		1.0

		Manager		Data Manager		Manager Data Manager		4.0

		Manager		Data Network Manager		Manager Data Network Manager		1.0

		Manager		Data Quality Manager		Manager Data Quality Manager		4.0

		Manager		Dep Head of Section Clinical Scientist Cytogenetics		Manager Dep Head of Section Clinical Scientist Cytogenetics		1.0

		Manager		Dep Pat Carer & Public Involvemt Manager - Complaints		Manager Dep Pat Carer & Public Involvemt Manager - Complaints		1.0

		Manager		Dep Patient Carer & Public Inv Manager		Manager Dep Patient Carer & Public Inv Manager		1.0

		Manager		Deputy Dir Marketing, Communications & Corpor Affairs		Manager Deputy Dir Marketing, Communications & Corpor Affairs		1.0

		Manager		Deputy Director of Informatics - Patient Services		Manager Deputy Director of Informatics - Patient Services		1.0

		Manager		Deputy Head of Contracts		Manager Deputy Head of Contracts		1.0

		Manager		Deputy Head of Estates		Manager Deputy Head of Estates		1.0

		Manager		Deputy Head of Estates - PFI/PPP Management		Manager Deputy Head of Estates - PFI/PPP Management		1.0

		Manager		Deputy Head of Facilities		Manager Deputy Head of Facilities		1.0

		Manager		Deputy Head of Facilities - Business & Training		Manager Deputy Head of Facilities - Business & Training		1.0

		Manager		Deputy Head of Service Agreements		Manager Deputy Head of Service Agreements		1.0

		Manager		Deputy Informatics ETD Manager		Manager Deputy Informatics ETD Manager		1.0

		Manager		Deputy Quality Improvement Manager		Manager Deputy Quality Improvement Manager		1.0

		Manager		Deputy Risk Manger		Manager Deputy Risk Manger		1.0

		Manager		Development Advisor		Manager Development Advisor		1.0

		Manager		Divisional Access Manager		Manager Divisional Access Manager		1.0

		Manager		Divisional Finance Manager		Manager Divisional Finance Manager		1.0

		Manager		Divisional HR Manager		Manager Divisional HR Manager		1.0

		Manager		E Rostering Project Manager		Manager E Rostering Project Manager		1.0

		Manager		Education Centre Manager		Manager Education Centre Manager		1.0

		Manager		ENCCA Research Fellow		Manager ENCCA Research Fellow		4.0

		Manager		Energy & Data Manager		Manager Energy & Data Manager		1.0

		Manager		Environment Manager		Manager Environment Manager		1.0

		Manager		Equality and Diversity Manager		Manager Equality and Diversity Manager		1.0

		Manager		ESR Manager		Manager ESR Manager		1.0

		Manager		Estates Manager-Specialist Services) Snr Asbestos Mgr		Manager Estates Manager-Specialist Services) Snr Asbestos Mgr		1.0

		Manager		Facilities Manager - Patient Environment		Manager Facilities Manager - Patient Environment		1.0

		Manager		Facilities Manager - Portering		Manager Facilities Manager - Portering		1.0

		Manager		Facilities Manager - Security Operations		Manager Facilities Manager - Security Operations		1.0

		Manager		Facilities Manager - Transport Services		Manager Facilities Manager - Transport Services		1.0

		Manager		Finance Manager		Manager Finance Manager		1.0

		Manager		Fire Safety Manager		Manager Fire Safety Manager		1.0

		Manager		Gait Lab Analysis Research Fellow		Manager Gait Lab Analysis Research Fellow		1.0

		Manager		General Manager		Manager General Manager		4.0

		Manager		Genetic Counsellor Manager		Manager Genetic Counsellor Manager		1.0

		Manager		Head of Access and External Reporting		Manager Head of Access and External Reporting		1.0

		Manager		Head of Clinical Engineering		Manager Head of Clinical Engineering		1.0

		Manager		Head of Commercial ICT		Manager Head of Commercial ICT		1.0

		Manager		Head of Contracts		Manager Head of Contracts		1.0

		Manager		Head of Facilities - Operational		Manager Head of Facilities - Operational		1.0

		Manager		Head of Financial Accounting		Manager Head of Financial Accounting		1.0

		Manager		Head of Financial Services		Manager Head of Financial Services		1.0

		Manager		Head of Health & Safety		Manager Head of Health & Safety		1.0

		Manager		Head of HR		Manager Head of HR		1.0

		Manager		Head of HR - Pay & Conditions		Manager Head of HR - Pay & Conditions		1.0

		Manager		Head of Human Resources - Policy & Performance		Manager Head of Human Resources - Policy & Performance		1.0

		Manager		Head Of Internal Audit		Manager Head Of Internal Audit		1.0

		Manager		Head of Magnetic Resonance Imaging Physics		Manager Head of Magnetic Resonance Imaging Physics		1.0

		Manager		Head of Media Relations		Manager Head of Media Relations		1.0

		Manager		Head of Medical Physics & Engineering		Manager Head of Medical Physics & Engineering		1.0

		Manager		Head of Patient Services		Manager Head of Patient Services		1.0

		Manager		Head of Print and Stationery		Manager Head of Print and Stationery		1.0

		Manager		Head of Quality Improvement		Manager Head of Quality Improvement		1.0

		Manager		Head of Radiotherapy Physics		Manager Head of Radiotherapy Physics		1.0

		Manager		Head of Radiotherapy Technology Services		Manager Head of Radiotherapy Technology Services		1.0

		Manager		Head of Security		Manager Head of Security		1.0

		Manager		Head of Service Improvement		Manager Head of Service Improvement		1.0

		Manager		Head of Transactional Services		Manager Head of Transactional Services		1.0

		Manager		Health and Fitness Manager		Manager Health and Fitness Manager		1.0

		Manager		Health Records Implementation Strategy Manager		Manager Health Records Implementation Strategy Manager		1.0

		Manager		Health Records Operational Project Manager		Manager Health Records Operational Project Manager		1.0

		Manager		Health Records Section Manager		Manager Health Records Section Manager		1.0

		Manager		HR AfC Trainer		Manager HR AfC Trainer		1.0

		Manager		HR Business Manager		Manager HR Business Manager		1.0

		Manager		Imaging Unit Manager		Manager Imaging Unit Manager		1.0

		Manager		Informatics Manager		Manager Informatics Manager		1.0

		Manager		Information & E Commerce Manager		Manager Information & E Commerce Manager		1.0

		Manager		Information & Support Centre Manager		Manager Information & Support Centre Manager		1.0

		Manager		Information Governance & Data Protection Manager		Manager Information Governance & Data Protection Manager		1.0

		Manager		Information Governance Manager		Manager Information Governance Manager		1.0

		Manager		Information Manager		Manager Information Manager		1.0

		Manager		Information Team Senior Manager		Manager Information Team Senior Manager		1.0

		Manager		Internal Auditor		Manager Internal Auditor		1.0

		Manager		Invasive Team Manager		Manager Invasive Team Manager		1.0

		Manager		IT Project Leader		Manager IT Project Leader		1.0

		Manager		Junior Project Manager		Manager Junior Project Manager		1.0

		Manager		Laboratory Manager		Manager Laboratory Manager		1.0

		Manager		Lead Physicist for Radiotherapy Technology		Manager Lead Physicist for Radiotherapy Technology		1.0

		Manager		Lead Professional for MHA, MCA and Vulnerable Groups		Manager Lead Professional for MHA, MCA and Vulnerable Groups		1.0

		Manager		Leeds Health Pathways Programme Manager		Manager Leeds Health Pathways Programme Manager		1.0

		Manager		Leeds Informatics ETD Manager		Manager Leeds Informatics ETD Manager		1.0

		Manager		Library & Compliance Manager		Manager Library & Compliance Manager		1.0

		Manager		Library & Information Service Manager		Manager Library & Information Service Manager		1.0

		Manager		Limit Manager		Manager Limit Manager		1.0

		Manager		Macmillan Follow-Up Project Manager		Manager Macmillan Follow-Up Project Manager		1.0

		Manager		Maintenance Manager		Manager Maintenance Manager		1.0

		Manager		Managment for Improvement Lead		Manager Managment for Improvement Lead		1.0

		Manager		Measurement for Improvement Lead		Manager Measurement for Improvement Lead		1.0

		Manager		Medical Revalidation Manager		Manager Medical Revalidation Manager		1.0

		Manager		Medical Workforce Deployment Manager		Manager Medical Workforce Deployment Manager		1.0

		Manager		Medical Workforce Manager Projects		Manager Medical Workforce Manager Projects		1.0

		Manager		Musculoskeletal Research Portfolio Manager		Manager Musculoskeletal Research Portfolio Manager		4.0

		Manager		Network Co-ordinator		Manager Network Co-ordinator		1.0

		Manager		Network Manager		Manager Network Manager		1.0

		Manager		Nursery Manager		Manager Nursery Manager		1.0

		Manager		Office Manager/Supervisor/Snr Medical Secretary		Manager Office Manager/Supervisor/Snr Medical Secretary		3.0

		Manager		Oncology Systems Manager		Manager Oncology Systems Manager		1.0

		Manager		Organisation Database Manager		Manager Organisation Database Manager		1.0

		Manager		Patient Access Manager		Manager Patient Access Manager		1.0

		Manager		Patient Carer & Public Involvement Manager		Manager Patient Carer & Public Involvement Manager		1.0

		Manager		Patient Services Co-ordinator		Manager Patient Services Co-ordinator		1.0

		Manager		Payments Manager		Manager Payments Manager		1.0

		Manager		Payroll Manager		Manager Payroll Manager		1.0

		Manager		Payroll Section Manager		Manager Payroll Section Manager		1.0

		Manager		Performance & Development Manager		Manager Performance & Development Manager		1.0

		Manager		PFI Equipment Manager		Manager PFI Equipment Manager		1.0

		Manager		Pharmacy Inventory Manager		Manager Pharmacy Inventory Manager		1.0

		Manager		Pharmacy IT Support Manager		Manager Pharmacy IT Support Manager		1.0

		Manager		Pharmacy Procurement Business Manager		Manager Pharmacy Procurement Business Manager		1.0

		Manager		Pharmacy Production Manager		Manager Pharmacy Production Manager		1.0

		Manager		Pharmacy Regional Procurement Manager		Manager Pharmacy Regional Procurement Manager		1.0

		Manager		Planned Care Performance Lead		Manager Planned Care Performance Lead		1.0

		Manager		PPA Strategy Manager		Manager PPA Strategy Manager		1.0

		Manager		Principal Clinical Cytogeneticist		Manager Principal Clinical Cytogeneticist		4.0

		Manager		Principal Clinical Scientist in Haematopathology		Manager Principal Clinical Scientist in Haematopathology		4.0

		Manager		Principal Clinical Scientist Research Specialist		Manager Principal Clinical Scientist Research Specialist		4.0

		Manager		Programme Manager		Manager Programme Manager		1.0

		Manager		Programme Manager - Patient Services		Manager Programme Manager - Patient Services		1.0

		Manager		Project Manager		Manager Project Manager		1.0

		Manager		Project Manager Future of Pathology Services		Manager Project Manager Future of Pathology Services		1.0

		Manager		Projects Manager		Manager Projects Manager		1.0

		Manager		Property Manager		Manager Property Manager		1.0

		Manager		Public Health Specialist Programme Manager		Manager Public Health Specialist Programme Manager		1.0

		Manager		Quality Assurance Manager		Manager Quality Assurance Manager		1.0

		Manager		Quality Improvement Lead		Manager Quality Improvement Lead		1.0

		Manager		Quality Improvement Manager		Manager Quality Improvement Manager		1.0

		Manager		Quality Improvement Practitioner		Manager Quality Improvement Practitioner		1.0

		Manager		Quality Manager		Manager Quality Manager		1.0

		Manager		Radiology Academy Manager		Manager Radiology Academy Manager		4.0

		Manager		Radiology Access and Records Manager		Manager Radiology Access and Records Manager		1.0

		Manager		Radiology System Support Manager		Manager Radiology System Support Manager		4.0

		Manager		Radiotherapy Physics Research Lead		Manager Radiotherapy Physics Research Lead		1.0

		Manager		RD Info Manager		Manager RD Info Manager		1.0

		Manager		Release Manager		Manager Release Manager		1.0

		Manager		Research & Development Manager		Manager Research & Development Manager		1.0

		Manager		Research Manager		Manager Research Manager		4.0

		Manager		Resilience Manager		Manager Resilience Manager		1.0

		Manager		Retail Services Manager		Manager Retail Services Manager		1.0

		Manager		Scientific Director of DNA Laboratory		Manager Scientific Director of DNA Laboratory		1.0

		Manager		Secretary to The Trustees		Manager Secretary to The Trustees		1.0

		Manager		Senior Applications Developer		Manager Senior Applications Developer		1.0

		Manager		Senior Building Officer		Manager Senior Building Officer		1.0

		Manager		Senior Business Manager		Manager Senior Business Manager		4.0

		Manager		Senior Category Manager		Manager Senior Category Manager		1.0

		Manager		Senior Development Engineer		Manager Senior Development Engineer		1.0

		Manager		Senior Facilities Manager		Manager Senior Facilities Manager		1.0

		Manager		Senior Facilities Manager - Patient Catering		Manager Senior Facilities Manager - Patient Catering		1.0

		Manager		Senior Healthcare Scientist		Manager Senior Healthcare Scientist		4.0

		Manager		Senior Organisational Development		Manager Senior Organisational Development		1.0

		Manager		Senior Organisational Learning Facilitator		Manager Senior Organisational Learning Facilitator		1.0

		Manager		Senior Patient Environment Manager		Manager Senior Patient Environment Manager		1.0

		Manager		Senior Patient Environment Manger		Manager Senior Patient Environment Manger		1.0

		Manager		Senior Training & Development Manager		Manager Senior Training & Development Manager		1.0

		Manager		Service & Contracts Development Manager		Manager Service & Contracts Development Manager		1.0

		Manager		Service Agreements Manager		Manager Service Agreements Manager		1.0

		Manager		Service Delivery Manager		Manager Service Delivery Manager		1.0

		Manager		Service Development Manager		Manager Service Development Manager		1.0

		Manager		Service Development Manager - Clinical Genetics		Manager Service Development Manager - Clinical Genetics		1.0

		Manager		Service Improvement Facilitator		Manager Service Improvement Facilitator		1.0

		Manager		Service Improvement Manager		Manager Service Improvement Manager		1.0

		Manager		Service Improvement Practitioner		Manager Service Improvement Practitioner		1.0

		Manager		Service Manager		Manager Service Manager		1.0

		Manager		Service Manager - Business Development		Manager Service Manager - Business Development		1.0

		Manager		Service Manager - Clinical Physiology		Manager Service Manager - Clinical Physiology		1.0

		Manager		Specialist Rehabilitation Manager		Manager Specialist Rehabilitation Manager		4.0

		Manager		Staff Officer		Manager Staff Officer		1.0

		Manager		Supply Chain Manager		Manager Supply Chain Manager		1.0

		Manager		Team Manager		Manager Team Manager		1.0

		Manager		Technical Information Consultant		Manager Technical Information Consultant		1.0

		Manager		Technical Services Manager		Manager Technical Services Manager		1.0

		Manager		Telecommunications Manager		Manager Telecommunications Manager		1.0

		Manager		Training & Development Manager		Manager Training & Development Manager		1.0

		Manager		Trust Computer Services Manager - Trust Wide		Manager Trust Computer Services Manager - Trust Wide		1.0

		Manager		Trust Decontamination Advisor/Assurance Manager		Manager Trust Decontamination Advisor/Assurance Manager		1.0

		Manager		Trust Health Records Manager		Manager Trust Health Records Manager		1.0

		Manager		Trust Lead Cancer Manager		Manager Trust Lead Cancer Manager		1.0

		Manager		Trust Medical Education Manager		Manager Trust Medical Education Manager		1.0

		Manager		Trust Risk Manager		Manager Trust Risk Manager		1.0

		Manager		Trust Security Advisor Strategy and Complaince		Manager Trust Security Advisor Strategy and Complaince		1.0

		Manager		Voice Services Manager		Manager Voice Services Manager		1.0

		Manager		Wheelchair Services Manager		Manager Wheelchair Services Manager		4.0

		Medical Director		Associate Locum Medical Director		Medical Director Associate Locum Medical Director		5.0

		Medical Director		Associate Medical Director - Prof Standards & Reva		Medical Director Associate Medical Director - Prof Standards & Reva		5.0

		Medical Director		Associate Medical Director - Prof Standards & Revalidation		Medical Director Associate Medical Director - Prof Standards & Revalidation		5.0

		Medical Director		Medical Director		Medical Director Medical Director		5.0

		Medical Director		Medical Director - Operations		Medical Director Medical Director - Operations		5.0

		Medical Laboratory Assistant		Biomedical Support Worker		Medical Laboratory Assistant Biomedical Support Worker		3.0

		Medical Laboratory Assistant		Biomedical Support Worker - Higher Level		Medical Laboratory Assistant Biomedical Support Worker - Higher Level		3.0

		Medical Laboratory Assistant		Medical Equipment Attendant		Medical Laboratory Assistant Medical Equipment Attendant		1.0

		Medical Laboratory Assistant		Pathology Store Support Worker		Medical Laboratory Assistant Pathology Store Support Worker		1.0

		Medical Laboratory Assistant		Research Scientist		Medical Laboratory Assistant Research Scientist		3.0

		Medical Laboratory Assistant		Senior Hearing Care Assistant		Medical Laboratory Assistant Senior Hearing Care Assistant		3.0

		Medical Secretary		Medical Secretary		Medical Secretary Medical Secretary		4.0

		Medical Secretary		Medical Secretary - General		Medical Secretary Medical Secretary - General		4.0

		Medical Secretary		Office Manager/Supervisor/Snr Medical Secretary		Medical Secretary Office Manager/Supervisor/Snr Medical Secretary		4.0

		Medical Secretary		Personal Secretary - Safeguarding Adults Team		Medical Secretary Personal Secretary - Safeguarding Adults Team		4.0

		Midwife - Manager		Deputy Head of Midwifery		Midwife - Manager Deputy Head of Midwifery		5.0

		Midwife - Manager		Head of Midwifery		Midwife - Manager Head of Midwifery		5.0

		Midwife - Specialist Practitioner		Infant Feeding Advisor/Parent Craft		Midwife - Specialist Practitioner Infant Feeding Advisor/Parent Craft		5.0

		Midwife - Specialist Practitioner		Nurse Specialist		Midwife - Specialist Practitioner Nurse Specialist		5.0

		Midwife - Specialist Practitioner		Professional Development Practitioner/Clin Educator		Midwife - Specialist Practitioner Professional Development Practitioner/Clin Educator		5.0

		Midwife - Specialist Practitioner		Specialist Midwife		Midwife - Specialist Practitioner Specialist Midwife		5.0

		Midwife - Specialist Practitioner		Specialist Midwife Risk Mgmt/Clincal Negligence		Midwife - Specialist Practitioner Specialist Midwife Risk Mgmt/Clincal Negligence		5.0

		Midwife		Midwife		Midwife Midwife		5.0

		Midwife		Midwife - Community		Midwife Midwife - Community		5.0

		Midwife		Midwife - Maternity Unit/Community		Midwife Midwife - Maternity Unit/Community		5.0

		Midwife		Midwifery Team Leader		Midwife Midwifery Team Leader		5.0

		Midwife		Research Midwife		Midwife Research Midwife		5.0

		Midwife		Research Nurse/Midwife		Midwife Research Nurse/Midwife		5.0

		Midwife		Senior Midwife		Midwife Senior Midwife		5.0

		Midwife		Senior Midwife [Sister]		Midwife Senior Midwife [Sister]		5.0

		Midwife		Senior Midwife/Charge Nurse		Midwife Senior Midwife/Charge Nurse		5.0

		Midwife		Specialist Midwife		Midwife Specialist Midwife		5.0

		Midwife		Specialist Midwife - Vulnerable Women in BME Groups		Midwife Specialist Midwife - Vulnerable Women in BME Groups		5.0

		Midwife		Team Leader		Midwife Team Leader		5.0

		Modern Matron		Matron		Modern Matron Matron		5.0

		Modern Matron		Service Manager for Endoscopy Services		Modern Matron Service Manager for Endoscopy Services		5.0

		Non Executive Director		Chairman		Non Executive Director Chairman		1.0

		Non Executive Director		Non Executive Director		Non Executive Director Non Executive Director		1.0

		Nurse Consultant		Clinical Network Director/Consultant Nurse		Nurse Consultant Clinical Network Director/Consultant Nurse		5.0

		Nurse Consultant		Head of Nursing/Nurse Consultant Critical Care		Nurse Consultant Head of Nursing/Nurse Consultant Critical Care		5.0

		Nurse Consultant		Nurse Consultant - Infection Prevention & Control		Nurse Consultant Nurse Consultant - Infection Prevention & Control		5.0

		Nurse Consultant		Nurse Consultant - Tissue Viability		Nurse Consultant Nurse Consultant - Tissue Viability		5.0

		Nurse Consultant		Nurse Consultant Assistant Director Clinical Research		Nurse Consultant Nurse Consultant Assistant Director Clinical Research		5.0

		Nurse Consultant		Nurse Consultant Critical Care		Nurse Consultant Nurse Consultant Critical Care		5.0

		Nurse Consultant		Nurse Consultant in Cancer Care TYA		Nurse Consultant Nurse Consultant in Cancer Care TYA		5.0

		Nurse Consultant		Nurse Consultant in Neonatal Surgery		Nurse Consultant Nurse Consultant in Neonatal Surgery		5.0

		Nurse Consultant		Nurse Consultant Neonatal Surgery		Nurse Consultant Nurse Consultant Neonatal Surgery		5.0

		Nurse Consultant		Nurse Consultant Older Care		Nurse Consultant Nurse Consultant Older Care		5.0

		Nurse Consultant		Nurse Consultant/Head of Inf Prevention & Control		Nurse Consultant Nurse Consultant/Head of Inf Prevention & Control		5.0

		Nurse Manager		Chief Nurse		Nurse Manager Chief Nurse		5.0

		Nurse Manager		Clinical Services Manager		Nurse Manager Clinical Services Manager		3.0

		Nurse Manager		Clinical Site Manager		Nurse Manager Clinical Site Manager		1.0

		Nurse Manager		Deputy Chief Nurse		Nurse Manager Deputy Chief Nurse		5.0

		Nurse Manager		Deputy Head of Nursing		Nurse Manager Deputy Head of Nursing		5.0

		Nurse Manager		Divisional Nurse Manager		Nurse Manager Divisional Nurse Manager		5.0

		Nurse Manager		Head of Nursing - Acute Medicine		Nurse Manager Head of Nursing - Acute Medicine		5.0

		Nurse Manager		Head of Nursing - Cardio Respiratory		Nurse Manager Head of Nursing - Cardio Respiratory		5.0

		Nurse Manager		Head of Nursing - Digestive Diseases		Nurse Manager Head of Nursing - Digestive Diseases		5.0

		Nurse Manager		Head of Nursing - Hepatorenal		Nurse Manager Head of Nursing - Hepatorenal		5.0

		Nurse Manager		Head of Nursing - Neurosciences		Nurse Manager Head of Nursing - Neurosciences		5.0

		Nurse Manager		Head of Nursing - Oncology		Nurse Manager Head of Nursing - Oncology		5.0

		Nurse Manager		Head of Nursing - Operations		Nurse Manager Head of Nursing - Operations		5.0

		Nurse Manager		Head of Nursing - Trauma & Related Services		Nurse Manager Head of Nursing - Trauma & Related Services		5.0

		Nurse Manager		Head of Nursing - Urgent Care		Nurse Manager Head of Nursing - Urgent Care		5.0

		Nurse Manager		Head of Nursing & Midwifery - Education & Workforce		Nurse Manager Head of Nursing & Midwifery - Education & Workforce		5.0

		Nurse Manager		Head of Patient Experience		Nurse Manager Head of Patient Experience		5.0

		Nurse Manager		Head of Professional Practice & Safety Standards		Nurse Manager Head of Professional Practice & Safety Standards		5.0

		Nurse Manager		Head of Safeguarding		Nurse Manager Head of Safeguarding		5.0

		Nurse Manager		Lead Cancer Nurse		Nurse Manager Lead Cancer Nurse		5.0

		Nurse Manager		Lead Nurse - HCAI & Divisional Nurse for Diagnostics		Nurse Manager Lead Nurse - HCAI & Divisional Nurse for Diagnostics		5.0

		Nurse Manager		Lead Nurse - Medicines Management & Pharmacy Services		Nurse Manager Lead Nurse - Medicines Management & Pharmacy Services		5.0

		Nurse Manager		Lead Nurse - Patient Experience & Involvement		Nurse Manager Lead Nurse - Patient Experience & Involvement		5.0

		Nurse Manager		Lead Nurse - Workforce & Education		Nurse Manager Lead Nurse - Workforce & Education		5.0

		Nurse Manager		Lead Nurse for Informatics		Nurse Manager Lead Nurse for Informatics		5.0

		Nursery Nurse		Childcare Development Co-ordinator		Nursery Nurse Childcare Development Co-ordinator		3.0

		Nursery Nurse		Deputy Nursery Manager		Nursery Nurse Deputy Nursery Manager		3.0

		Nursery Nurse		Early Years Practitioner		Nursery Nurse Early Years Practitioner		3.0

		Nursery Nurse		Early Years Professional		Nursery Nurse Early Years Professional		3.0

		Nursery Nurse		Nursery Assistant		Nursery Nurse Nursery Assistant		3.0

		Nursery Nurse		Nursery Nurse		Nursery Nurse Nursery Nurse		3.0

		Nursery Nurse		Play Leader		Nursery Nurse Play Leader		3.0

		Occupational Therapist Manager		Head Occupational Therapist		Occupational Therapist Manager Head Occupational Therapist		5.0

		Occupational Therapist Manager		Head of Occupational Therapy		Occupational Therapist Manager Head of Occupational Therapy		5.0

		Occupational Therapist		Occupational Therapist		Occupational Therapist Occupational Therapist		5.0

		Occupational Therapist		Occupational Therapist Advanced		Occupational Therapist Occupational Therapist Advanced		5.0

		Occupational Therapist		Senior Occupational Therapist		Occupational Therapist Senior Occupational Therapist		5.0

		Occupational Therapist		Specialist Neuromuscular Care Adviser		Occupational Therapist Specialist Neuromuscular Care Adviser		5.0

		Occupational Therapist		Wheelchair Therapist		Occupational Therapist Wheelchair Therapist		5.0

		Occupational Therapy Specialist Practitioner		Clinical Specialist - Neurology		Occupational Therapy Specialist Practitioner Clinical Specialist - Neurology		5.0

		Officer		A&C Training & Development Co-ordinator		Officer A&C Training & Development Co-ordinator		1.0

		Officer		Administration Assistant		Officer Administration Assistant		3.0

		Officer		Administration Manager Quality Improvement		Officer Administration Manager Quality Improvement		1.0

		Officer		Administration Officer		Officer Administration Officer		1.0

		Officer		Administrative Assistant - Private Overseas Patients		Officer Administrative Assistant - Private Overseas Patients		1.0

		Officer		Administrative Co-ordinator		Officer Administrative Co-ordinator		3.0

		Officer		Administrative Manager		Officer Administrative Manager		3.0

		Officer		Administrative Officer		Officer Administrative Officer		3.0

		Officer		Assistant Data Quality Manager		Officer Assistant Data Quality Manager		3.0

		Officer		Assistant Facilities Manager		Officer Assistant Facilities Manager		1.0

		Officer		Assistant Finance Team Manager		Officer Assistant Finance Team Manager		1.0

		Officer		Assistant Manager Retail Catering		Officer Assistant Manager Retail Catering		1.0

		Officer		Assistant Patient Services Co-ordinator		Officer Assistant Patient Services Co-ordinator		3.0

		Officer		Assistant Quality Manager		Officer Assistant Quality Manager		3.0

		Officer		Assistant Service Agreements Manager		Officer Assistant Service Agreements Manager		1.0

		Officer		Assistant Service Agreements Mgr		Officer Assistant Service Agreements Mgr		1.0

		Officer		Assistant Supply Chain Manager		Officer Assistant Supply Chain Manager		1.0

		Officer		Assistant Switchboard Supervisor		Officer Assistant Switchboard Supervisor		1.0

		Officer		Assistant Theatre Systems Administrator		Officer Assistant Theatre Systems Administrator		3.0

		Officer		Assistant VAT Services Manager		Officer Assistant VAT Services Manager		1.0

		Officer		Assistant Web Designer		Officer Assistant Web Designer		1.0

		Officer		Asst Patient Carer & Public Involvement Officer		Officer Asst Patient Carer & Public Involvement Officer		1.0

		Officer		Bereavement Co-ordinator		Officer Bereavement Co-ordinator		1.0

		Officer		BMT Co-ordinator		Officer BMT Co-ordinator		3.0

		Officer		Breast Screening Administration Manager		Officer Breast Screening Administration Manager		3.0

		Officer		Business Support Officer		Officer Business Support Officer		1.0

		Officer		Candlelighters Book-Keeper/ Charity Administrator		Officer Candlelighters Book-Keeper/ Charity Administrator		1.0

		Officer		CAPD Co-ordinator		Officer CAPD Co-ordinator		1.0

		Officer		Childcare Development Co-ordinator		Officer Childcare Development Co-ordinator		1.0

		Officer		CIS Data Manager		Officer CIS Data Manager		1.0

		Officer		Cleft Lip Palate Co-ordinator		Officer Cleft Lip Palate Co-ordinator		3.0

		Officer		Clinical Coder Higher Level		Officer Clinical Coder Higher Level		3.0

		Officer		Clinical Coding Specialist		Officer Clinical Coding Specialist		3.0

		Officer		Clinical Coding Supervisor		Officer Clinical Coding Supervisor		3.0

		Officer		Clinical Coding Team Leader		Officer Clinical Coding Team Leader		3.0

		Officer		Clinical Coding Trainer/Auditor		Officer Clinical Coding Trainer/Auditor		3.0

		Officer		Clinical Systems Trainer		Officer Clinical Systems Trainer		1.0

		Officer		Clinical Trials Administrator & Data Officer		Officer Clinical Trials Administrator & Data Officer		3.0

		Officer		Clinical Trials Co-ordinator		Officer Clinical Trials Co-ordinator		1.0

		Officer		Contracting Manager		Officer Contracting Manager		1.0

		Officer		Contracts Officer		Officer Contracts Officer		1.0

		Officer		CPI Development Specialist		Officer CPI Development Specialist		1.0

		Officer		Data Assistant		Officer Data Assistant		4.0

		Officer		Data Protection Officer		Officer Data Protection Officer		1.0

		Officer		Data Quality Co-ordinator		Officer Data Quality Co-ordinator		1.0

		Officer		Data Quality Manager - Y&N and North East		Officer Data Quality Manager - Y&N and North East		1.0

		Officer		Database Manager		Officer Database Manager		1.0

		Officer		Database Support Officer - Cardiac		Officer Database Support Officer - Cardiac		3.0

		Officer		Datix Administrator		Officer Datix Administrator		1.0

		Officer		Desk Top Publisher		Officer Desk Top Publisher		1.0

		Officer		Development Specialist		Officer Development Specialist		3.0

		Officer		Directorate Administrative Assistant		Officer Directorate Administrative Assistant		3.0

		Officer		ELN-MDS Registry UK Co-ordinator		Officer ELN-MDS Registry UK Co-ordinator		3.0

		Officer		Emergency Planning Officer		Officer Emergency Planning Officer		1.0

		Officer		Employability Programme Co-ordinator		Officer Employability Programme Co-ordinator		1.0

		Officer		Equality Diversity & Interpreting Serv Practitioner		Officer Equality Diversity & Interpreting Serv Practitioner		1.0

		Officer		E-Rostering Project Implementer		Officer E-Rostering Project Implementer		1.0

		Officer		E-Rostering Support Officer		Officer E-Rostering Support Officer		1.0

		Officer		E-Rostering Team Leader		Officer E-Rostering Team Leader		1.0

		Officer		ESR System Administrator & Project Officer		Officer ESR System Administrator & Project Officer		1.0

		Officer		Estimator/Clerk		Officer Estimator/Clerk		1.0

		Officer		Finance Administrator Advisor		Officer Finance Administrator Advisor		1.0

		Officer		Finance Officer - Treasury Management		Officer Finance Officer - Treasury Management		1.0

		Officer		Finance Officer Higher Level		Officer Finance Officer Higher Level		1.0

		Officer		Finance Team Leader - Payments		Officer Finance Team Leader - Payments		1.0

		Officer		Financial Computer Systems Support Co-ordinator		Officer Financial Computer Systems Support Co-ordinator		1.0

		Officer		Foundation Trust Officer		Officer Foundation Trust Officer		1.0

		Officer		Fundraising Co-ordinator		Officer Fundraising Co-ordinator		1.0

		Officer		Fundraising Development Manager		Officer Fundraising Development Manager		1.0

		Officer		Haamla Service Co-ordinator		Officer Haamla Service Co-ordinator		1.0

		Officer		IM & T Analyst/Medical Education Administrator		Officer IM & T Analyst/Medical Education Administrator		1.0

		Officer		IM & T Technical Administrator		Officer IM & T Technical Administrator		1.0

		Officer		Information Governance Project Officer		Officer Information Governance Project Officer		1.0

		Officer		Information Manager - Access Reporting Team		Officer Information Manager - Access Reporting Team		3.0

		Officer		Information Officer		Officer Information Officer		1.0

		Officer		Internal Auditor		Officer Internal Auditor		1.0

		Officer		IT Support Officer		Officer IT Support Officer		1.0

		Officer		Junior Systems Administrator		Officer Junior Systems Administrator		1.0

		Officer		KSF Co-ordinator		Officer KSF Co-ordinator		1.0

		Officer		Leeds Health Pathways Assistant Web Developer		Officer Leeds Health Pathways Assistant Web Developer		1.0

		Officer		Legacy/Executive Support Officer		Officer Legacy/Executive Support Officer		1.0

		Officer		Library & Information Services Project Officer		Officer Library & Information Services Project Officer		1.0

		Officer		Library & Information Services Projects Officer		Officer Library & Information Services Projects Officer		1.0

		Officer		Macmillan Information & Supportive Care Officer		Officer Macmillan Information & Supportive Care Officer		1.0

		Officer		Materials Management & Stores Supervisor		Officer Materials Management & Stores Supervisor		1.0

		Officer		MDT Co-ordinator		Officer MDT Co-ordinator		3.0

		Officer		MDT Leader		Officer MDT Leader		3.0

		Officer		Medical Deployment Officer		Officer Medical Deployment Officer		1.0

		Officer		Medical Deployment/Bank Office Team Leader		Officer Medical Deployment/Bank Office Team Leader		1.0

		Officer		Medical Education Administrator		Officer Medical Education Administrator		1.0

		Officer		Medical Education Administrator [PGME]		Officer Medical Education Administrator [PGME]		1.0

		Officer		Medical Staffing Officer		Officer Medical Staffing Officer		1.0

		Officer		Medical Staffing Team Leader		Officer Medical Staffing Team Leader		1.0

		Officer		Mental Capacity Act Co-ordinator		Officer Mental Capacity Act Co-ordinator		3.0

		Officer		Monitoring Manager - Hotel Services		Officer Monitoring Manager - Hotel Services		1.0

		Officer		National Histopathology Training School Administrator		Officer National Histopathology Training School Administrator		3.0

		Officer		Network Business Co-ordinator		Officer Network Business Co-ordinator		1.0

		Officer		Network Support Manager		Officer Network Support Manager		1.0

		Officer		Network Support Officer		Officer Network Support Officer		1.0

		Officer		Nutrition Team Co-ordinator		Officer Nutrition Team Co-ordinator		1.0

		Officer		Office Manager		Officer Office Manager		3.0

		Officer		Office Manager/Supervisor/Snr Medical Secretary		Officer Office Manager/Supervisor/Snr Medical Secretary		3.0

		Officer		Optical Services Administrator		Officer Optical Services Administrator		3.0

		Officer		Organisational Learning Practitioner		Officer Organisational Learning Practitioner		1.0

		Officer		PAS Project Officer		Officer PAS Project Officer		1.0

		Officer		Pathology Information Officer		Officer Pathology Information Officer		3.0

		Officer		Pathology Procurement Team Leader		Officer Pathology Procurement Team Leader		1.0

		Officer		Pathology Stores Supervisor		Officer Pathology Stores Supervisor		1.0

		Officer		Patient Admin Project Officer		Officer Patient Admin Project Officer		1.0

		Officer		Patient Administration Project Officer		Officer Patient Administration Project Officer		3.0

		Officer		Patient Administration Trainer		Officer Patient Administration Trainer		1.0

		Officer		Patient Carer & Public Involvement Officer		Officer Patient Carer & Public Involvement Officer		1.0

		Officer		Patient Services Co-ordinator		Officer Patient Services Co-ordinator		3.0

		Officer		Payroll Officer		Officer Payroll Officer		1.0

		Officer		Personal Assistant		Officer Personal Assistant		1.0

		Officer		Personal Injuries Claims Officer		Officer Personal Injuries Claims Officer		1.0

		Officer		Personal Safety Trainer		Officer Personal Safety Trainer		1.0

		Officer		PET - CT Administrator		Officer PET - CT Administrator		1.0

		Officer		Pharmacist IM & T Technical Specialist		Officer Pharmacist IM & T Technical Specialist		1.0

		Officer		Pharmacy Inventory Controller		Officer Pharmacy Inventory Controller		1.0

		Officer		Pharmacy Procurement Business Team Leader		Officer Pharmacy Procurement Business Team Leader		1.0

		Officer		Pharmacy Procurement Officer		Officer Pharmacy Procurement Officer		1.0

		Officer		Pharmacy Procurement Support Officer		Officer Pharmacy Procurement Support Officer		1.0

		Officer		Phlebotomy Co-ordinator		Officer Phlebotomy Co-ordinator		3.0

		Officer		PNH Registry Coordinator		Officer PNH Registry Coordinator		1.0

		Officer		PPM Quality and Training Co-ordinator		Officer PPM Quality and Training Co-ordinator		3.0

		Officer		Print Unit Co-ordinator		Officer Print Unit Co-ordinator		1.0

		Officer		Printer		Officer Printer		1.0

		Officer		Programme Data Manager		Officer Programme Data Manager		1.0

		Officer		Project Co-ordinator		Officer Project Co-ordinator		1.0

		Officer		Project Implementer		Officer Project Implementer		1.0

		Officer		Project Manager & Training Co-ordinator		Officer Project Manager & Training Co-ordinator		1.0

		Officer		Project Support Officer		Officer Project Support Officer		3.0

		Officer		Project SupportOfficer		Officer Project SupportOfficer		1.0

		Officer		Projects Manager		Officer Projects Manager		1.0

		Officer		Purchasing Co-ordinator		Officer Purchasing Co-ordinator		1.0

		Officer		Purchasing Information & Quality Manager		Officer Purchasing Information & Quality Manager		1.0

		Officer		Quality Assurance & Business Intelligence Lead		Officer Quality Assurance & Business Intelligence Lead		1.0

		Officer		Quality Programme Administrator		Officer Quality Programme Administrator		1.0

		Officer		Radiology Research Manager		Officer Radiology Research Manager		6.0

		Officer		Radiology Senior System Support Officer		Officer Radiology Senior System Support Officer		3.0

		Officer		Radiotherapy Department Administrator		Officer Radiotherapy Department Administrator		3.0

		Officer		Recruitment Officer		Officer Recruitment Officer		1.0

		Officer		Regional Procurement Administrative Officer		Officer Regional Procurement Administrative Officer		1.0

		Officer		Research & Development Co-ordinator		Officer Research & Development Co-ordinator		1.0

		Officer		Research Assistant		Officer Research Assistant		1.0

		Officer		Safeguarding Trainer		Officer Safeguarding Trainer		1.0

		Officer		Senior Accounts Officer		Officer Senior Accounts Officer		1.0

		Officer		Senior Business Support Advisor		Officer Senior Business Support Advisor		1.0

		Officer		Senior Cashier		Officer Senior Cashier		1.0

		Officer		Senior Clinical Trials Assistant		Officer Senior Clinical Trials Assistant		3.0

		Officer		Senior Finance Officer		Officer Senior Finance Officer		1.0

		Officer		Senior IM & T Technical Specialist		Officer Senior IM & T Technical Specialist		1.0

		Officer		Senior Information Manager		Officer Senior Information Manager		1.0

		Officer		Senior Patient Carer & Public Involvement Officer		Officer Senior Patient Carer & Public Involvement Officer		1.0

		Officer		Senior Patient Services Co-ordinator		Officer Senior Patient Services Co-ordinator		3.0

		Officer		Senior Payroll Officer		Officer Senior Payroll Officer		1.0

		Officer		Senior Phlebotomy Co-ordinator		Officer Senior Phlebotomy Co-ordinator		3.0

		Officer		Service Co-ordinator		Officer Service Co-ordinator		3.0

		Officer		Specimen Reception Supervisor		Officer Specimen Reception Supervisor		1.0

		Officer		Stores & Distribution Manager		Officer Stores & Distribution Manager		1.0

		Officer		Stroke Data Manager		Officer Stroke Data Manager		1.0

		Officer		Supervisor - Outpatients		Officer Supervisor - Outpatients		3.0

		Officer		Supplies Officer		Officer Supplies Officer		1.0

		Officer		Switchboard Supervisor		Officer Switchboard Supervisor		1.0

		Officer		System Administrator		Officer System Administrator		1.0

		Officer		Systems Administrator		Officer Systems Administrator		1.0

		Officer		Systems Information Administrator		Officer Systems Information Administrator		1.0

		Officer		Techinical Administrator		Officer Techinical Administrator		1.0

		Officer		Technical Administrator		Officer Technical Administrator		1.0

		Officer		Training and Development Officer		Officer Training and Development Officer		1.0

		Officer		Trust Funds Administrator		Officer Trust Funds Administrator		1.0

		Officer		Undergraduate Information Co-ordinator		Officer Undergraduate Information Co-ordinator		1.0

		Officer		VIVA Co-ordinator		Officer VIVA Co-ordinator		1.0

		Officer		Viva Project Co-ordinator		Officer Viva Project Co-ordinator		1.0

		Officer		Waiting List Co-ordinator		Officer Waiting List Co-ordinator		3.0

		Officer		Web & Communications Co-ordinator		Officer Web & Communications Co-ordinator		1.0

		Officer		Web Developer		Officer Web Developer		1.0

		Officer		Web Developer and Database Co-ordinator		Officer Web Developer and Database Co-ordinator		1.0

		Officer		West Yorkshire Critical Care Network Co-ordinator		Officer West Yorkshire Critical Care Network Co-ordinator		3.0

		Optometrist		Dispensing Optician Manager		Optometrist Dispensing Optician Manager		3.0

		Optometrist		Head of Optometry Services		Optometrist Head of Optometry Services		5.0

		Optometrist		Pre-Registration Optometrist		Optometrist Pre-Registration Optometrist		5.0

		Optometrist		Principal Optometrist		Optometrist Principal Optometrist		5.0

		Optometrist		Senior Optometrist		Optometrist Senior Optometrist		5.0

		Optometrist		Senior Specialist Optometrist		Optometrist Senior Specialist Optometrist		5.0

		Optometrist		Specialist Optometrist		Optometrist Specialist Optometrist		5.0

		Optometrist		Specialist Retina Practitioner		Optometrist Specialist Retina Practitioner		5.0

		Orthoptist Manager		Head of Profession and Service - Orthoptics		Orthoptist Manager Head of Profession and Service - Orthoptics		5.0

		Orthoptist		Orthoptist		Orthoptist Orthoptist		5.0

		Orthoptist		Senior Orthoptist		Orthoptist Senior Orthoptist		5.0

		Orthoptist Specialist Practitioner		Clinical Specialist Orthoptist		Orthoptist Specialist Practitioner Clinical Specialist Orthoptist		5.0

		Paramedic		Urgent Care Practitioner		Paramedic Urgent Care Practitioner		4.0

		Personal Assistant		P A to Director of Informatics		Personal Assistant P A to Director of Informatics		1.0

		Personal Assistant		PA to Chief Executive		Personal Assistant PA to Chief Executive		1.0

		Personal Assistant		PA to Clinical Director		Personal Assistant PA to Clinical Director		1.0

		Personal Assistant		PA to Director and Associate Director		Personal Assistant PA to Director and Associate Director		1.0

		Personal Assistant		PA to Director of Research & Development		Personal Assistant PA to Director of Research & Development		1.0

		Personal Assistant		PA to Head of Service		Personal Assistant PA to Head of Service		1.0

		Personal Assistant		PA to Trust Board Secretary		Personal Assistant PA to Trust Board Secretary		1.0

		Personal Assistant		Personal Assistant		Personal Assistant Personal Assistant		1.0

		Personal Assistant		Personal Assistant to Deputy Chief Nurse		Personal Assistant Personal Assistant to Deputy Chief Nurse		1.0

		Personal Assistant		Personal Assistant to Head of CMT/Service		Personal Assistant Personal Assistant to Head of CMT/Service		1.0

		Personal Assistant		Personal Assistant to Head of Service		Personal Assistant Personal Assistant to Head of Service		1.0

		Pharmacist		Adv Clinical Pharmacist - Cl Trials & Portfolio Lead		Pharmacist Adv Clinical Pharmacist - Cl Trials & Portfolio Lead		5.0

		Pharmacist		Advanced Clinical Pharmacist		Pharmacist Advanced Clinical Pharmacist		5.0

		Pharmacist		Advanced Clinical Pharmacist Radiopharmaceuticals		Pharmacist Advanced Clinical Pharmacist Radiopharmaceuticals		5.0

		Pharmacist		Advanced Medicines Information Pharmacist		Pharmacist Advanced Medicines Information Pharmacist		5.0

		Pharmacist		Advanced Pharmacist		Pharmacist Advanced Pharmacist		5.0

		Pharmacist		Aseptics Services Manager		Pharmacist Aseptics Services Manager		5.0

		Pharmacist		Clinical Governance Lead Pharmacist		Pharmacist Clinical Governance Lead Pharmacist		5.0

		Pharmacist		Clinical Pharmacy Manager		Pharmacist Clinical Pharmacy Manager		5.0

		Pharmacist		Clinical Pharmacy Manager - Professional Development		Pharmacist Clinical Pharmacy Manager - Professional Development		5.0

		Pharmacist		Clinical Pharmacy Team Leader		Pharmacist Clinical Pharmacy Team Leader		5.0

		Pharmacist		Clinical Specialist Pharmacist		Pharmacist Clinical Specialist Pharmacist		5.0

		Pharmacist		Clinical Trials & Unlicensed Meds Manager		Pharmacist Clinical Trials & Unlicensed Meds Manager		5.0

		Pharmacist		Consultant Pharamacist Nutrition		Pharmacist Consultant Pharamacist Nutrition		5.0

		Pharmacist		Consultant Pharmacist		Pharmacist Consultant Pharmacist		5.0

		Pharmacist		Consultant Pharmacist Antimicrobials		Pharmacist Consultant Pharmacist Antimicrobials		5.0

		Pharmacist		Consultant Pharmacist Innovative Medicines		Pharmacist Consultant Pharmacist Innovative Medicines		5.0

		Pharmacist		General Manager Medicines Management & Pharmacy		Pharmacist General Manager Medicines Management & Pharmacy		1.0

		Pharmacist		Head of Leeds MI Service		Pharmacist Head of Leeds MI Service		4.0

		Pharmacist		Head of Pharmacy Services		Pharmacist Head of Pharmacy Services		5.0

		Pharmacist		Lead Adv Medicines Info Pharmacist - Med Management		Pharmacist Lead Adv Medicines Info Pharmacist - Med Management		5.0

		Pharmacist		Lead Clinician- & Technical Services		Pharmacist Lead Clinician- & Technical Services		5.0

		Pharmacist		Lead Pharmacist Yorkshire Cancer Network		Pharmacist Lead Pharmacist Yorkshire Cancer Network		5.0

		Pharmacist		Med Supply Service Advanced Pharmacist-Governance		Pharmacist Med Supply Service Advanced Pharmacist-Governance		5.0

		Pharmacist		Medicines Finance & Commissioning Manager		Pharmacist Medicines Finance & Commissioning Manager		4.0

		Pharmacist		Medicines Information Pharmacist Liver Services		Pharmacist Medicines Information Pharmacist Liver Services		4.0

		Pharmacist		Peripheral Site Pharmacy Manager		Pharmacist Peripheral Site Pharmacy Manager		4.0

		Pharmacist		Pharmacist Advanced - Education & Training		Pharmacist Pharmacist Advanced - Education & Training		5.0

		Pharmacist		Pharmacist Outpatients Services Manager		Pharmacist Pharmacist Outpatients Services Manager		5.0

		Pharmacist		Pharmacist Team Manager - E&T		Pharmacist Pharmacist Team Manager - E&T		5.0

		Pharmacist		Pharmacy & Medicines Risk Co-ordinator		Pharmacist Pharmacy & Medicines Risk Co-ordinator		4.0

		Pharmacist		Pharmacy CSS Manager		Pharmacist Pharmacy CSS Manager		4.0

		Pharmacist		Pharmacy Inpatient Services Manager		Pharmacist Pharmacy Inpatient Services Manager		5.0

		Pharmacist		Pharmacy IT Manager		Pharmacist Pharmacy IT Manager		4.0

		Pharmacist		Pharmacy Manager - Residence Rotational & OOH		Pharmacist Pharmacy Manager - Residence Rotational & OOH		4.0

		Pharmacist		Pharmacy Medicines Risk Manager		Pharmacist Pharmacy Medicines Risk Manager		4.0

		Pharmacist		Pharmacy Operational Services Manager		Pharmacist Pharmacy Operational Services Manager		4.0

		Pharmacist		Pharmacy Procurement Project Manager		Pharmacist Pharmacy Procurement Project Manager		4.0

		Pharmacist		Pharmacy Procurement/Regional Drug Contract Manager		Pharmacist Pharmacy Procurement/Regional Drug Contract Manager		4.0

		Pharmacist		Pharmacy Risk Manager		Pharmacist Pharmacy Risk Manager		4.0

		Pharmacist		Prescribing Adviser & Medicines Formulary Manager		Pharmacist Prescribing Adviser & Medicines Formulary Manager		4.0

		Pharmacist		QA/QC Manager		Pharmacist QA/QC Manager		4.0

		Pharmacist		Site Lead Radiopharmacist		Pharmacist Site Lead Radiopharmacist		5.0

		Pharmacist		Specialist Clinical Pharmacist		Pharmacist Specialist Clinical Pharmacist		5.0

		Pharmacist		Specialist Pharmacist - Rotational		Pharmacist Specialist Pharmacist - Rotational		5.0

		Pharmacist		Specialist Pharmacist OP Services		Pharmacist Specialist Pharmacist OP Services		5.0

		Pharmacist		Trainee Specialist Pharmacist		Pharmacist Trainee Specialist Pharmacist		5.0

		Pharmacist		Trust Lead Radiopharmacist		Pharmacist Trust Lead Radiopharmacist		5.0

		Phlebotomist		Biomedical Support Worker/Phlebotomist		Phlebotomist Biomedical Support Worker/Phlebotomist		3.0

		Phlebotomist		Phlebotomist		Phlebotomist Phlebotomist		3.0

		Phlebotomist		Phlebotomy Co-ordinator		Phlebotomist Phlebotomy Co-ordinator		3.0

		Phlebotomist		Phlebotomy Team Leader		Phlebotomist Phlebotomy Team Leader		3.0

		Physiotherapist Consultant		Physiotherapy Consultant in Lymphoedema		Physiotherapist Consultant Physiotherapy Consultant in Lymphoedema		5.0

		Physiotherapist Manager		Clinical Service Manager		Physiotherapist Manager Clinical Service Manager		5.0

		Physiotherapist Manager		Head of Physiotherapy		Physiotherapist Manager Head of Physiotherapy		5.0

		Physiotherapist		Physiotherapist		Physiotherapist Physiotherapist		5.0

		Physiotherapist		Senior Physiotherapist - Highly Specialist		Physiotherapist Senior Physiotherapist - Highly Specialist		5.0

		Physiotherapist		Senior Physiotherapist - Specialist Physiotherapist		Physiotherapist Senior Physiotherapist - Specialist Physiotherapist		5.0

		Physiotherapist Specialist Practitioner		Extended Scope Practitioner		Physiotherapist Specialist Practitioner Extended Scope Practitioner		5.0

		Physiotherapist Specialist Practitioner		Physiotherapist Clinical Specialist		Physiotherapist Specialist Practitioner Physiotherapist Clinical Specialist		5.0

		Physiotherapist Specialist Practitioner		Physiotherapy Clinical Specialist		Physiotherapist Specialist Practitioner Physiotherapy Clinical Specialist		5.0

		Physiotherapist Specialist Practitioner		Physiotherapy Clinical Specialist - Research		Physiotherapist Specialist Practitioner Physiotherapy Clinical Specialist - Research		5.0

		Physiotherapist Specialist Practitioner		Senior Physiotherapist - Highly Specialist		Physiotherapist Specialist Practitioner Senior Physiotherapist - Highly Specialist		5.0

		Physiotherapist		Superintendent Physiotherapist		Physiotherapist Superintendent Physiotherapist		5.0

		Physiotherapist		Wheelchair Therapist		Physiotherapist Wheelchair Therapist		5.0

		Play Specialist		Activities Co-ordinator		Play Specialist Activities Co-ordinator		3.0

		Play Specialist		Play Leader		Play Specialist Play Leader		3.0

		Play Specialist		Play Specialist		Play Specialist Play Specialist		3.0

		Play Therapist		Play Leader		Play Therapist Play Leader		3.0

		Play Therapist		Play Specialist		Play Therapist Play Specialist		3.0

		Plumber		Estates Maintenance Worker		Plumber Estates Maintenance Worker		1.0

		Porter		Deputy Head Porter		Porter Deputy Head Porter		1.0

		Porter		Facilities Supervisor - Portering		Porter Facilities Supervisor - Portering		1.0

		Porter		Head Porter - Portering		Porter Head Porter - Portering		1.0

		Porter		Head Porter Peripheral Sites		Porter Head Porter Peripheral Sites		1.0

		Porter		Helipad Officer		Porter Helipad Officer		1.0

		Porter		Porter		Porter Porter		1.0

		Porter		Post Room Operative		Porter Post Room Operative		1.0

		Porter		Theatre Porter		Porter Theatre Porter		1.0

		Practitioner		Advanced Peri-operative Practitioner		Practitioner Advanced Peri-operative Practitioner		5.0

		Practitioner		Associate Healthcare Science Practitioner		Practitioner Associate Healthcare Science Practitioner		3.0

		Practitioner		Deputy Team Leader		Practitioner Deputy Team Leader		1.0

		Practitioner		Manual Lymphatic Drainage Therapist		Practitioner Manual Lymphatic Drainage Therapist		3.0

		Practitioner		Natural Healer		Practitioner Natural Healer		3.0

		Practitioner		Peri-operative Practitioner		Practitioner Peri-operative Practitioner		5.0

		Practitioner		Peri-operative Team Leader		Practitioner Peri-operative Team Leader		3.0

		Practitioner		Spec Peri-operative Practitioner		Practitioner Spec Peri-operative Practitioner		5.0

		Pre-reg Pharmacist		Pre-Registration Pharmacist		Pre-reg Pharmacist Pre-Registration Pharmacist		4.0

		Psychotherapist		Senior Counsellor		Psychotherapist Senior Counsellor		3.0

		Radiographer - Diagnostic		Advanced Radiographer Practitioner		Radiographer - Diagnostic Advanced Radiographer Practitioner		4.0

		Radiographer - Diagnostic		Musculoskeletal and Research Ultrasonographer		Radiographer - Diagnostic Musculoskeletal and Research Ultrasonographer		4.0

		Radiographer - Diagnostic		Radiographer		Radiographer - Diagnostic Radiographer		4.0

		Radiographer - Diagnostic		Radiographer - Team Leader		Radiographer - Diagnostic Radiographer - Team Leader		4.0

		Radiographer - Diagnostic		Radiographer/MTO Grade		Radiographer - Diagnostic Radiographer/MTO Grade		4.0

		Radiographer - Diagnostic		Radiography Education Co-ordinator		Radiographer - Diagnostic Radiography Education Co-ordinator		4.0

		Radiographer - Diagnostic		Radiography Team Leader		Radiographer - Diagnostic Radiography Team Leader		4.0

		Radiographer - Diagnostic		Radiology IT Systems Manager		Radiographer - Diagnostic Radiology IT Systems Manager		2.0

		Radiographer - Diagnostic		Radiology Team Leader		Radiographer - Diagnostic Radiology Team Leader		4.0

		Radiographer - Diagnostic		Reporting Sonographer		Radiographer - Diagnostic Reporting Sonographer		4.0

		Radiographer - Diagnostic		Research Radiographer		Radiographer - Diagnostic Research Radiographer		4.0

		Radiographer - Diagnostic		Research Sonographer		Radiographer - Diagnostic Research Sonographer		4.0

		Radiographer - Diagnostic		Senior MRI Research Radiographer		Radiographer - Diagnostic Senior MRI Research Radiographer		4.0

		Radiographer - Diagnostic		Specialist Radiographer		Radiographer - Diagnostic Specialist Radiographer		4.0

		Radiographer - Diagnostic		Superintendent Radiographer/Advanced Practitioner		Radiographer - Diagnostic Superintendent Radiographer/Advanced Practitioner		4.0

		Radiographer - Diagnostic		Team Manager Radiology		Radiographer - Diagnostic Team Manager Radiology		1.0

		Radiographer - Diagnostic		Therapy Radiographer		Radiographer - Diagnostic Therapy Radiographer		4.0

		Radiographer - Diagnostic, Consultant		AHP Consultant		Radiographer - Diagnostic, Consultant AHP Consultant		4.0

		Radiographer - Diagnostic, Manager		PACS Manager		Radiographer - Diagnostic, Manager PACS Manager		4.0

		Radiographer - Diagnostic, Manager		Principal Radiographer		Radiographer - Diagnostic, Manager Principal Radiographer		4.0

		Radiographer - Diagnostic, Manager		Radiotherapy R & D lead Radiographer		Radiographer - Diagnostic, Manager Radiotherapy R & D lead Radiographer		4.0

		Radiographer - Diagnostic, Specialist Practitioner		Advanced Radiographer Practitioner		Radiographer - Diagnostic, Specialist Practitioner Advanced Radiographer Practitioner		4.0

		Radiographer - Diagnostic, Specialist Practitioner		Deputy Superintendent/Adv Practice Radiographer		Radiographer - Diagnostic, Specialist Practitioner Deputy Superintendent/Adv Practice Radiographer		4.0

		Radiographer - Diagnostic, Specialist Practitioner		Deputy Superintendent/Advanced Practice Radiographer		Radiographer - Diagnostic, Specialist Practitioner Deputy Superintendent/Advanced Practice Radiographer		4.0

		Radiographer - Diagnostic, Specialist Practitioner		Highly Specialist Radiographer		Radiographer - Diagnostic, Specialist Practitioner Highly Specialist Radiographer		4.0

		Radiographer - Diagnostic, Specialist Practitioner		Macmillan Radiographer		Radiographer - Diagnostic, Specialist Practitioner Macmillan Radiographer		4.0

		Radiographer - Diagnostic, Specialist Practitioner		Principal Radiographer		Radiographer - Diagnostic, Specialist Practitioner Principal Radiographer		4.0

		Radiographer - Diagnostic, Specialist Practitioner		Radiotherapy Manager		Radiographer - Diagnostic, Specialist Practitioner Radiotherapy Manager		4.0

		Radiographer - Diagnostic, Specialist Practitioner		Reporting Radiographer Practitioner		Radiographer - Diagnostic, Specialist Practitioner Reporting Radiographer Practitioner		4.0

		Radiographer - Diagnostic, Specialist Practitioner		Specialist Reporting Sonographer		Radiographer - Diagnostic, Specialist Practitioner Specialist Reporting Sonographer		4.0

		Radiographer - Diagnostic, Specialist Practitioner		Superintendent Radiographer Dental		Radiographer - Diagnostic, Specialist Practitioner Superintendent Radiographer Dental		5.0

		Radiographer - Diagnostic, Specialist Practitioner		Team Leader Radiology		Radiographer - Diagnostic, Specialist Practitioner Team Leader Radiology		4.0

		Radiographer - Therapeutic		Deputy Therapy Lead Technologist		Radiographer - Therapeutic Deputy Therapy Lead Technologist		4.0

		Radiographer - Therapeutic		Radiographer		Radiographer - Therapeutic Radiographer		4.0

		Radiographer - Therapeutic		Radiotherapy Paed Specialist Practitioner Radiogra		Radiographer - Therapeutic Radiotherapy Paed Specialist Practitioner Radiogra		4.0

		Radiographer - Therapeutic		Radiotherapy Paed Specialist Practitioner Radiographer XR06		Radiographer - Therapeutic Radiotherapy Paed Specialist Practitioner Radiographer XR06		4.0

		Radiographer - Therapeutic		Radiotherapy Practitioner Radiographer		Radiographer - Therapeutic Radiotherapy Practitioner Radiographer		4.0

		Radiographer - Therapeutic		Radiotherapy Specialist Practitioner Radiographer		Radiographer - Therapeutic Radiotherapy Specialist Practitioner Radiographer		4.0

		Radiographer - Therapeutic		Therapy Lead Technologist		Radiographer - Therapeutic Therapy Lead Technologist		4.0

		Radiographer - Therapeutic, Manager		Radiotherapy Manager		Radiographer - Therapeutic, Manager Radiotherapy Manager		1.0

		Radiographer - Therapeutic, Specialist Practitioner		Deputy Superintendant Therapy Radiographer		Radiographer - Therapeutic, Specialist Practitioner Deputy Superintendant Therapy Radiographer		4.0

		Radiographer - Therapeutic, Specialist Practitioner		Macmillan Radiographer		Radiographer - Therapeutic, Specialist Practitioner Macmillan Radiographer		4.0

		Radiographer - Therapeutic, Specialist Practitioner		Radiotherapy Advanced Practitioner Radiographer		Radiographer - Therapeutic, Specialist Practitioner Radiotherapy Advanced Practitioner Radiographer		4.0

		Radiographer - Therapeutic, Specialist Practitioner		Specialist Radiographer		Radiographer - Therapeutic, Specialist Practitioner Specialist Radiographer		4.0

		Receptionist		Clerical Officer/Receptionist		Receptionist Clerical Officer/Receptionist		1.0

		Receptionist		Medical Secretary/Receptionist		Receptionist Medical Secretary/Receptionist		3.0

		Researcher		DO NOT USE Research Assistant		Researcher DO NOT USE Research Assistant		6.0

		Secretary		Cancer Team Secretary		Secretary Cancer Team Secretary		4.0

		Secretary		Clerical Officer		Secretary Clerical Officer		4.0

		Secretary		Departmental Secretary		Secretary Departmental Secretary		4.0

		Secretary		Laboratory Secretary		Secretary Laboratory Secretary		4.0

		Secretary		Matron's Secretary/Administrative Assistant		Secretary Matron's Secretary/Administrative Assistant		4.0

		Secretary		Medical Secretary		Secretary Medical Secretary		4.0

		Secretary		Secretary		Secretary Secretary		4.0

		Secretary		Support Secretary		Secretary Support Secretary		4.0

		Secretary		Trainee Medical Secretary		Secretary Trainee Medical Secretary		4.0

		Senior Dental Officer		Foundation Dentist DF2		Senior Dental Officer Foundation Dentist DF2		5.0

		Senior Dental Officer		Foundation Dentist DF3		Senior Dental Officer Foundation Dentist DF3		5.0

		Senior Dental Officer		Foundtion Dentist DF3		Senior Dental Officer Foundtion Dentist DF3		5.0

		Senior Lecturer		Honorary Clinical Lecturer		Senior Lecturer Honorary Clinical Lecturer		5.0

		Senior Manager		Assistant Director of Communications		Senior Manager Assistant Director of Communications		1.0

		Senior Manager		Assistant Director of Finance		Senior Manager Assistant Director of Finance		1.0

		Senior Manager		Assistant Director of Operations		Senior Manager Assistant Director of Operations		1.0

		Senior Manager		Asst Director of Estates & Facilities - Operational		Senior Manager Asst Director of Estates & Facilities - Operational		1.0

		Senior Manager		Chief Operating Officer		Senior Manager Chief Operating Officer		1.0

		Senior Manager		Deputy Director Informatics - Information & Analysis		Senior Manager Deputy Director Informatics - Information & Analysis		1.0

		Senior Manager		Deputy Director of Communications		Senior Manager Deputy Director of Communications		1.0

		Senior Manager		Deputy Director of HR		Senior Manager Deputy Director of HR		1.0

		Senior Manager		Director of External Affairs and Communication		Senior Manager Director of External Affairs and Communication		1.0

		Senior Manager		Director of Facilities		Senior Manager Director of Facilities		1.0

		Senior Manager		Director of Finance		Senior Manager Director of Finance		1.0

		Senior Manager		Director of Financial Management		Senior Manager Director of Financial Management		1.0

		Senior Manager		Director of Human Resources		Senior Manager Director of Human Resources		1.0

		Senior Manager		Director of Informatics		Senior Manager Director of Informatics		1.0

		Senior Manager		Director of Planned Care		Senior Manager Director of Planned Care		1.0

		Senior Manager		Director of Planning		Senior Manager Director of Planning		1.0

		Senior Manager		Director of Quality		Senior Manager Director of Quality		1.0

		Senior Manager		Director of Research & Development		Senior Manager Director of Research & Development		1.0

		Senior Manager		Director of Strategy & Planning		Senior Manager Director of Strategy & Planning		1.0

		Senior Manager		General Manager Medical Directorate		Senior Manager General Manager Medical Directorate		1.0

		Senior Manager		Head of Facilities - Contracts Management		Senior Manager Head of Facilities - Contracts Management		1.0

		Senior Manager		Head of Organistation Learning		Senior Manager Head of Organistation Learning		1.0

		Senior Manager		Head of Planning		Senior Manager Head of Planning		1.0

		Senior Manager		Head of Service Agreements		Senior Manager Head of Service Agreements		1.0

		Senior Manager		Head of Software Development		Senior Manager Head of Software Development		1.0

		Senior Manager		Head of Supplies		Senior Manager Head of Supplies		1.0

		Senior Manager		Head of Workforce Modernisation		Senior Manager Head of Workforce Modernisation		1.0

		Senior Manager		Managing Director - Leeds Cancer Centre		Senior Manager Managing Director - Leeds Cancer Centre		1.0

		Senior Manager		Managing Director - Women's & Children's		Senior Manager Managing Director - Women's & Children's		1.0

		Senior Manager		Project Manager - Workforce Planning		Senior Manager Project Manager - Workforce Planning		1.0

		Senior Manager		Trust Board Secretary		Senior Manager Trust Board Secretary		1.0

		Senior Manager		VAT Manager		Senior Manager VAT Manager		1.0

		Senior Manager		Workforce Programme Manager		Senior Manager Workforce Programme Manager		1.0

		Sister/Charge Nurse		B7 Nurses		Sister/Charge Nurse B7 Nurses		5.0

		Sister/Charge Nurse		Band 6 Nurse		Sister/Charge Nurse Band 6 Nurse		5.0

		Sister/Charge Nurse		Band 7 Nurse		Sister/Charge Nurse Band 7 Nurse		5.0

		Sister/Charge Nurse		Clinical Educator		Sister/Charge Nurse Clinical Educator		5.0

		Sister/Charge Nurse		Critical Care Bed Co-ordinator		Sister/Charge Nurse Critical Care Bed Co-ordinator		5.0

		Sister/Charge Nurse		Deputy Team Leader		Sister/Charge Nurse Deputy Team Leader		5.0

		Sister/Charge Nurse		Discharge Facilitator		Sister/Charge Nurse Discharge Facilitator		5.0

		Sister/Charge Nurse		Enterral Feed Nurse		Sister/Charge Nurse Enterral Feed Nurse		5.0

		Sister/Charge Nurse		Fragility Fracture Nurse		Sister/Charge Nurse Fragility Fracture Nurse		5.0

		Sister/Charge Nurse		ICP Facilitator/Co-ordinator		Sister/Charge Nurse ICP Facilitator/Co-ordinator		5.0

		Sister/Charge Nurse		Infertility Councellor - Reproductive Medicine		Sister/Charge Nurse Infertility Councellor - Reproductive Medicine		5.0

		Sister/Charge Nurse		Information & Support Centre Manager		Sister/Charge Nurse Information & Support Centre Manager		5.0

		Sister/Charge Nurse		Inpatient Placement Officer		Sister/Charge Nurse Inpatient Placement Officer		5.0

		Sister/Charge Nurse		Junior Sister		Sister/Charge Nurse Junior Sister		5.0

		Sister/Charge Nurse		Lead Nurse		Sister/Charge Nurse Lead Nurse		5.0

		Sister/Charge Nurse		NeuroscienceTheatre Scheduler		Sister/Charge Nurse NeuroscienceTheatre Scheduler		5.0

		Sister/Charge Nurse		Nurse Advisor Childrens Safeguarding		Sister/Charge Nurse Nurse Advisor Childrens Safeguarding		5.0

		Sister/Charge Nurse		Nurse Advisor Safeguarding Adults at Risk		Sister/Charge Nurse Nurse Advisor Safeguarding Adults at Risk		5.0

		Sister/Charge Nurse		Nurse Specialist		Sister/Charge Nurse Nurse Specialist		5.0

		Sister/Charge Nurse		Outreach Nurse		Sister/Charge Nurse Outreach Nurse		5.0

		Sister/Charge Nurse		Patient Flow Co-ordinators		Sister/Charge Nurse Patient Flow Co-ordinators		5.0

		Sister/Charge Nurse		Peri-operative Practitioner		Sister/Charge Nurse Peri-operative Practitioner		5.0

		Sister/Charge Nurse		Peri-operative Team Leader		Sister/Charge Nurse Peri-operative Team Leader		5.0

		Sister/Charge Nurse		PICU - Unit Manager		Sister/Charge Nurse PICU - Unit Manager		5.0

		Sister/Charge Nurse		Practice Learning Facilitator		Sister/Charge Nurse Practice Learning Facilitator		5.0

		Sister/Charge Nurse		Pre-Assessment Sister/Surgical Admissions Manager		Sister/Charge Nurse Pre-Assessment Sister/Surgical Admissions Manager		5.0

		Sister/Charge Nurse		Prof Development Practitioner/Clinical Educator		Sister/Charge Nurse Prof Development Practitioner/Clinical Educator		5.0

		Sister/Charge Nurse		Project Nurse		Sister/Charge Nurse Project Nurse		5.0

		Sister/Charge Nurse		Research Nurse		Sister/Charge Nurse Research Nurse		5.0

		Sister/Charge Nurse		Research Nurse - Midwife		Sister/Charge Nurse Research Nurse - Midwife		5.0

		Sister/Charge Nurse		Resuscitation Officer		Sister/Charge Nurse Resuscitation Officer		5.0

		Sister/Charge Nurse		Safeguarding Trainer		Sister/Charge Nurse Safeguarding Trainer		5.0

		Sister/Charge Nurse		Senior Colorectal Research Nurse		Sister/Charge Nurse Senior Colorectal Research Nurse		5.0

		Sister/Charge Nurse		Senior Midwife/Charge Nurse		Sister/Charge Nurse Senior Midwife/Charge Nurse		5.0

		Sister/Charge Nurse		Senior Nurse		Sister/Charge Nurse Senior Nurse		5.0

		Sister/Charge Nurse		Senior Nurse - Internal Audit		Sister/Charge Nurse Senior Nurse - Internal Audit		5.0

		Sister/Charge Nurse		Senior Nurse - Theatres		Sister/Charge Nurse Senior Nurse - Theatres		5.0

		Sister/Charge Nurse		Senior Nurse for eMedicines		Sister/Charge Nurse Senior Nurse for eMedicines		5.0

		Sister/Charge Nurse		Senior Nurse ICU		Sister/Charge Nurse Senior Nurse ICU		5.0

		Sister/Charge Nurse		Senior Project Nurse		Sister/Charge Nurse Senior Project Nurse		5.0

		Sister/Charge Nurse		Senior Research Nurse		Sister/Charge Nurse Senior Research Nurse		5.0

		Sister/Charge Nurse		Senior Sister		Sister/Charge Nurse Senior Sister		5.0

		Sister/Charge Nurse		Senior Sister/Charge Nurse		Sister/Charge Nurse Senior Sister/Charge Nurse		5.0

		Sister/Charge Nurse		Senior Sister/Charge Nurse Rapid Response		Sister/Charge Nurse Senior Sister/Charge Nurse Rapid Response		5.0

		Sister/Charge Nurse		Sister/Charge Nurse		Sister/Charge Nurse Sister/Charge Nurse		5.0

		Sister/Charge Nurse		Site Sister/Charge Nurse		Sister/Charge Nurse Site Sister/Charge Nurse		5.0

		Sister/Charge Nurse		Spec Peri-operative Practitioner		Sister/Charge Nurse Spec Peri-operative Practitioner		5.0

		Sister/Charge Nurse		Specialist Peri-operative Practitioner		Sister/Charge Nurse Specialist Peri-operative Practitioner		5.0

		Sister/Charge Nurse		Staff Support Lead		Sister/Charge Nurse Staff Support Lead		5.0

		Sister/Charge Nurse		Theatre Co-ordinator		Sister/Charge Nurse Theatre Co-ordinator		5.0

		Sister/Charge Nurse		Theatre Scheduler		Sister/Charge Nurse Theatre Scheduler		5.0

		Sister/Charge Nurse		Theatre Suite Co-ordinator		Sister/Charge Nurse Theatre Suite Co-ordinator		5.0

		Sister/Charge Nurse		Transfusion Practitioner		Sister/Charge Nurse Transfusion Practitioner		5.0

		Social Worker		Lead Professional - Safeguarding Adults at Risk		Social Worker Lead Professional - Safeguarding Adults at Risk		1.0

		Specialist Healthcare Science Practitioner		Advanced Biomedical Scientist		Specialist Healthcare Science Practitioner Advanced Biomedical Scientist		4.0

		Specialist Healthcare Science Practitioner		Chief Biomedical Scientist		Specialist Healthcare Science Practitioner Chief Biomedical Scientist		4.0

		Specialist Healthcare Science Practitioner		Chief Biomedical Scientist - Multi Site		Specialist Healthcare Science Practitioner Chief Biomedical Scientist - Multi Site		4.0

		Specialist Healthcare Science Practitioner		Chief Biomedical Scientist - Site Co-ordinator		Specialist Healthcare Science Practitioner Chief Biomedical Scientist - Site Co-ordinator		4.0

		Specialist Healthcare Science Practitioner		Chief Biomedical Scientist Clinical Data Systems		Specialist Healthcare Science Practitioner Chief Biomedical Scientist Clinical Data Systems		4.0

		Specialist Healthcare Science Practitioner		Chief Biomedical Scientist Histopathology		Specialist Healthcare Science Practitioner Chief Biomedical Scientist Histopathology		4.0

		Specialist Healthcare Science Practitioner		Deputy Director and Scientific Manager		Specialist Healthcare Science Practitioner Deputy Director and Scientific Manager		4.0

		Specialist Healthcare Science Practitioner		Healthcare Scientist		Specialist Healthcare Science Practitioner Healthcare Scientist		4.0

		Specialist Healthcare Science Practitioner		HMDS Service Manager		Specialist Healthcare Science Practitioner HMDS Service Manager		1.0

		Specialist Healthcare Science Practitioner		Quality Manager Haematology		Specialist Healthcare Science Practitioner Quality Manager Haematology		1.0

		Specialist Healthcare Science Practitioner		Quality Manager Histopathology		Specialist Healthcare Science Practitioner Quality Manager Histopathology		1.0

		Specialist Healthcare Science Practitioner		Senior Clinical Perfusionist		Specialist Healthcare Science Practitioner Senior Clinical Perfusionist		4.0

		Specialist Healthcare Science Practitioner		Team Leader Adult Audiology Services		Specialist Healthcare Science Practitioner Team Leader Adult Audiology Services		4.0

		Specialist Healthcare Scientist		Clinical Scientist Bioinformatics		Specialist Healthcare Scientist Clinical Scientist Bioinformatics		4.0

		Specialist Nurse Practitioner		Adult Cardiac Surgical Care Practitioner		Specialist Nurse Practitioner Adult Cardiac Surgical Care Practitioner		5.0

		Specialist Nurse Practitioner		Advanced Nurse Practitioner		Specialist Nurse Practitioner Advanced Nurse Practitioner		5.0

		Specialist Nurse Practitioner		Advanced Practitioner		Specialist Nurse Practitioner Advanced Practitioner		5.0

		Specialist Nurse Practitioner		Advanced Practitioner Nurse		Specialist Nurse Practitioner Advanced Practitioner Nurse		5.0

		Specialist Nurse Practitioner		Advanced Practitioner Nurse Endoscopist		Specialist Nurse Practitioner Advanced Practitioner Nurse Endoscopist		5.0

		Specialist Nurse Practitioner		Anaemia Nurse Specialist		Specialist Nurse Practitioner Anaemia Nurse Specialist		5.0

		Specialist Nurse Practitioner		Band 6 Clinical Nurse Specialist		Specialist Nurse Practitioner Band 6 Clinical Nurse Specialist		5.0

		Specialist Nurse Practitioner		Clincal Nurse Specialist		Specialist Nurse Practitioner Clincal Nurse Specialist		5.0

		Specialist Nurse Practitioner		Clinical Educator		Specialist Nurse Practitioner Clinical Educator		5.0

		Specialist Nurse Practitioner		Clinical Nurse Specialist		Specialist Nurse Practitioner Clinical Nurse Specialist		5.0

		Specialist Nurse Practitioner		Clinical Procurement Specialist		Specialist Nurse Practitioner Clinical Procurement Specialist		5.0

		Specialist Nurse Practitioner		CNS		Specialist Nurse Practitioner CNS		5.0

		Specialist Nurse Practitioner		Critical Care Outreach Sister		Specialist Nurse Practitioner Critical Care Outreach Sister		5.0

		Specialist Nurse Practitioner		Discharge Co-ordinator		Specialist Nurse Practitioner Discharge Co-ordinator		5.0

		Specialist Nurse Practitioner		Donor Transplant Co-ordinator		Specialist Nurse Practitioner Donor Transplant Co-ordinator		5.0

		Specialist Nurse Practitioner		Donor Transplant Co-ordinator Team Leader		Specialist Nurse Practitioner Donor Transplant Co-ordinator Team Leader		5.0

		Specialist Nurse Practitioner		Education Practitioner		Specialist Nurse Practitioner Education Practitioner		5.0

		Specialist Nurse Practitioner		Gen Medical Devices & Equip't Training Co-ordinator		Specialist Nurse Practitioner Gen Medical Devices & Equip't Training Co-ordinator		5.0

		Specialist Nurse Practitioner		Head Injury & Neurovascular Nurse Specialist		Specialist Nurse Practitioner Head Injury & Neurovascular Nurse Specialist		5.0

		Specialist Nurse Practitioner		Human Tissue Act Manager		Specialist Nurse Practitioner Human Tissue Act Manager		5.0

		Specialist Nurse Practitioner		IBD Nurse Specialist		Specialist Nurse Practitioner IBD Nurse Specialist		5.0

		Specialist Nurse Practitioner		Lead Children's Cancer Nurse		Specialist Nurse Practitioner Lead Children's Cancer Nurse		5.0

		Specialist Nurse Practitioner		Lead Nurse		Specialist Nurse Practitioner Lead Nurse		5.0

		Specialist Nurse Practitioner		Lead Nurse - Safeguarding Vulnerable Adults		Specialist Nurse Practitioner Lead Nurse - Safeguarding Vulnerable Adults		5.0

		Specialist Nurse Practitioner		Lead Nurse for Patient Safety		Specialist Nurse Practitioner Lead Nurse for Patient Safety		5.0

		Specialist Nurse Practitioner		Lead Practitioner Learning Disabilities		Specialist Nurse Practitioner Lead Practitioner Learning Disabilities		5.0

		Specialist Nurse Practitioner		Lead Research Nurse		Specialist Nurse Practitioner Lead Research Nurse		5.0

		Specialist Nurse Practitioner		Live Donor Liver Transplant Co-ordinator		Specialist Nurse Practitioner Live Donor Liver Transplant Co-ordinator		5.0

		Specialist Nurse Practitioner		Live Donor Transplant Co-ordinator		Specialist Nurse Practitioner Live Donor Transplant Co-ordinator		5.0

		Specialist Nurse Practitioner		Liver Transplant Co-ordinator		Specialist Nurse Practitioner Liver Transplant Co-ordinator		5.0

		Specialist Nurse Practitioner		Macmillan Nurse Specialist		Specialist Nurse Practitioner Macmillan Nurse Specialist		5.0

		Specialist Nurse Practitioner		Macmillan Nurse Specialist - TYA		Specialist Nurse Practitioner Macmillan Nurse Specialist - TYA		5.0

		Specialist Nurse Practitioner		Named Nurse - Childrens Safeguarding		Specialist Nurse Practitioner Named Nurse - Childrens Safeguarding		5.0

		Specialist Nurse Practitioner		Nurse Practitioner		Specialist Nurse Practitioner Nurse Practitioner		5.0

		Specialist Nurse Practitioner		Nurse Practitioner/Nurse Colposcopist		Specialist Nurse Practitioner Nurse Practitioner/Nurse Colposcopist		5.0

		Specialist Nurse Practitioner		Nurse Specialist		Specialist Nurse Practitioner Nurse Specialist		5.0

		Specialist Nurse Practitioner		Nurse Specialist - Breast Care		Specialist Nurse Practitioner Nurse Specialist - Breast Care		5.0

		Specialist Nurse Practitioner		Nurse Specialist - Cleft Lip & Palate		Specialist Nurse Practitioner Nurse Specialist - Cleft Lip & Palate		5.0

		Specialist Nurse Practitioner		Nurse Specialist - Diabetes		Specialist Nurse Practitioner Nurse Specialist - Diabetes		5.0

		Specialist Nurse Practitioner		Nurse Specialist - Stoma Care		Specialist Nurse Practitioner Nurse Specialist - Stoma Care		5.0

		Specialist Nurse Practitioner		Nurse Specialist - Team Leader		Specialist Nurse Practitioner Nurse Specialist - Team Leader		5.0

		Specialist Nurse Practitioner		Nurse Specialist - Team Manager		Specialist Nurse Practitioner Nurse Specialist - Team Manager		5.0

		Specialist Nurse Practitioner		Nurse Specialist Hysteroscopy		Specialist Nurse Practitioner Nurse Specialist Hysteroscopy		5.0

		Specialist Nurse Practitioner		Nurse Specialist Practitioner		Specialist Nurse Practitioner Nurse Specialist Practitioner		5.0

		Specialist Nurse Practitioner		Nurse Specialist Team Manager		Specialist Nurse Practitioner Nurse Specialist Team Manager		5.0

		Specialist Nurse Practitioner		Parkinson Nurse Specialist		Specialist Nurse Practitioner Parkinson Nurse Specialist		5.0

		Specialist Nurse Practitioner		Patient Placement Co-ordinator		Specialist Nurse Practitioner Patient Placement Co-ordinator		5.0

		Specialist Nurse Practitioner		Practice Development/Clinical Educator		Specialist Nurse Practitioner Practice Development/Clinical Educator		5.0

		Specialist Nurse Practitioner		Prof Development Practitioner/Clinical Educator		Specialist Nurse Practitioner Prof Development Practitioner/Clinical Educator		5.0

		Specialist Nurse Practitioner		Professional Development Practitioner/Clin Educator		Specialist Nurse Practitioner Professional Development Practitioner/Clin Educator		5.0

		Specialist Nurse Practitioner		Project Lead Nurse		Specialist Nurse Practitioner Project Lead Nurse		5.0

		Specialist Nurse Practitioner		Renal Transplant Co-ordinator		Specialist Nurse Practitioner Renal Transplant Co-ordinator		5.0

		Specialist Nurse Practitioner		Research Nurse		Specialist Nurse Practitioner Research Nurse		5.0

		Specialist Nurse Practitioner		Resuscitation Officer		Specialist Nurse Practitioner Resuscitation Officer		5.0

		Specialist Nurse Practitioner		Senior Research Nurse		Specialist Nurse Practitioner Senior Research Nurse		5.0

		Specialist Nurse Practitioner		Specialist Nurse Practitioner		Specialist Nurse Practitioner Specialist Nurse Practitioner		5.0

		Specialist Nurse Practitioner		Specialist Retina Practitioner		Specialist Nurse Practitioner Specialist Retina Practitioner		5.0

		Specialist Nurse Practitioner		Staff Support Development Manager		Specialist Nurse Practitioner Staff Support Development Manager		5.0

		Specialist Nurse Practitioner		Surgical Care Practitioner		Specialist Nurse Practitioner Surgical Care Practitioner		5.0

		Specialist Nurse Practitioner		Surgical Nurse Practitioner		Specialist Nurse Practitioner Surgical Nurse Practitioner		5.0

		Specialist Nurse Practitioner		Trainee Advanced Practitioner		Specialist Nurse Practitioner Trainee Advanced Practitioner		5.0

		Specialist Nurse Practitioner		Trainee Nurse Practitioner		Specialist Nurse Practitioner Trainee Nurse Practitioner		5.0

		Specialist Nurse Practitioner		Training Educator		Specialist Nurse Practitioner Training Educator		5.0

		Specialist Nurse Practitioner		Undergraduate Clinical Teacher		Specialist Nurse Practitioner Undergraduate Clinical Teacher		5.0

		Specialist Practitioner		Head of Adult Psychology Services [Medical]		Specialist Practitioner Head of Adult Psychology Services [Medical]		3.0

		Specialist Practitioner		Head of Neuropsychology Service		Specialist Practitioner Head of Neuropsychology Service		3.0

		Specialist Practitioner		Specialist Peri-operative Practitioner		Specialist Practitioner Specialist Peri-operative Practitioner		5.0

		Specialist Practitioner		Theatre Suite Co-ordinator		Specialist Practitioner Theatre Suite Co-ordinator		3.0

		Specialty Doctor		Associate Specialist		Specialty Doctor Associate Specialist		5.0

		Specialty Doctor		Honorary Specialty Doctor		Specialty Doctor Honorary Specialty Doctor		5.0

		Specialty Doctor		Honorary Surgical Assistant		Specialty Doctor Honorary Surgical Assistant		5.0

		Specialty Doctor		Locum Specialty Dentist		Specialty Doctor Locum Specialty Dentist		5.0

		Specialty Doctor		Speciality Dr in Pain Medicine		Specialty Doctor Speciality Dr in Pain Medicine		5.0

		Specialty Doctor		Specialty Dentist		Specialty Doctor Specialty Dentist		5.0

		Specialty Doctor		Specialty Doctor		Specialty Doctor Specialty Doctor		5.0

		Specialty Doctor		Staff Grade		Specialty Doctor Staff Grade		5.0

		Specialty Doctor		Staff Grade Practitioner		Specialty Doctor Staff Grade Practitioner		5.0

		Specialty Registrar		Academic Clinical Fellow HST		Specialty Registrar Academic Clinical Fellow HST		5.0

		Specialty Registrar		Academic Clinical Lecturer		Specialty Registrar Academic Clinical Lecturer		5.0

		Specialty Registrar		Academic Clinical Lecturer HST		Specialty Registrar Academic Clinical Lecturer HST		5.0

		Specialty Registrar		Academic Specialty Registrar		Specialty Registrar Academic Specialty Registrar		5.0

		Specialty Registrar		Academic Specialty Registrar HST		Specialty Registrar Academic Specialty Registrar HST		5.0

		Specialty Registrar		Academic Specialty Registrar LST		Specialty Registrar Academic Specialty Registrar LST		5.0

		Specialty Registrar		ACCS Specialty Registrar		Specialty Registrar ACCS Specialty Registrar		5.0

		Specialty Registrar		ACCS Specialty Registrar Emergency Medicine		Specialty Registrar ACCS Specialty Registrar Emergency Medicine		5.0

		Specialty Registrar		ACF Specialty Registrar LST		Specialty Registrar ACF Specialty Registrar LST		5.0

		Specialty Registrar		AFC Specialty Registrar		Specialty Registrar AFC Specialty Registrar		5.0

		Specialty Registrar		Clinical Fellow in Laser		Specialty Registrar Clinical Fellow in Laser		5.0

		Specialty Registrar		Clinical Leadership Fellow		Specialty Registrar Clinical Leadership Fellow		5.0

		Specialty Registrar		Clinical Research Fellow		Specialty Registrar Clinical Research Fellow		5.0

		Specialty Registrar		Core Anaesthetics Trainee		Specialty Registrar Core Anaesthetics Trainee		5.0

		Specialty Registrar		Core Medical Trainee		Specialty Registrar Core Medical Trainee		5.0

		Specialty Registrar		Core Medical Trainee - St Gemma's		Specialty Registrar Core Medical Trainee - St Gemma's		5.0

		Specialty Registrar		Core Medical Trainee BBT		Specialty Registrar Core Medical Trainee BBT		5.0

		Specialty Registrar		Core Medical Trainee MTI		Specialty Registrar Core Medical Trainee MTI		5.0

		Specialty Registrar		Core Surgical Trainee		Specialty Registrar Core Surgical Trainee		5.0

		Specialty Registrar		Core Surgical Trainee - Breast		Specialty Registrar Core Surgical Trainee - Breast		5.0

		Specialty Registrar		Core Surgical Trainee LTFT SS		Specialty Registrar Core Surgical Trainee LTFT SS		5.0

		Specialty Registrar		FTSTA Specialty Registrar LST		Specialty Registrar FTSTA Specialty Registrar LST		5.0

		Specialty Registrar		GPVTS		Specialty Registrar GPVTS		5.0

		Specialty Registrar		GPVTS Specialty Registrar		Specialty Registrar GPVTS Specialty Registrar		5.0

		Specialty Registrar		Hand Fellow - Specialty Registrar HST		Specialty Registrar Hand Fellow - Specialty Registrar HST		5.0

		Specialty Registrar		Honorary Academic Clinical Lecturer		Specialty Registrar Honorary Academic Clinical Lecturer		5.0

		Specialty Registrar		Honorary Clinical Research Fellow		Specialty Registrar Honorary Clinical Research Fellow		5.0

		Specialty Registrar		Honorary Clinical Research Fellow/Specialty Registrar		Specialty Registrar Honorary Clinical Research Fellow/Specialty Registrar		5.0

		Specialty Registrar		Honorary Clinical Tutor		Specialty Registrar Honorary Clinical Tutor		5.0

		Specialty Registrar		Honorary Specialty Registrar		Specialty Registrar Honorary Specialty Registrar		5.0

		Specialty Registrar		Honorary Trust Doctor		Specialty Registrar Honorary Trust Doctor		5.0

		Specialty Registrar		Honorary Trust Research Doctor		Specialty Registrar Honorary Trust Research Doctor		5.0

		Specialty Registrar		Innovative GPVTS		Specialty Registrar Innovative GPVTS		5.0

		Specialty Registrar		LAS Core Medical Trainee		Specialty Registrar LAS Core Medical Trainee		5.0

		Specialty Registrar		LAS Specialty Registrar HST		Specialty Registrar LAS Specialty Registrar HST		5.0

		Specialty Registrar		LAT Specialty Registrar HST		Specialty Registrar LAT Specialty Registrar HST		5.0

		Specialty Registrar		LTFT Academic Clinical Lecturer FT Slot		Specialty Registrar LTFT Academic Clinical Lecturer FT Slot		5.0

		Specialty Registrar		LTFT ACCS Specialty Registrar Supernumerary		Specialty Registrar LTFT ACCS Specialty Registrar Supernumerary		5.0

		Specialty Registrar		LTFT Core Medical Trainee SS		Specialty Registrar LTFT Core Medical Trainee SS		5.0

		Specialty Registrar		LTFT Core Medical Trainee SS - St Gemma's		Specialty Registrar LTFT Core Medical Trainee SS - St Gemma's		5.0

		Specialty Registrar		LTFT Core Medical Trainee Supernumerary		Specialty Registrar LTFT Core Medical Trainee Supernumerary		5.0

		Specialty Registrar		LTFT Core Surgical Trainee SS		Specialty Registrar LTFT Core Surgical Trainee SS		5.0

		Specialty Registrar		LTFT GPVTS - Supernumary		Specialty Registrar LTFT GPVTS - Supernumary		5.0

		Specialty Registrar		LTFT GPVTS FTS		Specialty Registrar LTFT GPVTS FTS		5.0

		Specialty Registrar		LTFT GPVTS SS		Specialty Registrar LTFT GPVTS SS		5.0

		Specialty Registrar		LTFT GPVTS Supernumerary		Specialty Registrar LTFT GPVTS Supernumerary		5.0

		Specialty Registrar		LTFT Specialist Registrar - Supernumerary		Specialty Registrar LTFT Specialist Registrar - Supernumerary		5.0

		Specialty Registrar		LTFT Specialist Registrar HST - Supernumerary		Specialty Registrar LTFT Specialist Registrar HST - Supernumerary		5.0

		Specialty Registrar		LTFT Specialty Registrar		Specialty Registrar LTFT Specialty Registrar		5.0

		Specialty Registrar		LTFT Specialty Registrar - Occupying Full Time Slot		Specialty Registrar LTFT Specialty Registrar - Occupying Full Time Slot		5.0

		Specialty Registrar		LTFT Specialty Registrar - Supernumerary		Specialty Registrar LTFT Specialty Registrar - Supernumerary		5.0

		Specialty Registrar		LTFT Specialty Registrar - Supernumerary R96		Specialty Registrar LTFT Specialty Registrar - Supernumerary R96		5.0

		Specialty Registrar		LTFT Specialty Registrar FTS HST		Specialty Registrar LTFT Specialty Registrar FTS HST		5.0

		Specialty Registrar		LTFT Specialty Registrar HST		Specialty Registrar LTFT Specialty Registrar HST		5.0

		Specialty Registrar		LTFT Specialty Registrar HST - Supernumerary		Specialty Registrar LTFT Specialty Registrar HST - Supernumerary		5.0

		Specialty Registrar		LTFT Specialty Registrar HST FTS		Specialty Registrar LTFT Specialty Registrar HST FTS		5.0

		Specialty Registrar		LTFT Specialty Registrar HST SS		Specialty Registrar LTFT Specialty Registrar HST SS		5.0

		Specialty Registrar		LTFT Specialty Registrar HST Super		Specialty Registrar LTFT Specialty Registrar HST Super		5.0

		Specialty Registrar		LTFT Specialty Registrar HST Supernumerary		Specialty Registrar LTFT Specialty Registrar HST Supernumerary		5.0

		Specialty Registrar		LTFT Specialty Registrar HST VS		Specialty Registrar LTFT Specialty Registrar HST VS		5.0

		Specialty Registrar		LTFT Specialty Registrar LST FTS		Specialty Registrar LTFT Specialty Registrar LST FTS		5.0

		Specialty Registrar		LTFT Specialty Registrar LST SS		Specialty Registrar LTFT Specialty Registrar LST SS		5.0

		Specialty Registrar		LTFT Specialty Registrar SS HST		Specialty Registrar LTFT Specialty Registrar SS HST		5.0

		Specialty Registrar		LTFT Specialty Registrar Supernumerary		Specialty Registrar LTFT Specialty Registrar Supernumerary		5.0

		Specialty Registrar		LTFT Specialty Trainee HST SS		Specialty Registrar LTFT Specialty Trainee HST SS		5.0

		Specialty Registrar		LTHT Specialty Registrar Supernumerary HST		Specialty Registrar LTHT Specialty Registrar Supernumerary HST		5.0

		Specialty Registrar		Management and Leadership Trainee		Specialty Registrar Management and Leadership Trainee		5.0

		Specialty Registrar		National Spine Fellow Specialty Registrar		Specialty Registrar National Spine Fellow Specialty Registrar		5.0

		Specialty Registrar		Specialist Registrar LST		Specialty Registrar Specialist Registrar LST		5.0

		Specialty Registrar		Specialty Registrar		Specialty Registrar Specialty Registrar		5.0

		Specialty Registrar		Specialty Registrar - Supernumerary		Specialty Registrar Specialty Registrar - Supernumerary		5.0

		Specialty Registrar		Specialty Registrar FTS HST		Specialty Registrar Specialty Registrar FTS HST		5.0

		Specialty Registrar		Specialty Registrar HST		Specialty Registrar Specialty Registrar HST		5.0

		Specialty Registrar		Specialty Registrar HST FTS		Specialty Registrar Specialty Registrar HST FTS		5.0

		Specialty Registrar		Specialty Registrar HST SS		Specialty Registrar Specialty Registrar HST SS		5.0

		Specialty Registrar		Specialty Registrar JACCIT HST		Specialty Registrar Specialty Registrar JACCIT HST		5.0

		Specialty Registrar		Specialty Registrar LAS HST		Specialty Registrar Specialty Registrar LAS HST		5.0

		Specialty Registrar		Specialty Registrar LST		Specialty Registrar Specialty Registrar LST		5.0

		Specialty Registrar		Specialty Registrar LST BBT		Specialty Registrar Specialty Registrar LST BBT		5.0

		Specialty Registrar		Specialty Registrar SS HST		Specialty Registrar Specialty Registrar SS HST		5.0

		Specialty Registrar		Specialty Trainee Registrar HST		Specialty Registrar Specialty Trainee Registrar HST		5.0

		Specialty Registrar		Sub Specialty Registrar HST		Specialty Registrar Sub Specialty Registrar HST		5.0

		Specialty Registrar		Sub Specialty Trainee HST		Specialty Registrar Sub Specialty Trainee HST		5.0

		Specialty Registrar		Sub-Specialty Trainee HST		Specialty Registrar Sub-Specialty Trainee HST		5.0

		Specialty Registrar		Sub-Specialty Trainee ST4-10		Specialty Registrar Sub-Specialty Trainee ST4-10		5.0

		Specialty Registrar		Trust Doctor		Specialty Registrar Trust Doctor		5.0

		Specialty Registrar		Trust Doctor R19		Specialty Registrar Trust Doctor R19		5.0

		Specialty Registrar		Trust Research Doctor		Specialty Registrar Trust Research Doctor		5.0

		Speech and Language Therapist Manager		Clinical Lead - Speech & Language Therapist		Speech and Language Therapist Manager Clinical Lead - Speech & Language Therapist		5.0

		Speech and Language Therapist Manager		Head of Speech & Language Therapy		Speech and Language Therapist Manager Head of Speech & Language Therapy		5.0

		Speech and Language Therapist Specialist Practitioner		Highly Specialist Speech & Language Therapist		Speech and Language Therapist Specialist Practitioner Highly Specialist Speech & Language Therapist		5.0

		Speech and Language Therapist Specialist Practitioner		Principal Speech & Language Therapist		Speech and Language Therapist Specialist Practitioner Principal Speech & Language Therapist		5.0

		Speech and Language Therapist Specialist Practitioner		Specialist Speech & Language Therapist		Speech and Language Therapist Specialist Practitioner Specialist Speech & Language Therapist		5.0

		Speech and Language Therapist Specialist Practitioner		Stroke Specialist Speech & Language Therapist		Speech and Language Therapist Specialist Practitioner Stroke Specialist Speech & Language Therapist		5.0

		Staff Nurse		Macmillan Information & Support Specialist		Staff Nurse Macmillan Information & Support Specialist		5.0

		Staff Nurse		Paediatric Recovery Nurse		Staff Nurse Paediatric Recovery Nurse		5.0

		Staff Nurse		Peri-operative Practitioner		Staff Nurse Peri-operative Practitioner		5.0

		Staff Nurse		Project Support Nurse		Staff Nurse Project Support Nurse		5.0

		Staff Nurse		Reseach Nurse		Staff Nurse Reseach Nurse		5.0

		Staff Nurse		Research Nurse		Staff Nurse Research Nurse		5.0

		Staff Nurse		Sister/Charge Nurse - Medicine for Children Research		Staff Nurse Sister/Charge Nurse - Medicine for Children Research		5.0

		Staff Nurse		Staff Nurse		Staff Nurse Staff Nurse		5.0

		Staff Nurse		Staff Nurse - Infection Prevention		Staff Nurse Staff Nurse - Infection Prevention		5.0

		Staff Nurse		Staff Nurse EN		Staff Nurse Staff Nurse EN		5.0

		Student Midwife		Student Midwife		Student Midwife Student Midwife		4.0

		Student Technician		Student Audiologist		Student Technician Student Audiologist		4.0

		Student Technician		Student Dental Nurse		Student Technician Student Dental Nurse		4.0

		Supervisor		Assistant Facilities Manager		Supervisor Assistant Facilities Manager		1.0

		Supervisor		Assistant Facilities Manager - Patient Environment		Supervisor Assistant Facilities Manager - Patient Environment		1.0

		Supervisor		Assistant Facilities Manager - Postal Services		Supervisor Assistant Facilities Manager - Postal Services		1.0

		Supervisor		Assistant Facilities Manager - Transport Services		Supervisor Assistant Facilities Manager - Transport Services		1.0

		Supervisor		Catering Supervisor		Supervisor Catering Supervisor		1.0

		Supervisor		Catering Supervisor - RADU		Supervisor Catering Supervisor - RADU		1.0

		Supervisor		Facilities Co-ordinator		Supervisor Facilities Co-ordinator		1.0

		Supervisor		Facilities Manager - Patient Catering		Supervisor Facilities Manager - Patient Catering		1.0

		Supervisor		Facilities Supervisor - Patient Environment		Supervisor Facilities Supervisor - Patient Environment		1.0

		Supervisor		Facilities Supervisor - Postal Services		Supervisor Facilities Supervisor - Postal Services		1.0

		Supervisor		Maintenance Supervisor		Supervisor Maintenance Supervisor		1.0

		Supervisor		Security Supervisor		Supervisor Security Supervisor		1.0

		Supervisor		Senior Catering Supervisor - Head Chef		Supervisor Senior Catering Supervisor - Head Chef		1.0

		Supervisor		Shift Maintenance Engineer Higher Level		Supervisor Shift Maintenance Engineer Higher Level		1.0

		Supervisor		Supervisor - Patient Environment		Supervisor Supervisor - Patient Environment		1.0

		Supervisor		Transport Booking Office Supervisor		Supervisor Transport Booking Office Supervisor		1.0

		Support Worker		Catering Assistant		Support Worker Catering Assistant		1.0

		Support Worker		Catering Assistant - RADU Stores		Support Worker Catering Assistant - RADU Stores		1.0

		Support Worker		Control & Despatch Porter		Support Worker Control & Despatch Porter		1.0

		Support Worker		Control & Dispatch Operative		Support Worker Control & Dispatch Operative		1.0

		Support Worker		Domestic Assistant		Support Worker Domestic Assistant		1.0

		Support Worker		Estates Maintenance Worker		Support Worker Estates Maintenance Worker		1.0

		Support Worker		Estates Maintenance Worker - Assistant		Support Worker Estates Maintenance Worker - Assistant		1.0

		Support Worker		Facilities Supervisor - Postal Services		Support Worker Facilities Supervisor - Postal Services		1.0

		Support Worker		Food Services Assistant		Support Worker Food Services Assistant		1.0

		Support Worker		Logistics Operative		Support Worker Logistics Operative		1.0

		Support Worker		Maintenance Storeman		Support Worker Maintenance Storeman		1.0

		Support Worker		Receipt & Distribution Assistant		Support Worker Receipt & Distribution Assistant		1.0

		Support Worker		Receipts & Distribution Assistant		Support Worker Receipts & Distribution Assistant		1.0

		Support Worker		Receptionist		Support Worker Receptionist		1.0

		Support Worker		Security Control Room Operator		Support Worker Security Control Room Operator		1.0

		Support Worker		Security Incident Information Officer		Support Worker Security Incident Information Officer		1.0

		Support Worker		Security Officer		Support Worker Security Officer		1.0

		Support Worker		Security Supervisor		Support Worker Security Supervisor		1.0

		Support Worker		Security Support Officer		Support Worker Security Support Officer		1.0

		Support Worker		Storekeeper/Clerk		Support Worker Storekeeper/Clerk		1.0

		Support Worker		Traffic Officer		Support Worker Traffic Officer		1.0

		Technical Instructor		Technical Instructor		Technical Instructor Technical Instructor		2.0

		Technical Instructor		Technical Instructor III - Physiotherapy		Technical Instructor Technical Instructor III - Physiotherapy		4.0

		Technician (Closed)		Advanced Medical Illustration Practitioner		Technician (Closed) Advanced Medical Illustration Practitioner		1.0

		Technician (Closed)		Trainee Healthcare Scientist		Technician (Closed) Trainee Healthcare Scientist		1.0

		Technician		AAA Screening Technician		Technician AAA Screening Technician		3.0

		Technician		Anatomical Pathology Technician		Technician Anatomical Pathology Technician		3.0

		Technician		Anatomical Pathology Technician - Higher		Technician Anatomical Pathology Technician - Higher		3.0

		Technician		Aseptics Process Supervisor		Technician Aseptics Process Supervisor		1.0

		Technician		Assistant Practitioner - Clean Room Supervisor		Technician Assistant Practitioner - Clean Room Supervisor		1.0

		Technician		Assistant Practitioner - Pharmacy Supervisor		Technician Assistant Practitioner - Pharmacy Supervisor		1.0

		Technician		Associate Audiologist		Technician Associate Audiologist		3.0

		Technician		Audiologist		Technician Audiologist		3.0

		Technician		Biomedical Support Worker - Higher Level		Technician Biomedical Support Worker - Higher Level		3.0

		Technician		Brachytherapy Dosimetrist/Technologist		Technician Brachytherapy Dosimetrist/Technologist		3.0

		Technician		Chief Brachytherapy Dosimetrist/Technologist		Technician Chief Brachytherapy Dosimetrist/Technologist		3.0

		Technician		Chief Clinical Physiologist		Technician Chief Clinical Physiologist		3.0

		Technician		Chief Dental Technician		Technician Chief Dental Technician		3.0

		Technician		Chief Maxillo-Facial Prosthetist		Technician Chief Maxillo-Facial Prosthetist		3.0

		Technician		Chief Medical Photographer		Technician Chief Medical Photographer		2.0

		Technician		Chief Mould Room Technologist		Technician Chief Mould Room Technologist		1.0

		Technician		Chief Technician Aseptic Operations		Technician Chief Technician Aseptic Operations		1.0

		Technician		Chief Technician Workforce Development		Technician Chief Technician Workforce Development		1.0

		Technician		Chief Technologist/Dosimetrist		Technician Chief Technologist/Dosimetrist		2.0

		Technician		Clinical Nurse Manager		Technician Clinical Nurse Manager		3.0

		Technician		Clinical Perfusion Manager		Technician Clinical Perfusion Manager		3.0

		Technician		Clinical Photographer		Technician Clinical Photographer		2.0

		Technician		Clinical Physiologist		Technician Clinical Physiologist		3.0

		Technician		Clinical Physiologist/Clinical Educator		Technician Clinical Physiologist/Clinical Educator		3.0

		Technician		Clinical Physiology Team Manager		Technician Clinical Physiology Team Manager		3.0

		Technician		Clinical Technologist		Technician Clinical Technologist		3.0

		Technician		Clinical Technologist/Treatment Planner		Technician Clinical Technologist/Treatment Planner		3.0

		Technician		Clinical Trials Technician		Technician Clinical Trials Technician		1.0

		Technician		Clinical Trials Technician - QA Lead		Technician Clinical Trials Technician - QA Lead		3.0

		Technician		Communications & Video Technician		Technician Communications & Video Technician		1.0

		Technician		Consultant Cardiac Sonographer		Technician Consultant Cardiac Sonographer		3.0

		Technician		Customer Reception Centre Advisor		Technician Customer Reception Centre Advisor		1.0

		Technician		Cytology Screener		Technician Cytology Screener		3.0

		Technician		Dental Technical Services Manager		Technician Dental Technical Services Manager		3.0

		Technician		Dental Technician		Technician Dental Technician		1.0

		Technician		Dental Therapist		Technician Dental Therapist		1.0

		Technician		Deputy Senior Dental Nurse		Technician Deputy Senior Dental Nurse		3.0

		Technician		Donor Transplant Co-ordinator		Technician Donor Transplant Co-ordinator		3.0

		Technician		Dosimetrist		Technician Dosimetrist		3.0

		Technician		Estate Manager -Operations- Fire Engineering Advisor		Technician Estate Manager -Operations- Fire Engineering Advisor		1.0

		Technician		Fire Officer		Technician Fire Officer		1.0

		Technician		First Assistant		Technician First Assistant		1.0

		Technician		Genetic Technologist		Technician Genetic Technologist		3.0

		Technician		Graphic Designer		Technician Graphic Designer		1.0

		Technician		Head of Audiology Services		Technician Head of Audiology Services		3.0

		Technician		Head of Medical Illustration		Technician Head of Medical Illustration		2.0

		Technician		Head of Paediatric Audiology Services		Technician Head of Paediatric Audiology Services		3.0

		Technician		Head of Radiotherapy Technology Services		Technician Head of Radiotherapy Technology Services		3.0

		Technician		Highly Specialist Cardiac Physiologist		Technician Highly Specialist Cardiac Physiologist		3.0

		Technician		Highly Specialist Cardiac Sonographer		Technician Highly Specialist Cardiac Sonographer		3.0

		Technician		Highly Specialist Physiologist		Technician Highly Specialist Physiologist		3.0

		Technician		I M & T Technical Engineer - Specialist		Technician I M & T Technical Engineer - Specialist		1.0

		Technician		IM & T Technical Engineer Specialist - Netware		Technician IM & T Technical Engineer Specialist - Netware		1.0
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		Technician		Non Registered Medical Physicist		Technician Non Registered Medical Physicist		3.0
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		Technician		Pathology IT Senior Support Engineer		Technician Pathology IT Senior Support Engineer		1.0
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		Technician		Pharmacy Production Manager		Technician Pharmacy Production Manager		1.0
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		Technician		Pharmacy Technician Medicines Assurance Manager		Technician Pharmacy Technician Medicines Assurance Manager		1.0

		Technician		Pharmacy Technician Specialist		Technician Pharmacy Technician Specialist		1.0

		Technician		Pharmacy Technician Team Manager		Technician Pharmacy Technician Team Manager		1.0
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		Technician		Photographer		Technician Photographer		2.0
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		Technician		Pre-Registration Trainee Pharmacy Technician		Technician Pre-Registration Trainee Pharmacy Technician		1.0
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		Technician		Principal Tutor Dental Technician		Technician Principal Tutor Dental Technician		3.0

		Technician		Qualified Dental Nurse		Technician Qualified Dental Nurse		5.0
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		Technician		Radiopharmacy Pharmacy Assistant Higher Level		Technician Radiopharmacy Pharmacy Assistant Higher Level		3.0

		Technician		Radiotherapy Technology Clinical Technologist		Technician Radiotherapy Technology Clinical Technologist		3.0

		Technician		Radiotherapy Technology Deputy Technical Manager		Technician Radiotherapy Technology Deputy Technical Manager		1.0

		Technician		Radiotherapy Technology Equipment Manager		Technician Radiotherapy Technology Equipment Manager		1.0

		Technician		Radiotherapy Technology Lead Project Technologist		Technician Radiotherapy Technology Lead Project Technologist		1.0

		Technician		Radiotherapy Technology Procurement Technician		Technician Radiotherapy Technology Procurement Technician		3.0
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		Technician		Team Leader Adult Audiology Services		Technician Team Leader Adult Audiology Services		3.0

		Technician		Team Leader Clinical Photography		Technician Team Leader Clinical Photography		2.0

		Technician		Team Leader Medical Physics		Technician Team Leader Medical Physics		1.0

		Technician		Team Leader Ophthalmic Imaging		Technician Team Leader Ophthalmic Imaging		2.0

		Technician		Team Leader Paediatric Audiology Services		Technician Team Leader Paediatric Audiology Services		3.0

		Technician		Team Leader Retinal Screening		Technician Team Leader Retinal Screening		3.0

		Technician		Technical Services Manager		Technician Technical Services Manager		1.0

		Technician		Technical Specialist		Technician Technical Specialist		1.0

		Technician		Theatre Systems Manager		Technician Theatre Systems Manager		1.0

		Technician		Trainee Cardiac Physiologist		Technician Trainee Cardiac Physiologist		3.0

		Technician		Trainee Clinical Scientist		Technician Trainee Clinical Scientist		3.0

		Technician		Trainee Congenital Cardiac Sonographer		Technician Trainee Congenital Cardiac Sonographer		3.0

		Technician		Trainee Physiologist		Technician Trainee Physiologist		3.0

		Technician		Trainer/Assessor Dental Nurse		Technician Trainer/Assessor Dental Nurse		3.0

		Technician		Treatment Planning Clinical Technologist/Dosimetrist		Technician Treatment Planning Clinical Technologist/Dosimetrist		3.0
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		Technician		Urodynamics Technician		Technician Urodynamics Technician		3.0

		Technician		Voice Services Engineer		Technician Voice Services Engineer		1.0

		Technician		X-Ray Engineer		Technician X-Ray Engineer		1.0

		Technician		Yorks Lead for Pharmacy Tech & Supp Staff Development		Technician Yorks Lead for Pharmacy Tech & Supp Staff Development		1.0

		Trainee Healthcare Science Associate		Associate Practitioner		Trainee Healthcare Science Associate Associate Practitioner		1.0

		Trainee Healthcare Science Associate		Associate Practitioner Primary Care		Trainee Healthcare Science Associate Associate Practitioner Primary Care		1.0

		Trainee Healthcare Science Practitioner		Medical Physics Trainee		Trainee Healthcare Science Practitioner Medical Physics Trainee		1.0

		Trainee Healthcare Science Practitioner		Trainee Biomedical Scientist		Trainee Healthcare Science Practitioner Trainee Biomedical Scientist		1.0

		Trainee Healthcare Science Practitioner		Trainee Cardiac Physiologist		Trainee Healthcare Science Practitioner Trainee Cardiac Physiologist		1.0

		Trainee Healthcare Scientist		Trainee Clinical Embryologist		Trainee Healthcare Scientist Trainee Clinical Embryologist		1.0

		Trainee Healthcare Scientist		Trainee Clinical Perfusionist		Trainee Healthcare Scientist Trainee Clinical Perfusionist		1.0

		Trainee Healthcare Scientist		Trainee Clinical Scientist		Trainee Healthcare Scientist Trainee Clinical Scientist		1.0

		Trainee Healthcare Scientist		Trainee Healthcare Scientist		Trainee Healthcare Scientist Trainee Healthcare Scientist		1.0

		Trainee Healthcare Scientist		Trainee in Cytogenetics		Trainee Healthcare Scientist Trainee in Cytogenetics		1.0

		Trainee Healthcare Scientist		Trainee Scientist Cellular Science		Trainee Healthcare Scientist Trainee Scientist Cellular Science		1.0

		Trainee Scientist		Trainee Biomedical Scientist		Trainee Scientist Trainee Biomedical Scientist		4.0

		Trainee Scientist		Trainee Scientist Cellular Science		Trainee Scientist Trainee Scientist Cellular Science		4.0

		Trust Grade Doctor - Specialty Registrar		Clinical Fellow		Trust Grade Doctor - Specialty Registrar Clinical Fellow		5.0

		Trust Grade Doctor - Specialty Registrar		Clinical Research Fellow		Trust Grade Doctor - Specialty Registrar Clinical Research Fellow		5.0

		Trust Grade Doctor - Specialty Registrar		Honorary Academic Specialty Registrar LU recharge		Trust Grade Doctor - Specialty Registrar Honorary Academic Specialty Registrar LU recharge		5.0

		Trust Grade Doctor - Specialty Registrar		Honorary Clinical Fellow		Trust Grade Doctor - Specialty Registrar Honorary Clinical Fellow		5.0

		Trust Grade Doctor - Specialty Registrar		Honorary Clinical Research Fellow		Trust Grade Doctor - Specialty Registrar Honorary Clinical Research Fellow		5.0

		Trust Grade Doctor - Specialty Registrar		Honorary Clinical Teaching Fellow		Trust Grade Doctor - Specialty Registrar Honorary Clinical Teaching Fellow		5.0

		Trust Grade Doctor - Specialty Registrar		Honorary Clinical Tutor		Trust Grade Doctor - Specialty Registrar Honorary Clinical Tutor		5.0

		Trust Grade Doctor - Specialty Registrar		Honorary GP/Specialist Registrar		Trust Grade Doctor - Specialty Registrar Honorary GP/Specialist Registrar		5.0

		Trust Grade Doctor - Specialty Registrar		Honorary International Training Fellow		Trust Grade Doctor - Specialty Registrar Honorary International Training Fellow		5.0
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		Trust Grade Doctor - Specialty Registrar		Honorary Specialist Registrar		Trust Grade Doctor - Specialty Registrar Honorary Specialist Registrar		5.0

		Trust Grade Doctor - Specialty Registrar		Honorary Specialty Registrar		Trust Grade Doctor - Specialty Registrar Honorary Specialty Registrar		5.0

		Trust Grade Doctor - Specialty Registrar		Honorary Trust Doctor		Trust Grade Doctor - Specialty Registrar Honorary Trust Doctor		5.0

		Trust Grade Doctor - Specialty Registrar		Honorary Trust Research Doctor		Trust Grade Doctor - Specialty Registrar Honorary Trust Research Doctor		5.0

		Trust Grade Doctor - Specialty Registrar		International Training Fellow		Trust Grade Doctor - Specialty Registrar International Training Fellow		5.0

		Trust Grade Doctor - Specialty Registrar		Post CCT Fellow		Trust Grade Doctor - Specialty Registrar Post CCT Fellow		5.0
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		Chronic Pain Team’s Specialist Management		No		Yes		Yes		No		No

		CNS Consultation		Yes		Yes		Yes		Yes		Yes

		Community Intermediate Care Bed Medical Progress Notes		Yes		Yes		Yes		Yes		Yes

		Adults who Lack the Capacity to Consent to Investigation or Treatment		No		Yes		Yes		No		No

		Consent form		No		No		No		No		No

		Agreement to Investigation or Treatment for a Child or Young Person		No		Yes		Yes		No		No

		Patient Agreement to Investigation or Treatment		No		Yes		Yes		No		No

		Custom List Details		Yes		Yes		Yes		Yes		Yes

		diagnosis		Yes		Yes		Yes		Yes		Yes

		Diagnosis		Yes		Yes		Yes		Yes		Yes

		Discharge Checklist		Yes		Yes		Yes		Yes		Yes

		Discharge / Transfer Planning		Yes		Yes		Yes		Yes		Yes

		DOAC counselling check list		Yes		Yes		Yes		Yes		Yes

		Discharge Advice Note: Prescriber		Yes		Yes		Yes		Yes		Yes

		Discharge Advice Note: Discharge		Yes		Yes		Yes		Yes		Yes

		Discharge Advice Note: Pharmacist		Yes		Yes		Yes		Yes		Yes

		Discharge Advice Note: Pharmacist		Yes		Yes		Yes		Yes		Yes

		CHC Checklist		Yes		Yes		Yes		Yes		Yes

		EDID: District Nurse		Yes		Yes		Yes		Yes		Yes

		EDID: Fast Track		Yes		Yes		Yes		Yes		Yes

		Notification of Discharge		Yes		Yes		Yes		Yes		Yes

		Practice Nurse Discharge Information		Yes		Yes		Yes		Yes		Yes

		Referral for Community Services		Yes		Yes		Yes		Yes		Yes

		EDID: Referral for Supported Discharge		Yes		Yes		Yes		Yes		Yes

		EDID: Section 2		Yes		Yes		Yes		Yes		Yes

		EDID: Section 5		Yes		Yes		Yes		Yes		Yes

		EQ-5DL Assessment		No		Yes		Yes		No		No

		Falls Prevention Care Plan - Adult		Yes		Yes		Yes		Yes		Yes

		4-Hour Wait		No		No		No		No		No

		Free Text Annotation		Yes		Yes		Yes		Yes		Yes

		Nursing Specialist Assessment		Yes		Yes		Yes		Yes		Yes

		100,000 Genomes Project: Participant Details (Cancer)		No		Yes		Yes		No		No

		100,000 Genomes Project: Phenotypes		No		Yes		Yes		No		No

		Germ Cell Questionnaire		No		Yes		Yes		No		No

		Handover		Yes		Yes		Yes		Yes		Yes

		Healthy Living Assessment		Yes		Yes		Yes		Yes		Yes

		Heart Failure Out-Reach Review		Yes		Yes		Yes		Yes		Yes

		Heart Failure Proforma		Yes		Yes		Yes		Yes		Yes

		Hello Ready Steady Go		Yes		Yes		Yes		Yes		Yes

		HIV Clinic note		Yes		Yes		Yes		Yes		Yes

		Holistic Needs Assessment		Yes		Yes		Yes		Yes		Yes

		IBD Clinical Assessment		Yes		Yes		Yes		Yes		Yes

		IBD Control Assessment		No		Yes		Yes		No		No

		IBD: Crohns		No		Yes		Yes		No		No

		IBD Quality of Life Questionnaire (IBDQ)		No		Yes		Yes		No		No

		IBD: Ulcerative Colitis		No		Yes		Yes		No		No

		Infection Prevention and Control Note		No		Yes		Yes		No		No

		Infection Prevention Risk Assessment		No		Yes		Yes		No		No

		Initial Assessment		Yes		Yes		Yes		Yes		Yes

		IV Antibiotics		Yes		Yes		Yes		Yes		Yes

		LCH Cardiac Summary of Care		Yes		Yes		Yes		Yes		Yes

		MCA / MHA Advice Note		Yes		Yes		Yes		Yes		Yes

		Pre-Operative Medical History		Yes		Yes		Yes		Yes		Yes

		Medical Note		Yes		Yes		Yes		Yes		Yes

		Microbiology Infection Advice		No		Yes		Yes		No		No

		Mortality Review Screening Tool		Yes		Yes		Yes		Yes		Yes

		Mortality Review Tool		Yes		Yes		Yes		Yes		Yes

		Early Warning Score		Yes		Yes		Yes		Yes		Yes

		Waiting Patient Risk Assessment		Yes		Yes		Yes		Yes		Yes

		Neuromuscular Assessment		Yes		Yes		Yes		Yes		Yes

		Neurosurgery MDT Discussion		Yes		Yes		Yes		Yes		Yes

		NEWS2		Yes		Yes		Yes		Yes		Yes

		NEWS2 Interventions		Yes		Yes		Yes		Yes		Yes

		Clinical Note		Yes		Yes		Yes		Yes		Yes

		Nursing Note		Yes		Yes		Yes		Yes		Yes

		Nursing Specialist Assessment - Short Stay (NSA)		Yes		Yes		Yes		Yes		Yes

		Nutritional Screening Tool - Adult		Yes		Yes		Yes		Yes		Yes

		Observations		No		No		No		No		No

		Oncology Triage Form		Yes		Yes		Yes		Yes		Yes

		Paediatric Neuropsychological Outcomes		No		No		No		No		No

		Palliative Care Assessment		Yes		Yes		Yes		Yes		Yes

		100,000 Genomes Project: Participant Details (Rare Diseases)		No		Yes		Yes		No		No

		Patient Information Passport		Yes		Yes		Yes		Yes		Yes

		Primary Care Access Line Assessment		Yes		Yes		Yes		Yes		Yes

		Patient's Personal Disclaimer		Yes		Yes		Yes		Yes		Yes

		Pharmaceutical Care Record		Yes		Yes		Yes		Yes		Yes

		Physio Patient's Wellbeing Score (Arthritis)		Yes		Yes		Yes		Yes		Yes

		Pre-Operative-Assessment (Part A)		No		No		No		No		No

		Pressure Ulcer Risk Assessment - Adult (Purpose T)		Yes		Yes		Yes		Yes		Yes

		Preventing Ill Health Tobacco and Alcohol Audit		Yes		Yes		Yes		Yes		Yes

		Psychiatric Liaison Case Notes		Yes		Yes		Yes		Yes		Yes

		Ready Steady Go Parent/Carer's Questionnaire		Yes		Yes		Yes		Yes		Yes

		Ready Steady Go Transition Plan		Yes		Yes		Yes		Yes		Yes

		ReSPECT		Yes		Yes		Yes		Yes		Yes

		Resuscitation Intervention Event (Adult)		Yes		Yes		Yes		Yes		Yes

		Safeguarding Control Note		No		Yes		Yes		No		No

		Sepsis Screening Tool		Yes		Yes		Yes		Yes		Yes

		Smoking and Alcohol Assessment		Yes		Yes		Yes		Yes		Yes

		Specialist Referral		Yes		Yes		Yes		Yes		Yes

		SRT - 4. Follow up Survey		No		No		No		No		No

		SRT - 1. Inclusion/Exclusion		No		No		No		No		No

		SRT - 2. Participant Consent		No		No		No		No		No

		SRT - 3. Patient Activation Measure		No		No		No		No		No

		SRT - 6. Withdrawal of Consent		No		No		No		No		No

		SSNAP Medical Assessment		No		Yes		Yes		No		No

		SSNAP Administration Form		No		Yes		Yes		No		No

		Ureteric Stent and Nephrostomy Register		Yes		Yes		Yes		Yes		Yes

		Stroke Services Brain Attack Assessment		No		Yes		Yes		No		No

		Surgical Booking		Yes		Yes		Yes		Yes		Yes

		Pre-Assessment Appointment Booked		Yes		Yes		Yes		Yes		Yes

		Surgical Complications		Yes		Yes		Yes		Yes		Yes

		Surgical Management Plan		No		No		No		No		No

		Surgical Op-Note		Yes		Yes		Yes		Yes		Yes

		Surgical Outreach - Parent Held Information		Yes		Yes		Yes		Yes		Yes

		Surgical Outreach - Patient Admission Information Sheet		Yes		Yes		Yes		Yes		Yes

		Surgical Pre-Assessment		Yes		Yes		Yes		Yes		Yes

		Surgical Risk Assessment		Yes		Yes		Yes		Yes		Yes

		Surgical Site Infection Assessment		No		Yes		Yes		No		No

		Trauma Audit & Research Network (TARN minimum dataset)		No		Yes		Yes		No		No

		Test Form		Yes		Yes		Yes		Yes		Yes

		Thrombectomy Post Op Proforma		No		Yes		Yes		No		No

		Transfer Checklist		No		No		No		No		No

		Tuberous Sclerosis Complex Assessment		Yes		Yes		Yes		Yes		Yes

		Vacterl Screening Checklist		Yes		Yes		Yes		Yes		Yes

		Vascular Op-Note		Yes		Yes		Yes		Yes		Yes

		Virtual Fracture Clinic Outcome		Yes		Yes		Yes		Yes		Yes

		VTE Risk Assessment		Yes		Yes		Yes		Yes		Yes

		VTE Ward Round		No		No		No		No		No

		VTE Ward Round		Yes		Yes		Yes		Yes		Yes

		Specialist Wound Assessment		No		Yes		Yes		No		No

		YLST - Lung Screening CT Request Form		No		No		No		No		No

		YLST - Lung Health Check Clinical Information		No		No		No		No		No

		YLST - Lung Health Check Consent		No		No		No		No		No

		YLST - Lung Health Check Eligibility Re-check		No		No		No		No		No

		YLST - Lung Health Check Physiological Measurements		No		No		No		No		No

		YLST - Lung cancer pathway		No		No		No		No		No

		YLST - Patient Harms		No		No		No		No		No

		Yorkshire Lung Cancer Screening Programme - Radiology Report		No		No		No		No		No

		YLST - Smoking Cessation Baseline		No		No		No		No		No

		YLST - Smoking Cessation - 4 Weeks		No		No		No		No		No

		YLST - Smoking Cessation - Pre Visit		No		No		No		No		No

		YLST - Smoking Cessation - Three Months		No		No		No		No		No

		YLST - Smoking Cessation - Twelve Months		No		No		No		No		No

		YLST - Surveillance Screening Review Meeting		No		No		No		No		No

		YLST - Surveillance Visit		No		No		No		No		No

		YLST - T0 Screening Review Meeting		No		No		No		No		No

		YLST - T0 Screening Sign Off		No		No		No		No		No

		YLST - T2 Screening Review Meeting		No		No		No		No		No

		YLST - T2 Screening Sign Off		No		No		No		No		No

		YLST - Lung Screening Telephone Triage		No		No		No		No		No

		YLST - Virtual/Telephone Clinic		No		No		No		No		No
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Introduction

The Yorkshire and Humber Care Record (YHCR) is the brand identity for a set of products and capabilities which are managed by the Yorkshire and Humber Care Team. The development of these was instituted by the Local Health & Care Record Exemplar programme (LCHRE) under which NHS England awarded the Yorkshire and Humber region funding to improve interoperability between health care systems operating in the region. The number and scope of the products and capabilities is evolving but they are broadly aligned to:

· Improving access to care records in the provision of direct care.

· Improving access to clinical and social care data for the purpose of population health management.

· Engaging the citizen in their care, health and well-being.

At the core of the Yorkshire and Humber Care is the System-of-Systems – a set of software components which facilitate secure access by data consumers to data held by data providers. In essence, the System-of-Systems is integration middleware. This Clinical Safety Report is only in relation to the SofS.

[bookmark: _Toc490478254]System Definition / Overview

The System-of-Systems will be deployed in three distinct phases:

Phase 1 – Rapid Start:	A minimum viable product, co-hosted with the Rotherham Trust Integration Engine, targeted at well defined, low volume, use cases involving a small number of participants.

Phase 2 – Transitionary:	Functionally evolving product, hosted partially on a dedicated integration engine with migration to cloud based micro services, supporting the requirements of a growing number of participants.

Phase 3 – Operation at Scale:A functionally mature product, architected and hosted in the cloud, operating at high volume with participation from all major health & care organisations.

For the purpose of this report we are referring to phase 1 only. 

The System-Of-Systems (SofS) is being developed by the Yorkshire and Humber Care Team using several third-party system integrators. The phase 1 minimum viable product was developed by Synanetics Ltd under assurance from the Yorkshire and Humber Care Team.

In the future, different organisations may be awarded contracts to develop and maintain different components of the System-Of-Systems and the product will have multiple manufacturers however Synanetics Ltd are the middleware integrators for phase 1. 

The Yorkshire and Humber Care Team have worked with Synanetics to ensure that they comply with the clinical safety requirements DCB 0129 and this clinical assurance will be maintained by the various trusts on-boarded into wave 1 and there is a clear demarcation of responsibility between them for maintaining their hazard log and implementing the documented risk control and mitigation techniques in the future.





For the deployment of phase one there are wave 1 sites on-boarded, the aim is for specific use cases which have been developed by the programme team and agreed by the sites to be rolled out initially. The first 5 sites will go-live with the ability to see the information intended. Rotherham is the host of data and once a site has passed all the assurance processes then the data provider will be switched on, this will enable the data consumer to view their intended use case. They are four types of Data transfer, The wave 1 sites will use different messaging techniques and this is detailed in the diagram below. 



[image: ]

The above diagrams shows the Wave 1 sites, the messages used and the flow of data from the data provider and into the data consumers. 





Synchronous Query:	A data consumer requests data from the System-of-Systems, which services it in real-time from data providers, and issues the results over same connection on which the request was made. The method is explained further in the design paper for the FHIR Aggregator.
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Synchronous queries will typically be used by clinical software to access regional data in the context of a patient for the purpose of direct care. The data will inform a clinician of health and care providers’ contact with the patient outside of the care setting in which they operate. Data content will include:

· medications prescribed, stopped and administered;

· vital sign measurements;

· test orders and results including but not limited to: pathology, radiology endoscopy, audiology, and ophthalmology;

· problems and diagnoses;

· care plans;

· allergy Intolerances;

· clinical notes;

· historic encounters;

· appointments;

· demographics.

























Asynchronous Query: A data consumer requests data from the System-of-Systems which acknowledges the request and drops the connection. The request is deferred to data providers which the System-Of-Systems periodically polls and collects results as they are ready. The data consumer polls the System-of-Systems and ultimately collects an aggregated result set. The method is explained further in the design paper for the FHIR Aggregator.

[image: ]

Asynchronous queries allow a data consumer to issue complex or high-volume queries to a data provider which can not be serviced in real time. The asynchronous nature of the service means that it is not well suited to on-demand use and the service will be used primarily for acquiring data in bulk for subsequent processing. At the time of writing the only immediately foreseeable user of this service is the population health management (PHM) platform. However, future uses for the purpose of direct care can be anticipated.

Use cases for population health management include:

· risk stratification;

· identification of correlations in condition development and treatment regime, socio-economic, lifestyle, and other factors;

· service planning.

Data content in query results could include:

· medications prescribed, stopped and administered;

· vital sign measurements;

· test orders and results including but not limited to pathology, radiology endoscopy, audiology and ophthalmology;

· problems and diagnoses;

· care plans;

· allergy Intolerances;

· clinical notes;

· historic encounters;

· appointments;

· demographics.



Subscriptions:	A data consumer issues to the Systems-of-Systems a request for data which matches a search criterion. The request is deferred to data providers which send data, as they arise, to the System-of-Systems over a synchronous connection. The System-of-Systems passes on data that it receives to data consumers over a similar synchronous connection. Subscriptions continue to operate until they are cancelled. The method is explained further in the design paper for the Subscriptions Infrastructure.

[image: ]

Subscriptions will typically be used by clinical software to notify care settings of an interest in categories of clinical events and for them to receive notification of occurrences of these events. Subscription will often, but not exclusively be in relation to a cohort of patients. Examples of these use cases could be:Alerting systems where clinicians are informed of subscription events for patients they treat;

· Dashboards displaying real-time statistics of how healthcare services are currently being used;

· Safeguarding 

· Algorithms monitoring trends in data points e.g. blood pressure / platelet count in order to promote intervention in care;

· Analytical tooling used for population health management and research purposes acquiring data required for study purposes.

Data content contained in the subscription notification could include:

· medications prescribed, stopped and administered;

· vital sign measurements;

· test orders and results including but not limited to pathology, radiology endoscopy, audiology and ophthalmology;

· problems and diagnoses;

· care plans;

· allergy Intolerances;

· clinical notes;

· historic encounters;

· appointments;

· demographics.

Transactional Messaging: A data provider uses the System-of-Systems to deliver a transaction to a data consumer. Messaging is reliable in that the data consumer is required to issue an acknowledgement and the data provider will resend messages for which no acknowledgement is received. The method is explained further in the design paper for the Reliable Messaging Infrastructure.

[image: ]

Transactional messages will typically be used by care settings to exchange transactions representing clinical evens. Examples include:

· referrals of patients receiving cancer care between oncology centres;

· transfer of care from an ambulance to an emergency department;

· transfer of correspondence and / or between organisations;

The mechanism ensures guaranteed, secure delivery of valid messages between organisations.

Message content will include:

· patient demographics;

· appointment and encounter details;

· details of care provided;

· clinical observations and test results.





















[bookmark: _Toc490478255]Clinical Risk Management System

The Yorkshire & Humber Care Record (YHCR) programme has a clinical safety officer and clinical lead as well as other clinicians involved in the programme, the various CCIOs and clinical leads from the wave 1 sites have formed a Clinical & Technical Design Authority group. The Clinical Risk Management System which applies to this YHCR programme is currently held by NHS Humber Teaching Foundation Trust. (see ref 6) All on boarded sites that are on boarded or wish to on-board into the SofS would be required to submit their clinical safety report which should include their own clinical risk management system.

[image: ]



Above is the Clinical Management Framework YHCR uses in regards to their clinical risk management.  

















Outlined below are the named CIO’s, CCIO’s and CSO’s for each of the on-boarded sites for wave 1:

[image: ]

The above personnel are responsible for the clinical assessment, testing and assurance of their own use case(s), clinicians and patients within the SofS element of the YHCR programme. 



The Clinical Safety Officer will retain overall responsibility for the following activities: 

· approval of the Clinical Risk Management Plan to confirm that the plan is appropriate and achievable in the context of the Healthcare IT System development and modification

· ensure that clinical risk management activities are completed in accordance with the Clinical Risk Management Plan 

· review and approval of all safety documentation including Clinical Safety Case Reports and Hazard Logs

· review of evidence in the Clinical Risk Management File to ensure it is complete and supports the Clinical Safety Case Report

· provide recommendation to Top Management regarding whether the Health IT System is safe to release

· raise any unacceptable safety risks to Top Management



[bookmark: _Toc490478256]Clinical Risk Analysis

The Hazard log included in this document( ref 9 ) outlines the hazards identified regarding the SofS , these have been scored and risks mitigated accordingly. Please see the Hazard log section for any high risk identified hazards. 

The data will inform clinical decisions therefore a thorough clinical safety assessment and review must be carried out at each site on-boarding. They are responsible for their own clinical testing, scenario building, training and guidance to end users, service management and incident reporting. 

The wave 1 sites and any other sites wishing to on-board to the SofS have and must pass various assurance gateways, some of these include:



1- Information Governance

2- Cyber Security

3- Technical Architecture 

4- Clinical Assurance Process 



The clinical assurance process ( ref 6 ) has been developed and a framework outlining the process which must be followed by each site wishing to on board with the SofS. Each site has had to self-declare they are compliant with Clinical Safety and once passed the assurance gates then a Clinical Authority To Release certificate has been/will be awarded. 

[image: ]

Above is a diagram showing the clinical input into each stage of the testing and on-boarding process. 





















Below is a table of Use Cases, for the purpose of wave one, only the use cases highlighted in red are permitted to go-live between sites, however further testing may be performed during the go-live period of the remaining use cases to determine system co-operation in preparation for future roll-out :

		 

		Clinical Outcome

		Doncaster

		Roterham

		Leeds

		YAS

		Humber

		N. Yorks

		Ref.

		Use Cases



		1

		Doncaster patient encounters visible in the Rotherham Care Record

		Out

		In

		 

		 

		 

		 

		1

		Live Doncaster encounter records exposed over the FHIR proxy



		

		

		

		

		

		

		

		

		1

		The creation of a user interface screen within EPR to display a list of Doncaster encounters for a given patient NHS number



		2

		Rotherham Patient Encounters visible in the Leeds Teaching Hospitals Care Record (PPM+)

		 

		Out

		In

		 

		 

		 

		2

		Live Rotherham Encounter records exposed over the FHIR proxy.



		

		

		

		

		

		

		

		

		2

		The creation of a user interface screen within PPM+ to display a list of Rotherham Encounters for a given Patient NHS Number.



		3

		Ambulance Transfer of Care records visible in the Doncaster Care Record

		In

		In

		 

		Out

		 

		 

		3

		Live Ambulance Transfer of Care records exposed over the FHIR proxy



		

		

		

		

		

		

		

		

		3

		The creation of a user interface screen within Doncaster’s Care Record to display an Ambulance Transfer of Care for a given Patient NHS Number



		4

		Humber FT Mental Health Care Crisis Plans visible in the Yorkshire Ambulance Service Care Record

		 

		 

		 

		In

		Out

		 

		4

		Live Mental Health Care Crisis Plan records exposed over the FHIR proxy



		

		

		

		

		

		

		

		

		4

		The creation of a user interface screen within Yorkshire Ambulance Service Care record to display a Mental Health Care Crisis plan for a given Patient NHS Number.



		5

		Rotherham Do Not Attempt Resuscitation (DNAR) status visible in the Yorkshire Ambulance Service Care Record

		 

		Out

		 

		In

		 

		 

		5

		Live DNAR status records exposed over the FHIR proxy



		

		

		

		

		

		

		

		

		5

		The creation of a user interface screen within Yorkshire Ambulance Service Care record to display the DNAR status for a given Patient NHS Number



		6

		Rotherham Inter Provider Cancer Transfer form visible in Leeds Teaching Hospitals PPM+ 

		 

		Out

		In

		 

		 

		 

		6

		Live Rotherham Inter Provider Transfer forms exposed over the FHIR proxy.



		

		

		

		

		

		

		

		

		6

		The creation of a user interface screen within PPM+ to display an Inter Provider Cancer Transfer form for a given Patient NHS Number



		7

		Humber FT Social/Mental Health Care Teams informed of “Frequent Flyer” attendances at Yorkshire Ambulance Service

		 

		 

		 

		Out

		In

		 

		7

		Emergency 999 ambulance encounters published from the YAS EPR as soon as the encounter begins



		

		

		

		

		

		

		

		

		7

		Email/dashboard sent to nominated care team at Humber FT



		8

		Yorkshire Ambulance Service informed of the outcome of Emergency Department attendances at Rotherham

		 

		Out

		 

		In

		 

		 

		8

		Emergency Department attendances published from Rotherham’s Care Record upon completion



		

		

		

		

		

		

		

		

		8

		Attendance data sent to Yorkshire Ambulance Service’s information/quality and performance team.



		9

		Social Care Plans visible in the Yorkshire Ambulance Service Care Record

		 

		 

		 

		In

		 

		Out

		9

		Live Social Care Plan records exposed over the FHIR proxy



		

		

		

		

		

		

		

		

		9

		The creation of a user interface screen within Yorkshire Ambulance Service Care record to display a Social Care plan for a given Patient NHS Number









Phase 1 Wave 1 number of users and patients (average-provided by sites) involved in the initial roll out are as follows :–



1) Use case 2- Rotherham patient details to Leeds is 50 patients and 5 Leeds Teaching Hospital Trust clinicians initially 



2) Use case 3- YAS to Leeds (Transfer of Care) will be a webpage showing YAS fields, in addition to existing process (symphony and YAS EPR is current process) - 100 patients a month and 20 Doncaster clinicians



3) Use case 4- Humber FT Mental Health Crisis Plan -> YAS will be dependent on the numbers of patients with a crisis plan, against the entire YAS call centre -500 crisis plans, and 10% encounter YAS each month - 50 patient plans viewed a month by 50 YAS call centre staff.

The above numbers are averages although show the small amount of numbers anticipated In the first wave of the phase. 



It has been decided that a small number of users will initiate the live service and gradually build up over time once assurance has been confirmed and no further hazards /risks identified. If however an instance occurs when a clinical safety issue arises then the fall-back solution will be initiated. Each site has been informed of the process and the escalation of risks and issues to the programme team. In the event that a serious incident occurs the SofS will be switched off and original process resumed until such a time it can be resolved. All parties involved with be informed and is detailed in the service management agreements.

Rotherham is the host for the data and they will be responsible for the service management until Google cloud transition is compete. This is expected to be completed by March 2020.









 

Integrated Care Record - Design Assurance

 

There are 3 major technical components for YHCR Design Assurance:

 

1. Data Providers 

1. Data Consumers 

1. System of Systems

 

each of these components will be subject to assurance of the technical solutions, that is each end point and organisation will need to have their Software Solution Assured.

 

The primary objectives of the assurance are : i) to ensure YHCR receives from its suppliers solutions that are fit for purpose, ii) that the overall solution is fit for purpose, e.g. scalable, resilient, performant etc.



The Cyber Security Framework 

This provides a structure and reference to how Cyber Security will be applied and measured against appropriate security standards, e.g.

· UK Gov - Cyber Essentials scheme

· UK Gov - NIS Regulation (the technical side of GDPR)

· NHS Digitals - Data Security and Protection Toolkit (DSPToolkit)



These standards ensure that appropriate and auditable security is applied and reportable. 

 

Service Management



Service management will be performed by the Rotherham service desk in the first instance and then once hosted by Google Cloud this will change. Synanetics will provide "early life " support,  until the  strategic service is enabled early next year. (ref 4)



Any incidents that may arise are triaged as potential clinical safety incidents by appropriately experiences staff (e.g. healthcare or information technology professionals). Clinical safety incidents will be referred to the YHCR Clinical Safety Team. 



[bookmark: _Toc490478258]Clinical Risk Control

The YHCR programme has thorough clinical risk control and ensures that each on-boarded site have followed the Clinical Assurance Process (ref 6). Incident management and Service management must be in place for all sites. Staff trained to ensure uniformity with system usage and the acknowledgment and reporting of any risks, issues, incidents. 

A programme Hazard log is held and any existing and new hazards to be recorded and mitigated and where applicable disseminated to other sites. 

Workshops, meetings and forums will be held where necessary to identify, review and evaluate any existing or new risks. 

YHCR have clear guidelines to ensure that all sites on-boarding are compliant and self-declare there are responsible for their clinical safety. 



[bookmark: _Toc490478259]Hazard Log

This includes the following components: - 

· Hazard identification

· Description of patient safety consequences

· Explanation of hazard causes and contributory conditions

· Identification of existing mitigating controls

· Estimation of clinical risk

· Identification of participating personnel

YHCR and Synanetics performed a hazard workshop which identified hazards, these have been scored using the NHS Digital risk Matrix. The hazards were scored initially for all three messaging groups, asynchronous messages have been excluded from this assessment as this will not be going live in wave 1. 

The hazards were scored and then the residual risk scored, for the majority of which the score did not alter. However these hazards are transferable between sites which are on-boarded therefore once reviewed by the CSO and site the hazard should be reflected in their own hazard log and controls applied. Once the controls and mitigations are applied their individual residual risk should be lower than the initial risk score. 

[image: Screen Clipping]YHCR use the ALARP principle in the evaluation of risk management . See diagram below.



The table bellows indicates the high level hazards identified and have a risk score of 3, these hazards must be considered by all on boarded sites and mitigations applied to reduce the risk to an acceptable score. 

		Synchronous Query

1.5

		Service is Unavailable, or Access is Denied

		A data consumer is either unable to connect to the System of Systems or their connection is rejected. Care professionals are unable to access data about their patient or client which is held by care settings other than their own

		Use of the System-of-Systems is limited to 5 participants with point to point data access requirements. The information available is new to clinicians and established care practises have operated until recently without access to regional data. Clinicians will revert easily to previous ways of working. 
Client software will be aware of a dropped connection and will be able to inform clinicians that a fault has occurred. Clinicians will be able to distinguish no data being available from a fault preventing access.

		planned maintenance results in downtime.

		Maintenance is controlled by a Change Advisory Board 
Any maintenance requiring downtime will be scheduled outside of peak operational hours



		Synchronous Query

2.1

		Query Results are Corrupted

		Data returned from the System of Systems to a data consumer are not reflective of data supplied by data providers.

		Clinicians are making decisions based on data returned by the System of Systems. Data corruption may be subtle and undetectable by the clinician. The wrong decision could adversely impact the care of a patient. Use of the System-of-Systems is limited to 5 participants and the impact will be localised.

		Possible cause: a software fault corrupts FHIR resources in transit.

		Corruption to the structure of FHIR resources will result in them being unreadable by client software. Guidance provided to data consumers recommends that the end-user is informed of detectable data errors so reducing the possibility of misinformed decision.
FHIR resources can optionally be validated against schemas and coding systems prior to release by the System of Systems. Validation is enabled after any software upgrade or after on boarding a participant.
Software is coded to a design which minimises manipulation for resource content to a few essential operations.







		Subscriptions

9.4

		Service is Unavailable, or Access is Denied

		New subscriptions cannot be registered by data consumers. Data providers are unable to send notification of an event matching a subscription

		There are only a few use cases among the pilot organisations which rely on subscriptions. Of these only one is time critical: notification to a metal health care team that a ‘frequent-flyer’ has contacted 111 or 999. The impact of a subscription notification not reaching the care team has low clinical impact: a patient is unnecessarily attended to by an ambulance. Non-time critical subscription usage is not impacted so long as data is not lost due an outage and the outage is resolved within a few hours.

		: a software update introduces a fault

		Software changes are controlled by a Change Advisory Board. All changes must be accompanied by a remediation plan.
Software is subjected to continuous integration testing which highlights regressive behaviour.
Software source code is maintained in a public source code repository. Problematic changes can be easily backed out.



		Subscriptions 9.5

		Service is Unavailable, or Access is Denied

		New subscriptions cannot be registered by data consumers. Data providers are unable to send notification of an event matching a subscription

		There are only a few use cases among the pilot organisations which rely on subscriptions. Of these only one is time critical: notification to a metal health care team that a ‘frequent-flyer’ has contacted 111 or 999. The impact of a subscription notification not reaching the care team has low clinical impact: a patient is unnecessarily attended to by an ambulance. Non-time critical subscription usage is not impacted so long as data is not lost due an outage and the outage is resolved within a few hours.

		planned maintenance results in downtime

		Maintenance is controlled by a Change Advisory Board 
Any maintenance requiring downtime will be scheduled outside of peak operational hours



		Subscriptions 11.3

		Subscriptions or notifications are lost in transit

		Subscriptions are either not dispatched by the System-of-Systems to relevant data providers or subscription results are not returned to subscribing data consumers. The effect being that the notifications which are expected by a data consumer do not arrive.
Patient-centric subscriptions should be dispatched to all data providers who have registered contact with the patient with the System of Systems. Other subscriptions should be dispatched to all data providers. Any deviation from this rule is incorrect behaviour and will result in lost data.
Subscription results received by the System-of-Systems should be dispatched to all data consumers making the subscription.

		Use cases are targeted at process improvement rather than informing clinical decisions. Incorrect subscription dispatch will result in events not being communicated to data consumers. This might lead to inefficiencies in clinical processes but will have low impact on patient safety.

		: a misconfiguration at a data provider causes the data provider to register their patient contact with a different provider. As a consequence patient centric subscriptions are registered with the wrong provider

		An on boarding process validates that that PIX registrations are being made correctly at the point of go-live.







		Transactional Messaging 13.5

		Service is Unavailable, or Access is Denied

		A data provider is either unable to connect to the System-of-Systems or their connection is rejected. The System-of-Systems cannot be used to dispatch a message or send an acknowledgement. The designation of the Systems of Systems transactional messaging pattern as unreliable places responsibility on participants to operate persistent message queues.  If a message or acknowledgement cannot be dispatched via the System-of-Systems, then the message will be held by the dispatcher in a persistent queue and dispatch will be reattempted sometime later. Transient loss of service will cause a delay in message delivery but not message loss

		The first wave pilots have 2 use cases for transactional messaging:
• the delivery of a transfer of care from an ambulance to an emergency department;
• the referral of a cancer patient from a secondary to a tertiary care provider.
The first of these use cases is time sensitive in that the transfer of care should arrive in ED before the patient. Delay in dispatching the acknowledgement has no clinical impact.
If the transfer of care does not arrive then the handover will follow existing procedures involving extracting a PDF from the ambulance system and uploading it to the ED system. This might result in a delay in care being provided to a patient in a critical condition.
There will be no impact of a transient outage lasted less than a few hours for the second use case.

		Planned maintenance results in downtime

		Maintenance is controlled by a Change Advisory Board 
Any maintenance requiring downtime will be scheduled outside of peak operational hours



		Transactional Messaging 14.1

		Messages are Corrupted

		Transactional data provided via the System-of-Systems to a data consumer is not reflective of data supplied by data providers. Transactions are typically used notify clinicians at one care setting of care provided at another. Corruption to the structure of data will likely render the transaction un-processable. Receiving systems will report an error and corrective action undertaken. More subtle corruption of data may be undetectable and lead to incorrect interpretation of the transaction

		The 2 use cases of the first wave care are orientated to the provision of direct care and so any subtle corruption of data could result in inappropriate care being provided with serious clinical consequences. Structural corruption which leaves a transaction un-processable will impact the time critical use case severely and result in clinicians reverting to contingency processes.
For non-time critical use cases there would be an opportunity to respond to the problem and correct the data but would add additional load on to clinicians

		a software fault corrupts message content in transit

		The message pathway for transactional messaging does not manipulate message content. The body of message is treated as an atomic unit and is delivered to a recipient in the form that it was received by the System of Systems. Corruption is unlikely.
Sysstem testing has been targeted to testing known use cases.
A service desk operates and will respond to issues encountered by message recipients. 24x7 support arrangements are in place.







For Synchronous Query they are 6 hazards scored at low, 7 at medium and 2 at high.

Subscriptions messages have 4 hazards scored at low, 11 medium and 3 at high.

Transactional Messaging have 2 hazards scored at low 9 at medium 2 at high.

Please see the whole Hazard log for full details (ref 9)

[bookmark: _Toc490478260]Tests

Technical Assessments have been performed prior to testing from a data provider, data consumer and SofS perspective. 







FHIR categories per site are as detailed below.

[image: ]

Each site has aligned their configuration with specific FHIR categories that are aligned to the PRSB.





The above document details the various FHIR tests that should be performed to ensure the systems are compatible. Various testing from the sites involved have been performed by the technical architects throughout the project and any issues reported and recorded on JIRA. 

JIRA (a proprietary issue tracking product developed by Atlassian that allows bug tracking and agile project management) to manage the issues, development suggestions and changes. The Health Organisation can log issues directly within Jira. These are then triaged within Synanetics support function for resolution according to the service level agreements. The Health Organisation can view the live status of raised issues within Jira and review updates or the planned fix sprint details. The Health Organisation can produce extracts from Jira of all issues raised by their organisation for the purpose of reporting.



Any incidents that may arise are triaged as potential clinical safety incidents by appropriately experiences staff (e.g. healthcare or information technology professionals). Clinical safety incidents will be referred to the YHCR CSO for assessment. 







The above document details the data flows between data providers and consumers between the regional infrastructure. 

[bookmark: _Toc490478261]Summary Safety Statement

This report details and evidences the level of assurance performed by the YHCR programme, aside to this is the Information governance arrangements for the sharing of personal data in regards to direct care. The cyber security assurance process, the technical assessments, the FHIR resource tests created by Synanetics. Synanetics having their own assurance processes as a third party middleware integrator.  The service management in place for incident reporting and escalation. All the assurance gateways feed into clinical safety and it is believed the release of SofS wave 1 does not introduce any new known defects to the applications to end users or greater risk to patients in the application of clinical practice through pilot (live) functionality.

The clinicians at the sites should have performed their own User Acceptance Testing and this should be detailed in their individual clinical safety report(s) DCB 0160. The clinical assurance process must have been followed and the CATR certificates issued to the sites which have completed the stages. If all detailed is complete then the SofS wave 1 would be clinically safe to go live for the three use cases in the 5 sites detailed. Close monitoring of the pilot sites post go-live is integral before any further increase in deployment to other users and sites. 

[bookmark: _Toc490478262]Quality Assurance and Document Approval

YHCR have a firm governance structure in place.  Regular team meetings to review scope and raise risks and issues, work stream leads provide a fortnightly update.  This group reports to the Delivery Board who assure the programme progress and action any risks and issues impacting on the programme delivery; this board has representatives from across the region from all STP/ ICS.  The Delivery Board report up to the regional Digital Care Board made up of senior executives from across the region.



[image: ]



Above is a diagram of the governance arrangements for the programme.





[bookmark: _Toc490478263]Configuration Control / Management

Synanetics are responsible for the change and configuration controls and management as the middleware integrators. Any system changes or additional functions would still be passed through he programme team for agreement and approval. As shown in the clinical assurance process (Ref 6) the clinical safety team would also review and assure and changes or new functions.  

























































Appendix 1



Hazard Consequence definitions

		Consequence Classification

		Interpretation

		Number of Patients Affected



		Catastrophic

		Death 

		Multiple



		

		Permanent life-changing incapacity and any condition for which the prognosis is death or permanent life-changing incapacity; severe injury or severe incapacity from which recovery is not expected in the short term

		Multiple 



		Major

		Death

		Single 



		

		Permanent life-changing incapacity and any condition for which the prognosis is death or permanent life-changing incapacity; severe injury or severe incapacity from which recovery is not expected in the short term

		Single 



		

		Severe injury or severe incapacity from which recovery is expected in the short term

		Multiple 



		

		Severe psychological trauma

		Multiple 



		
Considerable

		Severe injury or severe incapacity from which recovery is expected in the short term

		Single 



		

		Severe psychological trauma

		Single 



		

		Minor injury or injuries from which recovery is not expected in the short term.

		Multiple 



		

		Significant psychological trauma.

		Multiple 



		
Significant

		Minor injury or injuries from which recovery is not expected in the short term.

		Single 



		

		Significant psychological trauma

		Single 



		

		Minor injury from which recovery is expected in the short term

		Multiple 



		

		Minor psychological upset; inconvenience

		Multiple 



		Minor

		Minor injury from which recovery is expected in the short term; minor psychological upset; inconvenience; any negligible severity

		Single 









Appendix 2

		Likelihood Category

		Interpretation



		Very high

		Certain or almost certain; highly likely to occur



		High

		Not certain but very possible; reasonably expected to occur in the majority of cases



		Medium

		Possible



		Low

		Could occur but in the great majority of occasions will not



		Very low

		Negligible or nearly negligible possibility of occurring







Appendix 3

		Likelihood

		[bookmark: RANGE!C2:C6]Very High

		3

		4

		4

		5

		5



		

		High

		2

		3

		3

		4

		5



		

		Medium

		2

		2

		3

		3

		4



		

		Low

		1

		2

		2

		3

		4



		

		Very Low

		1

		1

		2

		2

		3



		

		

		[bookmark: RANGE!D7:H7]Minor

		Significant

		Considerable

		Major

		Catastrophic



		

		

		Severity







Appendix 4



		5

		Unacceptable level of risk



		4

		Mandatory elimination of hazard or addition of control measure to reduce risk to an acceptable level



		3

		Undesirable level of risk. Attempts should be made to eliminate the hazard or implement control measures to reduce risk to an acceptable level. Shall only be acceptable when further risk reduction is impractical



		2

		Acceptable where cost of further reduction outweighs benefits gained or where further risk reduction is impractical



		1

		Acceptable, no further action required
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Data Coordination Board

This information standard (DCB0129) has been approved for publication by the
Department of Health and Social Care under section 250 of the Health and Social
Care Act 2012.

Assurance that this information standard meets the requirements of the Act and is
appropriate for the use specified in the specification document has been provided by
the Data Coordination Board (DCB), a sub-group of the Digital Delivery Board.

This information standard comprises the following documents:

¢ Requirements Specification
e Implementation Guidance
e Change Specification.

An Information Standards Notice (DCB0129 Amd 24/2018) has been issued as a
notification of use and implementation timescales. Please read this alongside the
documents for the standard.

The controlled versions of these documents can be found on the NHS Digital website.
Any copies held outside of that area, in whatever format (e.g. paper, email
attachment), are considered to have passed out of control and should be checked for
currency and validity.

Date of publication: 7 June 2018
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2017/745
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systems, HSE
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Glossary of Terms:

Term

Definition

Clinical Safety Officer
(previously referred to as
Responsible Person)

Person in a Manufacturer’s organisation responsible for ensuring the
safety of a Health IT System in that organisation through the
application of clinical risk management.

Clinical risk

Combination of the severity of harm to a patient and the likelihood of
occurrence of that harm.

Clinical risk analysis

Systematic use of available information to identify and estimate a risk.

Clinical risk control

Process in which decisions are made and measures implemented by
which clinical risks are reduced to, or maintained within, specified
levels.

Clinical risk estimation

Process used to assign values to the severity of harm to a patient and
the likelihood of occurrence of that harm.

Clinical risk evaluation

Process of comparing a clinical risk against given risk criteria to
determine the acceptability of the clinical risk.

Clinical risk management

Systematic application of management policies, procedures and
practices to the tasks of analysing, evaluating and controlling clinical
risk.

Clinical Risk Management
File

Repository of all records and other documents that are produced by
the clinical risk management process.

Clinical Risk Management
Plan

A plan which documents how the Manufacturer will conduct clinical risk
management of a Health IT System.

Clinical Risk Management
Process

A set of interrelated or interacting activities, defined by the
Manufacturer, to meet the requirements of this standard with the
objective of ensuring clinical safety in respect to the development and
modification of a Health IT System.

Clinical safety

Freedom from unacceptable clinical risk to patients.

Clinical Safety Case

Accumulation and organisation of product and business process
documentation and supporting evidence, through the lifecycle of a
Health IT System.

Clinical Safety Case
Report

A report that presents the arguments and supporting evidence that
provides a compelling, comprehensible and valid case that a system is
safe for a given application in a given environment at a defined point in
a Health IT System’s lifecycle.

Harm Death, physical injury, psychological trauma and/or damage to the
health or well-being of a patient.

Hazard Potential source of harm to a patient.

Hazard Log A mechanism for recording and communicating the on-going

identification and resolution of hazards associated with a Health IT
System.

Health Organisation

Organisation within which a Health IT System is deployed or used for a
healthcare purpose.
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Health IT System

Product used to provide electronic information for health or social care
purposes. The product may be hardware, software or a combination.

Initial clinical risk

The clinical risk derived during clinical risk estimation taking into
consideration any retained risk control measures.

Intended use

Use of a product, process or service in accordance with the
specifications, instructions and information provided by the
manufacturer to customers.

Issue The process associated with the authoring of a document. This
process will include: reviewing, approval and configuration control.

Likelihood Measure of the occurrence of harm.

Lifecycle All phases in the life of a Health IT System, from the initial conception
to final decommissioning and disposal.

Manufacturer Person or organisation with responsibility for the design, manufacture,
packaging or labelling of a Health IT System, assembling a system, or
adapting a Health IT System before it is placed on the market and/or
put into service, regardless of whether these operations are carried out
by that person or on that person's behalf by a third party.

Patient A person who is the recipient of healthcare.

Patient safety

Freedom from harm to the patient.

Post-deployment

That part of the lifecycle of a Health IT System after it has been
manufactured, released, deployed and is ready for use by the Health
Organisation.

Procedure Specified way to carry out an activity or a process.

Process Set of interrelated or interacting activities which transform inputs into
outputs.

Release A specific configuration of a Health IT System delivered to a Health

Organisation by the Manufacturer as a result of the introduction of new
or modified functionality.

Residual clinical risk

Clinical risk remaining after the application of risk control measures.

Safety incident

Any unintended or unexpected incident which could have, or did, lead
to harm for one or more patients receiving healthcare.

Safety Incident
Management Log

Tool to record the reporting, management and resolution of safety
incidents associated with a Health IT System.

Severity

Measure of the possible consequences of a hazard.

Third party product

A product that is produced by another organisation and not by the
Health IT System manufacturer. Examples include operating systems,
library code, database and application servers and network
components.

Top Management

Person or group of people who direct(s) and control(s) an organisation
and has overall accountability for a Health IT System.

Copyright © 2018 NHS Digital
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1 Overview

1.1 Summary

It is widely accepted that the provision and deployment of Health IT Systems within the
National Health Service (NHS) can deliver substantial benefits to NHS patients through the
timely provision of complete and correct information to those healthcare professionals that
are responsible for administering care.

The use of such Health IT Systems is becoming increasingly widespread and the functionality
is becoming more sophisticated. However, it must be recognised that failure or incorrect use
of such systems have the potential to cause harm to those patients that the system is
intended to benefit.

The purpose of this standard is to promote and ensure that effective clinical risk management
is carried out by organisations that are responsible for developing and modifying Health IT
Systems. This purpose is achieved through the presentation of a set of requirements.

Within this standard the term ‘clinical risk’ is used to emphasise that the scope is limited to
the management of risks related to patient safety as distinct from other types of risk such as
financial.

Clinical risk management may be conducted within the context of an overall risk management
system operated by the Manufacturer and any wider health information governance
processes. Wherever practical, existing risk management processes would be adapted and
used to address the requirements of this standard.

The extent of clinical risk management needs only to be commensurate with the scale,
complexity and level of clinical risk associated with the deployment. The Manufacturer's
clinical risk management processes should be flexible to facilitate this.

This standard is supported by implementation guidance [Ref.2] which contains an
explanatory narrative which will aid in the interpretation and application of this standard.

This standard complements DCB0160 [Ref. 1].

This standard is addressed to Manufacturer personnel who are responsible for ensuring
clinical safety in the development and modification of Health IT Systems through the
application of clinical risk management.

This standard applies to all Health IT Systems including those that are also controlled by
medical device regulations [Ref. 3], though the requirements defined in this standard are
broadly consistent with the requirements of ISO 14971 [Ref. 4].
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Release

Release Number

Amd 24/2018

Release Title

Version 4.2

Description

This change focusses on aligning NHS Digital Clinical Safety standards
with the new medical devices regulations for stand alone software. The
change provides clarity and removes uncertainty among users and
developers with regard to the registration of software as a medical device
and compliance with this standard. The evidence of this statement comes
from academic and industry advisors, and recent experiences with devices
in use that are decision making or supporting and integrated into
unregulated software.

The new Medical Devices Regulation was published by the European
Commission in May 2017.

A summary would include:

o Software is specifically identified as a type of medical device. This
will broaden the number of software solutions that are a medical
device.

e Classification now includes risk as a component, in line with the
NHS Digital Clinical Safety standards. This is important to note.

e The regulation includes additional essential requirements in the
fields of:

o IT environment
Interoperability
Cybersecurity

Mobile platforms

IT network and IT security.

o O O O

This change in scope of the clinical risk management of health IT within the
NHS Digital Clinical Safety standards provides a means of asserting
compliance with this standard for the design, build, deployment and
maintenance of software in conformance to a “harmonised” manner and in
line with the medical devices regulations. A harmonised standard is a
European standard developed by a recognised European Standards
Organisation following a request from the European Commission.

Implementation
Completion Date

1 July 2018

Copyright © 2018 NHS Digital

Page 10 of 20







Clinical Risk Management: its Application in the Manufacture of Health IT Systems — Specification v4.2
02.05.2018

2 General Requirements and Conformance
Criteria for Clinical Risk Management

The following requirements use either MUST or SHOULD as defined by RFC-2119 [Ref. 8],
where:

¢ MUST: “means that the definition is an absolute requirement of the specification”

e SHOULD: “means that there may exist valid reasons in particular circumstances to ignore
a particular item, but the full implications must be understood and carefully weighed
before choosing a different course”.

In order to claim conformance with this Specification, a Manufacturer MUST implement the
clinical risk analysis activities defined in sections 2 to 7, within the bounds of the definitions
above.
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2.1 Clinical Risk Management Process

2.1.1 | The Manufacturer MUST define and document a clinical risk management
process which recognises the risk management activities shown in Figure 1.

Note: the numbers shown in parentheses in this figure refer to sections later in
this document.

-.Sbﬁps-neﬂnl;ﬂﬁﬁ,{el-zl
¥
Clinical Hazard Identification (4.3)

%-,'.

| Clinical Risk Benefit Analysis (62) |

Completeness i!t!nn!ﬁ-il

 oewentn |
Post-deployment Monitoring (7.2)

Modification (7.3)

Figure 1 Clinical Risk Management Process
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2.2 Top Management responsibilities

2.2.1 | In implementing the clinical risk management process for a given deployment,
Top Management MUST:

e make available sufficient resources

e assign competent personnel (see section 2.4) from each of the specialist areas
that are involved in developing and assuring the Health IT System

e nominate a Clinical Safety Officer.

2 2 2 | Top Management MUST ensure that appropriate levels of authorisation for the
Health IT System and its safety documentation are defined in the Clinical Risk
Management Plan.

2.3 Clinical Safety Officer

2.3.1 | AClinical Safety Officer MUST be a suitably qualified and experienced clinician.

2.3.2 | A Clinical Safety Officer MUST hold a current registration with an appropriate
professional body relevant to their training and experience.

2.3.3 | A Clinical Safety Officer MUST be knowledgeable in risk management and its
application to clinical domains.

2.3.4 | A Clinical Safety Officer MUST make sure that the processes defined by the
clinical risk management process are followed.

2.4 Competencies of personnel

2 4 1 | Personnel MUST have the knowledge, experience and competencies
appropriate to undertaking the clinical risk management tasks assigned to them.

2 4 2 | Competency and experience records for the personnel involved in performing
the clinical risk tasks MUST be maintained.

2.5 Third party products

2.5.1 | The Manufacturer MUST assess any third party product that is included within a
release as part of the clinical risk management process.

2.5.2 | The nature of this assessment MUST be included in Clinical Safety Case
Reports.

2.6 Regular clinical risk management process review

2.6.1 | The Manufacturer MUST formally review its clinical risk management process at
planned, regular intervals.
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3  Project Safety Documentation and Repositories

This section defines the safety documents that are to be produced in support of the
development and modification of a Health IT System and mechanisms for their retention.

3.1 Clinical Risk Management File

3.1.1 | The Manufacturer MUST establish at the start of a project a Clinical Risk
Management File for the Health IT System.

3.1.2 | The Clinical Risk Management File MUST be maintained for the life of the
Health IT System.

3.1.3 | All formal documents and evidence of compliance with the requirements of this
standard MUST be recorded in the Clinical Risk Management File.

3.1.4 | Any decisions made that influence the clinical risk management activities
undertaken MUST be recorded in the Clinical Risk Management File.

3.2 Clinical Risk Management Plan

3.2.1 | The Manufacturer MUST produce at the start of a project a Clinical Risk
Management Plan, which will include risk acceptability criteria, for the Health IT
System.

3.2.2 | A Clinical Safety Officer MUST approve the Clinical Risk Management Plan.

3.2.3 | If the nature of the project changes, or key people change, during the
development or modification of a Health IT System, then the Clinical Risk
Management Plan MUST be updated.

3.2.4 | The Clinical Risk Management Plan MUST be maintained throughout the life of
the Health IT System.

3.3 Hazard Log

3.3.1 | The Manufacturer MUST establish and maintain a Hazard Log.

3.3.2 | A Clinical Safety Officer MUST approve each version of the Hazard Log.

3.3.3 | Anissued Hazard Log MUST accompany each Clinical Safety Case Report.

3.4 Clinical Safety Case

3.4.1 | The Manufacturer MUST develop and maintain a Clinical Safety Case for the
Health IT System.
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3.5 Clinical Safety Case Reports

3.5.1 | The Manufacturer MUST produce a Clinical Safety Case Report at each
lifecycle phase defined in the Clinical Risk Management Plan.

3.5.2 | A Clinical Safety Officer MUST approve each Clinical Safety Case Report.

3.5.3 | The Manufacturer MUST make available each Clinical Safety Case Report to a

receiving organisation, which may be a Health Organisation or another
Manufacturer.

3.6 Safety Incident Management Log

3.6.1 | The Manufacturer MUST maintain a Safety Incident Management Log.
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4

Clinical risk analysis

4.1 Clinical risk analysis process
4 1.1 | The Manufacturer MUST implement the clinical risk analysis activities defined in
the Clinical Risk Management Plan.
4 1.2 | Clinical risk analysis SHOULD be carried out by a multi-disciplinary group
including a Clinical Safety Officer.
4.1.3 | The extent of clinical risk analysis MUST be commensurate with the scale,
complexity and level of clinical risk associated with the Release.
4.2 Health IT System scope definition
4 2.1 | The Manufacturer MUST define the clinical scope of the Health IT System which
is to be delivered.
4 2.2 | The Manufacturer MUST define the intended use of the Health IT System which

is to be delivered.

4.3

Identification of hazards to patients

4.3.1 | The Manufacturer MUST identify and document known and foreseeable hazards
to patients with respect to the intended use of the Health IT System in both
normal and fault conditions.

4.4 Estimation of the clinical risks
4 4 1 | For each identified hazard the Manufacturer MUST estimate, using the criteria

specified in the Clinical Risk Management Plan:
e the severity of the hazard

¢ the likelihood of the hazard

¢ the resulting clinical risk.
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5 Clinical risk evaluation

5.1 Initial clinical risk evaluation

5.1.1 | For each identified hazard, the Manufacturer MUST evaluate whether the initial
clinical risk is acceptable. This evaluation MUST use the risk acceptability
criteria defined in the Clinical Risk Management Plan.

5.1.2 | If the initial clinical risk is acceptable, then the risk control requirements defined
in sections 6.1 to 6.3 do not apply to this hazard.
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6 Clinical risk control

6.1 Clinical risk control option analysis

6.1.1 | The Manufacturer MUST identify appropriate clinical risk control measures to
remove any unacceptable clinical risk.

6.1.2 | Proposed clinical risk control measures MUST be assessed by the Manufacturer
to determine whether:

e new hazards will be introduced as a result of the measures

¢ the clinical risks for previously identified hazards will be affected.

6.1.3 | The Manufacturer MUST manage any new hazards or increased clinical risks in
accordance with sections 4.4 to 6.4.

6.1.4 | The Manufacturer MUST evaluate the residual clinical risk. This evaluation
MUST use the risk acceptability criteria defined in the Clinical Risk Management
Plan.

6.1.5 | Where a residual clinical risk is judged unacceptable, the Manufacturer MUST
identify additional clinical risk control measures in order to reduce the clinical
risk.

6.1.6 | If the Manufacturer determines that no suitable risk control measures are
possible then the Manufacturer MUST conduct a clinical risk benefit analysis of
the clinical risk (section 6.2).

6.2 Clinical risk benefit analysis

6.2.1 | Where a residual clinical risk is deemed unacceptable and further clinical risk
control is not practicable, the Manufacturer MUST determine if the clinical
benefits of the intended use outweigh the residual clinical risk.

6.2.2 | If the clinical benefits do not outweigh the residual clinical risk, then the clinical
risk remains unacceptable and the project SHOULD be re-appraised.
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6.3 Implementation of clinical risk control measures

6.3.1 | The Manufacturer MUST implement the clinical risk control measures identified
in section 6.1.1, except where these are to be implemented by another
organisation.

6.3.2 | The Manufacturer MUST verify each clinical risk control measure implemented
under 6.3.1.

6.3.3 | The Manufacturer MUST verify the effectiveness of each clinical risk control
measure implemented under 6.3.1.

6.4 Completeness of clinical risk control

6.4.1 | The Manufacturer MUST ensure that the clinical risks from all identified hazards
have been considered and accepted.

Copyright © 2018 NHS Digital Page 19 of 20







Clinical Risk Management: its Application in the Manufacture of Health IT Systems — Specification v4.2
02.05.2018

7  Delivery, Monitoring and Modification

7.1 Delivery

7.1.1 | The Manufacturer MUST undertake a formal review of the Health IT System,
prior to its delivery, to ensure that all of the requirements of this standard have
been addressed.

7.1.2 | The results of this review MUST be recorded in the Clinical Safety Case Report.

7.1.3 | The Health IT System configuration for the release MUST be recorded in the
Clinical Safety Case Report.

7.2 Post-deployment monitoring

7.2.1 | The Manufacturer MUST establish, document and maintain a process to collect
and review reported safety concerns and safety incidents for the Health IT
System following its deployment.

7.2.2 | The Manufacturer MUST assess the impact of any such information on the on-
going validity of the Clinical Safety Case.

7.2.3 | Where any such evidence is assessed to undermine the safety case the
Manufacturer MUST take appropriate corrective action in accordance with the
Clinical Risk Management Plan and document it in the Clinical Safety Case
Report.

7.2.4 | The Manufacturer MUST ensure safety related incidents are reported and
resolved in a timely manner.

7.2.5 | A record of safety incidents, including their resolution, MUST be maintained by
the Manufacturer in a Safety Incident Management Log.

7.3 Modification

7.3.1 | The Manufacturer MUST apply their clinical risk management process to any
modifications or updates of the deployed Health IT System.

7.3.2 | The application of this process MUST be commensurate with the scale and
extent of the change and the introduction of any new clinical risks.

7.3.3 | The Manufacturer MUST issue a Clinical Safety Case Report to support any
modification to the Health IT System that changes its clinical risk.

7.3.4 | The Manufacturer MUST maintain an audit trail of all versions and patches
released for deployment.
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Data Coordination Board
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Glossary of Terms:

Term

Definition

Clinical Safety Officer
(previously referred to as
Responsible Person)

Person in a Health Organisation responsible for ensuring the safety of
a Health IT System in that organisation through the application of
clinical risk management.

Clinical risk

Combination of the severity of harm to a patient and the likelihood of
occurrence of that harm.

Clinical risk analysis

Systematic use of available information to identify and estimate a risk.

Clinical risk control

Process in which decisions are made and measures implemented by
which clinical risks are reduced to, or maintained within, specified
levels.

Clinical risk estimation

Process used to assign values to the severity of harm to a patient and
the likelihood of occurrence of that harm.

Clinical risk evaluation

Process of comparing a clinical risk against given risk criteria to
determine the acceptability of the clinical risk.

Clinical risk management

Systematic application of management policies, procedures and
practices to the tasks of analysing, evaluating and controlling clinical
risk.

Clinical Risk Management
File

Repository of all records and other documents that are produced by
the clinical risk management process.

Clinical Risk Management
Plan

A plan which documents how the Health Organisation will conduct
clinical risk management of a Health IT System.

Clinical risk management
process

A set of interrelated or interacting activities, defined by the Health
Organisation, to meet the requirements of this standard with the
objective of ensuring clinical safety in respect to the deployment of a
Health IT Systems.

Clinical safety

Freedom from unacceptable clinical risk to patients.

Clinical Safety Case

Accumulation and organisation of product and business process
documentation and supporting evidence, through the lifecycle of a
Health IT System.

Clinical Safety Case
Report

Report that presents the arguments and supporting evidence that
provides a compelling, comprehensible and valid case that a system is
safe for a given application in a given environment at a defined point in
a Health IT System’s lifecycle.

Harm Death, physical injury, psychological trauma and/or damage to the
health or well-being of a patient.

Hazard Potential source of harm to a patient.

Hazard Log A mechanism for recording and communicating the on-going

identification and resolution of hazards associated with a Health IT
System.

Health Organisation

Organisation within which a Health IT System is deployed or used for a
healthcare purpose.

Health IT System

Product used to provide electronic information for health or social care
purposes. The product may be hardware, software or a combination.
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Initial clinical risk The clinical risk derived during clinical risk estimation taking into
consideration any retained risk control measures.

Intended use Use of a product, process or service in accordance with the
specifications, instructions and information provided by the
manufacturer to customers.

Issue The process associated with the authoring of a document. This
process will include: reviewing, approval and configuration control.

Likelihood Measure of the occurrence of harm.

Lifecycle All phases in the life of a Health IT System, from the initial conception

to final decommissioning and disposal.

Manufacturer Person or organisation with responsibility for the design, manufacture,
packaging or labelling of a Health IT System, assembling a system, or
adapting a Health IT System before it is placed on the market and/or
put into service, regardless of whether these operations are carried out
by that person or on that person's behalf by a third party.

Patient A person who is the recipient of healthcare.
Patient safety Freedom from harm to the patient.
Post-deployment That part of the lifecycle of a Health IT System after it has been

manufactured, released, deployed and is ready for use by the Health
Organisation.

Procedure Specified way to carry out an activity or a process.

Process Set of interrelated or interacting activities which transform inputs into
outputs.

Release A specific configuration of a Health IT System delivered to a Health

Organisation by the Manufacturer as a result of the introduction of new
or modified functionality.

Residual clinical risk Clinical risk remaining after the application of risk control measures.

Safety incident Any unintended or unexpected incident which could have, or did, lead
to harm for one or more patients receiving healthcare.

Safety Incident Tool to record the reporting, management and resolution of safety

Management Log incidents associated with a Health IT System.

Severity Measure of the possible consequences of a hazard.

Third party product A product that is produced by another organisation and not by the

Health IT System manufacturer. Examples include operating systems,
library code, database and application servers and network
components.

Top Management Person or group of people who direct(s) and control(s) the Health
Organisation and has overall accountability for a Health IT System.

Page 6 of 22







Clinical Risk Management: its Application in the Deployment and Use of Health IT Systems — Specification
v3.2 02.05.2018

Contents
1 Overview 9
1.1 Summary 9
2 General Requirements and Conformance Criteria for Clinical
Risk Management 11
2.1 Clinical Risk Management Process 12
2.2 Top Management responsibilities 13
2.3 Clinical Safety Officer 13
2.4 Competencies of personnel 13
2.5 Intelligent procurement 13
2.6 Third party products 14
2.7 Regular clinical risk management process review 14
3 Project Safety Documentation and Repositories 15
3.1 Clinical Risk Management File 15
3.2 Clinical Risk Management Plan 15
3.3 Hazard Log 15
3.4 Clinical Safety Case 15
3.5 Clinical Safety Case Reports 16
3.6 Safety Incident Management Log 16
4 Clinical risk analysis 17
4.1 Clinical risk analysis process 17
4.2 Health IT System scope definition 17
4.3 ldentification of hazards to patients 17
4.4 Estimation of the clinical risks 17
5 Clinical risk evaluation 18
5.1 Initial clinical risk evaluation 18
6 Clinical risk control 19
6.1  Clinical risk control option analysis 19
6.2 Clinical risk benefit analysis 19
6.3 Implementation of clinical risk control measures 20

Page 7 of 22







Clinical Risk Management: its Application in the Deployment and Use of Health IT Systems — Specification
v3.2 02.05.2018

6.4 Completeness of clinical risk control 20
7 Deployment, Maintenance and Decommission 21
7.1 Deployment 21
7.2 Post-deployment monitoring 21
7.3 Maintenance 21
7.4 Decommission 22

Page 8 of 22







Clinical Risk Management: its Application in the Deployment and Use of Health IT Systems — Specification
v3.2 02.05.2018

1 Overview

1.1 Summary

It is widely accepted that the provision and deployment of Health IT Systems within the
National Health Service (NHS) can deliver substantial benefits to NHS patients through the
timely provision of complete and correct information to those healthcare professionals that
are responsible for administering care.

The use of such Health IT Systems is becoming increasingly widespread and the functionality
is becoming more sophisticated. However, it must be recognised that failure, design flaws or
incorrect use of such systems have the potential to cause harm to those patients that the
system is intended to benefit.

The purpose of this standard is to promote and ensure that effective clinical risk management
is carried out by those Health Organisations that are responsible for deploying, using,
maintaining or decommissioning Health IT Systems within the NHS. This purpose is achieved
through the presentation of a set of requirements.

Within this standard the term ‘clinical risk’ is used to emphasise that the scope is limited to
the management of risks related to patient safety as distinct from other types of risk such as
financial.

Clinical risk management may be conducted within the context of an overall risk management
system operating within the Health Organisation and any wider health information
governance processes. Wherever practical, existing risk management processes would be
adapted and used to address the requirements of this standard.

The extent of clinical risk management needs only to be commensurate with the scale,
complexity and level of clinical risk associated with the deployment. The Health
Organisation’s clinical risk management processes should be flexible to facilitate this.

This standard is supported by implementation guidance [Ref. 1] which contains an
explanatory narrative which will aid in the interpretation and application of this standard. This
standard complements DCB0129 [Ref. 2].

This standard is addressed to those persons in Health Organisations who are responsible for
ensuring clinical safety in the deployment of Health IT Systems through the application of
clinical risk management.

For the purposes of this standard the terms ‘Clinician’ and ‘clinical’ includes all Health
Organisations and personnel within the NHS who are deploying and using Health IT
Systems. This standard applies to all Health IT Systems including those that are also
controlled by medical device regulations [Ref. 3], though the requirements defined in this
standard are broadly consistent with the requirements of ISO 14971 [Ref. 4].
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Release

Release Number

Amd 25/2018

Release Title

Version 3.2

Description

This change focusses on aligning NHS Digital Clinical Safety standards
with the new medical devices regulations for stand alone software. The
change provides clarity and removes uncertainty among users and
developers with regard to the registration of software as a medical device
and compliance with this standard. The evidence of this statement comes
from academic and industry advisors, and recent experiences with devices
in use that are decision making or supporting and integrated into
unregulated software.

The new Medical Devices Regulation was published by the European
Commission in May 2017.

A summary would include:

o Software is specifically identified as a type of medical device. This
will broaden the number of software solutions that are a medical
device.

e Classification now includes risk as a component, in line with the
NHS Digital Clinical Safety standards. This is important to note.

e The regulation includes additional essential requirements in the
fields of:

o IT environment
Interoperability
Cybersecurity
Mobile platforms

o O O O

IT network and IT security.

This change in scope of the clinical risk management of health IT within the
NHS Digital Clinical Safety standards provides a means of asserting
compliance with this standard for the design, build, deployment and
maintenance of software in conformance to a “harmonised” manner and in
line with the medical devices regulations. A harmonised standard is a
European standard developed by a recognised European Standards
Organisation following a request from the European Commission.

Implementation
Completion Date

01.07.2018
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2 General Requirements and Conformance
Criteria for Clinical Risk Management

The following requirements use either MUST or SHOULD as defined in RFC-2119 [Ref. 8],
where:

e MUST: “means that the definition is an absolute requirement of the specification”

¢ SHOULD: “means that there may exist valid reasons in particular circumstances to ignore
a particular item, but the full implications must be understood and carefully weighed
before choosing a different course”.

In order to claim conformance with this Specification, a Health Organisation MUST implement
the clinical risk analysis activities defined in sections 2 to 7, within the bounds of the
definitions above.
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2.1 Clinical Risk Management Process

2.1.1 | The Health Organisaton MUST define and document a clinical risk
management process which recognises the risk management activities shown in
Figure 1.

Note: the numbers shown in parentheses in this figure refer to sections later in
this document.

Scope Definition (4.2)
v

Clinical Hazard Identification (4.3)

T

e
Control Option Analysis (6.1)

Clinical Risk Benefit Analysis (6.2)

(Completeness Evaluation (6.4)

Deployment (7.1)

Post-deplqgmant Monitoring (7.2)

Figure 1 Clinical Risk Management Process
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2.2 Top Management responsibilities

2.2.1 | In implementing the clinical risk management process for a given deployment,
Top Management MUST:

e make available sufficient resources

e assign competent personnel (see section 2.4) from each of the specialist areas
that are involved in deploying and subsequently using the Health IT System

e nominate a Clinical Safety Officer.

2.2.2 | Top Management MUST authorise the deployment of the Health IT System
accepting any residual clinical risk on behalf of the Health Organisation.

2.3 Clinical Safety Officer

2.3.1 | AClinical Safety Officer MUST be a suitably qualified and experienced clinician.

2.3.2 | A Clinical Safety Officer MUST hold a current registration with an appropriate
professional body relevant to their training and experience.

2.3.3 | A Clinical Safety Officer MUST be knowledgeable in risk management and its
application to clinical domains.

2.3.4 | A Clinical Safety Officer MUST make sure that the processes defined by the
clinical risk management process are followed.

24 Competencies of personnel

2.4.1 | Personnel MUST have the knowledge, experience and competencies
appropriate to undertaking the clinical risk management tasks assigned to them.

2.4.2 | Competency and experience records for the personnel involved in performing
the clinical risk tasks MUST be maintained.

2.5 Intelligent procurement

2.5.1 | Inthe procurement of a Health IT System the Health Organisation MUST ensure
that the Manufacturer and the Health IT System complies with DCB0129.

Note: Under this requirement the Manufacturer will be required to make
available applicable Clinical Safety Case Reports to aid the Health
Organisation’s own risk analysis.
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2.6 Third party products

2.6.1 | The Health Organisation MUST assess any third party product used in a Health
IT System as part of the clinical risk management process.

Note: Manufacturers who comply with DCB0129 are required to analyse any
third party product which they incorporate into their Health IT System. The
Manufacturer is also obliged to reveal what they have done in this context in
Clinical Safety Case Reports.

2.7 Regular clinical risk management process review

2.7.1 | The Health Organisation MUST formally review its clinical risk management
process at planned, regular intervals.
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3  Project Safety Documentation and Repositories

This section defines the safety documents that are to be produced in support of the
deployment of a Health IT System and mechanisms for their retention.

3.1 Clinical Risk Management File

3.1.1 | The Health Organisation MUST establish at the start of a project a Clinical Risk
Management File for the Health IT System.

3.1.2 | The Clinical Risk Management File MUST be maintained for the life of the
Health IT System.

3.1.3 | All formal documents and evidence of compliance with the requirements of this
standard MUST be recorded in the Clinical Risk Management File.

3.1.4 | Any decisions made that influence the clinical risk management activities
undertaken MUST be recorded in the Clinical Risk Management File.

3.2 Clinical Risk Management Plan

3.2.1 | The Health Organisation MUST produce at the start of a project a Clinical Risk
Management Plan, which will include risk acceptability criteria, covering the
deployment of a new Health IT System.

3.2.2 | AClinical Safety Officer MUST approve the Clinical Risk Management Plan.

3.2.3 | If the nature of the project changes, or key people change, during the
deployment, use, maintenance or decommissioning of a Health IT System, then
the Clinical Risk Management Plan MUST be updated.

3.2.4 | The Clinical Risk Management Plan MUST be maintained throughout the life of
the Health IT System.

3.3 Hazard Log

3.3.1 | The Health Organisation MUST establish and maintain a Hazard Log.

3.3.2 | A Clinical Safety Officer MUST approve each version of the Hazard Log.

3.3.3 | Anissued Hazard Log MUST accompany each Clinical Safety Case Report.

3.4 Clinical Safety Case

3.4.1 | The Health Organisation MUST develop and maintain a Clinical Safety Case for
the Health IT System.
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3.5 Clinical Safety Case Reports

3.5.1 | The Health Organisation MUST produce a Clinical Safety Case Report to
support each lifecycle phase (i.e. deployment, use, maintenance and
decommissioning) of the Health IT System.

3.5.2 | AClinical Safety Officer MUST approve each Clinical Safety Case Report.

3.6 Safety Incident Management Log

3.6.1

The Health Organisation MUST maintain a Safety Incident Management Log.
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4

Clinical risk analysis

4.1 Clinical risk analysis process
4 1.1 | The Health Organisation MUST implement the clinical risk analysis activities
defined in the Clinical Risk Management Plan.
4 1.2 | Clinical risk analysis SHOULD be carried out by a multi-disciplinary group
including a Clinical Safety Officer.
4.1.3 | The extent of clinical risk analysis MUST be commensurate with the scale,
complexity and level of clinical risk associated with the deployment.
4.2 Health IT System scope definition
4 2.1 | The Health Organisation MUST define the clinical scope of the Health IT System
which is to be deployed.
4 2.2 | The Health Organisation MUST define the intended use of the Health IT System
which is to be deployed.
4.2.3 | The Health Organisation MUST define the operational environment and users of
the Health IT System which is to be deployed.
4.3 Identification of hazards to patients
4.3.1 | The Health Organisation MUST identify and document known and foreseeable
hazards to patients in both normal and fault conditions through the introduction
and use of the Health IT System.
4.4 Estimation of the clinical risks
4 4 1 | For each identified hazard the Health Organisation MUST estimate, using the

criteria specified in the Clinical Risk Management Plan:
e the severity of the hazard

¢ the likelihood of the hazard

o the resulting clinical risk.
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5 Clinical risk evaluation

5.1 Initial clinical risk evaluation

5.1.1 | For each identified hazard, the Health Organisation MUST evaluate whether the
initial clinical risk is acceptable. This evaluation MUST use the risk acceptability
criteria defined in the Clinical Risk Management Plan.

5.1.2 | If the initial clinical risk is acceptable, then the risk control requirements defined
in sections 6.1 to 6.3 do not apply to this hazard.
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6

6.1

Clinical risk control

Clinical risk control option analysis

6.1.1 | The Health Organisation MUST identify appropriate clinical risk control
measures to remove an unacceptable clinical risk.

6.1.2 | Proposed clinical risk control measures MUST be assessed by the Health
Organisation to determine whether:

e new hazards will be introduced as a result of the measures
¢ the clinical risks for previously identified hazards will be affected.

6.1.3 | The Health Organisation MUST manage any new hazards or increased clinical
risks in accordance with sections 4.4 to 6.4.

6.1.4 | The Health Organisation MUST evaluate the residual clinical risk. This
evaluation MUST use the risk acceptability criteria defined in the Clinical Risk
Management Plan.

6.1.5 | Where a residual clinical risk is judged unacceptable, the Health Organisation
MUST identify additional clinical risk control measures in order to reduce the
clinical risk.

6.1.6 | If the Health Organisation determines that no suitable risk control measures are

possible then the Health Organisation MUST conduct a clinical risk benefit
analysis of the clinical risk (section 6.2).

6.2 Clinical risk benefit analysis

6.2.1 | Where a residual clinical risk is deemed unacceptable and further clinical risk
control is not practicable, the Health Organisation MUST determine if the clinical
benefits of the intended use outweigh the residual clinical risk.

6.2.2 | If the clinical benefits do not outweigh the residual clinical risk, then the clinical

risk remains unacceptable and the deployment SHOULD be re-appraised.
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6.3 Implementation of clinical risk control measures

6.3.1 | The Health Organisation MUST implement the clinical risk control measures
identified in section 6.1.1.

6.3.2 | The Health Organisation MUST verify each clinical risk control measure
implemented under 6.3.1.

6.3.3 | The Health Organisation MUST verify the effectiveness of each clinical risk
control measure implemented under 6.3.1.

6.4 Completeness of clinical risk control

6.4.1 | The Health Organisation MUST ensure that the clinical risks from all identified
hazards have been considered and accepted.
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7 Deployment, Maintenance and Decommission

7.1 Deployment

7.1.1 | The Health Organisation MUST assess any local customisations prior to
deployment.

7.1.2 | The Health Organisation MUST undertake a formal review of the Health IT
System prior to its deployment to ensure that all of the requirements of this
standard have been addressed.

7.1.3 | The results of this review MUST be recorded in the Clinical Safety Case Report.

7.2 Post-deployment monitoring

7.2.1 | The Health Organisation MUST establish, document and maintain a process to
collect and review reported safety concerns and safety incidents for the Health
IT System following its deployment.

7.2.2 | The Health Organisation MUST assess the impact of any such information on
the on-going validity of the Clinical Safety Case.

7.2.3 | Where any such evidence is assessed to undermine the Clinical Safety Case,
the Health Organisation MUST take appropriate corrective action in accordance
with the Clinical Risk Management Plan and document it in the Clinical Safety
Case Report.

7.2.4 | The Health Organisation MUST ensure safety related incidents are reported and
resolved in a timely manner.

7.2.5 | A record of safety incidents, including their resolution, MUST be maintained by
the Health Organisation in a Safety Incident Management Log.

7.3 Maintenance

7.3.1 | The Health Organisation MUST apply their clinical risk management process to
any modifications or updates of the deployed Health IT System.

7.3.2 | The application of this process MUST be commensurate with the scale and
extent of the change and the introduction of any new clinical risks.

7.3.3 | The Health Organisation MUST issue a Clinical Safety Case Report to support
any modifications to the Health IT System that changes its clinical risk.
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7.4 Decommission

7.4.1 | The Health Organisation MUST apply their clinical risk management process to
a Health IT System that is being decommissioned.

7.4.2 | The application of this process MUST take into account the deployment of any
succeeding Health IT System.

7.4.3 | The application of this process MUST take into account the migration of data
between the decommissioned Health IT System and the succeeding Health IT
System.

7.4.4 | The Health Organisation MUST issue a Clinical Safety Case Report to support

decommissioning of the Health IT System.
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1 Introduction

1.1 Background

The Yorkshire and Humber Care Record is the brand identity for a set of products and capabilities
which are managed by the Yorkshire and Humber Care Team. The development of these was
instituted by the Local Health & Care Record Exemplar programme under which NHS England
awarded the Yorkshire and Humber region funding to improve interoperability between health care
systems operating in the region. The number and scope of the products and capabilities is evolving
but they are broadly aligned to:

e Improving access to care records in the provision of direct care.

e Improving access to clinical and social care data for the purpose of population health
management.

e Engaging the citizen in their care, health and well-being.

At the core of the Yorkshire and Humber Care is the System-of-Systems — a set of software
components which facilitate secure access by data consumers to data held by data providers. In
essence, the System-of-Systems is integration middleware. The functionality of the System-of-
Systems is defined by the Abstract Cookbook for Interoperability

At the time of writing the System-of-Systems is under development and, whilst functional as a pilot
involving test systems, is yet to go live. The development is being guided by a series of design
documents which are published at http://yhcr.org/downloads .

The System-of-Systems will be deployed in three distinct phases:

Phase 1 — Rapid Start: A minimum viable product, co-hosted with the Rotherham Trust
Integration Engine, targeted at well defined, low volume, use cases
involving a small number of participants.

Phase 2 — Transitionary: Functionally evolving product, hosted partially on a dedicated
integration engine with migration to cloud based micro services,
supporting the requirements of a growing number of participants.

Phase 3 — Operation at Scale: A functionally mature product, architected and hosted in the cloud,
operating at high volume with participation from all major health &
care organisations.

1.2 Purpose of this Document

The Health & Social Care Act 2012 requires manufactures of healthcare systems, including
integration middleware, to comply with the clinical safety standard DCB0129. One of the
requirements of this standard is for the manufacture to author a clinical safety assessment for their
product.

This document is the clinical safety assessment for the System of Systems. It identifies the hazards
for users of the System-of-System, the potential clinical impact, possible causes, and mitigations
applied by the developers and operators of the System of Systems. It has been prepared following
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the guidelines provided by NHS Digital in version 1.1. of the document “Clinical Risk Management:
Middleware Implementation Guidance”.

Risks and mitigations differ depending on the functional complexity of the System-of-Systems, the
platform on which it operates, and the operation processes. The risk assessment is therefore
presented separately for each of the 3 deployment phases.

1.3 Who is the Manufacturer of the System-of-Systems?

The System-Of-Systems is being developed by the Yorkshire and Humber Care Team using several
third-party system integrators. The phase 1 minimum viable product was developed by Synanetics
Ltd under assurance from the Yorkshire and Humber Care Team. Synanetics have produced the
initial version of this document and have assumed the role of manufacturer under the definition of
DCBO0129 for this phase of delivery.

Synanetics is only responsible for adherence to this document whilst it is under contractual
obligation to the Yorkshire & Humber Care Team and only for the components of the System-Of-
Systems for which has a contractual development or maintenance responsibility.

At the time of writing Synanetics responsibility extends to the Phase 1 delivery.

In the future, different organisations will be awarded contracts to develop and maintain different
components of the System-Of-Systems and the product will have multiple manufacturers.

Going forward, it is the responsibility of the Yorkshire and Humber Care Team to ensure that the
document is maintained by the various manufacturers and there is a clear demarcation of
responsibility between them for maintaining the hazard log and implementing the documented risk
control and mitigation techniques.

1.4 Systems-of-Systems Modes of Use

The System-of-Systems operates in 4 distinct modes. Each has its own target use cases, hazards, risks
and mitigations and is separately addressed by this document. The usage modes are:

Synchronous Query: A data consumer requests data from the System-of-Systems, which
services it in real-time from data providers, and issues the results over
same connection on which the request was made. The method is
explained further in the design paper for the FHIR Aggregator.

Asynchronous Query: A data consumer requests data from the System-of-Systems which
acknowledges the request and drops the connection. The request is
deferred to data providers which the System-Of-Systems periodically
polls and collects results as they are ready. The data consumer polls the
System-of-Systems and ultimately collects an aggregated result set. The
method is explained further in the design paper for the FHIR Aggregator.

Subscriptions: A data consumer issues to the Systems-of-Systems a request for data
which matches a search criterion. The request is deferred to data
providers which send data, as they arise, to the System-of-Systems over a
synchronous connection. The System-of-Systems passes on data that it
receives to data consumers over a similar synchronous connection.
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Transactional Messaging:

Subscriptions continue to operate until they are cancelled. The method is
explained further in the design paper for the Subscriptions Infrastructure.

A data provider uses the System-of-Systems to deliver a transaction to a
data consumer. Messaging is reliable in that the data consumer is
required to issue an acknowledgement and the data provider will resend
messages for which no acknowledgement is received. The method is
explained further in the design paper for the Reliable Messaging

Infrastructure.
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2 Synchronous Query

2.1 Scope of Responsibilities

The following diagram defines the scope of the clinical safety assessment for synchronous queries. It
follows a convention established by the document “Clinical Risk Management: Middleware

Implementation Guidance”.

Synchronous Query Boundaries of Responsibilities

Healthcare Providers DCB 0160

Manufacturers DCB 0129

Data Consumer Data Provider

Request/
Response

Request/ System

6 3 System Response

End user

System-of-Systems

Axo.1d HIHA

System

8—

Administrator

Here the System-of-Systems is responsible for:

e operating a secure endpoint on which a data consumer can make a socket connection and
request data over an HTTPS RESTful interface;

e determining the data providers onto which to forward the request;

e making a socket connection to each eligible provider and issuing a request derived from the
data consumer request over an HTTPS RESTful interface;

e aggregating search results into a single response;

e deduplicating concepts such as people and organisations;

e applying consent rules and removing data or annotating data as sensitive;

e returning a response over the original socket connection.

2.2 Typical Use Cases

Synchronous queries will typically be used by clinical software to access regional data in the context
of a patient for the purpose of direct care. The data will inform a clinician of health and care
providers’ contact with the patient outside of the care setting in which they operate. Data content

will include:

e medications prescribed, stopped and administered;

e vital sigh measurements;

e test orders and results including but not limited to: pathology, radiology endoscopy,
audiology, and ophthalmology;

e problems and diagnoses;

e care plans;
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e allergy Intolerances;
clinical notes;
historic encounters;
appointments;

e demographics.

The data will inform clinical decisions.

2.3 Hazard Log

A.l Service is Unavailable, or Access is Denied

A.1.1 Hazard Description

A data consumer is either unable to connect to the System-of-Systems or their connection is
rejected. Care professionals are unable to access data about their patient or client which is held by
care settings other than their own.

A.1.2 Potential Clinical Impact

Clinical Impact

Use of the System-of-Systems is limited to 5 participants with point to point data access
requirements. The information available is new to clinicians and established care practises
have operated until recently without access to regional data. Clinicians will revert easily to
previous ways of working.

Phase 1

Client software will be aware of a dropped connection and will be able to inform clinicians
that a fault has occurred. Clinicians will be able to distinguish no data being available from a
fault preventing access.

Adoption of System-of-Systems is being driven by clinical need and high priority use cases.
Potentially the System-of-Systems is replacing other mechanisms for sharing data between
care settings and fallback options are no longer available. Adoption is focussed on wave 2

Phase 2

participants and the volume of use is still comparatively low.

Adoption is widespread and clinical dependency has been established on the availability of
regional data. Loss of service may delay treatment decisions or result in incorrect diagnoses.

Phase 3

Interaction with other care workers in other organisations may be hindered and care
processes will operate inefficiently.

A.1.3 Possible Causes and Potential Controls / Mitigations

Possible cause: a hardware or software fault results in system unavailability.

Controls & Mitigations
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Software components are hosted in a virtualised environment on hardware with inbuilt
redundancy. The hypervisor provides for high availability and will automatically re-
instantiate non-functional components.

Components are monitored and a service desk automatically informed of a range of

Phase 1

conditions. Service availability could be monitored using an external arbiter if a use case
were to justify it.

Faults are logged and it is possible to establish the root cause of a failure.

Parallel operation between cloud hosted micro-services and on-premise integration engine
remove any single point for failure.

The integration engine platform is mirrored for high availability and independent arbitered.

Phase 2

Custom monitoring tools allow solution usage to be tracked by data consumer.

The solution is fully deployed as autonomous micro-services and the failure of one
component has no impact on solution availability.

Phase 3

A dedicated service desk uses monitoring tools to establish availability and use of the
solution by all data consumers.

Possible Cause: data is corrupted through faulty disks or a software error to an extent that is causes
a loss of service.

Controls & Mitigations

Components are designed to be stateless where possible with few dependencies on data.
Exceptions are configuration data, the master patient index, consent policies, master
records for patient, practitioners and organisations. A copy of configurations is held in a
source control repository and other data is backed up daily. A backup can be restored

Phase 1

within two hours.

Master data can be recreated by replaying messages from participants and other sources.

Databases are sharded. This lowers the impact of data corruption and reduces recovery
time.

Phase 2

Use is made of cloud storage making the risk of hardware caused data corruption negligible.
Data is frequently snapshotted and can be restored to a point in time.

Phase 3

Possible Cause: a DNS, firewall configuration change or a certificate revocation denies access to an
individual participant.

Controls & Mitigations
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Firewall and certificate changes are controlled by a Change Advisory Board.

Certificate signing and revocation is software controlled and audited. Only privileged system

—

§ administrators are able to revoke a certificate.

e

a- Mutual TLS authentication is not operational. A participant will not be denied access
because of a DNS entry.

~ DNS, firewall configuration and certification are integrated with the YHCR participant

§ registry. Access to the participant registry is audited and restricted to a few privileged

£ system administrators.

- The participant registry is integrated with the onboarding process. Participation in the live

g environment is only possible through migration through the onboarding environment.

©

£ inadvertent change to the live configuration is not possible.

Possible Cause: a software update introduces a fault.

Controls & Mitigations

Software changes are controlled by a Change Advisory Board. All changes must be
accompanied by a remediation plan.

:'J Software is subjected to continuous integration testing which highlights regressive
2] .
© | behaviour.
[a W
Software source code is maintained in a public source code repository. Problematic changes
can be easily backed out.
Software changes move through a staging environment prior to application to live. The
‘; staging environment has data which is representative of live and endpoint simulators which
_fcm“ replicate the behaviour of data providers. High volume automated testing proves software
& functionality.
- Software deployment and backout is software controlled.
(]
(%]
©
<
[a W

Possible Cause: planned maintenance results in downtime.

Controls & Mitigations

Maintenance is controlled by a Change Advisory Board

i

% Any maintenance requiring downtime will be scheduled outside of peak operational hours.
=

~ Maintenance does not require downtime. Duplicate components can be updated and

@ | service switched over without interruption.

©

=
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As for phase 2.

Phase 3

Possible Cause: an erroneous consent policy denies access to all data to an individual participant.

Controls & Mitigations
During this phase consent policies are likely to be simple and binary: to allow all data or no
— data in a given context. The potential for mistake is low,
(]
(%]
:f" Policies will be applied by a system administrator who has been trained in the potential for
impacting service availability.
~ Changes to consent policies are treated as changes to software code and subjected to
Q continuation integration testing that proves adherence to their objective.
2
[a W
- Application of consent policies move through a staging environment which prove their
Q functionality at high volume with simulated data providers. Migration to live is software
©
£ controlled.

A.2 Query Results are Corrupted

A.2.1 Hazard Description

Data returned from the System-of-Systems to a data consumer are not reflective of data supplied by
data providers.

A.2.2 Potential Clinical Impact

Clinical Impact

Clinicians are making decisions based on data returned by the System of Systems. Data
corruption may be subtle and undetectable by the clinician. The wrong decision could
adversely impact the care of a patient. Use of the System-of-Systems is limited to 5

Phase 1

participants and the impact will be localised.

As for phase 1 except that 7 additional organisations will onboard during this phase and so
the potential impact is more widespread.

Phase 2

As for phase 1 except that use is widespread across of the region and systematic data
corruption could have significant impact.

Phase 3

A.2.3 Possible Causes and Potential Controls / Mitigations

Possible cause: a software fault corrupts FHIR resources in transit.
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Controls & Mitigations

Phase 1

Corruption to the structure of FHIR resources will result in them being unreadable by client
software. Guidance provided to data consumers recommends that the end-user is informed
of detectable data errors so reducing the possibility of misinformed decision.

FHIR resources can optionally be validated against schemas and coding systems prior to
release by the System of Systems. Validation is enabled after any software upgrade or after
onboarding a participant.

Software is coded to a design which minimises manipulation for resource content to a few
essential operations.

Phase 2

Automated tests compare resource content from data providers to that delivered data
consumers. Differences are reviewed and rules applied which specifically authorise a
difference. Tests execute in a test environment.

Phase 3

Automated tests operate in a staging environment which simulates at scale operations in
live.

Possible cause: deduplication rules cause references to local resource to be replaced with a

reference to a regional resource representing a different concept.

Controls & Mitigations

Only patients, practitioner and organisation references are deduplicated. Deduplication is
made on a deterministic basis (i.e. a simple identifier is used to determine resource

i

@ equivalence). This is simple to test, and behaviour is predictable.

©

< . . . . .

o Automated tests validate regional resource references for 100+ sample queries aligned with
wave 1 use cases.

~ Regional patient resources are traced against PDS using Spine Mini Services.

[}

pa Automated test coverage augmented to cover use cases introduced by wave 2 participants.

=
As for Phase 2.

on

Q . . . S . .

@ Automated tests operate in a staging environment which simulates at scale operations in

<

a live.

A3 Query Results are Incomplete

A.3.1 Hazard Description

A result set returned to a data consumer is missing data items which are known to one or more data

providers.
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A3.2

Potential Clinical Impact

Clinical Impact

Phase 1

Clinicians are making decisions based on information returned by the System of Systems.
An absence of data may cause an incorrect decision to be made with consequences for the
patient. However, participation in the YHCR is limited to 5 organisations, data available is
inherently incomplete, and this will be known to users. No reliance will be made on data
completeness.

Phase 2

Wave 2 use cases are clinically led and may have a dependency on data being provided
from a particular source. An absence of data may imply that a condition, medication or
allergy is not present which could lead to inappropriate care.

Phase 3

Adoption is widespread and clinicians assume that the longitudinal care record is complete.
Missing data will result in inappropriate care.

A.3.3 Possible Causes and Potential Controls / Mitigations

Potential cause: a data provider is inaccessible due to a network failure or other technical problem

and no data can be obtained from this source for a period of time.

Controls & Mitigations

Phase 1

The System-of-Systems inserts information into the result set returned to the data
consumer detailing that the data provider is unavailable. Client software can inform users
that data is missing from potential sources.

Guidance provided to data consumers recommends that the end-user is informed of
reported data quality issues so reducing the possibility of misinformed decision.

Connectivity is monitored and a service desk automatically informed if a connection is
unavailable for an extended period.

Phase 2

Custom monitoring tools immediately inform a service desk of unavailability of a data
provider.

Phase 3

A dedicated service desk uses monitoring tools to establish real-time availability of all data
providers. A public YHCR dashboard provides local support teams visibility of current issues.

Potential cause: a data provider supplies only subset of data known to the care provider. For

example, data may be available for only a subset of services performed.

Controls & Mitigations
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Phase 1

Wave 1 participants are going live with point to point use cases for which data availability
has been established as a prerequisite.

Phase 2

Data providers insert information into the result set provided to the System-of-Systems
which details data omissions. The System-of-Systems forwards these on to data consumers.
Client software can inform users that data quality is compromises at a source.

Guidance provided to data consumers recommends that the end-user is informed of
reported data quality issues so reducing the possibility of misinformed decision.

Phase 3

Data quality, including declarations of non-availability, are automatically monitored by the
System of Systems. Support is provided to data providers to uplift data coverage.

Potential cause: a software fault leads to data being lost in transit.

Controls & Mitigations

Automated tests validate regional resource references for 100+ sample queries aligned with

—i

Q wave 1 use cases.

©

<

[a W

~ Automated tests compare resource content from data providers to that delivered data
Q consumers. Differences are reviewed and rules applied which specifically authorise a
m . . .

£ difference. Tests execute in a test environment.

- Automated tests operate in a staging environment which simulates at scale operations in
o | live.

©

=

[a W

Potential cause: an erroneous consent policy results in data being wrongly withheld.

Controls & Mitigations

During this phase consent policies are likely to be simple and binary: to allow all data or no

— data in a given context. The potential for mistake is low,

[}

(%]

_E Policies will be applied by a system administrator who has been trained in the potential for
impacting service availability.

~ Changes to consent policies are treated as changes to software code and subjected to

Q continuation integration testing that proves adherence to their objective.

©

<

o
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Application of consent policies move through a staging environment which prove their
functionality at high volume with simulated data providers. Migration to live is software

Phase 3

controlled.

A.4 Service is Non-Performant

A.4.1 Hazard Description

In this mode of use, performance is critical to the user experience. Queries are executed
synchronously, and the latency of the System-of-Systems directly impacts the usability of client
software.

A.4.2  Potential Clinical Impact

Clinical Impact

Use of the System-of-Systems is limited to 5 participants with point to point data access
requirements. The information available is new to clinicians and established care practises
have operated until recently without access to regional data. Clinicians who are intolerant

Phase 1

of poorly performant software will revert to previous methods.

Adoption of System-of-Systems is being driven by clinical need and high priority use cases.
Potentially the System-of-Systems is replacing other mechanisms for sharing data between
care settings and fallback options are no longer available. Adoption is focussed on wave 2

Phase 2

participants and the volume of use is still comparatively low.

Adoption is widespread and clinical dependency has been established on the availability of
regional data. A poorly performant service may delay treatment decisions or result in
incorrect diagnoses. Interaction with other care workers in other organisations may be

Phase 3

hindered and care processes will operate inefficiently.

A.4.3 Possible Causes and Potential Controls / Mitigations

Possible cause: poorly designed client software results in a concentration of service demand which
impacts performance for other data consumers.

Controls & Mitigations

Application level monitoring tracks transaction round-trip time. A service desk is alerted if
sustained round-trip times rises above a configurable level.

i

% Individual data consumers access rights can be suspended.

<

e Data consumers are only accepted as participants following an onboarding process which
involves assuring the interactions between client software and the System of Systems.
Cloud services run in parallel with on-premise hosted infrastructure. High demand or

~N immature data consumers can be segregated from other users.

[0}

(%]

:f“ Functionality is added to enable transaction priority to be ranked and allow queues to be
managed according to priority.
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The cloud hosted solution is based on containerised micro-services and can be dynamically
scaled.

Phase 3

Possible cause: a poorly performant data provider impacts overall System-of-Systems performance.

Controls & Mitigations

Connections form the System-of-Systems to data providers time out after a configurable
period. The System-of-Systems inserts information into the result set returned to the data
consumer detailing that data from particular data providers is not available. Client software
can inform users that data is missing from potential sources.

Phase 1

The regional FHIR Proxy has been performance tested on data volumes which are
representative of those encountered at a major care setting. Response times for typical
gueries are in the order of 200ms on moderately sized server (4 core).

Support for asynchronous queries removes demand from the synchronous query paths.
Data consumers with complex query needs are directed to use an asynchronous path.

Phase 2

Data providers have the option to host a FHIR proxy on a cloud platform which dynamically
scales in accordance with demand.

Phase 3

Possible cause: cumulative demand from all data consumers exceeds capacity of System of Systems

Controls & Mitigations
The System-of-Systems has been sized to support the known use cases of the 5 pilot
participants. The System-of-Systems has been stress tested to prove support for a sustained

— demand of 10 queries per second.

[}

(%]

_E The System-of-Systems is hosted on a virtualised environment and the solution has been
architected to efficiently utilise available CPU cores. Subject to software license
considerations, the platform can be scaled fluidly.

Cloud services run in parallel with on-premise hosted infrastructure. Demand can be
distributed across platforms.

‘; The introduction of the asynchronous query functionality will reduce demand on the

_‘Cu‘} synchronous pathway.

[a W
Functionality is added to enable transaction priority to be ranked and allow queues to be
managed according to priority.

- The cloud-based solution scales elastically with demand. Subject to cost considerations, the

@ | solution is architected to meet fixed performance service levels.

©

<

[a W
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3 Asynchronous Query

3.1 Scope of Responsibilities

The following diagram defines the scope of the clinical safety assessment for asynchronous queries.
It follows a convention established by the document “Clinical Risk Management: Middleware
Implementation Guidance”.

Asynchronous Query Boundaries of Responsibilities

Healthcare Providers DCB 0160

Manufacturers DCB 0129

Data Consumer Request Request Data Provider
E System

6 —3 System System-of-Systems 3

[e]

End user Response Response | =
i System

8—

Administrator

Here the System-of-Systems is responsible for:

e operating a secure endpoint on which a data consumer can make a socket connection and
request data over an HTTPS RESTful interface;

e determining the data providers onto which to forward the request;

e making a socket connection to each eligible provider and issuing a request derived from the
data consumer request over an HTTPS RESTful interface;

e monitoring the status of the request at each data provider by issuing a request over a socket
connection to an HTTPS RESTful endpoint.

e as data becomes available at data providers, collecting data through a sequence of socket
connections over an HTTPS RESTful interface;

e aggregating search results and packaging them as pages;

e operating a secure endpoint on which a data consumer can make a socket connection and
ascertain request status over an HTTPS RESTful interface;

e operating a secure endpoint on which a data consumer can make a socket connection and
request a result page over an HTTPS RESTful interface.

3.2 Typical Use Cases

Asynchronous queries allow a data consumer to issue complex or high-volume queries to a data
provider which can not be serviced in real time. The asynchronous nature of the service means that
it is not well suited to on-demand use and the service will be used primarily for acquiring data in bulk
for subsequent processing. At the time of writing the only immediately foreseeable user of this
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service is the population health management (PHM) platform. However, future uses for the purpose
of direct care can be anticipated.

Use cases for population health management include:

e risk stratification;

e identification of correlations in condition development and treatment regime, socio-
economic, lifestyle, and other factors;

e service planning.

Data content in query results could include:

e medications prescribed, stopped and administered;

e vital sigh measurements;

e test orders and results including but not limited to pathology, radiology endoscopy,
audiology and ophthalmology;

e problems and diagnoses;

e care plans;

e allergy Intolerances;

e clinical notes;

e historic encounters;

e appointments;

e demographics.

3.3 Hazard Log

B.1 Service is Unavailable, or Access is Denied

B.1.1 Hazard Description

A data consumer is either unable to register an asynchronous query because they cannot connect to
the System-of-Systems or their connection is rejected. There is a consequential delay in acquiring
data for analysis.

B.1.2 Potential Clinical Impact

Clinical Impact

The PHM platform is being developed and will not be operational during this deployment
phase. As this is the only projected use of the asynchronous query service then there is no

Phase 1

impact of service unavailability.

PHM platforms will probably be the only users of the service. Asynchronous query is offered
to data providers as a mechanism to offload intensive processing load to out-of-hours
periods and PHM use cases are designed around a 24-hour turnaround of query results.
Loss of service availability will impact those designing PHM projects but, assuming service is

Phase 2

resumed within a 24-hour period, then this will be an inconvenience with no clinical
ramifications.
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Uses for direct care are emerging. Some data providers may be able to surface query results
in less than a 24-hour window. However, no use case will depend on near-real time

Phase 3

response. Data consumer solutions will need to be designed to accommodate a period of
outage. Clinical impact will only occur for extended periods of down-time.

B.1.3 Possible Causes and Potential Controls / Mitigations

Possible cause: a hardware or software fault results in system unavailability.

Controls & Mitigations

No clinical impact. Mitigation is not needed.

Phase 1

Recovery of the service is only required within a 24-hour window.

Components are monitored and a service desk automatically informed of a range of
conditions.

Phase 2

Faults are logged and it is possible to establish the root cause of a failure.

The solution is fully deployed as autonomous micro-services and the failure of one
component has no impact on solution availability.

A dedicated service desk uses monitoring tools to establish availability and use of the

Phase 3

solution by all data consumers.

Possible Cause: data is corrupted through faulty disks or a software error to an extent that is causes
a loss of service.

Controls & Mitigations

No clinical impact. Mitigation is not needed.

Phase 1

Recovery of the service is only required within a 24-hour window.

Components are designed to be stateless where possible with few dependencies on data.
Exceptions are configuration data, the master patient index, consent policies, master
records for patient, practitioners and organisations. A copy of configurations is held in a
source control repository and other data is backed up daily. A backup can be restored

Phase 2

within two hours.
Master data can be recreated by replaying messages from participants and other sources.

Databases are sharded. This lowers the impact of data corruption and reduces recovery
time.

Page 19








Phase 3

Use is made of cloud storage making the risk of hardware caused data corruption negligible.
Data is frequently snapshotted and can be restored to a point in time.

Possible Cause: a DNS, firewall configuration change or a certificate revocation denies access to an

individual participant.

Controls & Mitigations

Phase 1

No clinical impact. Mitigation is not needed.

Phase 2

Recovery of the service is only required within a 24-hour window.
Firewall and certificate changes are controlled by a Change Advisory Board.

DNS, firewall configuration and certification are integrated with the YHCR participant
registry. Access to the participant registry is audited and restricted to a few privileged
system administrators.

Phase 3

The participant registry is integrated with the onboarding process. Participation in the live
environment is only possible through migration through the onboarding environment.
inadvertent change to the live configuration is not possible.

Possible Cause: a software update introduces a fault.

Controls & Mitigations

No clinical impact. Mitigation is not needed.

i

[}

(%]

©

=

[a W
Recovery of the service is only required within a 24-hour window.
Software is subjected to continuous integration testing which highlights regressive
behaviour.

~ Software source code is maintained in a public source code repository. Problematic changes

§ can be easily backed out.

<

[a W
Software changes move through a staging environment prior to application to live. The
staging environment has data which is representative of live and endpoint simulators which
replicate the behaviour of data providers. High volume automated testing proves software
functionality.

- Software deployment and backout is software controlled.

(]

(%]

©

<

[a W
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Possible Cause: planned maintenance results in downtime.

Controls & Mitigations

No clinical impact. Mitigation is not needed.

i
(]
(%]
©
<
[a W
Recovery of the service is only required within a 24-hour window.
‘G“J Maintenance is controlled by a Change Advisory Board
(%]
©
£ Maintenance does not require downtime. Duplicate components can be updated and
service switched over without interruption.
As for phase 2.
(901
(]
(%]
©
e
a

Possible Cause: an erroneous consent policy denies access to all data to an individual participant.

Controls & Mitigations

Phase 1

No clinical impact. Mitigation is not needed.

Phase 2

Recovery of the service is only required within a 24-hour window.

Changes to consent policies are treated as changes to software code and subjected to
continuation integration testing that proves adherence to their objective.

Empty search results would be consistently returned to the PHM platform. The issue would
be highly visible and lead to investigation and rectification.

Phase 3

Application of consent policies move through a staging environment which prove their
functionality at high volume with simulated data providers. Migration to live is software
controlled.

B.2

Query Results are Corrupted

B.2.1 Hazard Description

Data collected from the System-of-Systems by a data consumer are not reflective of data collected

from data providers.

B.2.2 Potential Clinical Impact

Clinical Impact
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Phase 1

The PHM platform is being developed and will not be operational during this deployment
phase. As this is the only projected use of the asynchronous query service then there is no
impact of data corruption.

Phase 2

Any structural data corruptions which affects the probity of the FHIR resources should be
detected by the PHM platform, query results rejected, and the issue investigated with little
impact for analysts. However, corruption may be subtle or might trigger unexpected
behaviour on the PHM platform which causes corruption of data being used for analytics
purposes. Intelligence gained from PHM would be flawed potentially leading to a
degradation of direct care services, predictive misdiagnoses, and lost opportunities to
intervene in condition development.

Phase 3

As use cases for direct care emerged then clinicians are making decisions based on data
returned by the System of Systems. Data corruption may be subtle and undetectable by the
clinician. The wrong decision could adversely impact the care of a patient.

B.2.3 Possible Causes and Potential Controls / Mitigations

Possible cause: a software fault corrupts FHIR resources in transit.

Controls & Mitigations

Phase 1

No clinical impact. Mitigation is not needed.

Phase 2

Software is coded to a design which minimises manipulation for resource content to a few
essential operations.

FHIR resources can optionally be validated against schemas and coding systems prior to
release by the System of Systems. Validation is enabled after any software upgrade or after
onboarding a participant.

Automated tests compare resource content from data providers to that delivered data
consumers. Differences are reviewed and rules applied which specifically authorise a
difference. Tests execute in a test environment.

Phase 3

Automated tests operate in a staging environment which simulates at scale operations in
live.

Possible cause: deduplication rules cause references to local resource to be replaced with a

reference to a regional resource representing a different concept.

Controls & Mitigations
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No clinical impact. Mitigation is not needed.

Phase 1

Only patients, practitioner and organisation references are deduplicated. Deduplication is
made on a deterministic basis (i.e. a simple identifier is used to determine resource
equivalence). This is simple to test, and behaviour is predictable.

Phase 2

Regional patient resources are traced against PDS using Spine Mini Services.

Automated test coverage is aligned with PHM use cases.

As for Phase 2.

Automated tests operate in a staging environment which simulates at scale operations in

Phase 3

live.

B.3 Query Results are Incomplete

B.3.1 Hazard Description

A result set returned to a data consumer is missing data items which are known to one or more data
providers.

A.3.2 Potential Clinical Impact

Clinical Impact

The PHM platform is being developed and will not be operational during this deployment
phase. As this is the only projected use of the asynchronous query service then there is no

Phase 1

impact of data corruption.

Intelligence gained from PHM would be flawed potentially leading to a degradation of
direct care services, predictive misdiagnoses, and lost opportunities to intervene in

Phase 2

condition development.

Use cases for direct care emerge and clinicians are making decisions based on data returned
by the System of Systems. Missing data will result in inappropriate care.

Phase 3

B.3.3 Possible Causes and Potential Controls / Mitigations

Potential cause: a data provider is inaccessible due to a network failure or other technical problem
and an asynchronous query cannot be placed with the data provider.

Controls & Mitigations

No clinical impact. Mitigation is not needed.

Phase 1
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Messages are persistently queued at the boundary of the System of Systems. A failed
attempt to delivery a query will be re-attempted until it succeeds.

o

§ Monitoring software alerts operators of network failures. The problem will be visible and

= corrective action taken within the 24-hour window for result delivery to the PHM platform.
- A dedicated service desk uses monitoring tools to establish real-time availability of all data
Q providers. A public YHCR dashboard provides local support teams visibility of current issues.
©

e

o

Potential cause: a data provider supplies only subset of data known to the care provider. For

example, data may be available for only a subset of services performed.

Controls & Mitigations

Phase 1

No clinical impact. Mitigation is not needed.

Phase 2

Data providers insert information into the result set provided to the System-of-Systems
which details data omissions. The System-of-Systems forwards these on to data consumers.
Client software can inform users that data quality is compromises at a source.

The PHM platform has been designed to inform analysists about gaps in data and initial use
cases are targeted to known data sources.

Phase 3

Data quality, including declarations of non-availability, are automatically monitored by the
System of Systems. Support is provided to data providers to uplift data coverage.

Potential cause: a software fault leads to asynchronous queries not being placed with certain data

providers.

Controls & Mitigations

Phase 1

No clinical impact. Mitigation is not needed.
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Phase 2

Automated software tests are targeted to the known use cases for the PHM platform. The
selection of data providers onto whom to place queries is a key functional test and the logic
will receive a high level of test coverage.

PIX linkage resources are version controlled and timestamped. The state of patient contact
across the region and, therefore target data providers for queries, can be recreated at any
point in time.

An audit trail is written of all search requests received and subsequent placement with data
providers. The audit trail can be reviewed and errors in query placement identified.

Phase 3

Automated tests operate in a staging environment which simulates at scale operations in
live.

Automated processing of audit data highlights any processing errors.

Potential cause: a software fault leads to asynchronous query results not being picked up from

certain data providers.

Controls & Mitigations

Phase 1

No clinical impact. Mitigation is not needed.

Phase 2

Automated software tests are targeted to the known use cases for the PHM platform. The
collection of query results is a key functional test and the logic will receive a high level of
test coverage.

A persistent asynchronous query control header records details of providers to which a
query has been placed and logs details of collection status. The control header can be
tested to determine any gaps in query collection.

Phase 3

Automated tests operate in a staging environment which simulates at scale operations in
live.

Monitoring tools analyse query collection times. Operators are alerted of long standing
unresolved queries.

Potential cause: an erroneous consent policy results in data being wrongly withheld.

Controls & Mitigations

Phase 1

No clinical impact. Mitigation is not needed.
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Changes to consent policies are treated as changes to software code and subjected to

(@]

g continuation integration testing that proves adherence to their objective.

2

[a W

- Application of consent policies move through a staging environment which prove their
Q functionality at high volume with simulated data providers. Migration to live is software
©

£ controlled.

B.4 Service is Non-Performant

B.4.1 Hazard Description

There are 3 distinct aspects to the service which might contribute to the hazard:

B.4.2

Data consumers periodically poll the System-of-Systems to determine progress on the
collection of asynchronous query results. The service operates synchronously and a poorly
performant service might cause client software to time out before a response is obtained.
Query results collected from data providers are processed by the System-of-Systems prior to
release to data consumers. A poorly performant service may add a delay to results being
available for collection.

Data consumers collect query results from the System-of-Systems using a synchronous
request. A poorly performant service might cause client software to time out before a
response is obtained.

Potential Clinical Impact

Clinical Impact

Phase 1

The PHM platform is being developed and will not be operational during this deployment
phase. As this is the only projected use of the asynchronous query service then there is no
impact of non-performant services.

Phase 2

PHM platforms will probably be the only users of the service. Asynchronous query is offered
to data providers as a mechanism to offload intensive processing load to out-of-hours
periods and PHM use cases are designed around a 24-hour turnaround of query results. The
performance of the data processing aspect of the service is insignificant when measured
against this time window.

Performance of query progress and results collections services are more relevant. Poor
performance may prevent PHM platforms collecting data which will impede analysis
potentially meaning that suboptimal care is provided.
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Use cases for direct care emerge and clinicians are making decisions based on data returned
by the System-of-Systems Asynchronous Query. Some data providers are able to provide
qguery results much faster than the mandated 24-hour window and individual data
consumers place reliance on this. Performance of the processing aspect of the service is
now important.

Phase 3

Non-performance of query progress and results collection services could make the service
unusable and invalidate use cases. The care options supported by use cases would be
unavailable.

B.4.3 Possible Causes and Potential Controls / Mitigations

Possible cause: poorly designed software results in a processing bottleneck.

Controls & Mitigations

No clinical impact. Mitigation is not needed.

Phase 1

Steps in results processing are separated into components which are fed by message
gueues. Queue sizes are monitored. Alerts are issued to operator when queues exceed a
configurable length. Poorly performing components are visible.

Asynchronous query control meta data used in responding to query progress requests is
indexed by query identifier. The query identifier is a parameter in the request.

Asynchronous query results are split into pages with a configurable page length. Requests

Phase 2

to retrieve query results are for individual pages. Performance will be no worse that for
synchronous queries for result sets of similar page sizes.

Error logs are written for all failures in RESTful endpoints including timeouts. Operators are
alerted of persistent errors. Failures are visible.

The cloud hosted solution is based on containerised micro-services and can be dynamically
scaled.

Phase 3

Possible cause: cumulative demand from all data consumers exceeds capacity of System of Systems

Controls & Mitigations
o No clinical impact. Mitigation is not needed.
Q
(%]
[4°]
c
[a W
~ Data consumers are limited to PHM platforms. Predicted demand is low. Possible errant
Q client software could flood a service. Access can be denied to individual platforms.
[g°]
<
o
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Phase 3

The cloud-based solution scales elastically with demand. Subject to cost considerations, the
solution is architected to meet fixed performance service levels.
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4 Subscriptions

4.1 Scope of Responsibilities

The following diagram defines the scope of the clinical safety assessment for subscriptions. It follows
a convention established by the document “Clinical Risk Management: Middleware Implementation

Guidance”.
Subscriptions Boundaries of Responsibilities
Healthcare Providers DCB 0160
Manufacturers DCB 0129

Data Consumer Request Request Data Provider
E System

6 —3 System System-of-Systems 3

End user Response Response S
System

Administrator

Here the System-of-Systems is responsible for:

e operating a secure endpoint on which a data consumer can make a socket connection and
post data over an HTTPS RESTful interface to create a subscription resource;

e operating a secure endpoint on which a data consumer can make a socket connection and
post data over an HTTPS RESTful interface to remove a subscription resource;

e issuing non-patient-centric subscriptions to all data providers by making a socket connection
to the data provider’s FHIR proxy and issuing a post based on the subscription creation or
removal. This is done over an HTTPS RESTful interface;

e issuing patient-centric subscriptions to those data providers with a legitimate relationship
with the patient using the mechanism described above;

e issuing non-patient-centric subscriptions to new data providers registering with the System-
of-Systems using the mechanism described above

e issuing patient-centric subscriptions to data providers registering a new legitimate
relationship with a patient using the mechanism described above;

e operating a secure endpoint on which a data provider can make a socket connection and
post the event data from the subscription over an HTTPS RESTful interface;

e validating event data content, as well as checking that the data provider’s organisation is
valid for the operation being attempted;

e determining the data consumers onto which to forward the event data;

e deduplicating concepts such as people and organisations;

e applying consent rules and removing data or annotating data as sensitive;

e persisting the event data destined to each recipient data consumer in a message queue;

e processing the message queue, making a socket connection to the data consumers and
issuing a post based on the event data content. This done over an HTTPS RESTful interface;
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e operating a secure endpoint on which a data provider can make a socket connection and
post data over an HTTPS RESTful interface to create or manage a List FHIR resource
representing a patient cohort;

e maintaining the cohort subscriptions as they change, making a socket connection to all
eligible data provider FHIR proxies and issuing a post based on the subscription changes, be
it creation or deletion. This done over an HTTPS RESTful interface;

4.2 Typical Use Cases

Subscriptions will typically be used by clinical software to notify care settings of an interest in
categories of clinical events and for them to receive notification of occurrences of these events.
Subscription will often, but not exclusively be in relation to a cohort of patients. Examples of these
use cases could be:

e Alerting systems where clinicians are informed of subscription events for patients they treat;

e Dashboards displaying real-time statistics of how healthcare services are currently being
used;

e Safeguarding

e Algorithms monitoring trends in data points e.g. blood pressure / platelet count in order to
promote intervention in care;

e Analytical tooling used for population health management and research purposes acquiring
data required for study purposes.

Data content contained in the subscription notification could include:

e medications prescribed, stopped and administered;

e vital sigh measurements;

e test orders and results including but not limited to pathology, radiology endoscopy,
audiology and ophthalmology;

e problems and diagnoses;

e care plans;

e allergy Intolerances;

e clinical notes;

e historic encounters;

e appointments;

e demographics.
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4.3 Hazard Log

C1

Service is Unavailable, or Access is Denied

C1.1 Hazard Description

New subscriptions cannot be registered by data consumers. Data providers are unable to send

notification of an event matching a subscription.

C.1.2 Potential Clinical Impact

Clinical Impact

Phase 1

There are only a few use cases among the pilot organisations which rely on subscriptions.
Of these only one is time critical: notification to a metal health care team that a ‘frequent-
flyer’ has contacted 111 or 999. The impact of a subscription notification not reaching the
care team has low clinical impact: a patient is unnecessarily attended to by an ambulance.
Non-time critical subscription usage is not impacted so long as data is not lost due an
outage and the outage is resolved within a few hours.

Phase 2

Adoption of System-of-Systems is being driven by clinical need and high priority use cases.
Potentially the System-of-Systems is replacing other mechanisms for sharing data between
care settings and fallback options are no longer available. Solution designs are cognisant of
the asynchronous nature of subscription processing and time critical uses are limited to
point to point relationships and where there is low clinical impact from a delay in
notification.

Phase 3

Adoption is widespread and clinical dependency has been established on the availability of
regional data. Solution designers have an expectation of near real-time delivery of
subscription results and will build solutions which depend on timely delivery of
notifications. Clinicians will become reliant on alerting mechanisms, clinical processes which
depend on event notification will cease to operate, and actions may be delayed which risk
the wellbeing of patients.

C.1.3 Possible Causes and Potential Controls / Mitigations

Possible cause: a hardware or software fault results in system unavailability.

Controls & Mitigations

Phase 1

Software components are hosted in a virtualised environment on hardware with inbuilt
redundancy. The hypervisor provides for high availability and will automatically re-
instantiate non-functional components.

Components are monitored and a service desk automatically informed of a range of
conditions. Service availability could be monitored using an external arbiter if a use case
were to justify it.

Faults are logged and it is possible to establish the root cause of a failure.
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Parallel operation between cloud hosted micro-services and on-premise integration engine
remove any single point for failure.

The integration engine platform is mirrored for high availability and independent arbitered.

Phase 2

Custom monitoring tools allow solution usage to be tracked by data consumer.

The solution is fully deployed as autonomous micro-services and the failure of one
component has no impact on solution availability.

A dedicated service desk uses monitoring tools to establish availability and use of the
solution by all data consumers.

Phase 3

Possible Cause: data is corrupted through faulty disks or a software error to an extent that is causes
a loss of service.

Controls & Mitigations

Components are designed to be stateless where possible with few dependencies on data.
Exceptions are configuration data, the master patient index, consent policies, master
records for patient, practitioners and organisations. A copy of configurations is held in a
source control repository and other data is backed up daily. A backup can be restored
within two hours.

Phase 1

Master data can be recreated by replaying messages from participants and other sources. In
particular, subscription data can be recreated by querying the subscription resources from
the providers.

Databases are sharded. This lowers the impact of data corruption and reduces recovery
time.

Phase 2

Use is made of cloud storage making the risk of hardware caused data corruption negligible.
Data is frequently snapshotted and can be restored to a point in time.

Phase 3

Possible Cause: a DNS, firewall configuration change or a certificate revocation denies access to an
individual participant.

Controls & Mitigations

Firewall and certificate changes are controlled by a Change Advisory Board.

Certificate signing and revocation is software controlled and audited. Only privileged system
administrators can revoke a certificate.

Phase 1

Mutual TLS authentication is not operational. A participant will not be denied access
because of a DNS entry.
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DNS, firewall configuration and certification are integrated with the YHCR participant

(@]

g registry. Access to the participant registry is audited and restricted to a few privileged

©

£ system administrators.

- The participant registry is integrated with the onboarding process. Participation in the live
Q environment is only possible through migration through the onboarding environment.

©

£ inadvertent change to the live configuration is not possible.

Possible Cause: a software update introduces a fault.

Controls & Mitigations

Software changes are controlled by a Change Advisory Board. All changes must be
accompanied by a remediation plan.

:'J Software is subjected to continuous integration testing which highlights regressive
2] .
© | behaviour.
[a W
Software source code is maintained in a public source code repository. Problematic changes
can be easily backed out.
Software changes move through a staging environment prior to application to live. The
‘;‘J staging environment has data which is representative of live and endpoint simulators which
ﬁ replicate the behaviour of data providers. High volume automated testing proves software
~ functionality.
- Software deployment and backout is software controlled.
[}
(%]
©
=
[a W

Possible Cause: planned maintenance results in downtime.

Controls & Mitigations

Maintenance is controlled by a Change Advisory Board

i
(]
pA Any maintenance requiring downtime will be scheduled outside of peak operational hours.
=
~ Maintenance does not require downtime. Duplicate components can be updated, and
@ | service switched over without interruption.
2
[a W
As for phase 2.
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C.2 Subscription and related data is corrupted

C.2.1 Hazard Description

Data provided via the System-of-Systems through the subscription mechanism to a data consumer is
not reflective of data supplied by data providers.

C.2.2 Potential Clinical Impact

Clinical Impact

Use cases are targeted to process improvement rather than informing clinical decisions.
Data corruption might lead to inefficiencies in clinical processes but will have low impact on
patient safety.

Phase 1

More extensive use of subscriptions is likely to increase clinical dependency. Data
corruption may be subtle and undetectable by the clinician. The wrong decision could
adversely impact the care of a patient.

Phase 2

Date corruption could lead to notifications being issued and a clinical action being
undertaken for the wrong patient.

As for phase 2 except that use is widespread across of the region and systematic data
corruption could have significant impact.

Phase 3

C.2.3 Possible Causes and Potential Controls / Mitigations

Possible cause: a software fault corrupts FHIR resources delivered through a subscription
notification.

Controls & Mitigations

Model consumer software, as developed by the YHCR, validates the structure of FHIR
resources and rejects an attempt to deliver a subscription notification with an invalid
payload.

The System-of-Systems logs and monitors consumer responses and operators are promptly
informed of failed delivery attempts.

Subscription notifications use the same processing pathway as the much higher volume

Phase 1

synchronous query pattern. The same validation is possible, and any software faults are
likely to manifest themselves initially through user interfaces used for direct care.

Software is coded to a design which minimises manipulation for resource content to a few
essential operations.

Automated tests compare resource content from data providers to that delivered data
consumers. Differences are reviewed and rules applied which specifically authorise a
difference. Tests execute in a test environment.

Phase 2
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Automated tests operate in a staging environment which simulates at scale operations in
live.

Phase 3

Possible cause: a software fault corrupts FHIR subscriptions distributed to data providers.

Controls & Mitigations

General corruption to the structure of the FHIR resource will be detected by the receiving
data provider. The model FHIR proxy validates resource structure and rejects an attempt to
create an invalid subscription.

The System-of-Systems logs, and monitors consumer responses and operators are promptly
informed of failed delivery attempts.

Phase 1

Corruption of the FHIR search path is possible and may lead to inoperable subscriptions or
incorrect event notifications. Software units that manipulate search paths are tested using
test plans based on pilot use cases. Corruption can be automatically rectified by revoking

the original subscription and replaying the subscription made with the System of Systems.

Automated tests have high coverage over search syntax and compare generated
subscriptions to manually created test results.

Software validates that subscriptions generated for local processing are a feasible
derivation of a subscription lodged with the System of Systems.

Phase 2

Automated tests operate in a staging environment which simulates at scale operations in
live.

Phase 3

Cc3 Subscriptions or notifications are lost in transit

C.3.1 Hazard Description

Subscriptions are either not dispatched by the System-of-Systems to relevant data providers or
subscription results are not returned to subscribing data consumers. The effect being that the
notifications which are expected by a data consumer do not arrive.

Patient-centric subscriptions should be dispatched to all data providers who have registered contact
with the patient with the System of Systems. Other subscriptions should be dispatched to all data
providers. Any deviation from this rule is incorrect behaviour and will result in lost data.

Subscription results received by the System-of-Systems should be dispatched to all data consumers
making the subscription.

C.3.2 Potential Clinical Impact

Clinical Impact
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Use cases are targeted at process improvement rather than informing clinical decisions.
Incorrect subscription dispatch will result in events not being communicated to data
consumers. This might lead to inefficiencies in clinical processes but will have low impact on
patient safety.

Phase 1

More extensive use of subscriptions is likely to increase clinical dependency. Non-
notification of an event leads to incomplete data in dependent systems and may result in a
clinical action not being undertaken.

Phase 2

Systematic non-notification of events will be observed relatively quickly and can be
remediated to avoid long-term impact.

Adoption is widespread and clinicians assume that the longitudinal care record is complete.
Missing subscriptions will potentially result in delays in care and/or incomplete data sets
used for modelling purposes. This in turn may result in algorithms being developed based

Phase 3

on the wrong clinical evidence.

C.3.3 Possible Causes and Potential Controls / Mitigations

Potential cause: an incorrect misconfiguration of the participant registry associates a logical provider
identity with a different provider’s endpoint address. As a consequence, subscriptions are registered
with the wrong provider.

Controls & Mitigations

Configuration changes are controlled by a Change Advisory Board. All changes must be
accompanied by a remediation plan.

Automated implementation testing using messages containing synthetic data can ensure
routing of messages is correct.

Phase 1

The same endpoint address will be used for subscriptions as for synchronous query. Mis-
registration will be apparent during the onboarding process.

Automated tests ensure messages traverse System-of-Systems correctly and are delivered
to their respective organisation endpoint. Differences are reviewed and rules applied which

Phase 2

specifically authorise a difference. Tests execute in a test environment.

Automated reconciliation software periodically compares subscriptions lodged with data
providers with those operating on the System of Systems.

Onboarding software controls management of the participant registry, DNS, and issuance of

Phase 3

certificates. There is no scope for operator error. Formalised automated pipe-cleaning
ensure that the configuration is correct before live transactions can flow.

Potential cause: a misconfiguration of the provider registry records an invalid endpoint address. As a
consequence, subscriptions are not registered.

Controls & Mitigations
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Outgoing subscriptions are processed from a persistent message queue. An invalid endpoint
: address would cause the dispatching process to error and for the message to be suspended.
ﬁ Monitoring software alerts operators of the error, the endpoint address will be corrected,
& and service resumed without data loss.
o
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Potential cause: a misconfiguration at a data provider causes the data provider to register their
patient contact with a different provider. As a consequence patient centric subscriptions are
registered with the wrong provider.

Controls & Mitigations

An onboarding process validates that that PIX registrations are being made correctly at the
point of go-live.

Phase 1

Automated monitoring tools would highlight a drop in new patient contact for a data
provider.

Phase 2

The provider registry links a data provider identifier to the certificate used to connect to the
PIX service. The PIX server validates that provider identifier correlates with the certificate.

Forensic monitoring of audit data validates that patient-centric queries from the data
provider are only for patients registered by the care provider with PIX. Any failure in the
registration process will be quickly highlighted by queries being made for patients with

Phase 3

which the data provider has no registered contact.

Potential cause: an operator erroneously or maliciously corrupts PIX data. As a consequence, patient
centric subscriptions are not registered with providers.

Controls & Mitigations

Database access is restricted to small number of administrators with individual login
credentials.

Database operations are audited, and audit records are periodically reviewed by an

Phase 1

independent supervisor who does not have database administration privileges.

Automated monitoring tools would highlight a fall in the number of patient relationships
registered for a data provider.

Phase 2
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Phase 3

Forensic monitoring of audit data validates that patient-centric queries from the data
provider are only for patients registered by the care provider with PIX. Any failure in the
registration process will be quickly highlighted by queries being made for patients with
which the data provider has no registered contact.

Potential cause: a data provider registers a new patient contact with the System of Systems. A

software error prevents patient-centric subscriptions for the patient being dispatched to the

provider.

Controls & Mitigations

Software development is test led. Automated tests validate PIX processing and specifically

—

g the issuance of subscriptions based on new patient contact.

2

[a W

~ Automated monitoring tools would highlight a falling number of active subscriptions as a
) percentage of registered patient contacts.

2

a

- An automated reconciliation process periodically validates the subscriptions which are
@ | active at a data provider.

2
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Potential cause: a software fault leads to subscription results being lost in transit.

Controls & Mitigations

Software development is test led. Automated tests prove operation of message pathways
responsible for delivering subscription results.

Audit records are written of all subscription results received and dispatched. A fault can be

5 | detected and diagnosed.
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£ Software logs record all processing data processing errors. An operator is autromatically
alerted of all logged errors. Should an error be identified then Service Management ITIL
processes are followed to formalise incident reporting and resolution through to software
delivery and fix.

~ Automatic processing of audit records highlights any incidents of failure.
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Potential cause: data consumer endpoint is unavailable.
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Controls & Mitigations

Automated monitoring software provides notification of endpoint unavailability and queue
— levels to technical staff for action.
(]
_&‘3 Support staff work with appropriate data consumer technical representatives to resolve.
o

Message queues are persisted. No data loss results from a failure to dispatch a notification.
~ Automated monitoring software measures round trip time. Operators are alerted of a
Q degradation in the performance of an endpoint before service is lost.
2
o
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C.4 Service is Non-Performant

C.4.1 Hazard Description

Subscriptions are inherently asynchronous in nature and so some delay between an event occurring
and subscriber being notified is to be expected. The delay that is acceptable depends on the use case
to which the technology is applied.

Terms of service for the System-of-Systems will be published and these will include a maximum
latency for subscription delivery (within the boundary of responsibility and subject to performance
of data consuming endpoints). This will be a key consideration for participants when designing
services and it is reasonable to expect non-compliance to have significant consequences.

Of particular concern is poor performance which causes subscription throughput to fall below the
rate at which subscription or notifications are delivered to the System-of-Systems for processing for
an extended period of time. Such a situation could overload the service, disrupting service
availability for an extended period of time and potentially impacting other modes of use.

C.4.2 Potential Clinical Impact

Clinical Impact

There are only a few use cases among the pilot organisations which rely on subscriptions.
Of these only one is time critical: notification to a metal health care team that a ‘frequent-
flyer’ has contacted 111 or 999. The impact of a subscription notification not reaching the
care team has low clinical impact: a patient is unnecessarily attended to by an ambulance.

Phase 1

Non-time critical subscription usage is not impacted so long as data is not lost due an
outage and the outage is resolved within a few hours.
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Phase 2

Adoption of System-of-Systems is being driven by clinical need and high priority use cases.
Potentially the System-of-Systems is replacing other mechanisms for sharing data between
care settings and fallback options are no longer available. Solution designs are cognisant of
the asynchronous nature of subscription processing and time critical uses are limited to
point to point relationships and where there is low clinical impact from a delay in
notification.

Phase 3

Adoption is widespread and clinical dependency has been established on the availability of
regional data. Solution designers have an expectation of near real-time delivery of
subscription results and will build solutions which depend on timely delivery of
notifications. Clinicians will become reliant on alerting mechanismes, clinical processes which
depend on event notification will cease to operate, and actions may be delayed which risk
the wellbeing of patients.

C.4.3 Possible Causes and Potential Controls / Mitigations

Possible cause: poorly designed message pathway configuration results in a bottleneck at a

particular processing step.

Controls & Mitigations

Phase 1

The software is performance tested.

The pilot use cases are well understood, and the software can be tested with use cases
which accurately reflect actual usage. It is unlikely that novel processing requirements will
be encountered in live operation.

The message pathway is configured as a series of independent components. A poorly
performing component results is a message queue building up. The queue is persistent, and
no message loss will occur.

Monitoring software tracks message queue sizes. A service desk is alerted if sustained
gueueing rises above a configurable level.

Message deliveries to endpoints are not guaranteed to be in order (e.g. sequential
streams). Message queues can be processed by components operating in parallel to
improve throughput.

Message delivery configuration settings (e.g. Connection timeouts, retry settings) can be
altered to achieve optimal throughput.

The computing resources allocated to each component can be altered to remove
bottlenecks.

Phase 2

Cloud services run in parallel with on-premise hosted infrastructure. High volume
subscription sources can be segregated from other users.

The cloud architecture uses stateless micro-services which are easily scaled.
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Phase 3

Service management tooling allows the solution to be elastically scales without operator
intervention.

Possible cause: an individual subscription source floods the service with, possibly, incorrect

subscriptions or notifications.

Controls & Mitigations

Pilot use cases are well understood with predictable transaction volume. Unusually high
transaction volumes are likely to indicate a fault at a data provider or consumer.

i

] . , . I

@ If queuing thresholds are exceeded, then system operators are informed via monitoring

o software and can limit access to the inbound organisation that is causing the flood of
inbound messages until the fault has been corrected.

~ The architecture of the cloud hosted solution facilitates scaling to meet increased demand.
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- Automated cloud service monitoring and bandwidth management tooling can throttle

@ | connections from individual subscription sources.
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Possible cause: cumulative demand by all subscription sources exceeds capacity of System of

Systems.

Controls & Mitigations

The System-of-Systems has been sized to support the known use cases of the 5 pilot
participants.

i

% The System-of-Systems is hosted on a virtualised environment and the solution has been

=

o architected to efficiently utilise available CPU cores. Subject to software license
considerations, the platform can be scaled fluidly.

~ Cloud services run in parallel with on-premise hosted infrastructure. Demand can be

@ | distributed across platforms.
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- The cloud-based solution scales elastically with demand. Subject to cost considerations, the

@ | solution is architected to meet fixed performance service levels.
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Possible cause: a denial of service attack reduces capacity available for legitimate users.

Controls & Mitigations
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Access to the service is restricted to HSCN.

The service is hosted at a major NHS Acute Hospital with infrastructure designed to meet its
obligation under the EUs Network and Information Security Directive and specifically

i

Y includes firewalls designed to withstand denial of service attacks.

2 . . . .

o Identity and access management security has been designed to allow legitimate
transactions to be easily distinguished from illegitimate ones with substantial processing.

~ Industry leading cloud security services are employed protect the service from denial of

Q service attacks.
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5 Transactional Messaging

5.1 Scope of Responsibilities

The following diagram defines the scope of the clinical safety assessment for transactional
messaging queries. It follows a convention established by the document “Clinical Risk Management:
Middleware Implementation Guidance”.

Transactional Messaging Boundaries of Responsibilities

Healthcare Providers DCB 0160

Manufacturers DCB 0129

Data Consumer Message Message Data Provider
E System

6 —3 System System-of-Systems 3

o

End user Ack Ack 2
System

8—

Administrator

Here the System-of-Systems is responsible for:

e operating a secure endpoint on which a data provider can make a socket connection and
post data in the form of a message over an HTTPS RESTful interface;

e persisting the data as a message on the System-of-Systems infrastructure in a message
queue;

e taking the item in the message queue, making a socket connection to the eligible data
consumer and issuing a post based on the message content. This done over an HTTPS
RESTful interface;

e waiting for an acknowledgement from the data consumer that it has received the message*

o forwarding the acknowledgement message back to the data provider to confirm message
delivery*;

* Note that the System-of-Systems is designated as unreliable infrastructure in a reliable messaging

pattern. Data providers and consumers are responsible for replaying messages and issuing
acknowledgements. Please see the Reliable Messaging Infrastructure document for more detail.
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5.2 Typical Use Cases

Transactional messages will typically be used by care settings to exchange transactions representing
clinical evens. Examples include:

e referrals of patients receiving cancer care between oncology centres;
e transfer of care from an ambulance to an emergency department;
e transfer of correspondence and / or between organisations;

The mechanism ensures guaranteed, secure delivery of valid messages between organisations.
Message content will include:

e patient demographics;

e appointment and encounter details;

e details of care provided;
e clinical observations and test results.

5.3 Hazard Log

D.1 Service is Unavailable, or Access is Denied

D.1.1 Hazard Description

A data provider is either unable to connect to the System-of-Systems or their connection is rejected.
The System-of-Systems cannot be used to dispatch a message or send an acknowledgement. The
designation of the Systems of Systems transactional messaging pattern as unreliable places
responsibility on participants to operate persistent message queues. If a message or
acknowledgement cannot be dispatched via the System-of-Systems, then the message will be held
by the dispatcher in a persistent queue and dispatch will be reattempted sometime later. Transient
loss of service will cause a delay in message delivery but not message loss.

D.1.2 Potential Clinical Impact

Clinical Impact

The first wave pilots have 2 use cases for transactional messaging:

o the delivery of a transfer of care from an ambulance to an emergency department;
o the referral of a cancer patient from a secondary to a tertiary care provider.

The first of these use cases is time sensitive in that the transfer of care should arrive in ED
before the patient. Delay in dispatching the acknowledgement has no clinical impact.

Phase 1

If the transfer of care does not arrive then the handover will follow existing procedures
involving extracting a PDF from the ambulance system and uploading it to the ED system.
This might result in a delay in care being provided to a patient in a critical condition.

There will be no impact of a transient outage lasted less than a few hours for the second
use case.
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New time critical use cases for transactional messaging emerge with increased
participation. The next wave of participants are labelled pilots and there will be contingency

Phase 2

processes to follow in the event of System-of-Systems unavailability. However, these
introduce a delay in care or a loss in the resolution of data meaning that care is sub-optimal.

Adoption is widespread and clinical dependency has been established on the processes
supported by transactional messaging. Loss of service may delay provision care or lead to
the wrong care being provided. Interaction with other care workers in other organisations

Phase 3

may be impacted and care processes will operate inefficiently.

D.1.3 Possible Causes and Potential Controls / Mitigations

Possible cause: a hardware or software fault results in system unavailability.

Controls & Mitigations

Software components are hosted in a virtualised environment on hardware with inbuilt
redundancy. The hypervisor provides for high availability and will automatically re-
instantiate non-functional components.

Components are monitored and a service desk automatically informed of a range of

Phase 1

conditions. Service availability could be monitored using an external arbiter if a use case
were to justify it.

Faults are logged and it is possible to establish the root cause of a failure.

Parallel operation between cloud hosted micro-services and on-premise integration engine
remove any single point for failure.

The integration engine platform is mirrored for high availability and independent arbitered.

Phase 2

Custom monitoring tools allow solution usage to be tracked by data consumer.

The solution is fully deployed as autonomous micro-services and the failure of one
component has no impact on solution availability.

Phase 3

A dedicated service desk uses monitoring tools to establish availability and use of the
solution by all data consumers.

Possible Cause: data is corrupted through faulty disks or a software error to an extent that is causes
a loss of service.

Controls & Mitigations

Components are designed to be stateless where possible with few dependencies on data.
Message data is transient, however historic data is backed up daily until retention rules
mean data is purged. A backup can be restored within two hours.

Phase 1

Message data can be recreated and replayed by replaying messages from provider sources.
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Databases are sharded. This lowers the impact of data corruption and reduces recovery
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@ | time.
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- Use is made of cloud storage making the risk of hardware caused data corruption negligible.
Q Data is frequently snapshotted and can be restored to a point in time.
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Possible Cause: a DNS, firewall configuration change or a certificate revocation denies access to an

individual participant.

Controls & Mitigations

Firewall and certificate changes are controlled by a Change Advisory Board.

Certificate signing and revocation is software controlled and audited. Only privileged system

i

§ administrators can revoke a certificate.

e

e Mutual TLS authentication is not operational. A participant will not be denied access
because of a DNS entry.

~ DNS, firewall configuration and certification are integrated with the YHCR participant

§ registry. Access to the participant registry is audited and restricted to a few privileged

£ system administrators.

- The participant registry is integrated with the onboarding process. Participation in the live

§ environment is only possible through migration through the onboarding environment.

£ inadvertent change to the live configuration is not possible.

Possible Cause: a software update introduces a fault.

Controls & Mitigations

Phase 1

Software changes are controlled by a Change Advisory Board. All changes must be
accompanied by a remediation plan.

Software is subjected to continuous integration testing which highlights regressive
behaviour.

Software source code is maintained in a public source code repository. Problematic changes
can be easily backed out.

Phase 2

Software changes move through a staging environment prior to application to live. The
staging environment has data which is representative of live and endpoint simulators which
replicate the behaviour of data providers. High volume automated testing proves software
functionality.
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Software deployment and backout is software controlled.

Phase 3

Possible Cause: Planned maintenance results in downtime.

Controls & Mitigations

. Maintenance is controlled by a Change Advisory Board
(]
P Any maintenance requiring downtime will be scheduled outside of peak operational hours.
=
~ Maintenance does not require downtime. Duplicate components can be updated, and
@ | service switched over without interruption.
2
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As for phase 2.
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D.2 Messages are Corrupted

D.2.1 Hazard Description

Transactional data provided via the System-of-Systems to a data consumer is not reflective of data
supplied by data providers. Transactions are typically used notify clinicians at one care setting of
care provided at another. Corruption to the structure of data will likely render the transaction un-
processable. Receiving systems will report an error and corrective action undertaken. More subtle
corruption of data may be undetectable and lead to incorrect interpretation of the transaction.

A.2.2 Potential Clinical Impact

Clinical Impact

The 2 use cases of the first wave care are orientated to the provision of direct care and so
any subtle corruption of data could result in inappropriate care being provided with serious
clinical consequences. Structural corruption which leaves a transaction un-processable will
impact the time critical use case severely and result in clinicians reverting to contingency

Phase 1

processes.

For non-time critical use cases there would be an opportunity to respond to the problem
and correct the data but would add additional load on to clinicians.

As for phase 1 except that additional organisations will onboard during this phase and so
the potential impact is more widespread.

Phase 2
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As for phase 1 except that use is widespread across of the region and systematic data
corruption could have significant impact.

Phase 3

D.2.3 Possible Causes and Potential Controls / Mitigations

Possible cause: a software fault corrupts message content in transit.

Controls & Mitigations

The message pathway for transactional messaging does not manipulate message content.
The body of message is treated as an atomic unit and is delivered to a recipient in the form
that it was received by the System of Systems. Corruption is unlikely.

Sysstem testing has been targeted to testing known use cases.

Phase 1

A service desk operates and will respond to issues encountered by message recipients. 24x7
support arrangements are in place.

Automated tests validate the integrity of data delivered to data consumers.

Phase 2

Automated tests operate in a staging environment which simulates at scale operations in
live.

Phase 3

D.3 Messages are lost in transit

A.3.1 Hazard Description

Messages or acknowledgements are not dispatched to their intended recipients by the System of
Systems. The failure my be transient, in which case the message or acknowledgement will be resent
by its sender in accordance with the reliable messaging paradigm, or the failure may be systematic,
in which case retry attempts are also lost. Transient failures appear to participants as though the
System-of-Systems is non-performant and the hazard is considered in detail under D4. The clinical
impact, controls and mitigations detailed here are for systematic failures.

A.3.2 Potential Clinical Impact

Clinical Impact

Pilot use cases are improvements to existing processes and fall back way of working exist.

Sending systems are aware that a transaction has been lost: the reliable messaging
paradigm requires messages to be acknowledged. Message loss is visible.

Phase 1
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As for phase 1 except that additional organisations will onboard during this phase and so

(gl

Y the potential impact is more widespread.
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- As for phase 1 except that use is widespread across of the region and systematic data
Q corruption could have significant impact.

2
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D.3.3 Possible Causes and Potential Controls / Mitigations

Potential cause: a misconfiguration of the defined message pathway in System of Systems. Most

likely due to a software upgrade or problem with configuration management processes.

Controls & Mitigations

Phase 1

Configuration changes are controlled by a Change Advisory Board. All changes must be
accompanied by a remediation plan.

Automated implementation testing using messages containing synthetic data can ensure
routing of messages is correct.

Guidance provided to data providers recommends that an operator informed of reported
data delivery issues so allowing problems to be rectified in a timely manner.

The System-of-Systems records and audit record for all messages received and dispatched.
Lost messages can be traced.

Automated tests ensure messages traverse System-of-Systems correctly and are delivered
to their respective organisation endpoint.

The message pathway in the System-of-Systems is componentised. Components draw
messages from persistent message queues. A failure of a component results in que build up.
Automated monitoring software alerts operators if a queue exceeds a configurable
threshold.

Phase 2

Automated monitoring of audit logs identifies lost messages in near real time. Operators
are alerted.

Phase 3

Automated tests operate in a staging environment which simulates at scale operations in
live and ensures correct delivery to subscribed endpoint.

Potential cause: an incorrect misconfiguration of the participant registry associates a logical

participant identity with a different participant’s messaging endpoint address. Consequently,

messages are sent to the wrong provider.

Controls & Mitigations
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Phase 1

Configuration changes are controlled by a Change Advisory Board. All changes must be
accompanied by a remediation plan.

Automated implementation testing using messages containing synthetic data can ensure
routing of messages is correct.

The message header includes a recipient identifier. A correctly configured recipient
message endpoint will reject the attempt to dispatch the message. The Systems of Systems
would alert an operator.

Phase 2

Automated tests ensure messages traverse System-of-Systems correctly and are delivered
to their respective organisation endpoint. Differences are reviewed and rules applied which
specifically authorise a difference. Tests execute in a test environment.

Phase 3

Automated reconciliation software periodically compares subscriptions lodged with data
providers with those operating on the System of Systems.

Onboarding software controls management of the participant registry, DNS, and issuance of
certificates. There is no scope for operator error. Formalised automated pipe-cleaning
ensure that the configuration is correct before live transactions can flow.

Potential cause: a misconfiguration of the participant registry records an invalid endpoint address.

Consequently, subscriptions are not registered.

Controls & Mitigations

Outgoing messages are drawn from a persistent message queue. An invalid endpoint

: address would cause the dispatching process to error and for the message to be suspended.
§ Monitoring software alerts operators of the error, the endpoint address will be corrected,
& and service resumed without data loss.
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Potential cause: participant endpoint is unavailable.

Controls & Mitigations

Phase 1

Automated monitoring software provides notification of endpoint unavailability and queue
levels to technical staff for action.

Support staff work with appropriate participant technical representatives to resolve.

Message queues are persisted. No data loss results from a failure to dispatch a message.
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Automated monitoring software measures round trip time. Operators are alerted of a
degradation in the performance of an endpoint before service is lost.

Phase 2

Phase 3

D.4 Service is Non-Performant

D.4.1 Hazard Description

The service is inherently asynchronous in nature and so some delay between an event occurring at a
data provider and a data consumer being notified is to be expected. The delay that is acceptable
depends on the use case to which the technology is applied.

Terms of service for the System-of-Systems will be published and these will include a maximum
latency for message delivery (within the boundary of responsibility and subject to performance of
data consuming endpoints). This will be a key consideration for participants when designing services
and it is reasonable to expect non-compliance to have significant consequences.

D.4.2 Potential Clinical Impact

Clinical Impact

The first wave pilots have 2 use cases for transactional messaging:

e the delivery of a transfer of care from an ambulance to an emergency department;
e the referral of a cancer patient from a secondary to a tertiary care provider.

The first of these use cases is time sensitive in that the transfer of care should arrive in ED
before the patient. Delay in dispatching the acknowledgement has no clinical impact.

Phase 1

If the transfer of care does not arrive then the handover will follow existing procedures
involving extracting a PDF from the ambulance system and uploading it to the ED system.
This might result in a delay in care being provided to a patient in a critical condition.

There will be no impact of a transient outage lasted less than a few hours for the second
use case.

New time critical use cases for transactional messaging emerge with increased
participation. The next wave of participants are labelled pilots and there will be contingency
processes to follow in the event of System-of-Systems unavailability. However, these

Phase 2

introduce a delay in care or a loss in the resolution of data meaning that care is sub-optimal.

Adoption is widespread and clinical dependency has been established on the processes
supported by transactional messaging. Loss of service may delay provision care or lead to

Phase 3

the wrong care being provided. Interaction with other care workers in other organisations
may be impacted and care processes will operate inefficiently.
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D.4.3 Possible Causes and Potential Controls / Mitigations

Possible cause: poorly designed message delivery configuration results in a concentration of service
demand such as message queueing which impacts performance for other data consumers.

Controls & Mitigations

The software is performance tested.

The pilot use cases are well understood, and the software can be tested with use cases
which accurately reflect actual usage. It is unlikely that novel processing requirements will
be encountered in live operation.

The message pathway is configured as a series of independent components. A poorly
performing component results is a message queue building up. The queue is persistent, and
no message loss will occur.

Phase 1

Monitoring software tracks message queue sizes. A service desk is alerted if sustained
gueueing rises above a configurable level.

Message deliveries to endpoints are not guaranteed to be in order (e.g. sequential
streams). Message queues can be parallel processed to ensure optimal delivery times.

The computing resources allocated to each component can be altered to remove
bottlenecks.

Cloud services run in parallel with on-premise hosted infrastructure. High demand or
immature data consumers can be segregated from other users.

Functionality is added to enable message priority to be ranked and allow queues to be

Phase 2

managed according to priority.

The cloud architecture uses stateless micro-services which are easily scaled.

Service management tooling allows the solution to be elastically scales without operator
intervention.

Phase 3

Possible cause: Data providers flood inbound endpoints affecting overall System-of-Systems
performance.

Controls & Mitigations

Pilot use cases are well understood with predictable transaction volume. Unusually high
transaction volumes are likely to indicate a fault at a data provider or consumer.

If queuing thresholds are exceeded, then system operators are informed via monitoring

Phase 1

software and can limit access to the inbound organisation that is causing the flood of
inbound messages.
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The architecture of the cloud hosted solution facilitates scaling to meet increased demand.
(@]
Q . I o
P Functionality is added to enable message priority to be ranked and allow queues to be
<
o managed according to priority.
- Automated cloud service monitoring and bandwidth management tooling can throttle
@ | connections from individual message sources.
2
[a W

Possible cause: cumulative data provision by all data providers exceeds capacity of System of
Systems

Controls & Mitigations
The System-of-Systems has been sized to support the known use cases of the 5 pilot
participants.
i
§ The System-of-Systems is hosted on a virtualised environment and the solution has been
z architected to efficiently utilise available CPU cores. Subject to software license
considerations, the platform can be scaled fluidly.
~ Cloud services run in parallel with on-premise hosted infrastructure. Demand can be
Q distributed across platforms.
2
a
- The cloud-based solution scales elastically with demand. Subject to cost considerations, the
@ | solution is architected to meet fixed performance service levels.
©
<
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			Synanetics


			Advancing Healthcare Through Interoperability











			Synanetics


			Advancing Healthcare Through Interoperability











Synanetics are please to respond to The Rotherham NHS Foundation Trust’s (TRFT) request for tender for trust integration engine (TIE) support services for TRFT and Barnsley NHS Foundation Trust’s (BNFT). 


…..


Our offer is to support TRFT’s business goals by offering 2nd line 24x7 support for the Rotherham and Barnsley TIEs and a package of managed consultancy days. 


The details of our offer are explained in line with the requirements specified in your tender document. 


….


1	24/7/365 second tier support of both TRFT and BNFT TIE’s, initially for one year.


For a fee of £…. per annum we offer to support both TIEs on a 24x7 basis. The aim of the support contract is to maintain TIE availability and message throughput. The scope of the service contract does not include configuration changes (unless these are designed to resolve an incident) or new interfaces. We offer packages of pre-purchase or ad-hoc days for these purposes. 


We will be available to receive notice of an incident whenever that incident should occur and will work to resolve any problem deemed an Emergency regardless of the time of day. 


You can inform of us of an incident using our work ticketing system, by sending us an email or by calling a dedicated number. However, we will aim to make ourselves aware of a problem, or preferably a pending problem, before you are impacted by it by using our advanced monitoring software which is licensed for use with the support contract on the TIEs. 


Service Reporting


We will send you a service report at the end of every month. This will detail incidents responded to, and for faults, a root cause analysis and details of actions undertaken to rectify the fault.


We also report status on any work tickets and recommend considerations for improvement.


We will attend on-site service review meetings quarterly.


Trust’s Responsibilities


For us to undertake our service to the highest standard we ask certain things of you. Specifically, we ask that Rotherham and Barnsley-:


· Host the TIEs on a resilient platform that is fit for purpose. If we feel that the platform falls below a minimum specification for its usage then we will inform you. Note that functionality or message throughput may be compromised if there is inadequate disk space or CPU is over-utilised. We can assist with migrating the system to another platform and this would be charged for under our consultancy and development arrangement.



· Provide a failover facility. Should damage occur to the platform which hosts the TIEs then the failover facility will resume the service on a different host or virtual container. We will need to be able to manually force a failover remotely.



· Apply operating system patches on a timely basis.



· Provide us remote access to the TIE servers. This should be via RDP using the trust’s VPN solution. We will need dedicated domain accounts which give us full administrative privileges to this server.



· Provide us with remote access, through our domain accounts, to the management console (such as VMWare vSphere) which will allow us to reboot the TIE server.



· Back-up the TIEs on a regular basis. If the backup is taken less than daily then we should be able to request an ad-hoc backup following a major configuration change.



· Be cognisant of environmental issues outside of our control which may affect the stability of the TIEs. We will let you know if there is anything which concerns us.



· Provide us with contact details of those responsible for supporting systems which exchange data through the TIE. You will also facilitate contact with any third-party vendors with whom we need to interact.


We also expect that TRFT staff provide first line support, triage and diagnostics of both the TRFT and BNFT TIE’s


2	Response, including resolution or identified workaround, within 4 hours.


If you do inform us of an incident then you will be asked to set its priority. The priority determines the service levels to which we will work. Whilst it is not possible to commit to a resolution of every possible type of problem within a pre-determined timeframe, our aim is to resolve, or to provide a workaround, for all emergency or high priority incidents within 4 hours.


			Priority


			Definition


			Response Time





			Emergency


			Typically, this signifies that the TIE is not available or a major system cannot receive or send messages. The issue will be worked on continuously regardless of time of day. A company director will be immediately informed. You will receive progress reports every hour.


			1 hr Any time





			High


			The issue will be at the head of a support engineer’s queue and will be worked on as a priority during normal working hours. A company director will be informed if the issue hasn’t been resolved within 4 hours. You will receive a progress report every 4 hours during the working day.


			1 hr 9.00am to 6.00pm Mon-Fri





			Normal


			The issue will be worked on by a support engineer if there are no higher priority tasks in the engineer’s queue. You will normally receive a daily progress report unless a different reporting schedule is agreed.


			1 working day





			Low


			This a background task. It will receive the periodic attention it requires. There is no formal reporting of progress unless otherwise agreed. The issue may have a deadline in which case the priority will be escalated if not resolved by the deadline.


			1 working day











If an incident occurs and we can resolve it by making a configuration change, a code change, taking an action on the host operating system or failing over the system then will do so without requiring assistance from you.


If the incident occurs outside of the boundary of what we can control then we will work with those responsible for external systems or hardware, and advise them to the best of our abilities, given our visibility of the problem, on the actions that they need to take.





We will help with any steps needed to recover from an incident, including replaying messages and repairing data.





If you and Synanetics agree that an incident is best dealt with on-site then an engineer will visit your site at the earliest possibility. You will not be charged for this service.





….
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[bookmark: _Toc488402624][bookmark: _Toc350174611]Introduction


This Clinical Risk Management System (CRMS) outlines the processes to be followed to ensure that all healthcare IT used to support care within the Organisation is developed, implemented and used in as safe manner. 


This CRMS provides a framework that promotes the effective risk management, by the Organisation, of potential health IT hazards and operational incidents.


This CRMS compliments existing risk management processes that should be defined in the Organisation’s Risk Management Strategy and wherever practical, uses existing procedures, processes and governance arrangements.


This CRMS addresses the requirements of DCB 0129 and DCB 0160 and follows best practice as promoted by NHS Digital.  


This CRMS will be reviewed and maintained in accordance with the Organisation’s Document Control Policy 


[bookmark: _Toc488402625]Purpose


The aim of the CRMS is to ensure that all of the Organisational staff involved with the development, implementation and use of healthcare IT systems are aware of the activities that are required to be undertaken to ensure patient safety is improved rather than compromised from the introduction of healthcare IT systems.


The Organisation is required to adhere to National Information standards created and monitored via the Data Coordination Board (DCB) within NHS Information Standards frameworks. 


The mechanisms used are approved process Clinical Risk Management System compliance documents.


This Clinical Risk Management System will be reviewed periodically to ensure that:


•	changes in working practices are incorporated


•	issues identified though an established internal audit programme are addressed


•	the safety approach continues to adhere to the requirements of applicable    international standards


•	the system continues to protect the safety of patients in a complex and changing environment.




















[bookmark: _Toc488402626]Audience


This document is for the Organisational staff that are involved in ensuring the safety of healthcare IT systems, products or services.





[bookmark: _Toc488402627]Scope


This applies to the Organisation and to all subsequent updates or upgrades to systems.  The policy also applies to any local customisations or specific configurations made to a healthcare IT system by the Organisation.


If clarification is required of whether any system falls within scope of this CRMS this should be raised with the nominated Clinical Safety Officer (CSO) for clarification. This nominated person provides clinical and organisational leadership on healthcare IT Patient Safety on behalf of the Organisation.





[bookmark: _Toc488402628]Definitions


Note - Also see the Organisation’s Risk Management Strategy and Risk Management Policy. 


DCB: Data Coordination Board


CSO: Clinical Safety Officer - the person responsible for ensuring that the healthcare IT Clinical Risk Management System is applied to all clinical systems. The Clinical Safety Officer (CSO) for the Organisation is responsible for ensuring the safety of a healthcare IT system through the application of clinical risk management. The Clinical Safety Officer must hold a current registration with an appropriate professional body relevant to their training and experience. They also need to be suitably trained and qualified in risk management or have an understanding in principles of risk and safety as applied to healthcare IT systems. The Clinical Safety Officer ensures that the processes defined by the clinical risk management system are followed.





[bookmark: _Toc488402629]Healthcare IT Clinical Risk Management (CRM) Governance Arrangements


The responsibility for healthcare IT CRM within the Organisation resides with Finance, and Infrastructure & Informatics/Nursing and Quality 


Organisational management of healthcare IT related risks is as per the existing management arrangements as specified in the Organisation’s Risk Management Policy


Any new or amended processes, software or hardware involving personal confidential information will require the completion of a Data Protection Impact Assessment (DPIA).  The assessment includes a section on Clinical Safety.  All DPIA’s are signed off by the Information Governance Group and published on the Trust’s website.  Please see Standard Operating Procedure for further details.





[bookmark: _Toc488402630]Clinical Risk Management Team Organisation Chart


The organisation chart provides the overview of resources and personnel involved in clinical risk management for the Organisation. 
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[bookmark: _Toc488402631]Personnel


Roles and responsibilities for the following clinical safety related positions


· Executive Director of Nursing 


· Medical Director


· Clinical Director 


· Finance Director


· Clinical Safety Officer


· Pharmacy Team 


· Clinical Systems Team


· Patient Safety Team


· Information Governance Team


· Clinical Leads x 4 


· [bookmark: _GoBack]Operational divisions x 4


· Risk Management Team


 


[bookmark: _Toc488402632]Governance


Governance for patient safety within the Organisation is provided through the following forums:


Clinical Risk Management Group (CRMG)


Quality and Patient Safety Group (QPaS)


The consideration of clinical safety as part of the Data Protection Impact Assessment (DPIA) process is provided through the Information Governance Group (IGG)





[bookmark: _Toc488402633]Healthcare IT Clinical Risk Management Deliverables





[bookmark: _Toc488402634]Clinical Risk Management File


The Organisation will establish a Clinical Risk Management File (CRMF) for each safety related healthcare IT system.  The purpose of the CRMF is to provide a central repository where all safety related information pertaining to the healthcare IT system is stored and controlled. 


[bookmark: _Toc488402635]Clinical Risk Management Plan 3.2


The Organisation will establish a Clinical Risk Management Plan (CRMP) for each safety related healthcare IT system.  The purpose of the CRMP is to identify the clinical risk management activities that are to be undertaken and the phasing of these activities in the project lifecycle.  The CRMP will also identify the resources required to discharge these clinical risk management activities. This must be done at the start of any healthcare IT projects and approved by the CSO.





[bookmark: _Toc488402636]Hazard Log 3.3


The Organisation will establish and maintain a Hazard Log (HL) for each safety related healthcare IT system.  The HL will be controlled and configured in accordance with the Organisation Document Control Policy 


The HL will be made available within the CRMF. The purpose of the HL is to manage the effective resolution and communication of hazard risk within The Organisation. 


This must be created at the start of a healthcare IT project, reviewed weekly by the team(s) and approved by the CSO.





[bookmark: _Toc488402637]Clinical Safety Case 3.4


The Organisation will establish and develop a Clinical Safety Case (CSC) for each safety related Healthcare IT system.





[bookmark: _Toc488402638]Clinical Safety Closure Report 3.5


The Organisation will issue a Clinical Safety Closure Report (CSCR) for each safety related healthcare IT system.  The CSCR will be issued to support initial deployment and will be updated during the lifecycle of the healthcare IT system should the safety characteristics change.  The CSCR will be controlled and configured in accordance with the Organisation’s document control policy. The HL will be made available within the CRMF.








[bookmark: _Toc488402639]Healthcare IT Clinical Risk Management Activities


[bookmark: _Toc488402640]Hazard Identification


The Organisation will conduct hazard identification workshops to identify potential hazards associated with the deployment and use of a healthcare IT system.  The CSO will be responsible for facilitating such workshops and ensuring attendance from appropriate representatives.  Typically, representatives from the following domains will be required:


· Clinical Systems Team


· Pharmacy Team including Pharmacists and Pharmacy Technicians 


· Clinical Safety Officer


· IT if required


· Patient Safety Team


· Clinical Leads and/or operational teams 


The workshops will have minutes taken and a copy stored in the CRMF.  If a healthcare IT solution is deemed not to be safety related then this decision will be formally recorded.  


The CSO will then raise this decision with the Information Governance Group.


Where any third-party components are used to support the healthcare IT system then they will be considered in the scope of the hazard identification activities and subsequent risk assessment and reported directly to the third party for resolution All identified hazards will be recorded in the Hazard Log (HL).





[bookmark: _Toc488402641]Risk Assessment


The Organisation will conduct healthcare IT system risk assessment in accordance with the Risk Management Policy.


The HL will be updated to capture the risk assessment.





[bookmark: _Toc488402642]Risk Evaluation


The Organisation will conduct healthcare IT system risk evaluation in accordance with the Risk Management Policy.


The HL will be updated to capture the risk evaluation.





[bookmark: _Toc488402643]Risk Control


Where the initial risk evaluation is deemed unacceptable, further risk controls will be required.  The Organisation will manage healthcare IT system risk in accordance with the Risk Management Policy.


Details of the risk control measure and evidence of effective implementation will be captured in the HL.





[bookmark: _Toc488402644]Deployment and Ongoing Maintenance


To support clinical safety activities undertaken during any deployment phases of a project or programme of work the following documentation will be required to form a part of the overall approval process:


Project Initiation Document – third party supplier


Project Plan


Project Business Mapping


Risk Register


Weekly highlight reports


Digital Delivery Group minutes


Fallback Solution


Change Management controls- Hornbill


Witness Testing  


[bookmark: _Toc488402645]Incident Management


Clinical Risk Management activities within the Organisation and the healthcare IT programmes and services offered are completed within the Risk Management Policy. As such clinical safety related incidents are dealt with in a similar manner as other incident within the organisational. The Reporting Adverse Incidents Policy and Quality Impact Assessment Guidance is available for all staff and trust wide. These procedures are in place and require all staff within the organisation to adhere to. If related to patient safety or clinical harm then the CSO is required to assess the impact on patient safety if severity dictates. 
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[bookmark: _Toc488402647]Overview


The clinical safety activities described in this Clinical Risk Management System shall be undertaken by competent staff. Suitable training shall be undertaken by staff to maintain and expand their level of competence.


[bookmark: _Toc488402648]Competency & Training


All of the staff identified in the organisation chart, shall be sufficiently competent for the roles and task which they are asked to undertake.  Where an individual does not have sufficient experience or knowledge then that person shall be monitored, and his/her work reviewed, by someone who has the necessary competence.  Such supervision shall prevail until it is judged that the individual has amassed the necessary experience to undertake such tasks unsupervised.


In assessing competency, the different functional roles required to fully discharge the obligations of the Clinical Risk Management System, and the necessary skills and knowledge needed for each, shall be considered.  Primary functional roles may include:


· Conducting discrete safety analyses or defining the Hazard Risk Indicators for a particular project.


· Making a valid judgement on the safety tasks, activities and techniques required for a given Health Software Product in order to justify the comprehensiveness and completeness of the safety assessment and produce the safety argument with supporting evidence.


· Assurance of safety assessments and healthcare IT software products. Performance of safety techniques and development of the safety argument for a particular healthcare IT software product must be independent to any assurance activities for the same.


· Improving and refining the overall Clinical Risk Management System, for example, audit, process change, quality.


· Ownership and leadership, for example, ultimate safety accountability, culture change, influencing and strategic direction.





The first test in establishing competency shall be at the interview stage where potential staff shall be assessed against the above representative roles and agreed job descriptions. Any perceived deficiencies identified during the course of the work or at the appraised stage, shall be addressed immediately, for example, through the assignment of a competent supervisor or the provision of suitable training.


All registered clinicians involved in safety roles shall, as a minimum, have completed an accredited training course.





[bookmark: _Toc488402649]Training


Clinical safety personnel should undergo suitable training to develop, maintain or enhance their competency level. Such training can comprise:


· ‘on the job’ training conducted under supervision


· Internal training courses if available


· Approved external training courses





All registered clinicians involved in clinical safety roles shall, as a minimum, have completed an accredited training course.


Completion of any safety training shall be recorded by the line managers on the annual appraisal form
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[bookmark: _Toc488402651]Overview


Audits shall be undertaken to ensure that projects are adhering to the defined safety requirements. Such audits will focus on the Clinical Safety Team workstreams and Third-Party suppliers.





[bookmark: _Toc488402652]Internal Safety Audits


The Organisation shall undertake regular internal safety audits to ensure that projects undertaken within the organisation are compliant with this Clinical Risk Management System. These audits shall be conducted and recorded in accordance with the internal quality management procedure.


The scope of an internal safety audit will be the formal Clinical Risk Management System and the Organisation’s documentation supporting this document.


[bookmark: _Toc488402653]Supplier Audits


The Organisation shall undertake regular third-party supplier audits, as a minimum annually, to ensure compliance with their Clinical Risk Management System.  The audit shall focus on the Clinical Risk Management System, the evidence which demonstrates its effective operation and any issues arising from the deployment of the healthcare IT products and services. The basis for the audit shall be DCB 0129.


Supplier audits shall be conducted in accordance with the External Safety Audit Procedure.
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[bookmark: _Toc490472094]Purpose of Document



The purpose of the Clinical Risk Management Plan (CRMP) is to define the implementation of, and any variation to, the NHS Humber Foundation Teaching Trust



Clinical Safety Management System [provide reference].  It describes how the programme will conduct clinical risk management to ensure patient safety with respect to services provided and the interrelated and interactive activities that will occur to ensure that the programme meets the requirements of DCB 0129 and DCB 0160.



In fulfilling this purpose, any variation to the standard practices and procedures to be followed, as defined by the Clinical Risk Management System (CRMS), when performing the activities of the programme are documented here in this document.



This CRMP identifies the means by which the programme shall be controlled to ensure that the safety work is of high quality, conforms to the requirements of the CSMS and any specific programme requirements.



This document will be updated when the plan changes in any way as to deviate from what has been committed to deliver. This will be decided by the programme and Clinical Safety Officer and/or Team.



[bookmark: _Toc490472095]Background to clinical safety standards and requirements



[bookmark: _Toc490472096]Information standards provide the mechanism for introducing requirements to the NHS, those with whom it commissions services and its IT system suppliers.  There are two Information Standards related to patient safety described below.  These Standards can be found at:



DCB0129 and DCB0160



DCB 0129: Clinical Risk Management: its Application in the Manufacture of Health IT Systems



This standard sets clinical risk management standards for manufacturers of Health IT systems.  It requires the manufacturer to establish a structure within which clinical risks associated with the design and development of a new Health IT system or the modification of an existing system are properly managed.  It also ensures that outputs are clearly documented to provide evidence of compliance.  Compliance with the standard ensures that the manufacturer has instigated a best practice clinical safety programme during the manufacture of the health IT system.



[bookmark: _Toc490472097]DCB 0160: Clinical Risk Management: its Application in the Deployment and Use of Health IT Systems



This standard requires health organisations deploying and using new or modified health IT systems to have a structure to manage clinical risks associated with that deployment.  Many of the requirements in DCB 0129 are repeated in DCB 0160 for the health organisations.



[bookmark: _Toc490472098]Programme Overview & Clinical Safety



Provide an overview of the programme or project in which this document relates to. Include a high-level summary of the aims and scope only. Any detailed information can be referenced out to existing documentation held in the programme document files. Part of the summary should highlight the timeline for delivery of any part of the programme and also the scope in relation to clinical safety with any reasoning behind decisions being made.



Note: any change in phase scope, content and future phase development will be addressed in this document by a revised CRMP document. This revised documentation will be agreed with the programme and clinical safety officer to ensure the correct governance and control is in place.



[bookmark: _Toc490472099]Impact of DCB 0129 and DCB 0160 on Programme



Whilst the programme may not physically be manufacturing the service itself, it may classify as a ‘Manufacturer’ as defined in DCB 0129:



‘Person or organisation with responsibility for the design, manufacture, packaging or labelling of a Health IT System, assembling a system, or adapting a Health IT System before it is placed on the market and/or put into service, regardless of whether these operations are carried out by that person or on that person's behalf by a third party.’



Within the safety standard DCB 0160 we can also assume partial responsibility in the role of a Health Organisation.  This standard is addressed to those persons in Health Organisations who are responsible for ensuring clinical safety in the deployment of Health IT Systems through the application of clinical risk management.



The programme will therefore adhere to all applicable requirements of DCB 0129 and DCB 0160 in this regard.



Note: this section provides guidance for those organisations who may fall within the scope of both safety standards. If this does not apply then please delete this section.








[bookmark: _Toc490472100]Clinical Risk Management File



The programme SharePoint/Intranet/file location site contains all relevant clinical safety documentation and will perform the function of the Clinical Risk Management File.  This folder will be managed by the Clinical Safety Officer and Clinical Safety Engineer.  The location of the SharePoint site is:



[provide reference here]



[bookmark: _Toc490472101]Programme Individual project areas and associated assurance approaches



Highlight any individual areas where assurance processes differ from the normal within the organisation. Document any assumptions or constraints that may provide detail to the CRMP and overall delivery and compliance to the safety standards.



[bookmark: _Toc490472102]Resources / Personnel



The Clinical Safety Officer is responsible for ensuring the clinical safety of the programme through the application of clinical risk management.  The Clinical Safety Officer is a suitably qualified and experienced clinician who holds current registration with their relevant professional body and has had appropriate training for this role.



Key responsibilities include:



· approval of the Clinical Risk Management Plan to confirm that the plan is appropriate and achievable in the context of the Health IT System development and modification;




· ensuring that clinical risk management activities are completed in accordance with the Clinical Risk Management Plan (this document);







· reviewing and approving of all safety documentation including Clinical Safety Case Reports and Hazard Logs;




· reviewing evidence in the Clinical Risk Management File to ensure it is complete and supports the Clinical Safety Case Report;




· providing recommendation to GP Connect Programme whether the Service is safe to release; and




· escalating any unacceptable safety risks.







Table 1 Roles and responsibilities



				Development Team



				Assurance Team







				Clinical Systems Team 



				



				Pharmacy Team 



				







				Pharmacy Team



				



				Clinical Safety Officer 
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The clinical risk matrix, evaluation and management process used is defined below and can also be found in more detail within the appendix. The hazard assessment process will follow the standard Clinical Risk Management System [provide reference] approach.



Hazards may be identified in other ways during the development and use of the programme such as:







· Discovery during design of a solution by supplier or NHS Organisation;




· Testing of amended functionality;




· Ad hoc testing of live service functionality;




· Reporting of an incident or problem within the live service; and




· Identification by a member of staff within the supplier or NHS Organisation







For each identified hazard, the following information will be defined and recorded on the Hazard Sheet and summarised on the Hazard Log:







· Hazard number;




· Hazard name;




· Hazard description;




· Potential clinical impact – this will describe the effect of the hazard in the care setting and potential impact on the patient;




· Possible causes – these may be technical, human, error etc.  A hazard may have a number of causes; and




· Existing controls – these are identified existing controls or measures that are currently in place and will remain in place post implementation that provide mitigation again the hazard, i.e. will be used as part of the initial Hazard Risk Assessment.







Each Hazard will be discussed by the programme Clinical Safety team and any other appropriate people.  They will perform the following tasks and record the outcome in the Hazard Sheet and a summary in the Hazard Log:







· Estimation of clinical risks;




· Clinical risk evaluation; and




· Clinical risk control option management.



 



Estimation of clinical risks.







For each identified hazard estimation will be made of the clinical risk.  This will include the severity of the hazard, the likelihood of the hazard and the resulting clinical risk.  The estimation process will follow that established by the safety processes defined in DCB 0129.  A copy of the risk assessment matrix is provided in the appendix.



Note: Any valid approach to hazard assessment and associated risk assessment matrices can be used. The sample provided in this document is to highlight documentation requirements only and does not provide a recommendation on any specific methodology to be used. This decision must be made by the organisation and its clinical safety team.
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Risk Matrix key - Severity

Severity of Impact/ Consequence
1 2 3 4 5
Negligible Minor Moderate Severe | Catastrophic
5 Almost 5 10
certain Moderate High
’ 4 8
4 Likely Moderate High
%
2 ' 6 9 12
3 3 Possible Moderate High High
£
' 4 6 8 10
2 Unlikely Moderate Moderate High High
4 5
1 Rare Moderate | Moderate
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Table 1 - Likelihood Table

Likelinood Score

1

Descriptor Rare.
Frequency “This will probably | Do not expecttto | Might happen or | Will probably Will undoubtedly.
Howoftenmight | "% happenirecur butt | recur occasionally | happenirecur butit | happenirecur,
h: ble it not X oly
How often moft | happentecur SBOSSIRIMAY | oy g occyr | 51012 PETSIING | possiby feauently
Not expected to atleast monthly Expected to occur
happen for years | Expected to occur Expected to occur | at least daiy
atleast annually at least weekly
Probabilty <1% 15% 620% 2150% >50%
Unikely to occur | Unikely to occur | Reasonable Likely to occur More lkely to
chance of oceur than not

oceurring
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Clinical Hazard Log TEMPLATE.xlsx


Cover Page



				Clinical Safety Hazard Log - <project>



				Programme								Document Record ID Key



				Sub-Prog / Project				Clinical Safety 



				Prog. Director								Status



				Owner								Version



				Author								Version Date







				Clinical Safety Hazard Log - <project>



				Document Purpose



				This is a standard template that has been designed to help you create a Hazard Log.

Text in blue is advice and guidance, which must be deleted from your final document, including this text. 
Text within ‘< >’ must be replaced by the appropriate text for your project. All other text should remain in the final document.

At present the header block and the Version History present the information associated with this template in Red. This information is to be replaced with the references pertinent with the new document.  



















Version History



				Amendment History



				Version				Date				Amendment History



















































				Reviewers



				This document must be reviewed by the following:



				Name								Title / Responsibility				Date				Version











				Approved



				This document must be approved by the following:



				Name								Title / Responsibility				Date				Version















				Distribution











				Document Status:



				The controlled copy of this document is maintained in the NHS Digital corporate network. Any copies of this document held outside of that area, in whatever format (e.g. paper, email attachment), are considered to have passed out of control and should be checked for currency and validity.











Hazard Log



				Hazard 																								Initial Risk Rating 												Additional Controls																Residual Hazard Risk Rating



				Num				Hazard Name				Hazard Description				Potential Clinical Impact				Possible Causes				Existing Controls				Consequence				Likelihood				Risk				Design				Test				Training				BPC				Consequence				Likelihood				Risk				Summary of Actions				Owner				Status
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Data Coordination Board

This information standard (DCB0160) has been approved for publication by the
Department of Health and Social Care under section 250 of the Health and Social
Care Act 2012.

Assurance that this information standard meets the requirements of the Act and is
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notification of use and implementation timescales. Please read this alongside the
documents for the standard.

The controlled versions of these documents can be found on the NHS Digital
website. Any copies held outside of that area, in whatever format (e.g. paper, email
attachment), are considered to have passed out of control and should be checked for
currency and validity.
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Glossary of Terms:

Term

Definition

Clinical Safety Officer
(previously referred to as
Responsible Person)

Person in a Health Organisation responsible for ensuring the safety of
a Health IT System in that organisation through the application of
clinical risk management.

Clinical risk

Combination of the severity of harm to a patient and the likelihood of
occurrence of that harm.

Clinical risk analysis

Systematic use of available information to identify and estimate a risk.

Clinical risk control

Process in which decisions are made and measures implemented by
which clinical risks are reduced to, or maintained within, specified
levels.

Clinical risk estimation

Process used to assign values to the severity of harm to a patient and
the likelihood of occurrence of that harm.

Clinical risk evaluation

Process of comparing a clinical risk against given risk criteria to
determine the acceptability of the clinical risk.

Clinical risk management

Systematic application of management policies, procedures and
practices to the tasks of analysing, evaluating and controlling clinical
risk.

Clinical Risk Management
File

Repository of all records and other documents that are produced by
the clinical risk management process.

Clinical Risk Management
Plan

A plan which documents how the Health Organisation will conduct
clinical risk management of a Health IT System.

Clinical risk management
process

A set of interrelated or interacting activities, defined by the Health
Organisation, to meet the requirements of this standard with the
objective of ensuring clinical safety in respect to the deployment of a
Health IT Systems.

Clinical safety

Freedom from unacceptable clinical risk to patients.

Clinical Safety Case

Accumulation and organisation of product and business process
documentation and supporting evidence, through the lifecycle of a
Health IT System.

Clinical Safety Case
Report

Report that presents the arguments and supporting evidence that
provides a compelling, comprehensible and valid case that a system is
safe for a given application in a given environment at a defined point in
a Health IT System’s lifecycle.

Harm Death, physical injury, psychological trauma and/or damage to the
health or well-being of a patient.

Hazard Potential source of harm to a patient.

Hazard Log A mechanism for recording and communicating the on-going

identification and resolution of hazards associated with a Health IT
System.

Health Organisation

Organisation within which a Health IT System is deployed or used for a
healthcare purpose.

Health IT System

Product used to provide electronic information for health or social care
purposes. The product may be hardware, software or a combination.
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Initial clinical risk The clinical risk derived during clinical risk estimation taking into
consideration any retained risk control measures.

Intended use Use of a product, process or service in accordance with the
specifications, instructions and information provided by the
manufacturer to customers.

Issue The process associated with the authoring of a document. This
process will include: reviewing, approval and configuration control.

Likelihood Measure of the occurrence of harm.

Lifecycle All phases in the life of a Health IT System, from the initial conception

to final decommissioning and disposal.

Manufacturer Person or organisation with responsibility for the design, manufacture,
packaging or labelling of a Health IT System, assembling a system, or
adapting a Health IT System before it is placed on the market and/or
put into service, regardless of whether these operations are carried out
by that person or on that person's behalf by a third party.

Patient A person who is the recipient of healthcare.
Patient safety Freedom from harm to the patient.
Post-deployment That part of the lifecycle of a Health IT System after it has been

manufactured, released, deployed and is ready for use by the Health
Organisation.

Procedure Specified way to carry out an activity or a process.

Process Set of interrelated or interacting activities which transform inputs into
outputs.

Release A specific configuration of a Health IT System delivered to a Health

Organisation by the Manufacturer as a result of the introduction of new
or modified functionality.

Residual clinical risk Clinical risk remaining after the application of risk control measures.

Safety incident Any unintended or unexpected incident which could have, or did, lead
to harm for one or more patients receiving healthcare.

Safety Incident Tool to record the reporting, management and resolution of safety

Management Log incidents associated with a Health IT System.

Severity Measure of the possible consequences of a hazard.

Third party product A product that is produced by another organisation and not by the

Health IT System manufacturer. Examples include operating systems,
library code, database and application servers and network
components.

Top Management Person or group of people who direct(s) and control(s) the Health
Organisation and has overall accountability for a Health IT System.
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1 Overview

1.1 Summary

It is widely accepted that the provision and deployment of Health IT Systems within the
National Health Service (NHS) can deliver substantial benefits to NHS patients through the
timely provision of complete and correct information to those healthcare professionals that
are responsible for administering care.

The use of such Health IT Systems is becoming increasingly widespread and the functionality
is becoming more sophisticated. However, it must be recognised that failure, design flaws or
incorrect use of such systems have the potential to cause harm to those patients that the
system is intended to benefit.

The purpose of this standard is to promote and ensure that effective clinical risk management
is carried out by those Health Organisations that are responsible for deploying, using,
maintaining or decommissioning Health IT Systems within the NHS. This purpose is achieved
through the presentation of a set of requirements.

Within this standard the term ‘clinical risk’ is used to emphasise that the scope is limited to
the management of risks related to patient safety as distinct from other types of risk such as
financial.

Clinical risk management may be conducted within the context of an overall risk management
system operating within the Health Organisation and any wider health information
governance processes. Wherever practical, existing risk management processes would be
adapted and used to address the requirements of this standard.

The extent of clinical risk management needs only to be commensurate with the scale,
complexity and level of clinical risk associated with the deployment. The Health
Organisation’s clinical risk management processes should be flexible to facilitate this.

This standard is supported by implementation guidance [Ref. 1] which contains an
explanatory narrative which will aid in the interpretation and application of this standard. This
standard complements DCB0129 [Ref. 2].

This standard is addressed to those persons in Health Organisations who are responsible for
ensuring clinical safety in the deployment of Health IT Systems through the application of
clinical risk management.

For the purposes of this standard the terms ‘Clinician’ and ‘clinical’ includes all Health
Organisations and personnel within the NHS who are deploying and using Health IT
Systems. This standard applies to all Health IT Systems including those that are also
controlled by medical device regulations [Ref. 3], though the requirements defined in this
standard are broadly consistent with the requirements of ISO 14971 [Ref. 4].
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Release

Release Number

Amd 25/2018

Release Title

Version 3.2

Description

This change focusses on aligning NHS Digital Clinical Safety standards
with the new medical devices regulations for stand alone software. The
change provides clarity and removes uncertainty among users and
developers with regard to the registration of software as a medical device
and compliance with this standard. The evidence of this statement comes
from academic and industry advisors, and recent experiences with devices
in use that are decision making or supporting and integrated into
unregulated software.

The new Medical Devices Regulation was published by the European
Commission in May 2017.

A summary would include:

o Software is specifically identified as a type of medical device. This
will broaden the number of software solutions that are a medical
device.

e Classification now includes risk as a component, in line with the
NHS Digital Clinical Safety standards. This is important to note.

e The regulation includes additional essential requirements in the
fields of:

o IT environment
Interoperability
Cybersecurity
Mobile platforms

o O O O

IT network and IT security.

This change in scope of the clinical risk management of health IT within the
NHS Digital Clinical Safety standards provides a means of asserting
compliance with this standard for the design, build, deployment and
maintenance of software in conformance to a “harmonised” manner and in
line with the medical devices regulations. A harmonised standard is a
European standard developed by a recognised European Standards
Organisation following a request from the European Commission.

Implementation
Completion Date

01.07.2018
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2 General Requirements and Conformance
Criteria for Clinical Risk Management

The following requirements use either MUST or SHOULD as defined in RFC-2119 [Ref. 8],
where:

e MUST: “means that the definition is an absolute requirement of the specification”

¢ SHOULD: “means that there may exist valid reasons in particular circumstances to ignore
a particular item, but the full implications must be understood and carefully weighed
before choosing a different course”.

In order to claim conformance with this Specification, a Health Organisation MUST implement
the clinical risk analysis activities defined in sections 2 to 7, within the bounds of the
definitions above.
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2.1 Clinical Risk Management Process

2.1.1 | The Health Organisaton MUST define and document a clinical risk
management process which recognises the risk management activities shown in
Figure 1.

Note: the numbers shown in parentheses in this figure refer to sections later in
this document.

Scope Definition (4.2)
v

Clinical Hazard Identification (4.3)

T

e
Control Option Analysis (6.1)

Clinical Risk Benefit Analysis (6.2)

(Completeness Evaluation (6.4)

Deployment (7.1)

Post-deplqgmant Monitoring (7.2)

Figure 1 Clinical Risk Management Process
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2.2 Top Management responsibilities

2.2.1 | In implementing the clinical risk management process for a given deployment,
Top Management MUST:

e make available sufficient resources

e assign competent personnel (see section 2.4) from each of the specialist areas
that are involved in deploying and subsequently using the Health IT System

e nominate a Clinical Safety Officer.

2.2.2 | Top Management MUST authorise the deployment of the Health IT System
accepting any residual clinical risk on behalf of the Health Organisation.

2.3 Clinical Safety Officer

2.3.1 | AClinical Safety Officer MUST be a suitably qualified and experienced clinician.

2.3.2 | A Clinical Safety Officer MUST hold a current registration with an appropriate
professional body relevant to their training and experience.

2.3.3 | A Clinical Safety Officer MUST be knowledgeable in risk management and its
application to clinical domains.

2.3.4 | A Clinical Safety Officer MUST make sure that the processes defined by the
clinical risk management process are followed.

24 Competencies of personnel

2.4.1 | Personnel MUST have the knowledge, experience and competencies
appropriate to undertaking the clinical risk management tasks assigned to them.

2.4.2 | Competency and experience records for the personnel involved in performing
the clinical risk tasks MUST be maintained.

2.5 Intelligent procurement

2.5.1 | Inthe procurement of a Health IT System the Health Organisation MUST ensure
that the Manufacturer and the Health IT System complies with DCB0129.

Note: Under this requirement the Manufacturer will be required to make
available applicable Clinical Safety Case Reports to aid the Health
Organisation’s own risk analysis.
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2.6 Third party products

2.6.1 | The Health Organisation MUST assess any third party product used in a Health
IT System as part of the clinical risk management process.

Note: Manufacturers who comply with DCB0129 are required to analyse any
third party product which they incorporate into their Health IT System. The
Manufacturer is also obliged to reveal what they have done in this context in
Clinical Safety Case Reports.

2.7 Regular clinical risk management process review

2.7.1 | The Health Organisation MUST formally review its clinical risk management
process at planned, regular intervals.
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3  Project Safety Documentation and Repositories

This section defines the safety documents that are to be produced in support of the
deployment of a Health IT System and mechanisms for their retention.

3.1 Clinical Risk Management File

3.1.1 | The Health Organisation MUST establish at the start of a project a Clinical Risk
Management File for the Health IT System.

3.1.2 | The Clinical Risk Management File MUST be maintained for the life of the
Health IT System.

3.1.3 | All formal documents and evidence of compliance with the requirements of this
standard MUST be recorded in the Clinical Risk Management File.

3.1.4 | Any decisions made that influence the clinical risk management activities
undertaken MUST be recorded in the Clinical Risk Management File.

3.2 Clinical Risk Management Plan

3.2.1 | The Health Organisation MUST produce at the start of a project a Clinical Risk
Management Plan, which will include risk acceptability criteria, covering the
deployment of a new Health IT System.

3.2.2 | AClinical Safety Officer MUST approve the Clinical Risk Management Plan.

3.2.3 | If the nature of the project changes, or key people change, during the
deployment, use, maintenance or decommissioning of a Health IT System, then
the Clinical Risk Management Plan MUST be updated.

3.2.4 | The Clinical Risk Management Plan MUST be maintained throughout the life of
the Health IT System.

3.3 Hazard Log

3.3.1 | The Health Organisation MUST establish and maintain a Hazard Log.

3.3.2 | A Clinical Safety Officer MUST approve each version of the Hazard Log.

3.3.3 | Anissued Hazard Log MUST accompany each Clinical Safety Case Report.

3.4 Clinical Safety Case

3.4.1 | The Health Organisation MUST develop and maintain a Clinical Safety Case for
the Health IT System.
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3.5 Clinical Safety Case Reports

3.5.1 | The Health Organisation MUST produce a Clinical Safety Case Report to
support each lifecycle phase (i.e. deployment, use, maintenance and
decommissioning) of the Health IT System.

3.5.2 | AClinical Safety Officer MUST approve each Clinical Safety Case Report.

3.6 Safety Incident Management Log

3.6.1

The Health Organisation MUST maintain a Safety Incident Management Log.
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4

Clinical risk analysis

4.1 Clinical risk analysis process
4 1.1 | The Health Organisation MUST implement the clinical risk analysis activities
defined in the Clinical Risk Management Plan.
4 1.2 | Clinical risk analysis SHOULD be carried out by a multi-disciplinary group
including a Clinical Safety Officer.
4.1.3 | The extent of clinical risk analysis MUST be commensurate with the scale,
complexity and level of clinical risk associated with the deployment.
4.2 Health IT System scope definition
4 2.1 | The Health Organisation MUST define the clinical scope of the Health IT System
which is to be deployed.
4 2.2 | The Health Organisation MUST define the intended use of the Health IT System
which is to be deployed.
4.2.3 | The Health Organisation MUST define the operational environment and users of
the Health IT System which is to be deployed.
4.3 Identification of hazards to patients
4.3.1 | The Health Organisation MUST identify and document known and foreseeable
hazards to patients in both normal and fault conditions through the introduction
and use of the Health IT System.
4.4 Estimation of the clinical risks
4 4 1 | For each identified hazard the Health Organisation MUST estimate, using the

criteria specified in the Clinical Risk Management Plan:
e the severity of the hazard

¢ the likelihood of the hazard

o the resulting clinical risk.
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5 Clinical risk evaluation

5.1 Initial clinical risk evaluation

5.1.1 | For each identified hazard, the Health Organisation MUST evaluate whether the
initial clinical risk is acceptable. This evaluation MUST use the risk acceptability
criteria defined in the Clinical Risk Management Plan.

5.1.2 | If the initial clinical risk is acceptable, then the risk control requirements defined
in sections 6.1 to 6.3 do not apply to this hazard.
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6

6.1

Clinical risk control

Clinical risk control option analysis

6.1.1 | The Health Organisation MUST identify appropriate clinical risk control
measures to remove an unacceptable clinical risk.

6.1.2 | Proposed clinical risk control measures MUST be assessed by the Health
Organisation to determine whether:

e new hazards will be introduced as a result of the measures
¢ the clinical risks for previously identified hazards will be affected.

6.1.3 | The Health Organisation MUST manage any new hazards or increased clinical
risks in accordance with sections 4.4 to 6.4.

6.1.4 | The Health Organisation MUST evaluate the residual clinical risk. This
evaluation MUST use the risk acceptability criteria defined in the Clinical Risk
Management Plan.

6.1.5 | Where a residual clinical risk is judged unacceptable, the Health Organisation
MUST identify additional clinical risk control measures in order to reduce the
clinical risk.

6.1.6 | If the Health Organisation determines that no suitable risk control measures are

possible then the Health Organisation MUST conduct a clinical risk benefit
analysis of the clinical risk (section 6.2).

6.2 Clinical risk benefit analysis

6.2.1 | Where a residual clinical risk is deemed unacceptable and further clinical risk
control is not practicable, the Health Organisation MUST determine if the clinical
benefits of the intended use outweigh the residual clinical risk.

6.2.2 | If the clinical benefits do not outweigh the residual clinical risk, then the clinical

risk remains unacceptable and the deployment SHOULD be re-appraised.
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6.3 Implementation of clinical risk control measures

6.3.1 | The Health Organisation MUST implement the clinical risk control measures
identified in section 6.1.1.

6.3.2 | The Health Organisation MUST verify each clinical risk control measure
implemented under 6.3.1.

6.3.3 | The Health Organisation MUST verify the effectiveness of each clinical risk
control measure implemented under 6.3.1.

6.4 Completeness of clinical risk control

6.4.1 | The Health Organisation MUST ensure that the clinical risks from all identified
hazards have been considered and accepted.
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7 Deployment, Maintenance and Decommission

7.1 Deployment

7.1.1 | The Health Organisation MUST assess any local customisations prior to
deployment.

7.1.2 | The Health Organisation MUST undertake a formal review of the Health IT
System prior to its deployment to ensure that all of the requirements of this
standard have been addressed.

7.1.3 | The results of this review MUST be recorded in the Clinical Safety Case Report.

7.2 Post-deployment monitoring

7.2.1 | The Health Organisation MUST establish, document and maintain a process to
collect and review reported safety concerns and safety incidents for the Health
IT System following its deployment.

7.2.2 | The Health Organisation MUST assess the impact of any such information on
the on-going validity of the Clinical Safety Case.

7.2.3 | Where any such evidence is assessed to undermine the Clinical Safety Case,
the Health Organisation MUST take appropriate corrective action in accordance
with the Clinical Risk Management Plan and document it in the Clinical Safety
Case Report.

7.2.4 | The Health Organisation MUST ensure safety related incidents are reported and
resolved in a timely manner.

7.2.5 | A record of safety incidents, including their resolution, MUST be maintained by
the Health Organisation in a Safety Incident Management Log.

7.3 Maintenance

7.3.1 | The Health Organisation MUST apply their clinical risk management process to
any modifications or updates of the deployed Health IT System.

7.3.2 | The application of this process MUST be commensurate with the scale and
extent of the change and the introduction of any new clinical risks.

7.3.3 | The Health Organisation MUST issue a Clinical Safety Case Report to support
any modifications to the Health IT System that changes its clinical risk.
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7.4 Decommission

7.4.1 | The Health Organisation MUST apply their clinical risk management process to
a Health IT System that is being decommissioned.

7.4.2 | The application of this process MUST take into account the deployment of any
succeeding Health IT System.

7.4.3 | The application of this process MUST take into account the migration of data
between the decommissioned Health IT System and the succeeding Health IT
System.

7.4.4 | The Health Organisation MUST issue a Clinical Safety Case Report to support

decommissioning of the Health IT System.
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Data Coordination Board

This information standard (DCB0129) has been approved for publication by the
Department of Health and Social Care under section 250 of the Health and Social
Care Act 2012.

Assurance that this information standard meets the requirements of the Act and is
appropriate for the use specified in the specification document has been provided by
the Data Coordination Board (DCB), a sub-group of the Digital Delivery Board.

This information standard comprises the following documents:

¢ Requirements Specification
e Implementation Guidance
e Change Specification.

An Information Standards Notice (DCB0129 Amd 24/2018) has been issued as a
notification of use and implementation timescales. Please read this alongside the
documents for the standard.

The controlled versions of these documents can be found on the NHS Digital website.
Any copies held outside of that area, in whatever format (e.g. paper, email
attachment), are considered to have passed out of control and should be checked for
currency and validity.

Date of publication: 7 June 2018
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Glossary of Terms:

Term

Definition

Clinical Safety Officer
(previously referred to as
Responsible Person)

Person in a Manufacturer’s organisation responsible for ensuring the
safety of a Health IT System in that organisation through the
application of clinical risk management.

Clinical risk

Combination of the severity of harm to a patient and the likelihood of
occurrence of that harm.

Clinical risk analysis

Systematic use of available information to identify and estimate a risk.

Clinical risk control

Process in which decisions are made and measures implemented by
which clinical risks are reduced to, or maintained within, specified
levels.

Clinical risk estimation

Process used to assign values to the severity of harm to a patient and
the likelihood of occurrence of that harm.

Clinical risk evaluation

Process of comparing a clinical risk against given risk criteria to
determine the acceptability of the clinical risk.

Clinical risk management

Systematic application of management policies, procedures and
practices to the tasks of analysing, evaluating and controlling clinical
risk.

Clinical Risk Management
File

Repository of all records and other documents that are produced by
the clinical risk management process.

Clinical Risk Management
Plan

A plan which documents how the Manufacturer will conduct clinical risk
management of a Health IT System.

Clinical Risk Management
Process

A set of interrelated or interacting activities, defined by the
Manufacturer, to meet the requirements of this standard with the
objective of ensuring clinical safety in respect to the development and
modification of a Health IT System.

Clinical safety

Freedom from unacceptable clinical risk to patients.

Clinical Safety Case

Accumulation and organisation of product and business process
documentation and supporting evidence, through the lifecycle of a
Health IT System.

Clinical Safety Case
Report

A report that presents the arguments and supporting evidence that
provides a compelling, comprehensible and valid case that a system is
safe for a given application in a given environment at a defined point in
a Health IT System’s lifecycle.

Harm Death, physical injury, psychological trauma and/or damage to the
health or well-being of a patient.

Hazard Potential source of harm to a patient.

Hazard Log A mechanism for recording and communicating the on-going

identification and resolution of hazards associated with a Health IT
System.

Health Organisation

Organisation within which a Health IT System is deployed or used for a
healthcare purpose.
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Health IT System

Product used to provide electronic information for health or social care
purposes. The product may be hardware, software or a combination.

Initial clinical risk

The clinical risk derived during clinical risk estimation taking into
consideration any retained risk control measures.

Intended use

Use of a product, process or service in accordance with the
specifications, instructions and information provided by the
manufacturer to customers.

Issue The process associated with the authoring of a document. This
process will include: reviewing, approval and configuration control.

Likelihood Measure of the occurrence of harm.

Lifecycle All phases in the life of a Health IT System, from the initial conception
to final decommissioning and disposal.

Manufacturer Person or organisation with responsibility for the design, manufacture,
packaging or labelling of a Health IT System, assembling a system, or
adapting a Health IT System before it is placed on the market and/or
put into service, regardless of whether these operations are carried out
by that person or on that person's behalf by a third party.

Patient A person who is the recipient of healthcare.

Patient safety

Freedom from harm to the patient.

Post-deployment

That part of the lifecycle of a Health IT System after it has been
manufactured, released, deployed and is ready for use by the Health
Organisation.

Procedure Specified way to carry out an activity or a process.

Process Set of interrelated or interacting activities which transform inputs into
outputs.

Release A specific configuration of a Health IT System delivered to a Health

Organisation by the Manufacturer as a result of the introduction of new
or modified functionality.

Residual clinical risk

Clinical risk remaining after the application of risk control measures.

Safety incident

Any unintended or unexpected incident which could have, or did, lead
to harm for one or more patients receiving healthcare.

Safety Incident
Management Log

Tool to record the reporting, management and resolution of safety
incidents associated with a Health IT System.

Severity

Measure of the possible consequences of a hazard.

Third party product

A product that is produced by another organisation and not by the
Health IT System manufacturer. Examples include operating systems,
library code, database and application servers and network
components.

Top Management

Person or group of people who direct(s) and control(s) an organisation
and has overall accountability for a Health IT System.

Copyright © 2018 NHS Digital
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1 Overview

1.1 Summary

It is widely accepted that the provision and deployment of Health IT Systems within the
National Health Service (NHS) can deliver substantial benefits to NHS patients through the
timely provision of complete and correct information to those healthcare professionals that
are responsible for administering care.

The use of such Health IT Systems is becoming increasingly widespread and the functionality
is becoming more sophisticated. However, it must be recognised that failure or incorrect use
of such systems have the potential to cause harm to those patients that the system is
intended to benefit.

The purpose of this standard is to promote and ensure that effective clinical risk management
is carried out by organisations that are responsible for developing and modifying Health IT
Systems. This purpose is achieved through the presentation of a set of requirements.

Within this standard the term ‘clinical risk’ is used to emphasise that the scope is limited to
the management of risks related to patient safety as distinct from other types of risk such as
financial.

Clinical risk management may be conducted within the context of an overall risk management
system operated by the Manufacturer and any wider health information governance
processes. Wherever practical, existing risk management processes would be adapted and
used to address the requirements of this standard.

The extent of clinical risk management needs only to be commensurate with the scale,
complexity and level of clinical risk associated with the deployment. The Manufacturer's
clinical risk management processes should be flexible to facilitate this.

This standard is supported by implementation guidance [Ref.2] which contains an
explanatory narrative which will aid in the interpretation and application of this standard.

This standard complements DCB0160 [Ref. 1].

This standard is addressed to Manufacturer personnel who are responsible for ensuring
clinical safety in the development and modification of Health IT Systems through the
application of clinical risk management.

This standard applies to all Health IT Systems including those that are also controlled by
medical device regulations [Ref. 3], though the requirements defined in this standard are
broadly consistent with the requirements of ISO 14971 [Ref. 4].
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Release

Release Number

Amd 24/2018

Release Title

Version 4.2

Description

This change focusses on aligning NHS Digital Clinical Safety standards
with the new medical devices regulations for stand alone software. The
change provides clarity and removes uncertainty among users and
developers with regard to the registration of software as a medical device
and compliance with this standard. The evidence of this statement comes
from academic and industry advisors, and recent experiences with devices
in use that are decision making or supporting and integrated into
unregulated software.

The new Medical Devices Regulation was published by the European
Commission in May 2017.

A summary would include:

o Software is specifically identified as a type of medical device. This
will broaden the number of software solutions that are a medical
device.

e Classification now includes risk as a component, in line with the
NHS Digital Clinical Safety standards. This is important to note.

e The regulation includes additional essential requirements in the
fields of:

o IT environment
Interoperability
Cybersecurity

Mobile platforms

IT network and IT security.

o O O O

This change in scope of the clinical risk management of health IT within the
NHS Digital Clinical Safety standards provides a means of asserting
compliance with this standard for the design, build, deployment and
maintenance of software in conformance to a “harmonised” manner and in
line with the medical devices regulations. A harmonised standard is a
European standard developed by a recognised European Standards
Organisation following a request from the European Commission.

Implementation
Completion Date

1 July 2018
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2 General Requirements and Conformance
Criteria for Clinical Risk Management

The following requirements use either MUST or SHOULD as defined by RFC-2119 [Ref. 8],
where:

¢ MUST: “means that the definition is an absolute requirement of the specification”

e SHOULD: “means that there may exist valid reasons in particular circumstances to ignore
a particular item, but the full implications must be understood and carefully weighed
before choosing a different course”.

In order to claim conformance with this Specification, a Manufacturer MUST implement the
clinical risk analysis activities defined in sections 2 to 7, within the bounds of the definitions
above.
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2.1 Clinical Risk Management Process

2.1.1 | The Manufacturer MUST define and document a clinical risk management
process which recognises the risk management activities shown in Figure 1.

Note: the numbers shown in parentheses in this figure refer to sections later in
this document.

-.Sbﬁps-neﬂnl;ﬂﬁﬁ,{el-zl
¥
Clinical Hazard Identification (4.3)

%-,'.

| Clinical Risk Benefit Analysis (62) |

Completeness i!t!nn!ﬁ-il

 oewentn |
Post-deployment Monitoring (7.2)

Modification (7.3)

Figure 1 Clinical Risk Management Process
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2.2 Top Management responsibilities

2.2.1 | In implementing the clinical risk management process for a given deployment,
Top Management MUST:

e make available sufficient resources

e assign competent personnel (see section 2.4) from each of the specialist areas
that are involved in developing and assuring the Health IT System

e nominate a Clinical Safety Officer.

2 2 2 | Top Management MUST ensure that appropriate levels of authorisation for the
Health IT System and its safety documentation are defined in the Clinical Risk
Management Plan.

2.3 Clinical Safety Officer

2.3.1 | AClinical Safety Officer MUST be a suitably qualified and experienced clinician.

2.3.2 | A Clinical Safety Officer MUST hold a current registration with an appropriate
professional body relevant to their training and experience.

2.3.3 | A Clinical Safety Officer MUST be knowledgeable in risk management and its
application to clinical domains.

2.3.4 | A Clinical Safety Officer MUST make sure that the processes defined by the
clinical risk management process are followed.

2.4 Competencies of personnel

2 4 1 | Personnel MUST have the knowledge, experience and competencies
appropriate to undertaking the clinical risk management tasks assigned to them.

2 4 2 | Competency and experience records for the personnel involved in performing
the clinical risk tasks MUST be maintained.

2.5 Third party products

2.5.1 | The Manufacturer MUST assess any third party product that is included within a
release as part of the clinical risk management process.

2.5.2 | The nature of this assessment MUST be included in Clinical Safety Case
Reports.

2.6 Regular clinical risk management process review

2.6.1 | The Manufacturer MUST formally review its clinical risk management process at
planned, regular intervals.
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3  Project Safety Documentation and Repositories

This section defines the safety documents that are to be produced in support of the
development and modification of a Health IT System and mechanisms for their retention.

3.1 Clinical Risk Management File

3.1.1 | The Manufacturer MUST establish at the start of a project a Clinical Risk
Management File for the Health IT System.

3.1.2 | The Clinical Risk Management File MUST be maintained for the life of the
Health IT System.

3.1.3 | All formal documents and evidence of compliance with the requirements of this
standard MUST be recorded in the Clinical Risk Management File.

3.1.4 | Any decisions made that influence the clinical risk management activities
undertaken MUST be recorded in the Clinical Risk Management File.

3.2 Clinical Risk Management Plan

3.2.1 | The Manufacturer MUST produce at the start of a project a Clinical Risk
Management Plan, which will include risk acceptability criteria, for the Health IT
System.

3.2.2 | A Clinical Safety Officer MUST approve the Clinical Risk Management Plan.

3.2.3 | If the nature of the project changes, or key people change, during the
development or modification of a Health IT System, then the Clinical Risk
Management Plan MUST be updated.

3.2.4 | The Clinical Risk Management Plan MUST be maintained throughout the life of
the Health IT System.

3.3 Hazard Log

3.3.1 | The Manufacturer MUST establish and maintain a Hazard Log.

3.3.2 | A Clinical Safety Officer MUST approve each version of the Hazard Log.

3.3.3 | Anissued Hazard Log MUST accompany each Clinical Safety Case Report.

3.4 Clinical Safety Case

3.4.1 | The Manufacturer MUST develop and maintain a Clinical Safety Case for the
Health IT System.
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3.5 Clinical Safety Case Reports

3.5.1 | The Manufacturer MUST produce a Clinical Safety Case Report at each
lifecycle phase defined in the Clinical Risk Management Plan.

3.5.2 | A Clinical Safety Officer MUST approve each Clinical Safety Case Report.

3.5.3 | The Manufacturer MUST make available each Clinical Safety Case Report to a

receiving organisation, which may be a Health Organisation or another
Manufacturer.

3.6 Safety Incident Management Log

3.6.1 | The Manufacturer MUST maintain a Safety Incident Management Log.
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4

Clinical risk analysis

4.1 Clinical risk analysis process
4 1.1 | The Manufacturer MUST implement the clinical risk analysis activities defined in
the Clinical Risk Management Plan.
4 1.2 | Clinical risk analysis SHOULD be carried out by a multi-disciplinary group
including a Clinical Safety Officer.
4.1.3 | The extent of clinical risk analysis MUST be commensurate with the scale,
complexity and level of clinical risk associated with the Release.
4.2 Health IT System scope definition
4 2.1 | The Manufacturer MUST define the clinical scope of the Health IT System which
is to be delivered.
4 2.2 | The Manufacturer MUST define the intended use of the Health IT System which

is to be delivered.

4.3

Identification of hazards to patients

4.3.1 | The Manufacturer MUST identify and document known and foreseeable hazards
to patients with respect to the intended use of the Health IT System in both
normal and fault conditions.

4.4 Estimation of the clinical risks
4 4 1 | For each identified hazard the Manufacturer MUST estimate, using the criteria

specified in the Clinical Risk Management Plan:
e the severity of the hazard

¢ the likelihood of the hazard

¢ the resulting clinical risk.
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5 Clinical risk evaluation

5.1 Initial clinical risk evaluation

5.1.1 | For each identified hazard, the Manufacturer MUST evaluate whether the initial
clinical risk is acceptable. This evaluation MUST use the risk acceptability
criteria defined in the Clinical Risk Management Plan.

5.1.2 | If the initial clinical risk is acceptable, then the risk control requirements defined
in sections 6.1 to 6.3 do not apply to this hazard.
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6 Clinical risk control

6.1 Clinical risk control option analysis

6.1.1 | The Manufacturer MUST identify appropriate clinical risk control measures to
remove any unacceptable clinical risk.

6.1.2 | Proposed clinical risk control measures MUST be assessed by the Manufacturer
to determine whether:

e new hazards will be introduced as a result of the measures

¢ the clinical risks for previously identified hazards will be affected.

6.1.3 | The Manufacturer MUST manage any new hazards or increased clinical risks in
accordance with sections 4.4 to 6.4.

6.1.4 | The Manufacturer MUST evaluate the residual clinical risk. This evaluation
MUST use the risk acceptability criteria defined in the Clinical Risk Management
Plan.

6.1.5 | Where a residual clinical risk is judged unacceptable, the Manufacturer MUST
identify additional clinical risk control measures in order to reduce the clinical
risk.

6.1.6 | If the Manufacturer determines that no suitable risk control measures are
possible then the Manufacturer MUST conduct a clinical risk benefit analysis of
the clinical risk (section 6.2).

6.2 Clinical risk benefit analysis

6.2.1 | Where a residual clinical risk is deemed unacceptable and further clinical risk
control is not practicable, the Manufacturer MUST determine if the clinical
benefits of the intended use outweigh the residual clinical risk.

6.2.2 | If the clinical benefits do not outweigh the residual clinical risk, then the clinical
risk remains unacceptable and the project SHOULD be re-appraised.
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6.3 Implementation of clinical risk control measures

6.3.1 | The Manufacturer MUST implement the clinical risk control measures identified
in section 6.1.1, except where these are to be implemented by another
organisation.

6.3.2 | The Manufacturer MUST verify each clinical risk control measure implemented
under 6.3.1.

6.3.3 | The Manufacturer MUST verify the effectiveness of each clinical risk control
measure implemented under 6.3.1.

6.4 Completeness of clinical risk control

6.4.1 | The Manufacturer MUST ensure that the clinical risks from all identified hazards
have been considered and accepted.
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7  Delivery, Monitoring and Modification

7.1 Delivery

7.1.1 | The Manufacturer MUST undertake a formal review of the Health IT System,
prior to its delivery, to ensure that all of the requirements of this standard have
been addressed.

7.1.2 | The results of this review MUST be recorded in the Clinical Safety Case Report.

7.1.3 | The Health IT System configuration for the release MUST be recorded in the
Clinical Safety Case Report.

7.2 Post-deployment monitoring

7.2.1 | The Manufacturer MUST establish, document and maintain a process to collect
and review reported safety concerns and safety incidents for the Health IT
System following its deployment.

7.2.2 | The Manufacturer MUST assess the impact of any such information on the on-
going validity of the Clinical Safety Case.

7.2.3 | Where any such evidence is assessed to undermine the safety case the
Manufacturer MUST take appropriate corrective action in accordance with the
Clinical Risk Management Plan and document it in the Clinical Safety Case
Report.

7.2.4 | The Manufacturer MUST ensure safety related incidents are reported and
resolved in a timely manner.

7.2.5 | A record of safety incidents, including their resolution, MUST be maintained by
the Manufacturer in a Safety Incident Management Log.

7.3 Modification

7.3.1 | The Manufacturer MUST apply their clinical risk management process to any
modifications or updates of the deployed Health IT System.

7.3.2 | The application of this process MUST be commensurate with the scale and
extent of the change and the introduction of any new clinical risks.

7.3.3 | The Manufacturer MUST issue a Clinical Safety Case Report to support any
modification to the Health IT System that changes its clinical risk.

7.3.4 | The Manufacturer MUST maintain an audit trail of all versions and patches
released for deployment.
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Clinical Assurance Process


Purpose





The purpose of this document is to outline the approach to be taken for the clinical safety assurance of any Trust/Health Care IT system and/or integration tool(s) which will form part of the System of Systems(SofS) application held by the YHCR Programme.


This approach provides details on the assurance activities and deliverables for YHCR System of Systems (SofS) on-boarding other trusts/third parties/systems to be compliant with the requirements as detailed in DCB0129 and DCB0160.


Background





Clinical Safety Assurance covers the end to end process, in the SofS application which forms part of the YHCR programme this assurance covers: on-boarding, clinical testing, clinical safety documentation and overall assessment and review of trusts/third parties/systems before approval to go-live into live services. Clinical Safety is addressed within the entirety of the programme and will be reviewed and tested by a clinician accredited via the Clinical Safety Training programme from NHS Digital whilst the data transfers elements will be reviewed and tested by the integration body. (Synanetics) 


The conclusions of this clinical assurance process will be presented to the Clinical Safety Team (CST) within the YHCR to support their authorisation of live service. A tailored assurance approach will be undertaken to accommodate the different ‘changes’ that a system supplier/trust or other third party may be making or wish to make in the future. A brand-new change/function would require the full clinical assurance. However, a small change, such as restriction of data would require a much lighter touch to ensure the new functionality worked and the existing functionality had not been adversely affected. The following sections will provide more detail on the different levels of assurance.





Clinical Assurance Process





New system/Trust/Third party:


Where a system supplier/Trust or third party approaches the YHCR programme with a new system/function/integration piece, then the full clinical assurance process will be undertaken. 


All changes to clinically approved systems/tools/integration software:


The clinical safety assurance process will also be triggered when a system supplier/Trust or third party requests permission to make a change to an existing accredited system/tool/use case


This section details the full clinical assurance process that would be required for a new system/Trust/third party and can be broken down into the following stages. 





· Stage 0 - agreement of the testing approach


· Stage 1 - assurance in the YHCR test environments


· Stage 2 - assurance in the live environment





Stage 0





Takes place once YHCR on-boarding is approved. At this stage the Clinical Team from the supplier/trust/third party will discuss with the YHCR Clinical Safety Team, Technical Architects, Release Manager and integration body (Synanetics) any specific variations that may be required to the clinical assurance testing.





Before proceeding to Stage 1 the following dependencies must be met:


The supplier/trust/third party to liaise with the YHCR Release Manager to arrange the time scales and road map 


Functional Witness Testing must have been completed and signed off by the integration body (Synanetics)


Supplier/trust/third party must have access to the YHCR Integration Test Environment





Stage 1





Takes place in the YHCR Integration Test Environment using test data generated by the test data team. (Synanetics)


Any clinical issues or concerns raised at this stage must be fed into the Hazard Log and results of the testing should be referenced in the Clinical Safety Case Report.


A demonstration of the functionality of the system/tool etc, from a clinical user perspective, will be undertaken using a set of test data relevant to the use case and must be reviewed by the YHCR clinical safety team. This may take place, by mutual agreement, at the supplier/Trust/third party premises or via video conference.


Any hazards identified by the system trust and/or third party supplier must be held in their own hazard log. 


Evidence supporting the demonstration will be requested. This may include screenshots of functionality and presentation of data. This information should be sent to the YHCR Release Manager whom will forward to the Clinical Safety Team. All issues and observations will be assessed by the YHCR accredited clinician(s) based on the demonstration and analysis of the evidence provided by the supplier/trust/third party.





The assessments by YHCR will be reported back to the supplier/Trust/third party as part of the clinical witness testing and clarification of queries will usually be resolved by phone calls or emails with the supplier/trust/third party. It will be decided if the supplier/Trust/third party can proceed to the next stage with or without caveats. If a fix is required before proceeding, then further clinical witness testing will be required to prove that the fix has rectified the problem.





All issues will be fully discussed by the YHCR  accredited clinician(s) with input from the Technical Architects, and if relevant Supplier/trust/third party. However, the decision on whether an issue needs to be resolved prior to proceeding will rest with the YHCR Clinical Safety Team.


Where a fix is required prior to proceeding, further testing will be required.  


Where there are no issues, issues have been fixed or  YHCR are prepared to proceed with a caveat and work off plan, then the Release Manager will arrange for the following to be presented to the YHCR Clinical safety team supported by the accredited Clinician and supplier/trust/third party representative:


· Updated safety documentation from the supplier/Trust/third party DCB0160 (Clinical Safety Case Report with updated Hazard Log)


· Formal Safety Case Report – YHCR DCB0129


· Approval from YHCR accredited clinician CSO


· Approval from the Release Manager 


Presentation to the YHCR Clinical Safety Team, If the CST are satisfied that the function/tool etc is acceptably safe to be deployed into the live environment, they will issue a Clinical Authority to Release (CATR) Certificate. 





Stage 2





Clinical assurance in Stage 2 takes place in the live environment and takes the form of two sub-stages – 2a and 2b. 


They must pass stage 2a (test patients) before proceeding onto stage 2b (live patients)


Stage 2a- 


Dependencies:


· Supplier/Site must have access to the Live Environment


· All assurance in Stage 1 must have been completed and signed off


All issues and observations will be assessed by the YHCR accredited clinician(s) and the integration team where applicable (Synanetics) as to whether any of the results need to be fixed before proceeding to the next stage. Where a fix is required prior to proceeding further testing will be required until a satisfactory outcome is achieved.


The YHCR SofS release manager will update the Clinical Safety Team associated with the testing and deployment and arrange for the supplier to proceed to testing in live with live patients – stage 2b deployment testing.


Stage 2b 


Dependencies


· Supplier/Sites must have access to the Live Environment


· All assurance in Stage 1 and 2a - must have been completed and signed off





On successful completion of the stage 2b assurance process, a Go-Live approval will be awarded which evidence that the System/trust/third party is compliant with YHCR clinical safety requirements.





[image: ]


Diagram 1 shows the clinical assurance input testing up to live service
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Diagram 2 shows the process a supplier/trust/third party must follow to ensure clinical assurance is adhered to.


Clinical Safety Self Declaration 








Clinical Authority To Release (CATR)








Clinical Safety Testing Checklist.





			FHIR resources used have been detailed


			





			Definitions of FHIR Categories supplied


			





			Transfer of patient demographics are consistent 


			





			System presented as intended


			





			Transfer of provider details are correct 


			





			Patient records are readable 


			





			Terminology transfer is correct 


			





			Service Management agreed


			





			Incident Management 


			





			SOP/operational processes produced and disseminated


			





			User training provided


			





			Fallback solution
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Clinical Safety 



				YHCR Clinical Safety



								This section looks to evidence suitable clinical risk management actvitivies in accordance with DCB016: Clinical Risk Management



								Dependant on the clinical setting of your Health IT system, this section must be completed or have input and approved from either;
- a Clinical Safety Officer or suitably trained and experienced clinicians
- a Social Care Professional, registered by the HCPC Health and Care Professions Council.



								Category				Item				Guidance				Action By				Compliance				Additional Notes / References				Type



								Clinical Safety



								CS-01				Description of Product / Service				Please describe the clinical setting(s) in which the digital service will be utilised.				…on behalf of the Health Organisation												Action



								CS-02				Safety Standards Compliance - DCB0160				Please confirm that you have implemented a Clinical Risk Management Process, which is compliant with DCB0160.				…on behalf of the Health Organisation												Action



								CS-03								Please confirm that the Supplier's Safety Case Report and Hazard Log have been communicated to you? and in accordance with DCB0160, you have:
i) reviewed and integrated the risks identified into your own Hazard Log?
ii) implemented appropriate mitigation where stipulated from the Supplier?				…on behalf of the Health Organisation												Action



								CS-04								Please confirm that a Safety Case and Hazard log has been established in readiness for the deployment and use of this service?
Note: The Safety Case / Hazard Log should evidence any new or transferred risks from the supplier.				…on behalf of the Health Organisation												Action



								CS-05								Please confirm you have an effective safety incident management process / escalation route in place in the event of a patient safety incident associated to the digital service?				…on behalf of the Health Organisation												Action



								CS-06								Please confirm that either:
- a Clinical Safety Officer or suitably trained and experienced clinician; or
- a Social Care Profesional registered by the HCPC
has approved the deployment and use of this implementation?				…on behalf of the Health Organisation												Action



								See Clinical Risk Management standards and implementation guidance documents for details

http://systems.digital.nhs.uk/clinicalsafety
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				Trust/Supplier/Third Party Details







				Project Name:



				







				Supplier/Programme Lead Clinician 



				







				System Name



				







				Clinical Safety Officer Agreed



				







				Supplier Name and NACS code (if applicable) 



				







				Product name and Version ID



				







				Unique CATR number



				







				CATR Date



				











 



	



				Clinical Safety Management System 







				Patient Safety 



				







				Safety Case 



				







				Safety Closure Report 



				







				Testing Summary Reference 



				







				Date of Testing Summary 



				







































				Clinical Safety Summary 
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				Clinical Safety Caveats- Measures an Controls required to underpin to approval.







				Ref:



				Conditions/Measures required:



				Visible to Clinician(S) Y/N



				Risk H/M/L



				Impact H/M/L



				Nature of Clinical Impact including any work arounds



				Approved By







				



				



				



				



				



				



				







				



				



				



				



				



				



				







				



				



				



				



				



				



				



















YHCR Clinical Authority to Release (CATR) 
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Clinical Safety 


			YHCR Clinical Safety


						This section looks to evidence suitable clinical risk management actvitivies in accordance with DCB016: Clinical Risk Management


						Dependant on the clinical setting of your Health IT system, this section must be completed or have input and approved from either;
- a Clinical Safety Officer or suitably trained and experienced clinicians
- a Social Care Professional, registered by the HCPC Health and Care Professions Council.


						Category			Item			Guidance			Action By			Compliance			Additional Notes / References			Type


						Clinical Safety


						CS-01			Description of Product / Service			Please describe the clinical setting(s) in which the digital service will be utilised.			…on behalf of the Health Organisation									Action


						CS-02			Safety Standards Compliance - DCB0160			Please confirm that you have implemented a Clinical Risk Management Process, which is compliant with DCB0160.			…on behalf of the Health Organisation									Action


						CS-03						Please confirm that the Supplier's Safety Case Report and Hazard Log have been communicated to you? and in accordance with DCB0160, you have:
i) reviewed and integrated the risks identified into your own Hazard Log?
ii) implemented appropriate mitigation where stipulated from the Supplier?			…on behalf of the Health Organisation									Action


						CS-04						Please confirm that a Safety Case and Hazard log has been established in readiness for the deployment and use of this service?
Note: The Safety Case / Hazard Log should evidence any new or transferred risks from the supplier.			…on behalf of the Health Organisation									Action


						CS-05						Please confirm you have an effective safety incident management process / escalation route in place in the event of a patient safety incident associated to the digital service?			…on behalf of the Health Organisation									Action


						CS-06						Please confirm that either:
- a Clinical Safety Officer or suitably trained and experienced clinician; or
- a Social Care Profesional registered by the HCPC
has approved the deployment and use of this implementation?			…on behalf of the Health Organisation									Action


						See Clinical Risk Management standards and implementation guidance documents for details

http://systems.digital.nhs.uk/clinicalsafety
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Title sheet























			DCB 0160 Compliance Assessment





			Health IT System:			<insert name of system>


			Version Number:			<insert version number>


			Release Number:			<insert release number>


			Date of Release:			<insert date of release>


			Release Notes:			<insert reference to release note>


			Date of Deployment:			<insert date of deployment>





			Document filename


			Directorate / Programme						Project			Clinical Safety


			Document Reference 


			Director						Status


			Owner						Version


			Author						Version issue date





			On this page, text in blue is information, which must be deleted from the final document, including this text.





			The purpose of this spreadsheet is to:


			• provide self help to a Health Organisation wishing to measure its compliance with DCB 0160


			• provide self help to a Health Organisation wishing to check compliance of it's clinical risk management processes before undertaking a project


			• provide an audit record for a third party in assessing compliance with the standard.





			NB: When this spreadsheet is being used by an organisation other than NHS Digital, then this title page shall be replaced with one appropriate to that organisation.





			At present, the header block gives the file information associated with this template in Red. This information is to be replaced with  references pertinent with a specific compliance assessment. 
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			Revision History


			Version			Date			Summary of Changes























			Reviewers


			This document was reviewed by the following people: 


			Reviewer name			Title / Responsibility			Date			Version








			Approved by


			This document is to be approved by the following people: 


			Name			Title			Date			Version
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Introduction


			This spreadsheet records compliance of a project with the requirements of DCB 0160 "Clinical Risk Management: its Application in the Deployment and Use of Health IT Systems Version 3" 


			The text shown in italics in the column Evidence shall be replaced with relevant statements by the user.
In completing the spreadsheet the user is directed towards the Implementation Guidance for the standard as to what evidence is required to show compliance. In the majority of cases, the user shall provide clear references to documents or repositories that contain such evidence. 
The spreadsheet does allow a review to be conducted part way through a particular development with the provision of the [Awaiting] assignment, see below, though it is expected that a reasonable number of the expected clinical risk management activities have been completed before an assessment is made. 
Within this spreadsheet a distinction has been drawn between Mgt System evidence and Project specific evidence.For Health Organisation's wishing to simply demonstrate an established clinical risk management process only the requirements identified as Mgt System need be populated. However, compliance with DCB 0160 cannot be claimed based on this limited assessment.
In accordance with requirement 3.1.3, this spreadsheet shall be retained in the Clinical Risk Management File.





			The Specification requirements use either MUST or SHOULD , where:
• MUST: “means that the definition is an absolute requirement of the specification”
• SHOULD: “means that there may exist valid reasons in particular circumstances to ignore a particular item, but the full implications must be understood and carefully weighed before choosing a different course”.
In order to claim conformance with this Specification, a Health Organisation MUST implement the clinical risk analysis activities defined in sections 2 to 7, within the bounds of the definitions above.





			Under the compliance heading there are five possible entries, though not all five options may be available for a requirement.

It is important suitable evidence is provided for all entries except [No].			Yes			Evidence has been referenced which clearly demonstrates that the organisation is compliant with this requirement. 


						No			The organisation is known not to be compliant or no evidence can be referenced which clearly demonstrates compliance with this requirement.


						Not Applicable			For this particular project, the requirement is not applicable. For example, the risk analysis has identified that all risk are acceptable therefore no risk control measures are required. A statement as why the requirement is not applicable shall be provided in the evidence column.
This assignment may be used for appropriate post-deployment requirements that are indeterminate at the time this review is done. 
This entry shall also be used when a SHOULD requirement has been intentionally omitted. In this case the evidence column shall provide a rationale as to why it was deemed appropriate to omit this requirement or provide a reference to supporting evidence. Where no evidence can be presented, then [No] must be selected instead.


						Partial			This requirement covers a number of lifecycle phases and the review is being carried out before completion of the project, for example a staged Clinical Safety Case Report. This assignment can only be used where the requirements has been fulfilled and suitable evidence identified for the completed phase(s). If the requirement has not been fulfilled for a completed lifecycle phase then [No] must be selected instead. 


						Awaiting			The requirement is lifecycle dependent and the review is being carried out before this requirements would normally be undertaken. 
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Summary


			Compliance Summary





			The following tables provide a summary of the level of compliance achieved.





			The tables also identify the number of outstanding responses. These values should be zero as all requirements must be responded to.





			Section			Heading			Level of Compliance


									Yes			No			Not Applicable			Awaiting			Partial			Outstanding


			2			General Requirements			0			0			0			0			0			15


			3			Project Safety Documentation and Repositories			0			0			0			0			0			23


			4			Clinical Risk Analysis			0			0			0			0			0			9


			5			Clinical Risk Evaluation			0			0			0			0			0			4


			6			Clinical Risk Control			0			0			0			0			0			13


			7			Deployment, Maintenance and Decommission			0			0			0			0			0			19


						Total  			0			0			0			0			0			83








			Area						Level of Compliance


									Yes			No			Not Applicable			Awaiting			Partial			Outstanding


			Mgt System						0			0			0			0			0			17


			Project						0			0			0			0			0			66


						Total  			0			0			0			0			0			83
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Section 2


			Ref #			Requirement			Area			Evidence supporting compliance (include project references where appropriate)			Compliance





			2			General Requirements and Conformance Criteria for Clinical Risk Management


			2.1			Clinical Risk Management Process


			2.1.1			The Health Organisation MUST define and document a clinical risk management process which recognises the risk management activities shown in Figure 1. 			Mgt System			The Health Organisation has an approved clinical risk management process which is cognisant of the key risk management activities identified in the standard and is readily available to staff.


			2.2			Top Management responsibilities


			2.2.1			In implementing the clinical risk management process for a given deployment, Top Management MUST:
• make available sufficient resources
• assign competent personnel (see section 2.4)  from each of the specialist areas that are involved in deploying and subsequently using the Health IT System
• nominate a Clinical Safety Officer.			Mgt System			The Health Organisation has a defined process for ensuring that  appropriate resources are assigned to projects.


									Project			For the project being reviewed, evidence shall be referenced which shows Top Management has discharged these obligations.


			2.2.2			Top Management MUST authorise the deployment of the Health IT System accepting any residual clinical risk on behalf of the Health Organisation.			Project			Evidence of Top Management having authorised the deployment is available.


			2.3			Clinical Safety Officer


			2.3.1			A Clinical Safety Officer MUST be a suitably qualified and experienced clinician.			Project			Evidence of the Clinical Safety Officer's clinical credentials is available.


			2.3.2			A Clinical Safety Officer MUST hold a current registration with an appropriate professional body relevant to their training and experience.			Project			Evidence of the Clinical Safety Officer's valid registration shall be provided.


			2.3.3			A Clinical Safety Officer MUST be knowledgeable in risk management and its application to clinical domains.			Project			Evidence of the Clinical Safety Officer's risk management knowledge shall be presented.


			2.3.4			A Clinical Safety Officer MUST make sure that the processes defined by the clinical risk management process are followed.			Project			Evidence that the Clinical Safety Officer has ensured that the organisation's clinical risk management process has been followed for the particular Health IT System.


			2.4			Competencies of personnel


			2.4.1			Personnel MUST have the knowledge, experience and competencies appropriate to undertaking the clinical risk management tasks assigned to them.			Project			Evidence the clinical risk management personnel named for this project have the appropriate knowledge, experience and competencies.


			2.4.2			Competency and experience records for the personnel involved in performing the clinical risk tasks MUST be maintained.			Mgt System			The Health Organisation has a defined process for maintaining competency records for clinical risk management personnel.


									Project			Suitable records are available for the clinical risk management personnel named for the particular Health IT System.


			2.5			Intelligent procurement


			2.5.1			In the procurement of a Health IT System the Health Organisation MUST ensure that the Manufacturer and the Health IT System complies with DCB 0129 Version 4.  			Project			Details of the material received by the Health Organisation which shows the Manufacturer and the Health IT System are compliant with DCB 0129 Version 4.


			2.6			Third Party products


			2.6.1			The Health Organisation MUST assess any third party product used in a Health IT System as part of the clinical risk management process. 			Mgt System			The Health Organisation has a defined process for assessing third party products.


									Project			Evidence available to show  that the inclusion of any third party products has been assessed.


			2.7			Regular clinical risk management process review


			2.7.1			The Health Organisation MUST formally review its clinical risk management process at planned, regular intervals.			Mgt System			Evidence is available to show that the clinical risk management process is being regularly reviewed by the organisation.
If the clinical risk management process has been in operation for more than one year without review then the assignment [Awaiting] is not permissible; [No] must be selected instead.
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Section 3


			Ref #			Requirement			Area			Evidence supporting compliance (include project references where appropriate)			Compliance





			3			Project Safety Documentation and Repositories


			3.1			Clinical Risk Management File


			3.1.1			The Health Organisation MUST establish at the start of a project a Clinical Risk Management File for the Health IT System.			Mgt System			The Health Organisation has a defined process for the retention of safety documentation and has established a mechanism for the safe keeping of safety documentation.


									Project			There is a Clinical Risk Management File for the Health IT System.


			3.1.2			The Clinical Risk Management File MUST be maintained for the life of the Health IT System.			Project			Evidence that the Clinical Risk Management File is being maintained for the entirety of the Health IT System.


			3.1.3			All formal documents and evidence of compliance with the requirements of this standard MUST be recorded in the Clinical Risk Management File.			Project			Evidence that all safety documentation related to the Health IT System produced to date has been placed in the Clinical Risk Management File.


			3.1.4			Any decisions made that influence the clinical risk management activities undertaken MUST be recorded in the Clinical Risk Management File.			Project			Evidence that relevant decisions have been add to the Clinical Risk Management File.


			3.2			Clinical Risk Management Plan


			3.2.1			The Health Organisation MUST produce at the start of a project a Clinical Risk Management Plan, which will include risk acceptability criteria, covering the deployment of a new Health IT System.			Mgt System			The Health Organisation has a defined process for the definition and management of the Clinical Risk Management Plan.


									Project			There is a Clinical Risk Management Plan for the Health IT System.


			3.2.2			A Clinical Safety Officer MUST approve the Clinical Risk Management Plan.			Project			The Clinical Safety Officer approved the Clinical Risk Management Plan for the Health IT System.


			3.2.3			If the nature of the project changes, or key people change, during the deployment, use, maintenance or decommissioning of a Health IT System, then the Clinical Risk Management Plan MUST be updated.			Project			There is evidence to show that the Clinical Risk Management Plan has been kept up-to-date with changes affecting the nature of the project.


			3.2.4			The Clinical Risk Management Plan MUST be maintained throughout the life of the Health IT System.			Project			Evidence that the Clinical Risk Management File is being maintained.


			3.3			Hazard Log


			3.3.1			The Health Organisation MUST establish and maintain a Hazard Log.			Mgt System			The Health Organisation has a defined process for the definition and management of hazards.


									Project			There is a Hazard Log for the Health IT System.


									Project			Evidence that the Hazard Log is being actively maintained.


			3.3.2			A Clinical Safety Officer MUST approve each version of the Hazard Log.			Project			The Clinical Safety Officer approved each issue of the Hazard Log for the Health IT System.


			3.3.3			An issued Hazard Log MUST accompany each Clinical Safety Case Report.			Project			The Hazard Log has accompanied each version of the Clinical Safety Case Report.


			3.4			Clinical Safety Case


			3.4.1			The Health Organisation MUST develop and maintain a Clinical Safety Case for the Health IT System.			Mgt System			The Health Organisation has a defined process for the definition and management of a Clinical Safety Case.


									Project			A Clinical Safety Case has been defined for the Health IT System.


									Project			Evidence that the Clinical Safety Case is being actively maintained.


			3.5			Clinical Safety Case Reports


			3.5.1			The Health Organisation MUST produce a Clinical Safety Case Report to support each lifecycle phase (i.e. deployment, use, maintenance and decommissioning) of the Health IT System.			Project			An approved Clinical Safety Case Report has been produced in accordance with the Clinical Risk Management Plan.


			3.5.2			A Clinical Safety Officer MUST approve each Clinical Safety Case Report.			Project			The Clinical Safety Officer approved all Clinical Safety Case Reports for the Health IT System as defined in the Clinical Risk Management Plan.


			3.6			Safety Incident Management Log


			3.6.1			The Health Organisation MUST maintain a Safety Incident Management Log.			Mgt System			The Health Organisation has a defined safety incident management process.


									Project			A safety incident management log has been created specifically for the project or the project is recognised in a global  incident log. 


									Project			For all incidents recorded in the log there is evidence which demonstrates they are being actively managed. 
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Section 4


			Ref #			Requirement			Area			Evidence supporting compliance (include project references where appropriate)			Compliance





			4			Clinical risk analysis


			4.1			Clinical risk analysis process


			4.1.1			The Health Organisation MUST implement the clinical risk analysis activities defined in the Clinical Risk Management Plan.			Mgt System			The Health Organisation has a defined process for clinical risk analysis.


									Project			All of the clinical risk analysis activities defined in the Clinical Risk Management Plan for the Health IT System have been conducted. The process may halt when no hazards are identified for the Health IT System. When this occurs, provided evidence to support this judgement is recorded then [Yes] can be selected.


			4.1.2			Clinical risk analysis SHOULD be carried out by a multi-disciplinary group including a Clinical Safety Officer.			Project			There is evidence which shows that the clinical risk analysis has been undertaken by a multi-disciplined group.


			4.1.3			The extent of clinical risk analysis MUST be commensurate with the scale, complexity and level of clinical risk associated with the deployment.			Project			There is evidence to show that the clinical risk analysis is appropriate to the deployment.


			4.2			Health IT System scope definition


			4.2.1			The Health Organisation MUST define the clinical scope of the Health IT System which is to be deployed.			Project			The clinical scope of the Health IT System has been defined.


			4.2.2			The Health Organisation MUST define the intended use of the Health IT System which is to be deployed.			Project			The intended use of the Health IT System has been defined.


			4.2.3			The Health Organisation MUST define the operational environment and users of the Health IT System which is to be deployed.			Project			The operational environment and users of the Health IT System has been defined.


			4.3			Identification of hazards to patients


			4.3.1			The Health Organisation MUST identify and document known and foreseeable hazards to patients in both normal and fault conditions through the introduction and use of the Health IT System			Project			There is evidence to demonstrate that known and foreseeable hazards to patients with respect to the intended use of the Health IT System in both normal and fault conditions have been recorded. 


			4.4			Estimation of the clinical risks


			4.4.1			For each identified hazard the Health Organisation MUST estimate, using the criteria specified in the Clinical Risk Management Plan:
• the severity of the hazard
• the likelihood of the hazard
• the resulting clinical risk.			Project			The clinical risk for each hazard has been estimated according to the criteria in the Clinical Risk Management Plan.
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Section 5


			Ref #			Requirement			Area			Evidence supporting compliance (include project references where appropriate)			Compliance





			5			Clinical risk evaluation


			5.1			Initial clinical risk evaluation


			5.1.1			For each identified hazard, the Health Organisation MUST evaluate whether the initial clinical risk is acceptable. This evaluation MUST use the risk acceptability criteria defined in the Clinical Risk Management Plan.			Mgt System			The Health Organisation has a defined process for the evaluation of clinical risk.


									Project			Risk acceptably criteria have been defined in the Clinical Risk Management Plan for the Health IT System.


									Project			There is evidence to demonstrate that clinical risk has been calculated for each hazard in accordance with the defined evaluation process and risk acceptability criteria.


			5.1.2			If the initial clinical risk is acceptable, then the risk control requirements defined in sections 6.1 to 6.3 do not apply to this hazard. 			Project			There is evidence to demonstrate that the risk control requirements defined in sections 6.1 to 6.3 have been applied to all unacceptable clinical risks. 
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Section 6


			Ref #			Requirement			Area			Evidence supporting compliance (include project references where appropriate)			Compliance





			6			Clinical risk control


			6.1			Clinical risk control option analysis


			6.1.1			The Health Organisation MUST identify appropriate clinical risk control measures to remove an unacceptable clinical risk.			Mgt System			The Health Organisation has a defined process for clinical risk control.


									Project			There is evidence to demonstrate the identification of clinical risk control measures.


			6.1.2			Proposed clinical risk control measures MUST be assessed by the Health Organisation to determine whether:
• new hazards will be introduced as a result of the measures
• the clinical risks for previously identified hazards will be affected.			Project			There is evidence to demonstrate that proposed clinical risk control measures have been assessed.


			6.1.3			The Health Organisation MUST manage any new hazards or increased clinical risks in accordance with sections 4.4 to 6.4.			Project			There is evidence to demonstrate that new hazards or increased risk have been managed in accordance with the stated sections.


			6.1.4			The Health Organisation MUST evaluate the residual clinical risk. This evaluation MUST use the risk acceptability criteria defined in the Clinical Risk Management Plan.			Project			There is evidence to demonstrate that residual clinical risk control has been assessed.


			6.1.5			Where a residual clinical risk is judged unacceptable, the Health Organisation MUST identify additional clinical risk control measures in order to reduce the clinical risk.			Project			There is evidence to demonstrate that additional clinical risk control measured have been considered when the residual clinical risk is judged unacceptable.


			6.1.6			If the Health Organisation determines that no suitable risk control measures are possible then the Health Organisation MUST conduct a clinical risk benefit analysis of the clinical risk (section 6.2).			Project			There is evidence of clinical risk benefit analysis for situations when no clinical risk control measures are possible.


			6.2			Clinical risk benefit analysis


			6.2.1			Where a residual clinical risk is deemed unacceptable and further clinical risk control is not practicable, the Health Organisation MUST determine if the clinical benefits of the intended use outweigh the residual clinical risk.  			Project			There is evidence to demonstrate that the clinical benefits of the intended use outweigh the residual clinical risk.


			6.2.2			If the clinical benefits do not outweigh the residual clinical risk, then the clinical risk remains unacceptable and the deployment SHOULD be re-appraised. 			Project			There is evidence to demonstrate that the project has been re-appraised when the residual clinical risk remains unacceptable.
If the deployment continues following re-appraisal then a justification for this decision, along with the appropriate analysis, shall be recorded.


			6.3			Implementation of clinical risk control measures


			6.3.1			The Health Organisation MUST implement the clinical risk control measures identified in section 6.1.1.			Project			There is evidence to demonstrate that all clinical risk control measures has been implemented.


			6.3.2			The Health Organisation MUST verify each clinical risk control measure implemented under 6.3.1.			Project			There is evidence to demonstrate that the implementation of all clinical risk control measures has been verified.


			6.3.3			The Health Organisation MUST verify the effectiveness of each clinical risk control measure implemented under 6.3.1.			Project			There is evidence to demonstrate that the effectiveness of all clinical risk control measures has been verified.


			6.4			Completeness of clinical risk control


			6.4.1			The Health Organisation MUST ensure that the clinical risks from all identified hazards have been considered and accepted. 			Project			There is evidence to demonstrate that all hazards have been considered and accepted.
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Section 7


			Ref #			Requirement			Area			Evidence supporting compliance (include project references where appropriate)			Compliance





			7			Deployment, Maintenance and Decommission


			7.1			Deployment


			7.1.1			The Health Organisation MUST assess any local customisations prior to deployment. 			Mgt System			The Health Organisation has a defined process for assessing local customisation to a Health IT System.


									Project			There is evidence to demonstrate any local customisations to the Health IT System have been reviewed before deployment.


			7.1.2			The Health Organisation MUST undertake a formal review of the Health IT System prior to its deployment to ensure that all of the requirements of this standard have been addressed.			Project			There is evidence to show that a review of the Health IT System against the requirements of the standard has been undertaken.


			7.1.3			The results of this review MUST be recorded in the Clinical Safety Case Report.			Project			The review of the Health IT System is documented in the Clinical Safety Case Report.


			7.2			Post-deployment monitoring


			7.2.1			The Health Organisation MUST establish, document and maintain a process to collect and review reported safety concerns and safety incidents for the Health IT System following its deployment.			Mgt System			The Health Organisation has a defined process for post deployment monitoring.


									Project			There is evidence to demonstrate that safety concerns and safety incidents are being recorded.


			7.2.2			The Health Organisation MUST assess the impact of any such information on the on-going validity of the Clinical Safety Case.			Project			There is evidence to demonstrate that the impact of safety concerns or safety incidents is being considered.


			7.2.3			Where any such evidence is assessed to undermine the Clinical Safety Case, the Health Organisation MUST take appropriate corrective action in accordance with the Clinical Risk Management Plan and document it in the Clinical Safety Case Report.			Project			Any corrective action is recorded in the Clinical Safety Case Report.


			7.2.4			The Health Organisation MUST ensure safety related incidents are reported and resolved in a timely manner. 			Project			There is evidence to demonstrate that safety incidents are being resolved in a timely manner.


			7.2.5			A record of safety incidents, including their resolution, MUST be maintained by the Health Organisation in a Safety Incident Management Log.			Project			Safety incidents are recorded in the Safety Incident Management Log.


			7.3			Maintenance


			7.3.1			The Health Organisation MUST apply their clinical risk management process to any modifications or updates of the deployed Health IT System. 			Mgt System			The Health Organisation has a defined process for post deployment modifications and updates.


									Project			There is evidence to demonstrate the application of clinical risk control management associated with modifications and upgrades.


			7.3.2			The application of this process MUST be commensurate with the scale and extent of the change and the introduction of any new clinical risks.			Project			There is evidence to demonstrate the process is commensurate with the defined criteria.


			7.3.3			The Health Organisation MUST issue a Clinical Safety Case Report to support any modifications to the Health IT System that changes its clinical risk.			Project			A Clinical Safety Case Report has been issued to support any modifications.


			7.4			Decommission


			7.4.1			The Health Organisation MUST apply their clinical risk management process to a Health IT System that is being decommissioned.			Mgt System			The Health Organisation has a defined process for the decommissioning of a Health IT System.


									Project			There is evidence to demonstrate the application of the decommissioning process.


			7.4.2			The application of this process MUST take into account the deployment of any succeeding Health IT System. 			Project			There is evidence to demonstrate that any succeeding Health IT System has been taken into account.


			7.4.3			The application of this process MUST take into account the migration of data between the decommissioned Health IT System and the succeeding Health IT System. 			Project			There is evidence to demonstrate appropriate migration of data.


			7.4.4			The Health Organisation MUST issue a Clinical Safety Case Report to support decommissioning of the Health IT System.			Project			A Clinical Safety Case Report has been issued to support decommissioning of the Health IT System.
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			This is a standard template that has been designed to help you create a Hazard Log.

Text in blue is advice and guidance, which must be deleted from your final document, including this text. 
Text within ‘< >’ must be replaced by the appropriate text for your project. All other text should remain in the final document.

At present the header block and the Version History present the information associated with this template in Red. This information is to be replaced with the references pertinent with the new document.  














Version History


			Amendment History


			Version			Date			Amendment History


			0.1			8/9/19



































			Reviewers


			This document must be reviewed by the following:


			Name						Title / Responsibility			Date			Version


			Mr 			Robert Hickingbotham			CEO and Founder Synanetics 


			DR Jason Broch 						Clinical Lead 





			Approved


			This document must be approved by the following:


			Name						Title / Responsibility			Date			Version


			Lee Rickles 						Yorkshire & Humber Care Record Programme Director








			Distribution








			Document Status:


			The controlled copy of this document is maintained in the NHS Digital corporate network. Any copies of this document held outside of that area, in whatever format (e.g. paper, email attachment), are considered to have passed out of control and should be checked for currency and validity.








1Synchronous Query


			Hazard 																		Initial Risk Rating 									Additional Controls												Residual Hazard Risk Rating


			Num			Hazard Name			Hazard Description			Potential Clinical Impact			Possible Causes			Existing Controls			Consequence			Likelihood			Risk			Design			Test			Training			BPC			Consequence			Likelihood			Risk			Summary of Actions			Owner			Status


			1.1			Service is Unavailable, or Access is Denied			A data consumer is either unable to connect to the System of Systems or their connection is rejected. Care professionals are unable to access data about their patient or client which is held by care settings other than their own			Use of the System-of-Systems is limited to 5 participants with point to point data access requirements. The information available is new to clinicians and established care practises have operated until recently without access to regional data. Clinicians will revert easily to previous ways of working. 
Client software will be aware of a dropped connection and will be able to inform clinicians that a fault has occurred. Clinicians will be able to distinguish no data being available from a fault preventing access.
			a hardware or software fault results in system unavailability			Software components are hosted in a virtualised environment on hardware with inbuilt redundancy. The hypervisor provides for high availability and will automatically re-instantiate non-functional components.
Components are monitored and a service desk automatically informed of a range of conditions. Service availability could be monitored using an external arbiter if a use case were to justify it.
Faults are logged and it is possible to establish the root cause of a failure.
			Minor			Medium			2						Service availability could be monitored using an external arbiter if a use case were to justify it.									Minor			Low			1						All			Open


			1.2			Service is Unavailable, or Access is Denied			A data consumer is either unable to connect to the System of Systems or their connection is rejected. Care professionals are unable to access data about their patient or client which is held by care settings other than their own			Use of the System-of-Systems is limited to 5 participants with point to point data access requirements. The information available is new to clinicians and established care practises have operated until recently without access to regional data. Clinicians will revert easily to previous ways of working. 
Client software will be aware of a dropped connection and will be able to inform clinicians that a fault has occurred. Clinicians will be able to distinguish no data being available from a fault preventing access.
			data is corrupted through faulty disks or a software error to an extent that is causes a loss of service			Components are designed to be stateless where possible with few dependencies on data. Exceptions are configuration data, the master patient index, consent policies, master records for patient, practitioners and organisations. A copy of configurations is held in a source control repository and other data is backed up daily. A backup can be restored within two hours. 
Master data can be recreated by replaying messages from participants and other sources.
.			Minor			Medium			2						Service availability could be monitored using an external arbiter if a use case were to justify it.									Minor			Low			1						All			Open


			1.3			Service is Unavailable, or Access is Denied			A data consumer is either unable to connect to the System of Systems or their connection is rejected. Care professionals are unable to access data about their patient or client which is held by care settings other than their own			Use of the System-of-Systems is limited to 5 participants with point to point data access requirements. The information available is new to clinicians and established care practises have operated until recently without access to regional data. Clinicians will revert easily to previous ways of working. 
Client software will be aware of a dropped connection and will be able to inform clinicians that a fault has occurred. Clinicians will be able to distinguish no data being available from a fault preventing access.
			a DNS, firewall configuration change or a certificate revocation denies access to an individual participant.			Firewall and certificate changes are controlled by a Change Advisory Board.
Certificate signing and revocation is software controlled and audited. Only privileged system administrators are able to revoke a certificate.
Mutual TLS authentication is not operational. A participant will not be denied access because of a DNS entry.
			Minor			Very Low			1						Service availability could be monitored using an external arbiter if a use case were to justify it.									Minor			Very Low			1						All			Open


			1.4			Service is Unavailable, or Access is Denied			A data consumer is either unable to connect to the System of Systems or their connection is rejected. Care professionals are unable to access data about their patient or client which is held by care settings other than their own			Use of the System-of-Systems is limited to 5 participants with point to point data access requirements. The information available is new to clinicians and established care practises have operated until recently without access to regional data. Clinicians will revert easily to previous ways of working. 
Client software will be aware of a dropped connection and will be able to inform clinicians that a fault has occurred. Clinicians will be able to distinguish no data being available from a fault preventing access.
			a software update introduces a fault.			Software changes are controlled by a Change Advisory Board. All changes must be accompanied by a remediation plan.
Software is subjected to continuous integration testing which highlights regressive behaviour.
Software source code is maintained in a public source code repository. Problematic changes can be easily backed out.
			Minor			High			2			Maintenance is controlled by a Change Advisory Board			Service availability could be monitored using an external arbiter if a use case were to justify it.									Minor			Medium			2						All			Open


			1.5			Service is Unavailable, or Access is Denied			A data consumer is either unable to connect to the System of Systems or their connection is rejected. Care professionals are unable to access data about their patient or client which is held by care settings other than their own			Use of the System-of-Systems is limited to 5 participants with point to point data access requirements. The information available is new to clinicians and established care practises have operated until recently without access to regional data. Clinicians will revert easily to previous ways of working. 
Client software will be aware of a dropped connection and will be able to inform clinicians that a fault has occurred. Clinicians will be able to distinguish no data being available from a fault preventing access.
			planned maintenance results in downtime.			Maintenance is controlled by a Change Advisory Board 
Any maintenance requiring downtime will be scheduled outside of peak operational hours
			Minor			Very High			3															Minor			Very High			3						All			Open


			1.6			Service is Unavailable, or Access is Denied			A data consumer is either unable to connect to the System of Systems or their connection is rejected. Care professionals are unable to access data about their patient or client which is held by care settings other than their own			Use of the System-of-Systems is limited to 5 participants with point to point data access requirements. The information available is new to clinicians and established care practises have operated until recently without access to regional data. Clinicians will revert easily to previous ways of working. 
Client software will be aware of a dropped connection and will be able to inform clinicians that a fault has occurred. Clinicians will be able to distinguish no data being available from a fault preventing access.
			an erroneous consent policy denies access to all data to an individual participant			During this phase consent policies are likely to be simple and binary: to allow all data or no data in a given context. The potential for mistake is low,
Policies will be applied by a system administrator who has been trained in the potential for impacting service availability.
			Minor			Very Low			1			Software changes are controlled by a Change Advisory Board. All changes must be accompanied by a remediation plan; Software changes move through a staging environment prior to application to live. The staging environment has data which is representative of live and endpoint simulators which replicate the behaviour of data providers			Software is subjected to continuous integration testing which highlights regressive behaviour.									Minor			Very Low			1						All			Open


			2.1			Query Results are Corrupted			Data returned from the System of Systems to a data consumer are not reflective of data supplied by data providers.			Clinicians are making decisions based on data returned by the System of Systems. Data corruption may be subtle and undetectable by the clinician. The wrong decision could adversely impact the care of a patient. Use of the System-of-Systems is limited to 5 participants and the impact will be localised.			Possible cause: a software fault corrupts FHIR resources in transit.			Corruption to the structure of FHIR resources will result in them being unreadable by client software. Guidance provided to data consumers recommends that the end-user is informed of detectable data errors so reducing the possibility of misinformed decision.
FHIR resources can optionally be validated against schemas and coding systems prior to release by the System of Systems. Validation is enabled after any software upgrade or after onboarding a participant.
Software is coded to a design which minimises manipulation for resource content to a few essential operations.
			Major			Low			3															Major			Low			3						All			Open


			2.2			Query Results are Corrupted			Data returned from the System of Systems to a data consumer are not reflective of data supplied by data providers.			Clinicians are making decisions based on data returned by the System of Systems. Data corruption may be subtle and undetectable by the clinician. The wrong decision could adversely impact the care of a patient. Use of the System-of-Systems is limited to 5 participants and the impact will be localised.			: deduplication rules cause references to local resource to be replaced with a reference to a regional resource representing a different concept			Only patients, practitioner and organisation references are deduplicated. Deduplication is made on a deterministic basis (i.e. a simple identifier is used to determine resource equivalence). This is simple to test, and behaviour is predictable.
Automated tests validate regional resource references for 100+ sample queries aligned with wave 1 use cases.
			Significant			Low			2			Software is coded to a design which minimises manipulation for resource content to a few essential operations			FHIR resources can optionally be validated against schemas and coding systems prior to release by the System of Systems. Validation is enabled after any software upgrade or after onboarding a participant.									Significant			Low			2						All			Open


			3.1			Query Results are Incomplete			A result set returned to a data consumer is missing data items which are known to one or more data providers.			Clinicians are making decisions based on information returned by the System of Systems. An absence of data may cause an incorrect decision to be made with consequences for the patient. However, participation in the YHCR is limited to 5 organisations, data available is inherently incomplete, and this will be known to users. No reliance will be made on data completeness. 			a data provider is inaccessible due to a network failure or other technical problem and no data can be obtained from this source for a period of time.			The System-of-Systems inserts information into the result set returned to the data consumer detailing that the data provider is unavailable. Client software can inform users that data is missing from potential sources.
Guidance provided to data consumers recommends that the end-user is informed of reported data quality issues so reducing the possibility of misinformed decision.
Connectivity is monitored and a service desk automatically informed if a connection is unavailable for an extended period. 
			Significant			Medium			2															Significant			Medium			2						All			Open


			3.2			Query Results are Incomplete			A result set returned to a data consumer is missing data items which are known to one or more data providers.			Clinicians are making decisions based on information returned by the System of Systems. An absence of data may cause an incorrect decision to be made with consequences for the patient. However, participation in the YHCR is limited to 5 organisations, data available is inherently incomplete, and this will be known to users. No reliance will be made on data completeness. 			a data provider supplies only subset of data known to the care provider. For example, data may be available for only a subset of services performed.			Wave 1 participants are going live with point to point use cases for which data availability has been established as a prerequisite.			Significant			Low			2															Significant			Low			2						All			Open


			3.3			Query Results are Incomplete			A result set returned to a data consumer is missing data items which are known to one or more data providers.			Clinicians are making decisions based on information returned by the System of Systems. An absence of data may cause an incorrect decision to be made with consequences for the patient. However, participation in the YHCR is limited to 5 organisations, data available is inherently incomplete, and this will be known to users. No reliance will be made on data completeness. 			a software fault leads to data being lost in transit.			Automated tests validate regional resource references for 100+ sample queries aligned with wave 1 use cases			Significant			Low			2															Significant			Low			2						All			Open


			3.4			Query Results are Incomplete			A result set returned to a data consumer is missing data items which are known to one or more data providers.			Clinicians are making decisions based on information returned by the System of Systems. An absence of data may cause an incorrect decision to be made with consequences for the patient. However, participation in the YHCR is limited to 5 organisations, data available is inherently incomplete, and this will be known to users. No reliance will be made on data completeness. 			an erroneous consent policy results in data being wrongly withheld			During this phase consent policies are likely to be simple and binary: to allow all data or no data in a given context. The potential for mistake is low,
Policies will be applied by a system administrator who has been trained in the potential for impacting service availability.
			Significant			Very Low			1															Significant			Very Low			1						All			Open


			4.1			Service is Non-Performant			In this mode of use, performance is critical to the user experience. Queries are executed synchronously, and the latency of the System of Systems directly impacts the usability of client software.			Use of the System-of-Systems is limited to 5 participants with point to point data access requirements. The information available is new to clinicians and established care practises have operated until recently without access to regional data. Clinicians who are intolerant of poorly performant software will revert to previous methods.			 poorly designed client software results in a concentration of service demand which impacts performance for other data consumers.			Application level monitoring tracks transaction round-trip time. A service desk is alerted if sustained round-trip times rises above a configurable level. 
Individual data consumers access rights can be suspended.
Data consumers are only accepted as participants following an onboarding process which involves assuring the interactions between client software and the System of Systems.
			Minor			High			2															Minor			High			2						All			Open


			4.2			Service is Non-Performant			In this mode of use, performance is critical to the user experience. Queries are executed synchronously, and the latency of the System of Systems directly impacts the usability of client software.			Use of the System-of-Systems is limited to 5 participants with point to point data access requirements. The information available is new to clinicians and established care practises have operated until recently without access to regional data. Clinicians who are intolerant of poorly performant software will revert to previous methods.			a poorly performant data providers impacts overall System of Systems performance.			Connections form the System-of-Systems to data providers time out after a configurable period. The System-of-Systems inserts information into the result set returned to the data consumer detailing that data from particular data providers is not available. Client software can inform users that data is missing from potential sources.
The regional FHIR Proxy has been performance tested on data volumes which are representative of those encountered at a major care setting. Response times for typical queries are in the order of 200ms on moderately sized server (4 core).
			Minor			High			2															Minor			High			2						All			Open


			4.3			Service is Non-Performant			In this mode of use, performance is critical to the user experience. Queries are executed synchronously, and the latency of the System of Systems directly impacts the usability of client software.			Use of the System-of-Systems is limited to 5 participants with point to point data access requirements. The information available is new to clinicians and established care practises have operated until recently without access to regional data. Clinicians who are intolerant of poorly performant software will revert to previous methods.			cumulative demand from all data consumers exceeds capacity of System of Systems			The System-of-Systems has been sized to support the known use cases of the 5 pilot participants. The System-of-Systems has been stress tested to prove support for a sustained demand of 10 queries per second.
The System-of-Systems is hosted on a virtualised environment and the solution has been architected to efficiently utilise available CPU cores. Subject to software license considerations, the platform can be scaled fluidly. 
			Minor			Low			1															Minor			Low			1						All			Open
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2 Asynchronous Query 


			Hazard 																		Initial Risk Rating 									Additional Controls												Residual Hazard Risk Rating


			Num			Hazard Name			Hazard Description			Potential Clinical Impact			Possible Causes			Existing Controls			Consequence			Likelihood			Risk			Design			Test			Training			BPC			Consequence			Likelihood			Risk			Summary of Actions			Owner			Status


			5.1			Service is Unavailable, or Access is Denied			A data consumer is either unable to register an asynchronous query because they cannot connect to the System-of-Systems or their connection is rejected. There is a consequential delay in acquiring data for analysis.			The PHM platform is being developed and will not be operational during this deployment phase. As this is the only projected use of the asynchronous query service then there is no impact of service unavailability.			a hardware or software fault results in system unavailability																																	


			5.2			Service is Unavailable, or Access is Denied			A data consumer is either unable to register an asynchronous query because they cannot connect to the System-of-Systems or their connection is rejected. There is a consequential delay in acquiring data for analysis.			The PHM platform is being developed and will not be operational during this deployment phase. As this is the only projected use of the asynchronous query service then there is no impact of service unavailability.			data is corrupted through faulty disks or a software error to an extent that is causes a loss of service.																																	


			5.3			Service is Unavailable, or Access is Denied			A data consumer is either unable to register an asynchronous query because they cannot connect to the System-of-Systems or their connection is rejected. There is a consequential delay in acquiring data for analysis.			The PHM platform is being developed and will not be operational during this deployment phase. As this is the only projected use of the asynchronous query service then there is no impact of service unavailability.			a DNS, firewall configuration change or a certificate revocation denies access to an individual participant.																																	


			5.4			Service is Unavailable, or Access is Denied			A data consumer is either unable to register an asynchronous query because they cannot connect to the System-of-Systems or their connection is rejected. There is a consequential delay in acquiring data for analysis.			The PHM platform is being developed and will not be operational during this deployment phase. As this is the only projected use of the asynchronous query service then there is no impact of service unavailability.			a software update introduces a fault																																	


			5.5			Service is Unavailable, or Access is Denied			A data consumer is either unable to register an asynchronous query because they cannot connect to the System-of-Systems or their connection is rejected. There is a consequential delay in acquiring data for analysis.			The PHM platform is being developed and will not be operational during this deployment phase. As this is the only projected use of the asynchronous query service then there is no impact of service unavailability.			planned maintenance results in downtime.																																	


			5.6			Service is Unavailable, or Access is Denied			A data consumer is either unable to register an asynchronous query because they cannot connect to the System-of-Systems or their connection is rejected. There is a consequential delay in acquiring data for analysis.			The PHM platform is being developed and will not be operational during this deployment phase. As this is the only projected use of the asynchronous query service then there is no impact of service unavailability.			an erroneous consent policy denies access to all data to an individual participant																																	


			6.1			Query Results are Corrupted			Data collected from the System-of-Systems by a data consumer are not reflective of data collected from data providers.			The PHM platform is being developed and will not be operational during this deployment phase. As this is the only projected use of the asynchronous query service then there is no impact of data corruption.			a software fault corrupts FHIR resources in transit																																	


			6.2			Query Results are Corrupted			deduplication rules cause references to local resource to be replaced with a reference to a regional resource representing a different concept			The PHM platform is being developed and will not be operational during this deployment phase. As this is the only projected use of the asynchronous query service then there is no impact of data corruption.			deduplication rules cause references to local resource to be replaced with a reference to a regional resource representing a different concept																																	


			7.1			Query Results are Incomplete			A result set returned to a data consumer is missing data items which are known to one or more data providers.			The PHM platform is being developed and will not be operational during this deployment phase. As this is the only projected use of the asynchronous query service then there is no impact of data corruption.			a data provider is inaccessible due to a network failure or other technical problem and an asynchronous query cannot be placed with the data provider.																																	


			7.2			Query Results are Incomplete			A result set returned to a data consumer is missing data items which are known to one or more data providers.			The PHM platform is being developed and will not be operational during this deployment phase. As this is the only projected use of the asynchronous query service then there is no impact of data corruption.			a data provider supplies only subset of data known to the care provider. For example, data may be available for only a subset of services performed																																	


			7.3			Query Results are Incomplete			A result set returned to a data consumer is missing data items which are known to one or more data providers.			The PHM platform is being developed and will not be operational during this deployment phase. As this is the only projected use of the asynchronous query service then there is no impact of data corruption.			a software fault leads to asynchronous queries not being placed with certain data providers.																																	


			7.4			Query Results are Incomplete			A result set returned to a data consumer is missing data items which are known to one or more data providers.			The PHM platform is being developed and will not be operational during this deployment phase. As this is the only projected use of the asynchronous query service then there is no impact of data corruption.			a software fault leads to asynchronous query results not being picked up from certain data providers																																	


			7.5			Query Results are Incomplete			A result set returned to a data consumer is missing data items which are known to one or more data providers.			The PHM platform is being developed and will not be operational during this deployment phase. As this is the only projected use of the asynchronous query service then there is no impact of data corruption.			an erroneous consent policy results in data being wrongly withheld																																	


			8.1			Service is Non-Performant			There are 3 distinct aspects to the service which might contribute to the hazard:
1. Data consumers periodically poll the System-of-Systems to determine progress on the collection of asynchronous query results. The service operates synchronously and a poorly performant service might cause client software to time out before a response is obtained. 
2. Query results collected from data providers are processed by the System-of-Systems prior to release to data consumers. A poorly performant service may add a delay to results being available for collection.
3. Data consumers collect query results from the System-of-Systems using a synchronous request. A poorly performant service might cause client software to time out before a response is obtained.
			The PHM platform is being developed and will not be operational during this deployment phase. As this is the only projected use of the asynchronous query service then there is no impact of non-performant services.			poorly designed software results in a processing bottleneck																																	


			8.2			Service is Non-Performant			There are 3 distinct aspects to the service which might contribute to the hazard:
1. Data consumers periodically poll the System-of-Systems to determine progress on the collection of asynchronous query results. The service operates synchronously and a poorly performant service might cause client software to time out before a response is obtained. 
2. Query results collected from data providers are processed by the System-of-Systems prior to release to data consumers. A poorly performant service may add a delay to results being available for collection.
3. Data consumers collect query results from the System-of-Systems using a synchronous request. A poorly performant service might cause client software to time out before a response is obtained.
			The PHM platform is being developed and will not be operational during this deployment phase. As this is the only projected use of the asynchronous query service then there is no impact of non-performant services.			cumulative demand from all data consumers exceeds capacity of System of Systems																																	


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																








3 Subscriptions 


			Hazard 																		Initial Risk Rating 									Additional Controls												Residual Hazard Risk Rating


			Num			Hazard Name			Hazard Description			Potential Clinical Impact			Possible Causes			Existing Controls			Consequence			Likelihood			Risk			Design			Test			Training			BPC			Consequence			Likelihood			Risk			Summary of Actions			Owner			Status


			9.1			Service is Unavailable, or Access is Denied			New subscriptions cannot be registered by data consumers. Data providers are unable to send notification of an event matching a subscription			There are only a few use cases among the pilot organisations which rely on subscriptions. Of these only one is time critical: notification to a metal health care team that a ‘frequent-flyer’ has contacted 111 or 999. The impact of a subscription notification not reaching the care team has low clinical impact: a patient is unnecessarily attended to by an ambulance. Non-time critical subscription usage is not impacted so long as data is not lost due an outage and the outage is resolved within a few hours.			a hardware or software fault results in system unavailability			Software components are hosted in a virtualised environment on hardware with inbuilt redundancy. The hypervisor provides for high availability and will automatically re-instantiate non-functional components.
Components are monitored and a service desk automatically informed of a range of conditions. Service availability could be monitored using an external arbiter if a use case were to justify it.
Faults are logged and it is possible to establish the root cause of a failure.
			Significant			Medium			2															Significant			Medium			2						All			Open


			9.2			Service is Unavailable, or Access is Denied			New subscriptions cannot be registered by data consumers. Data providers are unable to send notification of an event matching a subscription			There are only a few use cases among the pilot organisations which rely on subscriptions. Of these only one is time critical: notification to a metal health care team that a ‘frequent-flyer’ has contacted 111 or 999. The impact of a subscription notification not reaching the care team has low clinical impact: a patient is unnecessarily attended to by an ambulance. Non-time critical subscription usage is not impacted so long as data is not lost due an outage and the outage is resolved within a few hours.			: data is corrupted through faulty disks or a software error to an extent that is causes a loss of service.			Components are designed to be stateless where possible with few dependencies on data. Exceptions are configuration data, the master patient index, consent policies, master records for patient, practitioners and organisations. A copy of configurations is held in a source control repository and other data is backed up daily. A backup can be restored within two hours. 
Master data can be recreated by replaying messages from participants and other sources. In particular, subscription data can be recreated by querying the subscription resources from the providers.
			Significant			Medium			2															Significant			Medium			2						All			Open


			9.3			Service is Unavailable, or Access is Denied			New subscriptions cannot be registered by data consumers. Data providers are unable to send notification of an event matching a subscription			There are only a few use cases among the pilot organisations which rely on subscriptions. Of these only one is time critical: notification to a metal health care team that a ‘frequent-flyer’ has contacted 111 or 999. The impact of a subscription notification not reaching the care team has low clinical impact: a patient is unnecessarily attended to by an ambulance. Non-time critical subscription usage is not impacted so long as data is not lost due an outage and the outage is resolved within a few hours.			a DNS, firewall configuration change or a certificate revocation denies access to an individual participant			Firewall and certificate changes are controlled by a Change Advisory Board.
Certificate signing and revocation is software controlled and audited. Only privileged system administrators can revoke a certificate.
Mutual TLS authentication is not operational. A participant will not be denied access because of a DNS entry.
			Minor			Medium			2															Minor			Medium			2						All			Open


			9.4			Service is Unavailable, or Access is Denied			New subscriptions cannot be registered by data consumers. Data providers are unable to send notification of an event matching a subscription			There are only a few use cases among the pilot organisations which rely on subscriptions. Of these only one is time critical: notification to a metal health care team that a ‘frequent-flyer’ has contacted 111 or 999. The impact of a subscription notification not reaching the care team has low clinical impact: a patient is unnecessarily attended to by an ambulance. Non-time critical subscription usage is not impacted so long as data is not lost due an outage and the outage is resolved within a few hours.			: a software update introduces a fault			Software changes are controlled by a Change Advisory Board. All changes must be accompanied by a remediation plan.
Software is subjected to continuous integration testing which highlights regressive behaviour.
Software source code is maintained in a public source code repository. Problematic changes can be easily backed out.
			Significant			High			3															Significant			High			3						All			Open


			9.5			Service is Unavailable, or Access is Denied			New subscriptions cannot be registered by data consumers. Data providers are unable to send notification of an event matching a subscription			There are only a few use cases among the pilot organisations which rely on subscriptions. Of these only one is time critical: notification to a metal health care team that a ‘frequent-flyer’ has contacted 111 or 999. The impact of a subscription notification not reaching the care team has low clinical impact: a patient is unnecessarily attended to by an ambulance. Non-time critical subscription usage is not impacted so long as data is not lost due an outage and the outage is resolved within a few hours.			planned maintenance results in downtime			Maintenance is controlled by a Change Advisory Board 
Any maintenance requiring downtime will be scheduled outside of peak operational hours
			Minor			Very High			3															Minor			Very High			3						All			Open


			10.1			Subscription and related data is corrupted			Data provided via the System-of-Systems through the subscription mechanism to a data consumer is not reflective of data supplied by data providers. 			Use cases are targeted to process improvement rather than informing clinical decisions. Data corruption might lead to inefficiencies in clinical processes but will have low impact on patient safety. 			a software fault corrupts FHIR resources delivered through a subscription notification.			Model consumer software, as developed by the YHCR, validates the structure of FHIR resources and rejects an attempt to deliver a subscription notification with an invalid payload.
The System-of-Systems logs and monitors consumer responses and operators are promptly informed of failed delivery attempts.
Subscription notifications use the same processing pathway as the much higher volume synchronous query pattern. The same validation is possible, and any software faults are likely to manifest themselves initially through user interfaces used for direct care. 
Software is coded to a design which minimises manipulation for resource content to a few essential operations.
			Significant			Very Low			1															Significant			Very Low			1						All			Open


			10.2			Subscription and related data is corrupted			Data provided via the System-of-Systems through the subscription mechanism to a data consumer is not reflective of data supplied by data providers. 			Use cases are targeted to process improvement rather than informing clinical decisions. Data corruption might lead to inefficiencies in clinical processes but will have low impact on patient safety. 			a software fault corrupts FHIR subscriptions distributed to data providers			General corruption to the structure of the FHIR resource will be detected by the receiving data provider. The model FHIR proxy validates resource structure and rejects an attempt to create an invalid subscription.  
The System-of-Systems logs, and monitors consumer responses and operators are promptly informed of failed delivery attempts.
Corruption of the FHIR search path is possible and may lead to inoperable subscriptions or incorrect event notifications. Software units that manipulate search paths are tested using test plans based on pilot use cases. Corruption can be automatically rectified by revoking the original subscription and replaying the subscription made with the System of Systems
			Significant			Very Low			1															Significant			Very Low			1						All			Open


			11.1			Subscriptions or notifications are lost in transit			Subscriptions are either not dispatched by the System-of-Systems to relevant data providers or subscription results are not returned to subscribing data consumers. The effect being that the notifications which are expected by a data consumer do not arrive.
Patient-centric subscriptions should be dispatched to all data providers who have registered contact with the patient with the System of Systems. Other subscriptions should be dispatched to all data providers. Any deviation from this rule is incorrect behaviour and will result in lost data.
Subscription results received by the System-of-Systems should be dispatched to all data consumers making the subscription.
			Use cases are targeted at process improvement rather than informing clinical decisions. Incorrect subscription dispatch will result in events not being communicated to data consumers. This might lead to inefficiencies in clinical processes but will have low impact on patient safety.			an incorrect misconfiguration of the participant registry associates a logical provider identity with a different provider’s endpoint address. As a consequence, subscriptions are registered with the wrong provider			Configuration changes are controlled by a Change Advisory Board. All changes must be accompanied by a remediation plan.
Automated implementation testing using messages containing synthetic data can ensure routing of messages is correct.
The same endpoint address will be used for subscriptions as for synchronous query. Mis-registration will be apparent during the onboarding process.
			Significant			Medium			2															Significant			Medium			2						All			Open


			11.2			Subscriptions or notifications are lost in transit			Subscriptions are either not dispatched by the System-of-Systems to relevant data providers or subscription results are not returned to subscribing data consumers. The effect being that the notifications which are expected by a data consumer do not arrive.
Patient-centric subscriptions should be dispatched to all data providers who have registered contact with the patient with the System of Systems. Other subscriptions should be dispatched to all data providers. Any deviation from this rule is incorrect behaviour and will result in lost data.
Subscription results received by the System-of-Systems should be dispatched to all data consumers making the subscription.
			Use cases are targeted at process improvement rather than informing clinical decisions. Incorrect subscription dispatch will result in events not being communicated to data consumers. This might lead to inefficiencies in clinical processes but will have low impact on patient safety.			a misconfiguration of the provider registry records an invalid endpoint address. As a consequence, subscriptions are not registered			Outgoing subscriptions are processed from a persistent message queue. An invalid endpoint address would cause the dispatching process to error and for the message to be suspended. Monitoring software alerts operators of the error, the endpoint address will be corrected, and service resumed without data loss. 			Significant			Low			2															Significant			Low			2						All			Open


			11.3			Subscriptions or notifications are lost in transit			Subscriptions are either not dispatched by the System-of-Systems to relevant data providers or subscription results are not returned to subscribing data consumers. The effect being that the notifications which are expected by a data consumer do not arrive.
Patient-centric subscriptions should be dispatched to all data providers who have registered contact with the patient with the System of Systems. Other subscriptions should be dispatched to all data providers. Any deviation from this rule is incorrect behaviour and will result in lost data.
Subscription results received by the System-of-Systems should be dispatched to all data consumers making the subscription.
			Use cases are targeted at process improvement rather than informing clinical decisions. Incorrect subscription dispatch will result in events not being communicated to data consumers. This might lead to inefficiencies in clinical processes but will have low impact on patient safety.			: a misconfiguration at a data provider causes the data provider to register their patient contact with a different provider. As a consequence patient centric subscriptions are registered with the wrong provider			An onboarding process validates that that PIX registrations are being made correctly at the point of go-live. 			Significant			High			3															Significant			High			3						All			Open


			11.4			Subscriptions or notifications are lost in transit			Subscriptions are either not dispatched by the System-of-Systems to relevant data providers or subscription results are not returned to subscribing data consumers. The effect being that the notifications which are expected by a data consumer do not arrive.
Patient-centric subscriptions should be dispatched to all data providers who have registered contact with the patient with the System of Systems. Other subscriptions should be dispatched to all data providers. Any deviation from this rule is incorrect behaviour and will result in lost data.
Subscription results received by the System-of-Systems should be dispatched to all data consumers making the subscription.
			Use cases are targeted at process improvement rather than informing clinical decisions. Incorrect subscription dispatch will result in events not being communicated to data consumers. This might lead to inefficiencies in clinical processes but will have low impact on patient safety.			an operator erroneously or maliciously corrupts PIX data. As a consequence, patient centric subscriptions are not registered with providers			Database access is restricted to small number of administrators with individual login credentials.
Database operations are audited, and audit records are periodically reviewed by an independent supervisor who does not have database administration privileges
			Significant			Medium			2															Significant			Medium			2						All			Open


			11.5			Subscriptions or notifications are lost in transit			Subscriptions are either not dispatched by the System-of-Systems to relevant data providers or subscription results are not returned to subscribing data consumers. The effect being that the notifications which are expected by a data consumer do not arrive.
Patient-centric subscriptions should be dispatched to all data providers who have registered contact with the patient with the System of Systems. Other subscriptions should be dispatched to all data providers. Any deviation from this rule is incorrect behaviour and will result in lost data.
Subscription results received by the System-of-Systems should be dispatched to all data consumers making the subscription.
			Use cases are targeted at process improvement rather than informing clinical decisions. Incorrect subscription dispatch will result in events not being communicated to data consumers. This might lead to inefficiencies in clinical processes but will have low impact on patient safety.			: a data provider registers a new patient contact with the System of Systems. A software error prevents patient-centric subscriptions for the patient being dispatched to the provider.			Software development is test led. Automated tests validate PIX processing and specifically the issuance of subscriptions based on new patient contact. 			Significant			Medium			2															Significant			Medium			2						All			Open


			11.6			Subscriptions or notifications are lost in transit			Subscriptions are either not dispatched by the System-of-Systems to relevant data providers or subscription results are not returned to subscribing data consumers. The effect being that the notifications which are expected by a data consumer do not arrive.
Patient-centric subscriptions should be dispatched to all data providers who have registered contact with the patient with the System of Systems. Other subscriptions should be dispatched to all data providers. Any deviation from this rule is incorrect behaviour and will result in lost data.
Subscription results received by the System-of-Systems should be dispatched to all data consumers making the subscription.
			Use cases are targeted at process improvement rather than informing clinical decisions. Incorrect subscription dispatch will result in events not being communicated to data consumers. This might lead to inefficiencies in clinical processes but will have low impact on patient safety.			a software fault leads to subscription results being lost in transit			Software development is test led. Automated tests prove operation of message pathways responsible for delivering subscription results.
Audit records are written of all subscription results received and dispatched. A fault can be detected and diagnosed.
Software logs record all processing data processing errors. An operator is autromatically alerted of all logged errors. Should an error be identified then Service Management ITIL processes are followed to formalise incident reporting and resolution through to software delivery and fix.
			Significant			Medium			2															Significant			Medium			2						All			Open


			11.7			Subscriptions or notifications are lost in transit			Subscriptions are either not dispatched by the System-of-Systems to relevant data providers or subscription results are not returned to subscribing data consumers. The effect being that the notifications which are expected by a data consumer do not arrive.
Patient-centric subscriptions should be dispatched to all data providers who have registered contact with the patient with the System of Systems. Other subscriptions should be dispatched to all data providers. Any deviation from this rule is incorrect behaviour and will result in lost data.
Subscription results received by the System-of-Systems should be dispatched to all data consumers making the subscription.
			Use cases are targeted at process improvement rather than informing clinical decisions. Incorrect subscription dispatch will result in events not being communicated to data consumers. This might lead to inefficiencies in clinical processes but will have low impact on patient safety.			data consumer endpoint is unavailable			Automated monitoring software provides notification of endpoint unavailability and queue levels to technical staff for action.
Support staff work with appropriate data consumer technical representatives to resolve.
Message queues are persisted. No data loss results from a failure to dispatch a notification.
			Minor			High			2															Minor			High			2						All			Open


			12.1			Service is Non-Performant			Subscriptions are inherently asynchronous in nature and so some delay between an event occurring and subscriber being notified is to be expected. The delay that is acceptable depends on the use case to which the technology is applied.
Terms of service for the System-of-Systems will be published and these will include a maximum latency for subscription delivery (within the boundary of responsibility and subject to performance of data consuming endpoints). This will be a key consideration for participants when designing services and it is reasonable to expect non-compliance to have significant consequences.
Of particular concern is poor performance which causes subscription throughput to fall below the rate at which subscription or notifications are delivered to the System-of-Systems for processing for an extended period of time. Such a situation could overload the service, disrupting service availability for an extended period of time and potentially impacting other modes of use
			There are only a few use cases among the pilot organisations which rely on subscriptions. Of these only one is time critical: notification to a metal health care team that a ‘frequent-flyer’ has contacted 111 or 999. The impact of a subscription notification not reaching the care team has low clinical impact: a patient is unnecessarily attended to by an ambulance. Non-time critical subscription usage is not impacted so long as data is not lost due an outage and the outage is resolved within a few hours.			poorly designed message pathway configuration results in a bottleneck at a particular processing step			The software is performance tested. 
The pilot use cases are well understood, and the software can be tested with use cases which accurately reflect actual usage. It is unlikely that novel processing requirements will be encountered in live operation.
The message pathway is configured as a series of independent components. A poorly performing component results is a message queue building up. The queue is persistent, and no message loss will occur.
Monitoring software tracks message queue sizes. A service desk is alerted if sustained queueing rises above a configurable level. 
Message deliveries to endpoints are not guaranteed to be in order (e.g. sequential streams). Message queues can be processed by components operating in parallel to improve throughput.
Message delivery configuration settings (e.g. Connection timeouts, retry settings) can be altered to achieve optimal throughput.
The computing resources allocated to each component can be altered to remove bottlenecks.
			Minor			Medium			2															Minor			Medium			2						All			Open


			12.2			Service is Non-Performant			Subscriptions are inherently asynchronous in nature and so some delay between an event occurring and subscriber being notified is to be expected. The delay that is acceptable depends on the use case to which the technology is applied.
Terms of service for the System-of-Systems will be published and these will include a maximum latency for subscription delivery (within the boundary of responsibility and subject to performance of data consuming endpoints). This will be a key consideration for participants when designing services and it is reasonable to expect non-compliance to have significant consequences.
Of particular concern is poor performance which causes subscription throughput to fall below the rate at which subscription or notifications are delivered to the System-of-Systems for processing for an extended period of time. Such a situation could overload the service, disrupting service availability for an extended period of time and potentially impacting other modes of use
			There are only a few use cases among the pilot organisations which rely on subscriptions. Of these only one is time critical: notification to a metal health care team that a ‘frequent-flyer’ has contacted 111 or 999. The impact of a subscription notification not reaching the care team has low clinical impact: a patient is unnecessarily attended to by an ambulance. Non-time critical subscription usage is not impacted so long as data is not lost due an outage and the outage is resolved within a few hours.			: an individual subscription source floods the service with, possibly, incorrect subscriptions or notifications			Pilot use cases are well understood with predictable transaction volume. Unusually high transaction volumes are likely to indicate a fault at a data provider or consumer.
If queuing thresholds are exceeded, then system operators are informed via monitoring software and can limit access to the inbound organisation that is causing the flood of inbound messages until the fault has been corrected
			Minor			Medium			2															Minor			Medium			2						All			Open


			12.3			Service is Non-Performant			Subscriptions are inherently asynchronous in nature and so some delay between an event occurring and subscriber being notified is to be expected. The delay that is acceptable depends on the use case to which the technology is applied.
Terms of service for the System-of-Systems will be published and these will include a maximum latency for subscription delivery (within the boundary of responsibility and subject to performance of data consuming endpoints). This will be a key consideration for participants when designing services and it is reasonable to expect non-compliance to have significant consequences.
Of particular concern is poor performance which causes subscription throughput to fall below the rate at which subscription or notifications are delivered to the System-of-Systems for processing for an extended period of time. Such a situation could overload the service, disrupting service availability for an extended period of time and potentially impacting other modes of use
			There are only a few use cases among the pilot organisations which rely on subscriptions. Of these only one is time critical: notification to a metal health care team that a ‘frequent-flyer’ has contacted 111 or 999. The impact of a subscription notification not reaching the care team has low clinical impact: a patient is unnecessarily attended to by an ambulance. Non-time critical subscription usage is not impacted so long as data is not lost due an outage and the outage is resolved within a few hours.			cumulative demand by all subscription sources exceeds capacity of System of Systems.			The System-of-Systems has been sized to support the known use cases of the 5 pilot participants. 
The System-of-Systems is hosted on a virtualised environment and the solution has been architected to efficiently utilise available CPU cores. Subject to software license considerations, the platform can be scaled fluidly
			Minor			Low			1															Minor			Low			1						All			Open


			12.4			Service is Non-Performant			Subscriptions are inherently asynchronous in nature and so some delay between an event occurring and subscriber being notified is to be expected. The delay that is acceptable depends on the use case to which the technology is applied.
Terms of service for the System-of-Systems will be published and these will include a maximum latency for subscription delivery (within the boundary of responsibility and subject to performance of data consuming endpoints). This will be a key consideration for participants when designing services and it is reasonable to expect non-compliance to have significant consequences.
Of particular concern is poor performance which causes subscription throughput to fall below the rate at which subscription or notifications are delivered to the System-of-Systems for processing for an extended period of time. Such a situation could overload the service, disrupting service availability for an extended period of time and potentially impacting other modes of use
			There are only a few use cases among the pilot organisations which rely on subscriptions. Of these only one is time critical: notification to a metal health care team that a ‘frequent-flyer’ has contacted 111 or 999. The impact of a subscription notification not reaching the care team has low clinical impact: a patient is unnecessarily attended to by an ambulance. Non-time critical subscription usage is not impacted so long as data is not lost due an outage and the outage is resolved within a few hours.			: a denial of service attack reduces capacity available for legitimate users			Access to the service is restricted to HSCN.
The service is hosted at a major NHS Acute Hospital with infrastructure designed to meet its obligation under the EUs Network and Information Security Directive and specifically includes firewalls designed to withstand denial of service attacks.
Identity and access management security has been designed to allow legitimate transactions to be easily distinguished from illegitimate ones with substantial processing.
			Minor			Very Low			1															Minor			Very Low			1						All			Open


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																








4 Transactional Messaging 


			Hazard 																		Initial Risk Rating 									Additional Controls												Residual Hazard Risk Rating


			Num			Hazard Name			Hazard Description			Potential Clinical Impact			Possible Causes			Existing Controls			Consequence			Likelihood			Risk			Design			Test			Training			BPC			Consequence			Likelihood			Risk			Summary of Actions			Owner			Status


			13.1			Service is Unavailable, or Access is Denied			A data provider is either unable to connect to the System-of-Systems or their connection is rejected. The System-of-Systems cannot be used to dispatch a message or send an acknowledgement. The designation of the Systems of Systems transactional messaging pattern as unreliable places responsibility on participants to operate persistent message queues.  If a message or acknowledgement cannot be dispatched via the System-of-Systems, then the message will be held by the dispatcher in a persistent queue and dispatch will be reattempted sometime later. Transient loss of service will cause a delay in message delivery but not message loss			The first wave pilots have 2 use cases for transactional messaging:
• the delivery of a transfer of care from an ambulance to an emergency department;
• the referral of a cancer patient from a secondary to a tertiary care provider.
The first of these use cases is time sensitive in that the transfer of care should arrive in ED before the patient. Delay in dispatching the acknowledgement has no clinical impact.
If the transfer of care does not arrive then the handover will follow existing procedures involving extracting a PDF from the ambulance system and uploading it to the ED system. This might result in a delay in care being provided to a patient in a critical condition.
There will be no impact of a transient outage lasted less than a few hours for the second use case.
			a hardware or software fault results in system unavailability			Software components are hosted in a virtualised environment on hardware with inbuilt redundancy. The hypervisor provides for high availability and will automatically re-instantiate non-functional components.
Components are monitored and a service desk automatically informed of a range of conditions. Service availability could be monitored using an external arbiter if a use case were to justify it.
Faults are logged and it is possible to establish the root cause of a failure.
			Minor			Medium			2															Minor			Medium			2						All			Open


			13.2			Service is Unavailable, or Access is Denied			A data provider is either unable to connect to the System-of-Systems or their connection is rejected. The System-of-Systems cannot be used to dispatch a message or send an acknowledgement. The designation of the Systems of Systems transactional messaging pattern as unreliable places responsibility on participants to operate persistent message queues.  If a message or acknowledgement cannot be dispatched via the System-of-Systems, then the message will be held by the dispatcher in a persistent queue and dispatch will be reattempted sometime later. Transient loss of service will cause a delay in message delivery but not message loss			The first wave pilots have 2 use cases for transactional messaging:
• the delivery of a transfer of care from an ambulance to an emergency department;
• the referral of a cancer patient from a secondary to a tertiary care provider.
The first of these use cases is time sensitive in that the transfer of care should arrive in ED before the patient. Delay in dispatching the acknowledgement has no clinical impact.
If the transfer of care does not arrive then the handover will follow existing procedures involving extracting a PDF from the ambulance system and uploading it to the ED system. This might result in a delay in care being provided to a patient in a critical condition.
There will be no impact of a transient outage lasted less than a few hours for the second use case.
			data is corrupted through faulty disks or a software error to an extent that is causes a loss of service.			Components are designed to be stateless where possible with few dependencies on data. Message data is transient, however historic data is backed up daily until retention rules mean data is purged. A backup can be restored within two hours. 
Message data can be recreated and replayed by replaying messages from provider sources
			Minor			Medium			2															Minor			Medium			2						All			Open


			13.3			Service is Unavailable, or Access is Denied			A data provider is either unable to connect to the System-of-Systems or their connection is rejected. The System-of-Systems cannot be used to dispatch a message or send an acknowledgement. The designation of the Systems of Systems transactional messaging pattern as unreliable places responsibility on participants to operate persistent message queues.  If a message or acknowledgement cannot be dispatched via the System-of-Systems, then the message will be held by the dispatcher in a persistent queue and dispatch will be reattempted sometime later. Transient loss of service will cause a delay in message delivery but not message loss			The first wave pilots have 2 use cases for transactional messaging:
• the delivery of a transfer of care from an ambulance to an emergency department;
• the referral of a cancer patient from a secondary to a tertiary care provider.
The first of these use cases is time sensitive in that the transfer of care should arrive in ED before the patient. Delay in dispatching the acknowledgement has no clinical impact.
If the transfer of care does not arrive then the handover will follow existing procedures involving extracting a PDF from the ambulance system and uploading it to the ED system. This might result in a delay in care being provided to a patient in a critical condition.
There will be no impact of a transient outage lasted less than a few hours for the second use case.
			a DNS, firewall configuration change or a certificate revocation denies access to an individual participant			Firewall and certificate changes are controlled by a Change Advisory Board.
Certificate signing and revocation is software controlled and audited. Only privileged system administrators can revoke a certificate.
Mutual TLS authentication is not operational. A participant will not be denied access because of a DNS entry
			Minor			Medium			2															Minor			Medium			2						All			Open


			13.4			Service is Unavailable, or Access is Denied			A data provider is either unable to connect to the System-of-Systems or their connection is rejected. The System-of-Systems cannot be used to dispatch a message or send an acknowledgement. The designation of the Systems of Systems transactional messaging pattern as unreliable places responsibility on participants to operate persistent message queues.  If a message or acknowledgement cannot be dispatched via the System-of-Systems, then the message will be held by the dispatcher in a persistent queue and dispatch will be reattempted sometime later. Transient loss of service will cause a delay in message delivery but not message loss			The first wave pilots have 2 use cases for transactional messaging:
• the delivery of a transfer of care from an ambulance to an emergency department;
• the referral of a cancer patient from a secondary to a tertiary care provider.
The first of these use cases is time sensitive in that the transfer of care should arrive in ED before the patient. Delay in dispatching the acknowledgement has no clinical impact.
If the transfer of care does not arrive then the handover will follow existing procedures involving extracting a PDF from the ambulance system and uploading it to the ED system. This might result in a delay in care being provided to a patient in a critical condition.
There will be no impact of a transient outage lasted less than a few hours for the second use case.
			a software update introduces a fault			Software changes are controlled by a Change Advisory Board. All changes must be accompanied by a remediation plan.
Software is subjected to continuous integration testing which highlights regressive behaviour.
Software source code is maintained in a public source code repository. Problematic changes can be easily backed out.
			Minor			Medium			2															Minor			Medium			2						All			Open


			13.5			Service is Unavailable, or Access is Denied			A data provider is either unable to connect to the System-of-Systems or their connection is rejected. The System-of-Systems cannot be used to dispatch a message or send an acknowledgement. The designation of the Systems of Systems transactional messaging pattern as unreliable places responsibility on participants to operate persistent message queues.  If a message or acknowledgement cannot be dispatched via the System-of-Systems, then the message will be held by the dispatcher in a persistent queue and dispatch will be reattempted sometime later. Transient loss of service will cause a delay in message delivery but not message loss			The first wave pilots have 2 use cases for transactional messaging:
• the delivery of a transfer of care from an ambulance to an emergency department;
• the referral of a cancer patient from a secondary to a tertiary care provider.
The first of these use cases is time sensitive in that the transfer of care should arrive in ED before the patient. Delay in dispatching the acknowledgement has no clinical impact.
If the transfer of care does not arrive then the handover will follow existing procedures involving extracting a PDF from the ambulance system and uploading it to the ED system. This might result in a delay in care being provided to a patient in a critical condition.
There will be no impact of a transient outage lasted less than a few hours for the second use case.
			Planned maintenance results in downtime			Maintenance is controlled by a Change Advisory Board 
Any maintenance requiring downtime will be scheduled outside of peak operational hours
			Minor			Very High			3															Minor			Very High			3						All			Open


			14.1			Messages are Corrupted			Transactional data provided via the System-of-Systems to a data consumer is not reflective of data supplied by data providers. Transactions are typically used notify clinicians at one care setting of care provided at another. Corruption to the structure of data will likely render the transaction un-processable. Receiving systems will report an error and corrective action undertaken. More subtle corruption of data may be undetectable and lead to incorrect interpretation of the transaction			The 2 use cases of the first wave care are orientated to the provision of direct care and so any subtle corruption of data could result in inappropriate care being provided with serious clinical consequences. Structural corruption which leaves a transaction un-processable will impact the time critical use case severely and result in clinicians reverting to contingency processes.
For non-time critical use cases there would be an opportunity to respond to the problem and correct the data but would add additional load on to clinicians
			a software fault corrupts message content in transit			The message pathway for transactional messaging does not manipulate message content. The body of message is treated as an atomic unit and is delivered to a recipient in the form that it was received by the System of Systems. Corruption is unlikely.
Sysstem testing has been targeted to testing known use cases.
A service desk operates and will respond to issues encountered by message recipients. 24x7 support arrangements are in place. 
			Considerable			Medium			3															Considerable			Medium			3						All			Open


			15.1			Messages are lost in transit			Messages or acknowledgements are not dispatched to their intended recipients by the System of Systems. The failure my be transient, in which case the message or acknowledgement will be resent by its sender in accordance with the reliable messaging paradigm, or the failure may be systematic, in which case retry attempts are also lost. Transient failures appear to participants as though the System-of-Systems is non-performant and the hazard is considered in detail under D4. The clinical impact, controls and mitigations detailed here are for systematic failures			Pilot use cases are improvements to existing processes and fall back way of working exist.
Sending systems are aware that a transaction has been lost: the reliable messaging paradigm requires messages to be acknowledged. Message loss is visible.
			a misconfiguration of the defined message pathway in System of Systems. Most likely due to a software upgrade or problem with configuration management processes			Configuration changes are controlled by a Change Advisory Board. All changes must be accompanied by a remediation plan.
Automated implementation testing using messages containing synthetic data can ensure routing of messages is correct.
Guidance provided to data providers recommends that an operator informed of reported data delivery issues so allowing problems to be rectified in a timely manner.
The System-of-Systems records and audit record for all messages received and dispatched. Lost messages can be traced.
Automated tests ensure messages traverse System-of-Systems correctly and are delivered to their respective organisation endpoint.
The message pathway in the System-of-Systems is componentised. Components draw messages from persistent message queues. A failure of a component results in que build up. Automated monitoring software alerts operators if a queue exceeds a configurable threshold.
			Minor			Medium			2															Minor			Medium			2						All			Open


			15.2			Messages are lost in transit			Messages or acknowledgements are not dispatched to their intended recipients by the System of Systems. The failure my be transient, in which case the message or acknowledgement will be resent by its sender in accordance with the reliable messaging paradigm, or the failure may be systematic, in which case retry attempts are also lost. Transient failures appear to participants as though the System-of-Systems is non-performant and the hazard is considered in detail under D4. The clinical impact, controls and mitigations detailed here are for systematic failures			Pilot use cases are improvements to existing processes and fall back way of working exist.
Sending systems are aware that a transaction has been lost: the reliable messaging paradigm requires messages to be acknowledged. Message loss is visible.
			an incorrect misconfiguration of the participant registry associates a logical participant identity with a different participant’s messaging endpoint address. Consequently, messages are sent to the wrong provider			Configuration changes are controlled by a Change Advisory Board. All changes must be accompanied by a remediation plan.
Automated implementation testing using messages containing synthetic data can ensure routing of messages is correct.
The message header includes a recipient identifier. A correctly configured recipient message endpoint will reject the attempt to dispatch the message. The Systems of Systems would alert an operator.
			Minor			Medium			2															Minor			Medium			2						All			Open


			15.3			Messages are lost in transit			Messages or acknowledgements are not dispatched to their intended recipients by the System of Systems. The failure my be transient, in which case the message or acknowledgement will be resent by its sender in accordance with the reliable messaging paradigm, or the failure may be systematic, in which case retry attempts are also lost. Transient failures appear to participants as though the System-of-Systems is non-performant and the hazard is considered in detail under D4. The clinical impact, controls and mitigations detailed here are for systematic failures			Pilot use cases are improvements to existing processes and fall back way of working exist.
Sending systems are aware that a transaction has been lost: the reliable messaging paradigm requires messages to be acknowledged. Message loss is visible.
			a misconfiguration of the participant registry records an invalid endpoint address. Consequently, subscriptions are not registered			Outgoing messages are drawn from a persistent message queue. An invalid endpoint address would cause the dispatching process to error and for the message to be suspended. Monitoring software alerts operators of the error, the endpoint address will be corrected, and service resumed without data loss. 			Minor			Medium			2															Minor			Medium			2						All			Open


			15.4						Messages or acknowledgements are not dispatched to their intended recipients by the System of Systems. The failure my be transient, in which case the message or acknowledgement will be resent by its sender in accordance with the reliable messaging paradigm, or the failure may be systematic, in which case retry attempts are also lost. Transient failures appear to participants as though the System-of-Systems is non-performant and the hazard is considered in detail under D4. The clinical impact, controls and mitigations detailed here are for systematic failures			Pilot use cases are improvements to existing processes and fall back way of working exist.
Sending systems are aware that a transaction has been lost: the reliable messaging paradigm requires messages to be acknowledged. Message loss is visible.
			participant endpoint is unavailable			Automated monitoring software provides notification of endpoint unavailability and queue levels to technical staff for action.
Support staff work with appropriate participant technical representatives to resolve.
Message queues are persisted. No data loss results from a failure to dispatch a message
			Minor			High			2															Minor			High			2						All			Open


			16.1			Service is Non-Performant			The service is inherently asynchronous in nature and so some delay between an event occurring at a data provider and a data consumer being notified is to be expected. The delay that is acceptable depends on the use case to which the technology is applied.
Terms of service for the System-of-Systems will be published and these will include a maximum latency for message delivery (within the boundary of responsibility and subject to performance of data consuming endpoints). This will be a key consideration for participants when designing services and it is reasonable to expect non-compliance to have significant consequences
			The first wave pilots have 2 use cases for transactional messaging:
• the delivery of a transfer of care from an ambulance to an emergency department;
• the referral of a cancer patient from a secondary to a tertiary care provider.
The first of these use cases is time sensitive in that the transfer of care should arrive in ED before the patient. Delay in dispatching the acknowledgement has no clinical impact.
If the transfer of care does not arrive then the handover will follow existing procedures involving extracting a PDF from the ambulance system and uploading it to the ED system. This might result in a delay in care being provided to a patient in a critical condition.
There will be no impact of a transient outage lasted less than a few hours for the second use case.
			poorly designed message delivery configuration results in a concentration of service demand such as message queueing which impacts performance for other data consumers			The software is performance tested. 
The pilot use cases are well understood, and the software can be tested with use cases which accurately reflect actual usage. It is unlikely that novel processing requirements will be encountered in live operation.
The message pathway is configured as a series of independent components. A poorly performing component results is a message queue building up. The queue is persistent, and no message loss will occur.
Monitoring software tracks message queue sizes. A service desk is alerted if sustained queueing rises above a configurable level. 
Message deliveries to endpoints are not guaranteed to be in order (e.g. sequential streams). Message queues can be parallel processed to ensure optimal delivery times.
The computing resources allocated to each component can be altered to remove bottlenecks.
			Minor			Medium			2															Minor			Medium			2						All			Open


			16.2			Service is Non-Performant			The service is inherently asynchronous in nature and so some delay between an event occurring at a data provider and a data consumer being notified is to be expected. The delay that is acceptable depends on the use case to which the technology is applied.
Terms of service for the System-of-Systems will be published and these will include a maximum latency for message delivery (within the boundary of responsibility and subject to performance of data consuming endpoints). This will be a key consideration for participants when designing services and it is reasonable to expect non-compliance to have significant consequences
			The first wave pilots have 2 use cases for transactional messaging:
• the delivery of a transfer of care from an ambulance to an emergency department;
• the referral of a cancer patient from a secondary to a tertiary care provider.
The first of these use cases is time sensitive in that the transfer of care should arrive in ED before the patient. Delay in dispatching the acknowledgement has no clinical impact.
If the transfer of care does not arrive then the handover will follow existing procedures involving extracting a PDF from the ambulance system and uploading it to the ED system. This might result in a delay in care being provided to a patient in a critical condition.
There will be no impact of a transient outage lasted less than a few hours for the second use case.
			Data providers flood inbound endpoints affecting overall System-of-Systems performance.			Pilot use cases are well understood with predictable transaction volume. Unusually high transaction volumes are likely to indicate a fault at a data provider or consumer.
If queuing thresholds are exceeded, then system operators are informed via monitoring software and can limit access to the inbound organisation that is causing the flood of inbound messages.
			Minor			Low			1															Minor			Low			1						All			Open


			16.3			Service is Non-Performant			The service is inherently asynchronous in nature and so some delay between an event occurring at a data provider and a data consumer being notified is to be expected. The delay that is acceptable depends on the use case to which the technology is applied.
Terms of service for the System-of-Systems will be published and these will include a maximum latency for message delivery (within the boundary of responsibility and subject to performance of data consuming endpoints). This will be a key consideration for participants when designing services and it is reasonable to expect non-compliance to have significant consequences
			The first wave pilots have 2 use cases for transactional messaging:
• the delivery of a transfer of care from an ambulance to an emergency department;
• the referral of a cancer patient from a secondary to a tertiary care provider.
The first of these use cases is time sensitive in that the transfer of care should arrive in ED before the patient. Delay in dispatching the acknowledgement has no clinical impact.
If the transfer of care does not arrive then the handover will follow existing procedures involving extracting a PDF from the ambulance system and uploading it to the ED system. This might result in a delay in care being provided to a patient in a critical condition.
There will be no impact of a transient outage lasted less than a few hours for the second use case.
			cumulative data provision by all data providers exceeds capacity of System of Systems			The System-of-Systems has been sized to support the known use cases of the 5 pilot participants. 
The System-of-Systems is hosted on a virtualised environment and the solution has been architected to efficiently utilise available CPU cores. Subject to software license considerations, the platform can be scaled fluidly
			Minor			Very Low			1															Minor			Very Low			1						All			Open


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																


																																																








Risk Matrix








									Likelihood			Very High			3			4			4			5			5						Severity Classification			Interpretation			Number of Patients Affected


												High			2			3			3			4			5


												Medium			2			2			3			3			4						Catastrophic			Death			Multiple


												Low			1			2			2			3			4									Permanent life-changing incapacity and any condition for which the prognosis is death or permanent life-changing incapacity; severe injury or severe incapacity from which recovery is not expected in the short term			Multiple


												Very Low			1			1			2			2			3


															Minor			Significant			Considerable			Major			Catastrophic						Major 			Death			Single


															Severity																					Permanent life-changing incapacity and any condition for which the prognosis is death or permanent life-changing incapacity; severe injury or severe incapacity from which recovery is not expected in the short term			Single





												Likelihood Category			Interpretation																					Severe injury or severe incapacity from which recovery is expected in the short term			Multiple


												Very high			Certain or almost certain; highly likely to occur																					Severe psychological trauma			Multiple


												High			Not certain but very possible; reasonably expected to occur in the majority of cases																		Considerable 			Severe injury or severe incapacity from which recovery is expected in the short term			Single


												Medium			Possible																					Severe psychological trauma			Single


												Low			Could occur but in the great majority of occasions will not																					Minor injury or injuries from which recovery is not expected in the short term			Multiple


												Very low			Negligible or nearly negligible possibility of occurring																					Significant psychological trauma			Multiple


																																	Significant 			Minor injury or injuries from which recovery is not expected in the short term			Single


																																				Significant psychological trauma			Single


												5			Unacceptable level of risk																					Minor injury from which recovery is expected in the short term			Multiple


												4			Mandatory elimination of hazard or addition of control measure to reduce risk to an acceptable level																					Minor psychological upset; inconvenience			Multiple


												3			Undesirable level of risk. Attempts should be made to eliminate the hazard or implement control measures to reduce risk to an acceptable level. Shall only be acceptable when further risk reduction is impractical																		Minor 			Minor injury from which recovery is expected in the short term; minor psychological upset; inconvenience; any negligible consequence			Single


												2			Acceptable where cost of further reduction outweighs benefits gained or where further risk reduction is impractical


												1			Acceptable, no further action required
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Introduction


						ORGANISATION NAME HERE :															Synanetics - System of Systems


									Use Cases Implemented





						The purpose of this document is to undertake a light touch Design Self Assessment - when engaging with the Yorkshire and Humber Care Record





						There are 4 sections to the Design Assurance


									1. Application Architecture  - Data Consumer - the high level requirements for Data Consumer Designs, the focus being on the the Integration Engine and componentry.


									2. Application Architecture - Data Provider - the high level requirements for Data ProviderDesigns - the focus being on the the FHIR Proxy, FHIR Store and associated componentry.


									3. Infrastructure Architecture - based on the AWS Well Architected Framework - the high level requirements for Infrastructure Designs.


									4. Architecture Topology - the base configuration of the deployment.


						The objective of the assessment is not to define how a solution should be built by the Data Consumers and Data Providers, more to provide an oversight of what is being built and how, focussing on the key aspects and components in the solution.





TECHNICAL DESIGN ASSURANCE





Application - Data Consumer


			Application Architecture - Data Consumer									Synanetics - System of Systems


						This section examines the system architecture to ensure that it is fit for purpose


						 - Questions with a category of "Info" capture important information but do not actually affect the outcome of the assessment


						 - Questions with a type of "Action" directly affect the outcome of the assessment, and may lead to further actions being required





						Category			Guidance			Response			Type


						General


						YHCR Design Documents			Does the Data Consumer solution align with the YHCR Design Documents			<The approach to auditing is not to YHCR standards and is local and bespoke>			Action


						Integration Architecture


						Integraion Engine 			Is an Integration Engine (IE) in use, or will there be direct point-to-point connections?			<The Regional Integration Engine is the entry point to the Leeds Care Record - we use Ensembe.>			Info


						Relevant Integration Engine adapters			If there is an Intergation Engine , does it offer any existing adapters that may be useful and relevant to the current integration work?			<We have a good HL7 v2 to FHIR Adapter that may be useful across the LHCRE - Contact - Fred at 999>			Info


						Business Sequencing			Explain the mechanisms used to manage business-level orchestration and sequencing of messages			<Since our solution is simple synchronous request/receive there is no business sequencing required.>			Info


						Technical Sequencing			Explain any issues and mechanisms relating to technical message sequencing			<Since our solution is simple synchronous request/receive there is no technical sequencing required.>			Info


						End-to-End Performance


						Performance Design 			A full V&P test is not mandated for all cases, however evidence should be provided that the design has been reviewed from a performance perspective. Issues to bear in mind include
 - Estimated usage volumetrics 
 - Service Levels required
 - End-to-end performance implications of transactions via the new interface.
If potential concerns are identified then sources of help are listed below.			<Our infrastructure uses VMWare autoscaling and is fully resilient, with Hot/Hot availablity. Indicative volumetrics are - at peak 50 messages per second.>			Info


						End-to-End Reliability


						Reliability Design			Evidence should be provided that the design has been reviewed from a reliability perspective - bearing in mind issues such as acknowledgements, retries, and transactionality
If potential concerns are identified then sources of help are listed below.			<Our infrastructure uses VMWare autoscaling and is fully resilient, with Hot/Hot availablity>.			Info


						Information Architecture


						Data Standards			Data Standards include:
• SNOMED – for reference terminology
• NHS Data Dictionary – for administrative codes
• ICD-10 and OPCS – for reporting
Indicate what data standards will be used by the new interface, along with reasons for any differences from the above. Does the project represent an opportunity to migrate towards these NHSD data standards?			<We use SNOMED where possible, however it is not deeply embedded in our source systems.>			Info


						FHIR Data Mappings?			Are any mappings between different data standards required?
If yes, indicate what these mappings are - and confirm that it is both possible and clinically safe to perform the translation.			<We map between HL7 v2 and Care Connect Profiles,>			Info


						Data Quality


						Data Content			Explain the mechanisms in place to ensure that data passing via the new interface is complete, consistent, timely and accurate.
Specifically the focus should be on ensuring that poor quality data will not be propagated to upstream systems via the new interface.			<We will pass through our data - AS IS, there is no additional data cleansing when sharing across the LHCR.>			Info


						Message Validation			Explain the approach to  message validation - specifically how sending systems ensure that generated messages are valid			<We will use  XNML Schema Validation and Schematron for assertions.>			Info


						Data Concurrency Management			Explain how any concurrency issues will be managed - specifically ensuring that data made available via the new interface is kept up-to-date, and that updates of "stale" data are not able to corrupt upstream systems.			<We will not use staging or Proxy Servers.>			Info


						Interface Change Management


						Backwards and Forwards Compatibility			Explain the technical approach to message versioning, and the approach to handling potential changes in the message definitions			<We will use diffeernt Base URL's for the different FHIR Versions.>			Info


						Interface Change Planning			Explain the processes and procedures in place to make sure that the interface can be maintained and kept up-to-date. For example, what would be the impact of a change to SoS  and how would this be notified and managed? This is likely to include regression testing			<We would expect that a Cahange Advisory Board is in place to communicate all changes.>			Info


						Hosting									Info


						Hosting Arrangements - additional docunentation			It is anticipated that the "response" column will reference additional documentation where relevant.			<None.>


						Data Centre Resilience and Manageability			Resilience / Failover
      - Identification of any single points of failure
      - Load balancing design and failure scenarios
      - Component Failure Impact Analysis (CFIA) document is recommended as a best-practice
 - Backup and Recovery
 - Disaster Recovery
 - Alerting and Monitoring			<We are hosting on our Central Infrastucture and the YHCR solutions are "Class A" systems - which we regard as Business Critical.>			Info


						Network and Infrastucture


						Hosting - Service Provision			Explain whether in-house or Cloud Hosted etc
   All In
   All Out
   Mixture			<All hosting is by Private Cloud.>			Info


						Networking			Network Dependencies.:
   Incoming:
   Outgoing			<We have established a dedicated VPN for the YHCR activitities.>			Info


						Disaster Recovery			Explain the Disaster Recovery approach :			<We are hosting on our Central Infrastucture and the YHCR solutions are "Class A" systems - which we regard as Business Critical.>			Info


						Business Continuity Planning			Explain the Business Continuity approach 
			<We are hosting on our Central Infrastucture and the YHCR solutions are "Class A" systems - which we regard as Business Critical.>			Info


						Transition Approach


						Go Live planning			 - Cutover and Fallback
 - Installation and Configuration
 - Network worthiness
 - Data Migration			<We have completed the YHCR Go Live Checklist .> Attached here …..			Info


						Operational Checks			Planning for checks that the system is operating correctly, including areas such as:
 - Audit
 - Journaling
 - Usability			< All Audit, Journaling and Usability tests are complete.>			Info
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Architecture - Data Provider


			Application Architecture - Data Provider									Synanetics - System of Systems


						This section examines the system architecture to ensure that it is fit for purpose


						 - Questions with a category of "Info" capture important information but do not actually affect the outcome of the assessment


						 - Questions with a type of "Action" directly affect the outcome of the assessment, and may lead to further actions being required





						Category			Guidance			Response			Type


						General


						YHCR Design Documents			Does the Data Provider solution align with the YHCR Design Documents			<The approach to auditing is not to YHCR standards and is local and bespoke>			Action


						FHIR Proxy


						FHIR Proxy			Is a FHIR Proxy in use, or will there be direct point-to-point connections?			<We are using the YHCR Proxy and FHIR Store.>			Info


						Relevant  FHIR Proxy  adapters			If there is a FHIR Proxy, does it offer any existing adapters that may be useful and relevant to the current integration work?			<We have an IHE Adapter for Discharge Summaries that others may find useful , contact Fred on 999.>			Info


						Orchestration			Explain the mechanisms used to manage business-level orchestration of data			<N/A>			Info


						Sequencing			Explain any issues and mechanisms relating to technical data sequencing			<N/A>			Info


						Messaging Paradigms			Does the FHIR Proxy support - Restful - Synchronous			<Yes - for general FHIR Searches>


									Does the FHIR Proxy support - Subscriptions			<Yes - for Child Health.>


									Does the FHIR Proxy support - Restful - Asynchronous			<Yes - for our batches to PHM.>


						FHIR Stores


						FHIR Store			Is a FHIR Store in use, 			<We are using the YHCR Proxy and FHIR Store.>


						Document Store			Is a Document Store in use, - e.g. FHIR or IHE			<We have an IHE Adapter for Discharge Summaries that others may find useful , contact Fred on 999.>


						AuditEvents			Does the FHIR store contain the YHCR defined AuditEvents ?			<No>


						Store Resource Validation			Are Care Connect Profile Schemas used for validation of resources			(Yes>


						End-to-End Performance


						Performance Design 			A full V&P test is not mandated for all cases, however evidence should be provided that the design has been reviewed from a performance perspective. Issues to bear in mind include
 - Estimated usage volumetrics 
 - Service Levels required
 - End-to-end performance implications of transactions via the new interface.
If potential concerns are identified then sources of help are listed below.			<Our infrastructure uses VMWare autoscaling and is fully resilient, with Hot/Hot availablity. Indicative volumetrics are - at peak 50 messages per second.>			Info


						End-to-End Reliability


						Reliability Design			Evidence should be provided that the design has been reviewed from a reliability perspective - bearing in mind issues such as acknowledgements, retries, and transactionality
If potential concerns are identified then sources of help are listed below.			<Our infrastructure uses VMWare autoscaling and is fully resilient, with Hot/Hot availablity>.			Info


						Information Architecture


						Data Standards			Data Standards include:
• SNOMED – for reference terminology
• NHS Data Dictionary – for administrative codes
• ICD-10 and OPCS – for reporting
Indicate what data standards will be used by the new interface, along with reasons for any differences from the above. Does the project represent an opportunity to migrate towards these NHSD data standards?			<We use SNOMED where possible, however it is not deeply embedded in our source systems.>			Info


						FHIR Data Mappings?			Are any mappings between different data standards required?
If yes, indicate what these mappings are - and confirm that it is both possible and clinically safe to perform the translation.			<We map between HL7 v2 and Care Connect Profiles,>			Info


						Data Quality


						Data Content			Explain the mechanisms in place to ensure that data passing via the new interface is complete, consistent, timely and accurate.
Specifically the focus should be on ensuring that poor quality data will not be propagated to upstream systems via the new interface.			<We will pass through our data - AS IS, there is no additional data cleansing when sharing across the LHCR.>			Info


						Message Validation			Explain the approach to  message validation - specifically how sending systems ensure that generated messages are valid			<We will use  XNML Schema Validation and Schematron for assertions.>			Info


						Data Concurrency Management			Explain how any concurrency issues will be managed - specifically ensuring that data made available via the new interface is kept up-to-date, and that updates of "stale" data are not able to corrupt upstream systems.			<We will not use staging or Proxy Servers.>			Info


						Interface Change Management


						Backwards and Forwards Compatibility			Explain the technical approach to message versioning, and the approach to handling potential changes in the message definitions			<We will use diffeernt Base URL's for the different FHIR Versions.>			Info


						Interface Change Planning			Explain the processes and procedures in place to make sure that the interface can be maintained and kept up-to-date. For example, what would be the impact of a change to SoS  and how would this be notified and managed? This is likely to include regression testing			<We would expect that a Cahange Advisory Board is in place to communicate all changes.>			Info


						Hosting									Info


						Hosting Arrangements			It is anticipated that the "response" column will reference additional documentation where relevant.			<None.>			Info


						Data Centre Resilience and Manageability			Resilience / Failover
      - Identification of any single points of failure
      - Load balancing design and failure scenarios
      - Component Failure Impact Analysis (CFIA) document is recommended as a best-practice
 - Backup and Recovery
 - Disaster Recovery
 - Alerting and Monitoring			<We are hosting on our Central Infrastucture and the YHCR solutions are "Class A" systems - which we regard as Business Critical.>			Info


						Network and Infrastucture


						Hosting - Service Provision			Explain whether in-house or Cloud Hosted etc
   All In
   All Out
   Mixture			<All hosting is by Private Cloud.>			Info


						Networking			Network Dependencies.:
   Incoming:
   Outgoing			<We have established a dedicated VPN for the YHCR activitities.>			Info


						Disaster Recovery			Explain the Disaster Recovery approach :			<We are hosting on our Central Infrastucture and the YHCR solutions are "Class A" systems - which we regard as Business Critical.>			Info


						Business Continuity Planning			Explain the Business Continuity approach 
			<We are hosting on our Central Infrastucture and the YHCR solutions are "Class A" systems - which we regard as Business Critical.>			Info


						Transition Approach


						Go Live planning			 - Cutover and Fallback
 - Installation and Configuration
 - Network worthiness
 - Data Migration			<We have completed the YHCR Go Live Checklist .> Attached here …..			Info


						Operational Checks			Planning for checks that the system is operating correctly, including areas such as:
 - Audit
 - Journaling
 - Usability			< All Audit, Journaling and Usability tests are complete.>			Info
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Regional Components


			Regional Components									Synanetics - System of Systems


						This section examines the regional components to ensure they are fit for purpose


						 - Questions with a category of "Info" capture important information but do not actually affect the outcome of the assessment


						 - Questions with a type of "Action" directly affect the outcome of the assessment, and may lead to further actions being required





						Category			Guidance			Response			Type


						General


						YHCR Design Documents			Does the Data Provider solution align with the YHCR Design Documents			<The approach to auditing is not to YHCR standards and is local and bespoke>			Action


						IAM Server


						IAM Software- Componentisation			Is the IAM Component containerised			<Yes the IAM software is deployed using Docker Containers.>			Info


						IAM Scripted Build			Is the IAM Component part of a scripted build			<Yes, the IAM component is part of a scripted build.>			Info


						IAM Fault Tolerance			Explain the mechanisms used for failover/recovery			<The IAM component is deployed as multiple instances, load balanced by the network load balancer>			Info


						FHIR Store - PIX and MPI


						FHIR Store			Is a FHIR Store in use, 			<We are using the NoSQL YottaDB for the  FHIR Store.>





						Document Store			Is a Document Store in use, - e.g. FHIR or IHE			<We have an IHE Adapter for Discharge Summaries that others may find useful , contact Fred on 999.>


						AuditEvents			Does the FHIR store contain the YHCR defined AuditEvents ?			<Yes>


						Store Resource Validation			Are Care Connect Profile Schemas used for validation of resources			(Yes>


						Reliable Messaging Bus 


						Reliable Messaging Bus -  Software- Componentisation			Is the Messaging Bus Component containerised


						Reliable Messaging Bus -   Scripted Build			Is the Messaging Bus Component part of a scripted build


						Reliable Messaging Bus -   Fault Tolerance			Explain the mechanisms used for failover/recovery			<The Reliable Messaging Bus component is deployed as multiple instances, load balanced by the application load balancer>			Info


						Performance Tested


						 


						Consent Management


						Consent -  Software- Componentisation


						Consent -   Scripted Build


						Consent  -   Fault Tolerance


						Subscription Manager


						Subscription Manager-  Software- Componentisation


						Subscription Manager--   Scripted Build									Info


						Subscription Manager  -   Fault Tolerance									Info


						Data Storage


						Data at rest									Info


						Data In Transit									Info


															Info


						Data Aggregator


						Data Aggregator -   Software- Componentisation									Info


						Data Aggregator -   Scripted Build


						Data Aggregator   -   Fault Tolerance									Info


						Hosting									Info


						Hosting Arrangements			It is anticipated that the "response" column will reference additional documentation where relevant.			<None.>			Info


						Hosting - Service Provision			Explain whether in-house or Cloud Hosted etc
   All In
   All Out
   Mixture			<All hosting is by Private Cloud.>			Info


						Data Centre Resilience and Manageability			Resilience / Failover
      - Identification of any single points of failure
      - Load balancing design and failure scenarios
      - Component Failure Impact Analysis (CFIA) document is recommended as a best-practice
 - Backup and Recovery
 - Disaster Recovery
 - Alerting and Monitoring			<We are hosting on our Central Infrastucture and the YHCR solutions are "Class A" systems - which we regard as Business Critical.>			Info


						Infrastuctture an Networking


						Networking			Network Dependencies.:
   Incoming:
   Outgoing			<We have established a dedicated VPN for the YHCR activitities.>			Info


						Disaster Recovery			Explain the Disaster Recovery approach :			<We are hosting on our Central Infrastucture and the YHCR solutions are "Class A" systems - which we regard as Business Critical.>			Info


						Business Continuity Planning			Explain the Business Continuity approach 
			<We are hosting on our Central Infrastucture and the YHCR solutions are "Class A" systems - which we regard as Business Critical.>			Info


						Information Governance


						Authentication			Network Dependencies.:
   Incoming:
   Outgoing						Info


						Authorisation			Explain the Disaster Recovery approach :						Info


						Role Based Access			Explain the Business Continuity approach 
						Info


						Audit


						Data Sharing Agreements


						Policy Controls and Fair Processing


						Exclusion of Parts of Record


						Consent to Share


						CyberSecurity


															Info


															Info


															Info


						Security Architeture


															Info


															Info


															Info

















https://yhcr.org/downloads/


Infrastructure Architecture


			INFRASTRUCTURE ARCHITECTURE ASSESSMENT : (based on the AWS Well Architected Framework)																																				Synanetics - System of Systems





									INFRASTRUCTURE ARCHITECTURE ASSESSMENT :                                             																					INFRASTRUCTURE ARCHITECTURE ASSESSMENT :                                             





									SECURITY									ADEQUATE/COMMENT												OPERATIONAL EXCELLENCE									ADEQUATE/COMMENT


									Identity and Access Management									Overall Good												Preparation									Overall adequate


												Define Principles						We have locally defined IAM and RBAC roles for accessing the YHCR system.															Living Documents						N/A


															Roles																		Operations Checklist


															Groups																		Operations Issues Playbooks


															Users																		Task Runbooks


									Detection Controls									Overall adequate												Operations									Overall adequate


												Uses						We use Tivoli active monitoring for Compliance and Intrusion detection.															Useful Logs and Metrics						We use all the items listed here on the YHCR implementations.


															Compliance Enforcement																		Frequent Small Changes


															Quality Monitoring																		Regular QA Checks


															Intrusion Detection																		Automation


												Types						We have long running tasks that provide "internal monitoring and asset management.															Continuous Integration


															Internal Auditing																		Continuous Deployment


															Asset Inventory															Event Response Approach									Overall Good


												Sources						We use Event monitoring and alerting and MI reporting monthly.															Define Execution Paths						We use Root Cause analysis for event investigations


															Metrics																					Technical


															Events																					Hierarchical


												Data Retention Policy						We follow national government guidelines															Root Cause Analysis


															Short																		Automated Recovery


															Medium


															Long															COST OPTIMISATION									RESPONSE/COMMENT


															Forever															Expenditure Awareness									Overall adequate


									Data Protection									Overall Good															Governance						No comments here


												Data Classification						We encrypt in flight, not at rest.															Identify Undeused Resources


												Encryption at Rest																					Access Control


												Encryption in Flight																					Track Cost Contribution


												Key Management																					Monitor Usage


									Infrastructure Protection									Overall adequate												Optimising Over Time									Overall adequate


												Service Level Security						We have Service Level reporting and run a policy of latest versions of software plus or minus 1 version.															Managed Services						We use the ITIL managed Service approach.


												OS Hardening																					Architecture Reviews


												Host Security																					Continuous Improvement


									Security Incident Response									Overall Good															New Services and Features


												Automated Responses						We use automated responses to alert our systems, we practice malware responses twice per year.												Matching Supply and Demand									Overall adequate


												Forensic Environments																					Time to Provision						We have been in existance over 15 years and have well understood patterns of usage, we capacity plan on a quarterly basis.


												Incident Runbooks																					Usage Patterns


												Practice																					Auto provision


															Frequency																					Buffer Based


															Scope																					Time Based


																																	N+1 Redundancy			Demand Based


																														Cost Effective Resources									Overall adequate


																																	Pricing Options						We "Monitor and Adjust" for cost effective use of ressources


																																				Spot Instances


																																				Reserved Instances


																																				On Demand Instances


																																	Monitor and Adjust


																																	Managed Services


																																	Right Sized Resources





									RELIABILITY									ADEQUATE/COMMENT												PERFORMANCE EFFICIENCY									ADEQUATE/COMMENT


									Failure Management									Overall adequate												Review									Overall adequate


												Resiliency Testing						We have many automated processes that are event driven and undertake DR tests 6 monthly.															Continuous Improvement						We use contnuous integration and continuous development approaches to our infrastructure


												Data Backups																					New Features


												Expect Failure																					New Services


												Automate Actions																		Tradeoffs									Overall adequate


												Disaster Recovery																					Durability						No comments


												Replace not Repair																					Consistency


									Change Management									Overall adequate															Complexity


												System Changes						We are ISO and ITIL accedited												Monitoring									Overall Good


												Demand Changes																					Automated Migration						No comments


												Automated Response																					Identified Key Metrics


												Automate Change																					Game Day Simulation


									Foundations									Overall adequate												Selection									Overall adequate


												Service Limits						We have capacity on demand capability for the YHCR systems.															Architecture Specific						The YHCR solution is an event system within our environment


															Monitor																					ETL


															Modify																					Event


												Sufficient Capacity																								Batch


															Network																					Pipeline


															Compute																		Compute						We use VM Ware type containers


															Storage																					Containers


																																				Instances


									ITIL									ADEQUATE/COMMENT																		Functions


									Development									Overall adequate															Database						We primarily use Relational Systems, though we are using the YHCR Proxy and FHIR Store


												Problem Management						We have many ITIL Accredited staff.																		Partition Tolerance


												Change Management																								Queryability


									Implementation									Overall adequate																		Consistency


												Change Management						We have many ITIL Accredited staff.																		NoSQL


												Configuration Management																								Relational


									Exploitation									Overall adequate															Storage						We use EC2 NAS technology.


												Configuration Management						We have many ITIL Accredited staff.																		Access


												Incident Management																								  Block


									Identification									Overall adequate																		  File


												Incident Management						We have many ITIL Accredited staff.																		  Object


												Problem Management																								Pattern


																																				  Sequential


																																				  Random


																																				Frequency


																																				  Online


																																				  Offline


																																				  Archival


																																	Network						We are part of the N3 network


																																				Location


																																				Througput


																																				Latency





https://aws.amazon.com/architecture/well-architected/https://aws.amazon.com/architecture/well-architected/https://aws.amazon.com/architecture/well-architected/


Deployment Topology


									Topology Deployment																																	Synanetics - System of Systems





						Deployment Scenario - Provider																														Deployment Scenario - End to End





									Select			Y																								Select			N























									Select			N																								Select			N


























									Select			N																								Select			Y





























									Select the Topology which matches the Organisation's Deployment or add others as you see fit





























Resources - By Maturity Level


						KEY





						Technical						A technical resource that is used to describe the FHIR resource framework. These act as a data dictionary and allow FHIR endpoints to be, in part, self-generating.


												A technical resource which is used by FHIR APIs to package data in transit.


												A technical resource is managed by a FHIR endpoint.


						Clinical						A clinical resource relevant to operation of a business process, internally or across care settings


												A clinical or administrative resource representing an event or fact relevant for regional consumption


												A clinical or administrative resource subsidiary to a primary concept


												Deprecated








						RESOURCES - LEVEL 1





									Resource			Description			Maturity			Implemented Y/N


									AllergyIntolerance			The definition a patient’s allergy.			1


									Appointment			A booking of a healthcare event involving a patient, practitioner, location or device.			1


									AuditEvent			A record of a security audit event.			1


									Basic			A structural resource used to encapsulate unencoded narrative.			1


									Binary			A structural resource used to encapsulate an image or other binary document.			1


									Bundle			A structural resource used to group a number of related resources, say, in response to a search request.			1


									CapabilityStatement			Details the capabilities of a FHIR endpoint.			1


									Encounter			An encounter with a patient or group of patients.			1


									Location			A physical location.			1


									Medication			The definition of a medication including details of packaging and batch identification.			1


									MedicationRequest 			The prescription of a medication.			1


									MedicationStatement			A report by a patient or a care professional of a past medication administration.			1


									Organization			An organisation.			1


									Patient			A patient.			1


									Person			A person.			1


									Practitioner			A practitioner.			1


									PractitionerRole			The role a practitioner undertakes in an organisation.			1


									RelatedPerson			A link to a person who is related to another.			1





						RESOURCES - LEVEL 2





									Resource			Description			Maturity


									BodySite			Used by ProcedureRequests and Observations to define an anatomical location for a particular patient.			2


									CarePlan			Describes an intention of how care will be delivered to address a particular condition for a patient or group of patients.			2


									ClinicalImpression			An assessment aimed at determining the problems affecting a patient.			2


									Condition			A problem, diagnosis or other issue pertaining to a patient or group of patents.			2


									DiagnosticReport			The findings and interpretations of diagnostic tests applied to a subject (usually but not always a patient).			2


									EpisodeOfCare			A period of care during which an organisation has a responsibility to a patient.			2


									FamilyMemberHistory			Health events pertaining to a person related to a patient.			2


									Flag			Things to be aware of for a patient, medication, location etc.			2


									Goal			An objective in a care plan.			2


									Group			A group of patients.			2


									HealthcareService			A service available at a location.			2


									Immunization			The record of a vaccination being given to a patient.			2


									Questionnaire			A set of questions.			2


									QuestionnaireResponse			Responses to questions by an individual.			2


									RiskAssessment			An assessment of the likely outcome(s) for a patient or other subject as well as the likelihood of each outcome.			2


									Substance			A homogeneous material with a definite composition.			2





						RESOURCES - LEVEL 3





									Resource			Description			Maturity


									Consent			A statement of a patient’s acquiescence to a consent policy. 			3


									List			A structural resource representing a list of other resources.			3





						RESOURCES - LEVEL 4





									Resource			Description			Maturity


									AppointmentResponse			Confirmation or rejection of an attempt to book an appointment			4


									CareTeam			An assembly or practitioners as a team.			4


									Communication			Some form of communication sent from one party to another.			4


									CommunicationRequest			A request to receive a communication (less formal than a subscription).			4


									ProcedureRequest			A record of a request for diagnostic investigations, treatments, or operations to be performed.			4


									ReferralRequest			A request to refer a patient to a healthcare service.			4


									Schedule			Part of the mechanism for booking appointments for a clinic/practitioner. 			4


									Slot			A time period against which an appointment can be booked.			4


									Task			Tracks the request and execution of a task issued to an organisation or individual.			4





						RESOURCES - LEVEL 5





									Resource			Description			Maturity


									Composition			A structural resource used to embed the content of an immutable document.			5


									Subscription			A structural resource representing an expression of interest in a data point.			5





						RESOURCES - LEVEL 6 and other ?





									Resource			Description			Maturity


									ActivityDefinition			An abstract definition of an activity to be performed maybe as part of a workflow.			?


									AdverseEvent			An unintended consequence of a medical action.			?


									CodeSystem			A framework resource defining a system from which a set of codes are drawn.			n/a


									CompartmentDefinition			A framework resource which defines sets of resources which are related in some way to a subject.			n/a


									DataElement			A framework resource to descript an item of data.			n/a


									ImplementationGuide			A framework resource representing the documentation of a use-case for FHIR.			n/a


									MessageDefinition			A framework resource defining a message exchanged between systems.			n/a


									NamingSystem			A framework resource describing a namespace within which concepts are identified.			n/a


									OperationDefinition			A framework resource descripting a technical operation which can be performed on a FHIR Resource.			n/a


									Parameters			A framework resource describing parameters in a search string or subscription.			n/a


									SearchParameter			A framework resource that describes the search options for a resource type.			n/a


									StructureDefinition			A framework resource which describes a set of properties that defines a concept .			n/a


									ValueSet			A framework resource that defines a set of values or a vocabulary to be used for a resource property.			n/a


									ConceptMap			Define relationships between codable concepts in different vocabularies.			?


									DetectedIssue			Indicates an actual or potential clinical issue with a clinical action.			?


									Device			A medical device or other piece of equipment.			?


									DeviceComponent			A part of a medical device or other piece of equipment.			?


									DeviceMetric			A setting or calibration of a device.			?


									DeviceRequest			A request for a device to be used by a patient.			?


									DeviceUseStatement			A summary of the usage to which a device has been put to by a patient.			?


									DocumentManifest			A structural resource allowing documents to be grouped.			?


									DocumentReference			A reference to a document.			?


									Endpoint			The technical detail of an endpoint that can be used in electronic communications.			?


									ExpansionProfile			A technical resource relating to the use of coding systems.			?


									GuidanceResponse			The result of issuing for guidance to a clinical decision support system. 			?


									GraphDefinition			A structural resource which allows linkages between resources to be defines.			?


									ImagingStudy			A set of series of imaging service-object pairs.			?


									ImagingManifest			A narrative describing images available from an image store.			?


									ImmunizationRecommendation			The recommendation for a vaccination with supporting evidence of past immunisations.			?


									Linkage			A structural resource which links two resources together as representing the same thing.			?


									Measure			The definition of a measurement used for quality reporting.			?


									MeasureReport			A quality measurement.			?


									Media			A structural resource encapsulating a photo, audio or video recording.			?


									MedicationAdministration			The act of a patient consuming a medication.			?


									MedicationDispense			The act of dispensing a medication.			?


									MessageHeader			A structural resource defining metadata included in a message.			?


									NutritionOrder			A request to supply a nutritional composition to a patient.			?


									Observation			A test result or assessment.			?


									OperationOutcome			A structural resource which describes the outcomes of an attempt to operate on FHIR resources.			?


									PlanDefinition			A pre-defined group of actions to be undertaken in a given circumstance.			?


									Procedure			A medical procedure performed on a patient.			?


									ProcessRequest			Deprecated.			?


									ProcessResponse			Deprecated.			?


									Provenance			A record of how a resource came be in its current state.			?


									RequestGroup			A sequence of actions to perform for a patient or group of patients.			?


									ResearchStudy			A basic definition of a research study.			?


									ResearchSubject			A participation in a research study.			?


									Sequence			A genetic sequencing test result.			?


									ServiceDefinition			A structural resource which defines the data required by a clinical decision support service.			?


									Specimen			A specimen for testing.			?


									StructureMap			A structural resource which defines a transformation between two FHIR structures.			?


									SupplyDelivery			Fulfilment of a request to supply a medication, substance or device.			?


									SupplyRequest			A request to supply a medication, substance or device.			?


									TestReport			Results of the execution of a test script.			?


									TestScript			A sequence of tests to execute against a FHIR endpoint.			?


									VisionPrescription			A prescription for vision aids.			?
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Introduction


						ORGANISATION NAME HERE :															Organisation Name Here


						The purpose of this document is to undertake a light touch Design Self Assessment - when engaging with the Yorkshire and Humber Care Record





						There are 4 sections to the Live System Design Assurance


									1. Application Architecture  - Data Consumer - the high level requirements for Data Consumer Designs, the focus being on the the Integration Engine and componentry.


									2. Application Architecture - Data Provider - the high level requirements for Data ProviderDesigns - the focus being on the the FHIR Proxy, FHIR Store and associated componentry.


									3. Infrastructure Architecture - based on the AWS Well Architected Framework - the high level requirements for Infrastructure Designs.


									4. Architecture Topology - the base configuration of the deployment.


						The objective of the assessment is not to define how a solution should be built by the Data Consumers and Data Providers, more to provide an oversight of what is being built and how, focussing on the key aspects and components in the solution.


						Use Cases Implemented																														Consumer						Provider


						1			Transfer of Care -Ambulance to Hospital ED																											N/A						Y


						2			ED Outcomes from hospitals - subscription																											Y						N/A


						3			Mental Health Criss Plan																											Y						Y


									Contacts


									George Hope						Tech Arch						07770 643782


									Jason Creswell						 Cyber						07367 599500











TECHNICAL DESIGN ASSURANCE





Application - Data Consumer


			Application Architecture - Data Consumer									Organisation Name Here


						This section examines the system architecture to ensure that it is fit for purpose


						 - Questions with a category of "Info" capture important information but do not actually affect the outcome of the assessment


						 - Questions with a type of "Action" directly affect the outcome of the assessment, and may lead to further actions being required





						Category			Guidance			Response			Type


						General


						YHCR Design Documents			Does the Data Consumer solution align with the YHCR Design Documents			<The approach to auditing is not to YHCR standards and is local and bespoke>			Action


						Integration Architecture


						Integraion Engine 			Is an Integration Engine (IE) in use, or will there be direct point-to-point connections?			<The Regional Integration Engine is the entry point to the Leeds Care Record - we use Ensembe v16.>			Info


						Relevant Integration Engine adapters			If there is an Intergation Engine , does it offer any existing adapters that may be useful and relevant to the current integration work?			<We have a good HL7 v2 to FHIR Adapter that may be useful across the LHCRE - Contact - Fred at 999>			Info


						Business Sequencing			Explain the mechanisms used to manage business-level orchestration and sequencing of messages			<Since our solution is simple synchronous request/receive there is no business sequencing required.>			Info


						Technical Sequencing			Explain any issues and mechanisms relating to technical message sequencing			<Since our solution is simple synchronous request/receive there is no technical sequencing required.>			Info


						End-to-End Performance


						Performance Design 			A full V&P test is not mandated for all cases, however evidence should be provided that the design has been reviewed from a performance perspective. Issues to bear in mind include
 - Estimated usage volumetrics 
 - Service Levels required
 - End-to-end performance implications of transactions via the new interface.
If potential concerns are identified then sources of help are listed below.			<Our infrastructure uses VMWare autoscaling and is fully resilient, with Hot/Hot availablity. Indicative volumetrics are - at peak 50 messages per second.>			Info


						End-to-End Reliability


						Reliability Design			Evidence should be provided that the design has been reviewed from a reliability perspective - bearing in mind issues such as acknowledgements, retries, and transactionality
If potential concerns are identified then sources of help are listed below.			<Our infrastructure uses VMWare autoscaling and is fully resilient, with Hot/Hot availablity>.			Info


						Information Architecture


						Data Standards			Data Standards include:
• SNOMED – for reference terminology
• NHS Data Dictionary – for administrative codes
• ICD-10 and OPCS – for reporting
Indicate what data standards will be used by the new interface, along with reasons for any differences from the above. Does the project represent an opportunity to migrate towards these NHSD data standards?			<We use SNOMED where possible, however it is not deeply embedded in our source systems.>			Info


						FHIR Data Mappings?			Are any mappings between different data standards required?
If yes, indicate what these mappings are - and confirm that it is both possible and clinically safe to perform the translation.			<We map between HL7 v2 and Care Connect Profiles,>			Info


						Data Quality


						Data Content			Explain the mechanisms in place to ensure that data passing via the new interface is complete, consistent, timely and accurate.
Specifically the focus should be on ensuring that poor quality data will not be propagated to upstream systems via the new interface.			<We will pass our data through  - AS IS, there is no additional data cleansing when sharing across the LHCR Date/Times are UTC and so a type conversion is undertaken.>

WE incrementally construct a document - when finalised, this triggers construction to the Care Connect FHIR Profiles, which are then sent in a Bundle to the Intersystems FHIR Proxy.			Info


						Message Validation			Explain the approach to  message validation - specifically how sending systems ensure that generated messages are valid			<We will use  XNML Schema Validation and Schematron for assertions.>			Info


						Data Concurrency Management			Explain how any concurrency issues will be managed - specifically ensuring that data made available via the new interface is kept up-to-date, and that updates of "stale" data are not able to corrupt upstream systems.			<We will not use staging or Proxy Servers.>			Info


						Interface Change Management


						Backwards and Forwards Compatibility			Explain the technical approach to message versioning, and the approach to handling potential changes in the message definitions			<We will use diffeernt Base URL's for the different FHIR Versions.>			Info


						Interface Change Planning			Explain the processes and procedures in place to make sure that the interface can be maintained and kept up-to-date. For example, what would be the impact of a change to SoS  and how would this be notified and managed? This is likely to include regression testing			<We would expect that a Cahange Advisory Board is in place to communicate all changes.>			Info


						Hosting									Info


						Hosting Arrangements - additional docunentation			It is anticipated that the "response" column will reference additional documentation where relevant.			<None.>


						Data Centre Resilience and Manageability			Resilience / Failover
      - Identification of any single points of failure
      - Load balancing design and failure scenarios
      - Component Failure Impact Analysis (CFIA) document is recommended as a best-practice
 - Backup and Recovery
 - Disaster Recovery
 - Alerting and Monitoring			<We are hosting on our Central Infrastucture and the YHCR solutions are "Class A" systems - which we regard as Business Critical.>			Info


						Network and Infrastucture


						Hosting - Service Provision			Explain whether in-house or Cloud Hosted etc
   All In
   All Out
   Mixture			<All hosting is undertaken on Premise..>			Info


						Networking			Network Dependencies.:
   Incoming:
   Outgoing			<We have established a dedicated VPN for the YHCR activitities. Synanetics have access for Proxy Maintenance and potential upgrade..>			Info


						Disaster Recovery			Explain the Disaster Recovery approach :			<We are hosting on our Central Infrastucture and the YHCR solutions are "Class A" systems - which we regard as Business Critical. Mirrored Intersyatsms and EPR instancse for upgrades and fixes etc.>			Info


						Business Continuity Planning			Explain the Business Continuity approach 
			<We have ISO 270001 and 22301 for Business Continuity Planning across all our systems.>			Info


						Transition Approach


						Go Live planning			 - Cutover and Fallback
 - Installation and Configuration
 - Network worthiness
 - Data Migration			<We have completed the YHCR Go Live Checklist - from John Temple.> Attached here …..			Info


						Operational Checks			Planning for checks that the system is operating correctly, including areas such as:
 - Audit
 - Journaling
 - Usability			< All Audit, Journaling and Usability tests are complete.>			Info


						Cyber Security Approach


						Firewalls			Please provide technical Contacts ( including On-Call?)			<Technical contacts including out of hours.>			Info


									Can the Firewall configuration be accessed from the Internet? (Remote Administration)			<The firewall can only be configured from a specfic internal ip address range .> 			Info


									Is the Firewall iOS up to date and patched? 			<The firewalls are running the latest OS and are supported.> 			Info


									How do you grant staff access to the firewall? 			<Access to firewall configuration is provided using TACACS+.>			Info


									Is Change Management in place and controlled?			<All changes to firewall rules are approved and recorded.>			Info


									Do you have a robust leavers process?			<Access to systems and firewall is immediately revoked for leavers.>			Info


									Has a Pen Test/Vulnerability Assessment been conducted in the past 12 months?			<A pentest has been completed in line with the DSP Toolkit.>			Info


									Is there a facility to geo-partition? (e.g. block access from certain countries)			<The firewall/UTM can be configured to only allow UK based IP Adresses.>			Info


									Is there facility to implement IPSec connections to Cloud providers			<IPSec can be be easily implemented.>			Info


						DMZ			Is a DMZ used to broker the feed system?			<The dataflow broker connection is hosted in the DMZ.>			Info


									Is the feed system on a segregated VLan			<The dataflow broker hosted in a separate vLan.>			Info


						Secuirty Incident Event Mangement system (SIEM)			Is a SIEM implemented?			<There is a SIEM (Secuirty Incident Event Mangement system) which is monitored by the security team.>			Info


									Is log access restricted to view only?			<All log files are set to Read Only for relevant staff.>			Info


									Are incident Escalation paths clearly defined and understood?			<We have a clearly defined and tested escalation route in the event of a cyber incident.> 			Info


									Do you have a Cyber Incident Response Plan?			<We have a cyber incident response plan, this is tested annually.> 			Info


									Systems within the Perimiter Network and DMZ, including?


						Patching			Are ALL the systems and services - being used for the Integrated Care Record/PHM patched according to best practice? 
(e.g. Critical and High security patches applied within 48 hours)			<CareCert Bulletins  -All externally facing systems are patched as per CareCert Bulltins within 72 hours .> 
<External Threat Intelligence -We have several feeds for 'Indicators of compromise' which are evaluted by the security team .>			Info


						Software, Firmware Updates			Microsoft and vendor updates- The Feed system, broker servers and services, databases etc.			<MS updates are applied via WSUS, vender updates are appied manually.>			Info


						Resilience and Continuity			Is the system and Network configured for Load balancing?			<External Load balancing is provided to limited systems via Netscaler.>			Info


									Is the system and Network configured for Failover configuration?			<The network is configured to automatically failover.> 			Info


									Are the Network configs and feed systems backed up and stored Off-site?			<All backups are stored in a fireproof safe off-site.>			Info




















https://yhcr.org/downloads/


Architecture - Data Provider


			Application Architecture - Data Provider									Organisation Name Here


						This section examines the system architecture to ensure that it is fit for purpose


						 - Questions with a category of "Info" capture important information but do not actually affect the outcome of the assessment


						 - Questions with a type of "Action" directly affect the outcome of the assessment, and may lead to further actions being required





						Category			Guidance			Response			Type


						General


						YHCR Design Documents			Does the Data Provider solution align with the YHCR Design Documents			<The approach to auditing is not to YHCR standards and is local and bespoke>			Action


						FHIR Proxy


						FHIR Proxy			Is a FHIR Proxy in use, or will there be direct point-to-point connections?			We are using the Ensemble YHCR Proxy and FHIR Store (90 days).			Info


						Relevant  FHIR Proxy  adapters			If there is a FHIR Proxy, does it offer any existing adapters that may be useful and relevant to the current integration work?			<We have an Intersystems SMSP adapter.>			Info


						Orchestration			Explain the mechanisms used to manage business-level orchestration of data			N/A   Finalisation processing before handover- looking at minimum data requiremenst where lack of finalisation "prevents" booking a patient in 			Info


						Sequencing			Explain any issues and mechanisms relating to technical data sequencing			<N/A>			Info


						Messaging Paradigms			Does the FHIR Proxy support - Restful - Synchronous			<Yes - for general FHIR Searches>


									Does the FHIR Proxy support - Subscriptions			N/A  


									Does the FHIR Proxy support - Restful - Asynchronous			<No>


						FHIR Stores


						FHIR Store			Is a FHIR Store in use, 			<We are using the YHCR Proxy and FHIR Store.>


						Document Store			Is a Document Store in use, - e.g. FHIR or IHE			No


						AuditEvents			Does the FHIR store contain the YHCR defined AuditEvents ?			<We use our internal Audit item between Ensemble and EPR Adapter - we have not implemented the YHCR AuditEvent, we do not practively monitor the log..>


						Store Resource Validation			Are Care Connect Profile Schemas used for validation of resources			(Yes>


						End-to-End Performance


						Performance Design 			A full V&P test is not mandated for all cases, however evidence should be provided that the design has been reviewed from a performance perspective. Issues to bear in mind include
 - Estimated usage volumetrics 
 - Service Levels required
 - End-to-end performance implications of transactions via the new interface.
If potential concerns are identified then sources of help are listed below.			<Our infrastructure uses VMWare autoscaling and is fully resilient, with Hot/Hot availablity. Indicative volumetrics are - at peak 50 messages per second.>			Info


						End-to-End Reliability


						Reliability Design			Evidence should be provided that the design has been reviewed from a reliability perspective - bearing in mind issues such as acknowledgements, retries, and transactionality
If potential concerns are identified then sources of help are listed below.			<Our infrastructure uses VMWare autoscaling and is fully resilient, with Hot/Hot availablity>.			Info


						Information Architecture


						Data Standards			Data Standards include:
• SNOMED – for reference terminology
• NHS Data Dictionary – for administrative codes
• ICD-10 and OPCS – for reporting
Indicate what data standards will be used by the new interface, along with reasons for any differences from the above. Does the project represent an opportunity to migrate towards these NHSD data standards?			<We use SNOMED where possible, however it is not deeply embedded in our source systems.>			Info


						FHIR Data Mappings?			Are any mappings between different data standards required?
If yes, indicate what these mappings are - and confirm that it is both possible and clinically safe to perform the translation.			<We map between HL7 v2 and Care Connect Profiles,>			Info


						Data Quality


						Data Content			Explain the mechanisms in place to ensure that data passing via the new interface is complete, consistent, timely and accurate.
Specifically the focus should be on ensuring that poor quality data will not be propagated to upstream systems via the new interface.			<We will pass through our data - AS IS, there is no additional data cleansing when sharing across the LHCR.>			Info


						Message Validation			Explain the approach to  message validation - specifically how sending systems ensure that generated messages are valid			<We will use  XML Schema Validation and Schematron for assertions.>			Info


						Data Concurrency Management			Explain how any concurrency issues will be managed - specifically ensuring that data made available via the new interface is kept up-to-date, and that updates of "stale" data are not able to corrupt upstream systems.			<We will not use staging or Proxy Servers.>			Info


						Interface Change Management


						Backwards and Forwards Compatibility			Explain the technical approach to message versioning, and the approach to handling potential changes in the message definitions			<We will use diffeernt Base URL's for the different FHIR Versions.>			Info


						Interface Change Planning			Explain the processes and procedures in place to make sure that the interface can be maintained and kept up-to-date. For example, what would be the impact of a change to SoS  and how would this be notified and managed? This is likely to include regression testing			<We would expect that a Cahange Advisory Board is in place to communicate all changes.>			Info


						Hosting									Info


						Hosting Arrangements			It is anticipated that the "response" column will reference additional documentation where relevant.			<None.>			Info


						Data Centre Resilience and Manageability			Resilience / Failover
      - Identification of any single points of failure
      - Load balancing design and failure scenarios
      - Component Failure Impact Analysis (CFIA) document is recommended as a best-practice
 - Backup and Recovery
 - Disaster Recovery
 - Alerting and Monitoring			<We are hosting on our Central Infrastucture and the YHCR solutions are "Class A" systems - which we regard as Business Critical.>			Info


						Network and Infrastucture


						Hosting - Service Provision			Explain whether in-house or Cloud Hosted etc
   All In
   All Out
   Mixture			<All hosting is by Private Cloud.>			Info


						Networking			Network Dependencies.:
   Incoming:
   Outgoing			<We have established a dedicated VPN for the YHCR activitities.>			Info


						Disaster Recovery			Explain the Disaster Recovery approach :			<We are hosting on our Central Infrastucture and the YHCR solutions are "Class A" systems - which we regard as Business Critical.>			Info


						Business Continuity Planning			Explain the Business Continuity approach 
			<We are hosting on our Central Infrastucture and the YHCR solutions are "Class A" systems - which we regard as Business Critical.>			Info


						Transition Approach


						Go Live planning			 - Cutover and Fallback
 - Installation and Configuration
 - Network worthiness
 - Data Migration			<We have completed the YHCR Go Live Checklist .> Attached here …..			Info


						Operational Checks			Planning for checks that the system is operating correctly, including areas such as:
 - Audit
 - Journaling
 - Usability			< All Audit, Journaling and Usability tests are complete.>			Info


						Cyber Security Approach


						Firewalls			Please provide technical Contacts ( including On-Call?)			<Technical contacts including out of hours.>			Info


									Can the Firewall configuration be accessed from the Internet? (Remote Administration)			<The firewall can only be configured from a specfic internal ip address range .> 			Info


									Is the Firewall iOS up to date and patched? 			<The firewalls are running the latest OS and are supported.> 			Info


									How do you grant staff access to the firewall? 			<Access to firewall configuration is provided using TACACS+.>			Info


									Is Change Management in place and controlled?			<All changes to firewall rules are approved and recorded.>			Info


									Do you have a robust leavers process?			<Access to systems and firewall is immediately revoked for leavers.>			Info


									Has a Pen Test/Vulnerability Assessment been conducted in the past 12 months?			<A pentest has been completed in line with the DSP Toolkit.>			Info


									Is there a facility to geo-partition? (e.g. block access from certain countries)			<The firewall/UTM can be configured to only allow UK based IP Adresses.>			Info


									Is there facility to implement IPSec connections to Cloud providers			<IPSec can be be easily implemented.>			Info


						DMZ			Is a DMZ used to broker the feed system?			<The dataflow broker connection is hosted in the DMZ.>			Info


									Is the feed system on a segregated VLan			<The dataflow broker hosted in a separate vLan.>			Info


						Secuirty Incident Event Mangement system (SIEM)			Is a SIEM implemented?			<There is a SIEM (Secuirty Incident Event Mangement system) which is monitored by the security team.>			Info


									Is log access restricted to view only?			<All log files are set to Read Only for relevant staff.>			Info


									Are incident Escalation paths clearly defined and understood?			<We have a clearly defined and tested escalation route in the event of a cyber incident.> 			Info


									Do you have a Cyber Incident Response Plan?			<We have a cyber incident response plan, this is tested annually.> 			Info


									Systems within the Perimiter Network and DMZ, including?


						Patching			Are ALL the systems and services - being used for the Integrated Care Record/PHM patched according to best practice? 
(e.g. Critical and High security patches applied within 48 hours)			<CareCert Bulletins  -All externally facing systems are patched as per CareCert Bulltins within 72 hours .> 
<External Threat Intelligence -We have several feeds for 'Indicators of compromise' which are evaluted by the security team .>			Info


						Software, Firmware Updates			Microsoft and vendor updates- The Feed system, broker servers and services, databases etc.			<MS updates are applied via WSUS, vender updates are appied manually.>			Info


						Resilience and Continuity			Is the system and Network configured for Load balancing?			<External Load balancing is provided to limited systems via Netscaler.>			Info


									Is the system and Network configured for Failover configuration?			<The network is configured to automatically failover.> 			Info


									Are the Network configs and feed systems backed up and stored Off-site?			<All backups are stored in a fireproof safe off-site.>			Info
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Infrastructure Architecture


			INFRASTRUCTURE ARCHITECTURE ASSESSMENT : (based on the AWS Well Architected Framework)																																				Organisation Name Here





									INFRASTRUCTURE ARCHITECTURE ASSESSMENT :                                             																					INFRASTRUCTURE ARCHITECTURE ASSESSMENT :                                             





									SECURITY									ADEQUATE/COMMENT												OPERATIONAL EXCELLENCE									ADEQUATE/COMMENT


									Identity and Access Management									Overall Good												Preparation									Overall adequate


												Define Principles						We have locally defined IAM and RBAC roles for accessing the YHCR system.															Living Documents						N/A


															Roles																		Operations Checklist


															Groups																		Operations Issues Playbooks


															Users																		Task Runbooks


									Detection Controls									Overall adequate												Operations									Overall adequate


												Uses						We use Tivoli active monitoring for Compliance and Intrusion detection.															Useful Logs and Metrics						We use all the items listed here on the YHCR implementations.


															Compliance Enforcement																		Frequent Small Changes


															Quality Monitoring																		Regular QA Checks


															Intrusion Detection																		Automation


												Types						We have long running tasks that provide "internal monitoring and asset management.															Continuous Integration


															Internal Auditing																		Continuous Deployment


															Asset Inventory															Event Response Approach									Overall Good


												Sources						We use Event monitoring and alerting and MI reporting monthly.															Define Execution Paths						We use Root Cause analysis for event investigations


															Metrics																					Technical


															Events																					Hierarchical


												Data Retention Policy						We follow national government guidelines															Root Cause Analysis


															Short																		Automated Recovery


															Medium


															Long															COST OPTIMISATION									RESPONSE/COMMENT


															Forever															Expenditure Awareness									Overall adequate


									Data Protection									Overall Good															Governance						No comments here


												Data Classification						We encrypt in flight, not at rest.															Identify Undeused Resources


												Encryption at Rest																					Access Control


												Encryption in Flight																					Track Cost Contribution


												Key Management																					Monitor Usage


									Infrastructure Protection									Overall adequate												Optimising Over Time									Overall adequate


												Service Level Security						We have Service Level reporting and run a policy of latest versions of software plus or minus 1 version.															Managed Services						We use the ITIL managed Service approach.


												OS Hardening																					Architecture Reviews


												Host Security																					Continuous Improvement


									Security Incident Response									Overall Good															New Services and Features


												Automated Responses						We use automated responses to alert our systems, we practice malware responses twice per year.												Matching Supply and Demand									Overall adequate


												Forensic Environments																					Time to Provision						We have been in existance over 15 years and have well understood patterns of usage, we capacity plan on a quarterly basis.


												Incident Runbooks																					Usage Patterns


												Practice																					Auto provision


															Frequency																					Buffer Based


															Scope																					Time Based


																																	N+1 Redundancy			Demand Based


																														Cost Effective Resources									Overall adequate


																																	Pricing Options						We "Monitor and Adjust" for cost effective use of ressources


																																				Spot Instances


																																				Reserved Instances


																																				On Demand Instances


																																	Monitor and Adjust


																																	Managed Services


																																	Right Sized Resources





									RELIABILITY									ADEQUATE/COMMENT												PERFORMANCE EFFICIENCY									ADEQUATE/COMMENT


									Failure Management									Overall adequate												Review									Overall adequate


												Resiliency Testing						We have many automated processes that are event driven and undertake DR tests 6 monthly.															Continuous Improvement						We use contnuous integration and continuous development approaches to our infrastructure


												Data Backups																					New Features


												Expect Failure																					New Services


												Automate Actions																		Tradeoffs									Overall adequate


												Disaster Recovery																					Durability						No comments


												Replace not Repair																					Consistency


									Change Management									Overall adequate															Complexity


												System Changes						We are ISO and ITIL accedited												Monitoring									Overall Good


												Demand Changes																					Automated Migration						No comments


												Automated Response																					Identified Key Metrics


												Automate Change																					Game Day Simulation


									Foundations									Overall adequate												Selection									Overall adequate


												Service Limits						We have capacity on demand capability for the YHCR systems.															Architecture Specific						The YHCR solution is an event system within our environment


															Monitor																					ETL


															Modify																					Event


												Sufficient Capacity																								Batch


															Network																					Pipeline


															Compute																		Compute						We use VM Ware type containers


															Storage																					Containers


																																				Instances


									ITIL									ADEQUATE/COMMENT																		Functions


									Development									Overall adequate															Database						We primarily use Relational Systems, though we are using the YHCR Proxy and FHIR Store


												Problem Management						We have many ITIL Accredited staff.																		Partition Tolerance


												Change Management																								Queryability


									Implementation									Overall adequate																		Consistency


												Change Management						We have many ITIL Accredited staff.																		NoSQL


												Configuration Management																								Relational


									Exploitation									Overall adequate															Storage						We use EC2 NAS technology.


												Configuration Management						We have many ITIL Accredited staff.																		Access


												Incident Management																								  Block


									Identification									Overall adequate																		  File


												Incident Management						We have many ITIL Accredited staff.																		  Object


												Problem Management																								Pattern


																																				  Sequential


																																				  Random


																																				Frequency


																																				  Online


																																				  Offline


																																				  Archival


																																	Network						We are part of the N3 network


																																				Location


																																				Througput


																																				Latency
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Deployment Topology


									Topology Deployment																																	Organisation Name Here





						Deployment Scenario - Provider																														Deployment Scenario - End to End





									Select			Y																								Select			Y























									Select			N																								Select			N


























									Select			N																								Select			N





























									Select the Topology which matches the Organisation's Deployment or add others as you see fit





























Resources - By Maturity Level


						KEY





						Technical						A technical resource that is used to describe the FHIR resource framework. These act as a data dictionary and allow FHIR endpoints to be, in part, self-generating.


												A technical resource which is used by FHIR APIs to package data in transit.


												A technical resource is managed by a FHIR endpoint.


						Clinical						A clinical resource relevant to operation of a business process, internally or across care settings


												A clinical or administrative resource representing an event or fact relevant for regional consumption


												A clinical or administrative resource subsidiary to a primary concept


												Deprecated








						RESOURCES - LEVEL 1





									Resource			Description			Maturity			Consume -Implemented Y/N/NA			Provide -Implemented Y/N/NA


									AllergyIntolerance			The definition a patient’s allergy.			1			N/A			Y


									Appointment			A booking of a healthcare event involving a patient, practitioner, location or device.			1			N/A			N/A


									AuditEvent			A record of a security audit event.			1			N/A			Y


									Basic			A structural resource used to encapsulate unencoded narrative.			1			N/A			N


									Binary			A structural resource used to encapsulate an image or other binary document.			1			N/A			Y


									Bundle			A structural resource used to group a number of related resources, say, in response to a search request.			1			N/A			N


									CapabilityStatement			Details the capabilities of a FHIR endpoint.			1			N/A			?


									Encounter			An encounter with a patient or group of patients.			1			N/A			Y


									Location			A physical location.			1			N/A			Y


									Medication			The definition of a medication including details of packaging and batch identification.			1			N/A			N


									MedicationRequest 			The prescription of a medication.			1			N/A			N


									MedicationStatement			A report by a patient or a care professional of a past medication administration.			1			N/A			N


									Organization			An organisation.			1			N/A			Y


									Patient			A patient.			1			N/A			Y


									Person			A person.			1			N/A			N


									Practitioner			A practitioner.			1			N/A			N


									PractitionerRole			The role a practitioner undertakes in an organisation.			1			N/A			N


									RelatedPerson			A link to a person who is related to another.			1			N/A			N





						RESOURCES - LEVEL 2





									Resource			Description			Maturity			Consume -Implemented Y/N/NA			Provide -Implemented Y/N/NA


									BodySite			Used by ProcedureRequests and Observations to define an anatomical location for a particular patient.			2			N/A			N


									CarePlan			Describes an intention of how care will be delivered to address a particular condition for a patient or group of patients.			2			N/A			N


									ClinicalImpression			An assessment aimed at determining the problems affecting a patient.			2			N/A			N


									Condition			A problem, diagnosis or other issue pertaining to a patient or group of patents.			2			N/A			N


									DiagnosticReport			The findings and interpretations of diagnostic tests applied to a subject (usually but not always a patient).			2			N/A			N


									EpisodeOfCare			A period of care during which an organisation has a responsibility to a patient.			2			N/A			N


									FamilyMemberHistory			Health events pertaining to a person related to a patient.			2			N/A			N


									Flag			Things to be aware of for a patient, medication, location etc.			2			N/A			N


									Goal			An objective in a care plan.			2			N/A			N


									Group			A group of patients.			2			N/A			N


									HealthcareService			A service available at a location.			2			N/A			N


									Immunization			The record of a vaccination being given to a patient.			2			N/A			N


									Questionnaire			A set of questions.			2			N/A			N


									QuestionnaireResponse			Responses to questions by an individual.			2			N/A			N


									RiskAssessment			An assessment of the likely outcome(s) for a patient or other subject as well as the likelihood of each outcome.			2			N/A			N


									Substance			A homogeneous material with a definite composition.			2			N/A			N





						RESOURCES - LEVEL 3





									Resource			Description			Maturity			Consume -Implemented Y/N/NA			Provide -Implemented Y/N/NA


									Consent			A statement of a patient’s acquiescence to a consent policy. 			3			N/A			N


									List			A structural resource representing a list of other resources.			3			N/A			N





						RESOURCES - LEVEL 4





									Resource			Description			Maturity			Consume -Implemented Y/N/NA			Provide -Implemented Y/N/NA


									AppointmentResponse			Confirmation or rejection of an attempt to book an appointment			4			N/A			N


									CareTeam			An assembly or practitioners as a team.			4			N/A			N


									Communication			Some form of communication sent from one party to another.			4			N/A			N


									CommunicationRequest			A request to receive a communication (less formal than a subscription).			4			N/A			N


									ProcedureRequest			A record of a request for diagnostic investigations, treatments, or operations to be performed.			4			N/A			N


									ReferralRequest			A request to refer a patient to a healthcare service.			4			N/A			N


									Schedule			Part of the mechanism for booking appointments for a clinic/practitioner. 			4			N/A			N


									Slot			A time period against which an appointment can be booked.			4			N/A			N


									Task			Tracks the request and execution of a task issued to an organisation or individual.			4			N/A			N





						RESOURCES - LEVEL 5





									Resource			Description			Maturity			Consume -Implemented Y/N/NA			Provide -Implemented Y/N/NA


									Composition			A structural resource used to embed the content of an immutable document.			5			N/A			N


									Subscription			A structural resource representing an expression of interest in a data point.			5			N/A			N





						RESOURCES - LEVEL 6 and other ?





									Resource			Description			Maturity			Consume -Implemented Y/N/NA			Provide -Implemented Y/N/NA


									ActivityDefinition			An abstract definition of an activity to be performed maybe as part of a workflow.			?			N/A			N


									AdverseEvent			An unintended consequence of a medical action.			?			N/A			N


									CodeSystem			A framework resource defining a system from which a set of codes are drawn.			n/a			N/A			N


									CompartmentDefinition			A framework resource which defines sets of resources which are related in some way to a subject.			n/a			N/A			N


									DataElement			A framework resource to descript an item of data.			n/a			N/A			N


									ImplementationGuide			A framework resource representing the documentation of a use-case for FHIR.			n/a			N/A			N


									MessageDefinition			A framework resource defining a message exchanged between systems.			n/a			N/A			N


									NamingSystem			A framework resource describing a namespace within which concepts are identified.			n/a			N/A			N


									OperationDefinition			A framework resource descripting a technical operation which can be performed on a FHIR Resource.			n/a			N/A			N


									Parameters			A framework resource describing parameters in a search string or subscription.			n/a			N/A			N


									SearchParameter			A framework resource that describes the search options for a resource type.			n/a			N/A			N


									StructureDefinition			A framework resource which describes a set of properties that defines a concept .			n/a			N/A			N


									ValueSet			A framework resource that defines a set of values or a vocabulary to be used for a resource property.			n/a			N/A			N


									ConceptMap			Define relationships between codable concepts in different vocabularies.			?			N/A			N


									DetectedIssue			Indicates an actual or potential clinical issue with a clinical action.			?			N/A			N


									Device			A medical device or other piece of equipment.			?			N/A			N


									DeviceComponent			A part of a medical device or other piece of equipment.			?			N/A			N


									DeviceMetric			A setting or calibration of a device.			?			N/A			N


									DeviceRequest			A request for a device to be used by a patient.			?			N/A			N


									DeviceUseStatement			A summary of the usage to which a device has been put to by a patient.			?			N/A			N


									DocumentManifest			A structural resource allowing documents to be grouped.			?			N/A			N


									DocumentReference			A reference to a document.			?			N/A			N


									Endpoint			The technical detail of an endpoint that can be used in electronic communications.			?			N/A			N


									ExpansionProfile			A technical resource relating to the use of coding systems.			?			N/A			N


									GuidanceResponse			The result of issuing for guidance to a clinical decision support system. 			?			N/A			N


									GraphDefinition			A structural resource which allows linkages between resources to be defines.			?			N/A			N


									ImagingStudy			A set of series of imaging service-object pairs.			?			N/A			N


									ImagingManifest			A narrative describing images available from an image store.			?			N/A			N


									ImmunizationRecommendation			The recommendation for a vaccination with supporting evidence of past immunisations.			?			N/A			N


									Linkage			A structural resource which links two resources together as representing the same thing.			?			N/A			N


									Measure			The definition of a measurement used for quality reporting.			?			N/A			N


									MeasureReport			A quality measurement.			?			N/A			N


									Media			A structural resource encapsulating a photo, audio or video recording.			?			N/A			N


									MedicationAdministration			The act of a patient consuming a medication.			?			N/A			N


									MedicationDispense			The act of dispensing a medication.			?			N/A			N


									MessageHeader			A structural resource defining metadata included in a message.			?			N/A			N


									NutritionOrder			A request to supply a nutritional composition to a patient.			?			N/A			N


									Observation			A test result or assessment.			?			N/A			N


									OperationOutcome			A structural resource which describes the outcomes of an attempt to operate on FHIR resources.			?			N/A			N


									PlanDefinition			A pre-defined group of actions to be undertaken in a given circumstance.			?			N/A			N


									Procedure			A medical procedure performed on a patient.			?			N/A			N


									ProcessRequest			Deprecated.			?			N/A			N


									ProcessResponse			Deprecated.			?			N/A			N


									Provenance			A record of how a resource came be in its current state.			?			N/A			N


									RequestGroup			A sequence of actions to perform for a patient or group of patients.			?			N/A			N


									ResearchStudy			A basic definition of a research study.			?			N/A			N


									ResearchSubject			A participation in a research study.			?			N/A			N


									Sequence			A genetic sequencing test result.			?			N/A			N


									ServiceDefinition			A structural resource which defines the data required by a clinical decision support service.			?			N/A			N


									Specimen			A specimen for testing.			?			N/A			N


									StructureMap			A structural resource which defines a transformation between two FHIR structures.			?			N/A			N


									SupplyDelivery			Fulfilment of a request to supply a medication, substance or device.			?			N/A			N


									SupplyRequest			A request to supply a medication, substance or device.			?			N/A			N


									TestReport			Results of the execution of a test script.			?			N/A			N


									TestScript			A sequence of tests to execute against a FHIR endpoint.			?			N/A			N


									VisionPrescription			A prescription for vision aids.			?			N/A			N
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Rotherham Yes Yes Yes Yes Yes Yes No Yes Yes
Doncaster Yes No No No Yes Yes No Yes Yes
YAS Yes Yes Yes Yes Yes Yes No Yes Yes
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Test sets are analogous to Postman folders - they are a means to group tests together.


Each test is a API request that is comprised of a varying number of assertions. 


In total there are 17 test sets and, initially, these are expected to demonstrate that a local FHIR proxy server meets the minimum level of capability in order to fulfill all of the pilot use cases. For the pilot phase, it is expected that the majority of searches will be done in patient context and an NHS number or identifier provided. Over time, this test set will increase as the YHCR clinical use cases increases.





			1


			Can Search for test patient records using NHS Number


			Available


			This test set executes a 10 requests against a Patient API endpoint.


			All


			1





			2


			Can Patient searches _include the referenced Primary Care resources


			Available


			This test set executes 3 requests against a Patient API endpoint for one of the test patient records and their referenced primary care details.


			All


			1





			3


			Can Patient searches _revinclude Encounter


			Available


			This test set executes a single request against a Patient API endpoint for one of the test patient records and any Encounter resources that reference that patient record. 


			Summary Cancer Care Record (Doncaster)
Cancer Inter Provider Transfers (Leeds)
Display Encounters from Doncaster in Sepia (Rotherham)
Humber Crisis Plan
Ambulance Transfer of Care


			1





			4


			Can Patient searches _revinclude Observation


			In Progress


			This test set executes a single request against a Patient API endpoint for one of the test patient records and any Encounter resources that reference that patient record. 


			Summary Cancer Care Record (Doncaster)
Cancer Inter Provider Transfers (Leeds)
Display Encounters from Doncaster in Sepia (Rotherham)
Ambulance Transfer of Care


			1





			5


			Can Patient searches _revinclude Condition


			In Progress


			This test set executes a single request against a Patient API endpoint for one of the test patient records and any Encounter resources that reference that patient record. 


			Summary Cancer Care Record (Doncaster)
Cancer Inter Provider Transfers (Leeds)
Display Encounters from Doncaster in Sepia (Rotherham)
Ambulance Transfer of Care


			1





			6


			Can Patient searches _revinclude MedicationStatement


			In Progress


			This test set executes a single request against a Patient API endpoint for one of the test patient records and any MedicationStatement resources that reference that patient record. 


			Summary Cancer Care Record (Doncaster)
Cancer Inter Provider Transfers (Leeds)
Display Encounters from Doncaster in Sepia (Rotherham)
Ambulance Transfer of Care


			1





			7


			Can Patient searches _revinclude AllergyIntolerance


			In Progress


			This test set executes a single request against a Patient API endpoint for one of the test patient records and any AllergyIntolerance resources that reference that patient record. 


			Summary Cancer Care Record (Doncaster)
Cancer Inter Provider Transfers (Leeds)
Display Encounters from Doncaster in Sepia (Rotherham)
Ambulance Transfer of Care


			1





			8


			Can Patient searches _revinclude Encounter, Condition, MedicationStatement and AllergyIntelorance


			In Progress


			This test set executes a single request against a Patient API endpoint for one of the test patient records and any Encounter, Condition, MedicationStatement and AllergyIntolerance resources that reference that patient record. 


			Summary Cancer Care Record (Doncaster)
Cancer Inter Provider Transfers (Leeds)
Display Encounters from Doncaster in Sepia (Rotherham)
Ambulance Transfer of Care


			1





			9


			Can return specific Encounter resources of a given class and for a given patient identifier


			Available


			This test set executes a single request against an Encounter API endpoint, specifically for Encounter resources of a given class and patient identifier.


			Summary Cancer Care Record (Doncaster)
Cancer Inter Provider Transfers (Leeds)
Display Encounters from Doncaster in Sepia (Rotherham)
Ambulance Transfer of Care


			1





			10


			Can return Encounter resources for a given patient identifier


			Available


			This test set executes a single request against an Encounter API endpoint, specifically for Encounter resources that reference a patient identifier.


			Summary Cancer Care Record (Doncaster)
Cancer Inter Provider Transfers (Leeds)
Display Encounters from Doncaster in Sepia (Rotherham)
Ambulance Transfer of Care


			1





			11


			Can return specific Encounter resources of a given status and for a given patient identifier


			Available


			This test set executes a single request against an Encounter API endpoint, specifically for Encounter resources of a given status and patient identifier.


			Summary Cancer Care Record (Doncaster)
Cancer Inter Provider Transfers (Leeds)
Display Encounters from Doncaster in Sepia (Rotherham)
Ambulance Transfer of Care


			1





			12


			Can return specific Encounter resources of a for a given patient identifier in date descending order


			Available


			This test set executes a single request against an Encounter API endpoint, specifically for Encounter resources of a given status and patient identifier, asking for the result set to be returned in date descending order (most recent first).


			Summary Cancer Care Record (Doncaster)
Cancer Inter Provider Transfers (Leeds)
Display Encounters from Doncaster in Sepia (Rotherham)
Ambulance Transfer of Care


			1





			13


			Is the _tag element observed by Searches


			Available


			This test set executes a single request against an Encounter API endpoint, searching for Encounter resources that contain a specific _tag.


			ED Attendances for Frequent Flyers
Secondary Care ED Discharge Disposition Outcomes


			1





			14


			Can return a specific set of "vital sign" Observations for a given patient identifier


			Available


			This test set executes a single request against an Observation API endpoint, specifically for recorded "vital sign" Observation resources that reference a given patient identifier.


			Summary Cancer Care Record (Doncaster)
Cancer Inter Provider Transfers (Leeds)
Display Encounters from Doncaster in Sepia (Rotherham)
Ambulance Transfer of Care


			1





			15


			Do paged Observation searches for a given Patient Identifier work as expected


			Available


			This test set executes a single request against an Observation API endpoint, specifically for all recorded Observation resources that reference a given patient identifier.

The test set pages through a result set given the URLs provided in the Bundle links:[] array 


			All


			1





			16


			Can create Subscription


			Available


			This test set executes a single request against a Subscription API endpoint and attempts to create Subscripton resource.

This test will fail if there is no write-able data store available - more than likely the case where a SQL/API adapter proxy is used. 


			ED Attendances for Frequent Flyers
Secondary Care ED Discharge Disposition Outcomes


			1





			17


			Can search for Subscription resources given a resourceType


			Available


			This test set executes a single request against a Subscription API endpoint and attempts to retrieve subscriptions based on a given resource type.

This test will fail if there is no write-able data store available - more than likely the case where a SQL/API adapter proxy is used. 


			ED Attendances for Frequent Flyers
Secondary Care ED Discharge Disposition Outcomes


			1











Prerequisites


These tests are designed to be executed against any type of FHIR proxy server but in order to execute successfully, they require the target end point to have a specific set of resources available. Given that some proxies may act as adapter/wrapper to preexisting data stores, the tests are unable to create or update data as this would potentially involve creating records in an upstream system. Therefore, before running the tests, please ensure that:


1. Each of the test patient records as provided here are available in an upstream system and can be served up by the FHIR proxy.


2. Each of these Encounter resources are available and can be served up by the proxy. Each Encounter needs to reference test patient NHS number 9657702070 (note: you will have to update the resource reference in Encounter.subject to reflect local resource ids accordingly).

Encounter 1
Encounter 2
Encounter 3
Encounter 4


3. Each of these Observation resources are available and surface-able by the proxy. Each Observation needs to reference test patient NHS number 9657702070 (note: you will have to update the resource reference in Observation.subject to reflect local resource ids accordingly).

Observation 1
Observation 2
Observation 3
Observation 4
Observation 5
Observation 6
Observation 7
Observation 8


Once the above is completed, you can pull the tests from this public github repo https://github.com/thatinterfaceguy/yhcr-proxy-server-api-tests.git 
Please can you ensure that you clone the repo and create a new working branch prior to running any tests - this means that you can add/amend any that you may feel missing/incorrect and, more importantly, we can merge them back into the master branch and re-distribute. To do this using Git, complete the following steps at the command line:


1. On windows (using powershell or bash): mkdir C:\proxy-tests && cd C:\proxy-tests


2. On mac/linux, mkdir ~/proxy-tests && cd ~/proxy-tests


3. git clone https://github.com/thatinterfaceguy/yhcr-proxy-server-api-tests.git


4. git checkout -b "ENTER-THE-ODS-CODE-OF-YOUR-ORGANISATION"


To commit any changes, simply enter:


1. git add *


2. git commit -m "SOMETHING THAT DESCRIBES WHAT WAS DONE"


3. git push --set-upstream origin "YOUR-ODS-CODE"


You can of course submit a PULL request following the commit/push.





Running the tests in Postman


A test collection and environment are provided in the git repo referenced above. To run manually in Postman:


1. Import the environment from C:\proxy-tests\yhcr-proxy-server-api-tests\tests\yhcr-proxy-server-tests-environment.json or ~\proxy-tests\yhcr-proxy-server-api-tests\tests\yhcr-proxy-server-tests-environment.json (see this resource for instructions on managing Postman environments)


2. Change the following environment variables to match those of your own local environment:


a. proxy_server_address - this should be the IP or DN of your local proxy server and can include a port, e.g. https://myfhirserver:443 (note there is no need to include the trailing slash)


b. base_fhir_path - this is the path to your FHIR API, e.g. /myfhirserver/fhir/stu3/ (note both the preceding and trailing slashes are required)


3. Import the collection from C:\proxy-tests\yhcr-proxy-server-api-tests\tests\yhcr-local-proxy-server-tests.json or ~\proxy-tests\yhcr-proxy-server-api-tests\tests\yhcr-local-proxy-server-tests.json (this resource shows how to manage Postman collections)


4. Run the collection - this resource shows how to run Postman collections


Running the tests in Newman


Newman is a node.js command line client that enables development teams to run Postman collections directly from the command line. To use newman, you will need node.js installed on the host that is to run the tests:


1. Install https://nodejs.org/en/download/ if you haven't done so already


2. Using Powershell or Bash, enter npm install -g newman (full install instructions are available here)


3. Once node and newman are installed, in the same shell, enter:


a. (Windows) cd C:\proxy-tests\yhcr-proxy-server-api-tests\tests


b. (Mac/Linux) cd ~\proxy-tests\yhcr-proxy-server-api-tests\tests


4. Enter the following command to execute the tests and output a report:

run yhcr-local-proxy-server-tests.json -e yhcr-proxy-server-tests-environment.json -r junit,cli --reporter-json-export=yhcr-local-proxy-server-test-results.xml -k


Should you wish, you can wrap the above in shell script and automate its execution using something like Windows Task Manager or CRON.


Running the tests in Dockerised Newman


If you do not wish to install node and newman on your machine and are running Docker and Docker Compose then the repo also contains a docker-compose file that will download a Docker image preconfigured with node and newman and will also run the tests. To use this simply:


1. Install Docker (if you haven't done so already)


2. Install Docker Compose (if you haven't done so already)


3. Check that the volume mapping in the docker compose file contained in the git repo reflects your own environment. If not, make any modifications as required.


4. In Powershell or Bash:


a. (Windows) cd C:\proxy-tests\yhcr-proxy-server-api-tests


b. (Mac/Linux) cd ~\proxy-tests\yhcr-proxy-server-api-tests


5. Enter the following at the command line to run the tests and output a report:

docker-compose up


Sharing the results


If you wish, you can share the test results in your specific Slack pilot channel - this is not mandatory as results will be gathered centrally as the tests are executed on the regional infrastructure. 
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